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Key Messages

The Nuclear Sector is a long way behind other
sectors in certifying personnel with security
accountabilities as being competent

We need to do something about it urgently

Attending security awareness courses is simply
not enough




Awareness Courses do not prove competency

Attending (and being paid to attend) a few presentations on

nuclear security, and having a group photograph taken, does not
make you professionally competent to manage a security

programme, or change security culture...

37 people from '

15 countries...
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BACKGROUND TO WINS

IDENTIFYING THE PROBLEM

WHAT TO DO ABOUT IT







To provide those who are accountable
for nuclear security with an international
forum in which to share and promote
best security practice.



WINS Membership Growth




2010: Political Commitment to Improve Nuclear Security

Promote and sustain strong ' -
. Facilitate exchange of best
nuclear security culture : )
practices...in nuclear
and corporate

industry

i \l13~ _ security in the nuclear
commitment to implement lee'ar

robust security practices







The World Institute for Nuclear Security presents

A NIGHT AT THE THEATRE
WITH WINS

Critical Thinking:

“SAFETY AND SECURITY ARE QUR NUMBER QNE PRIORITY”

y (no entry after the play starts)

losing reception



WINS Workshops and Events

ARGENTINA
AUSTRIA
BELGIUM

VVALR
CANADA
GERMANY
GREECE
JAPAN
JORDAN
KOREA
MEXICO
NIGERIA
PHILIPPINES
SOUTH AFRICA

SWEDEN
AN EVENT EVERY FIVE WEEKS THE NETHERLANDS

UNITED ARAB EMIRATES
UNITED KINGDOM
USA




International Best Practice Guides

Legal Accountability and oy
Liability for Nuclear 4.1

Security Security by Design

m- o Working Effectively with
External Response Forces

WINS INTERNATIONAL BEST PRACTICE GUIDE

GROUP 1: Nuclear Security Programme Organisation

1.3

Security Governance

WORLD INSTITUTE FOR
N NUCLEAR SECURITY

5.1

i R, T A A St Security of High Activity
ey —— iy Byt e e Radioactive Sources
2.4 Nuclear Security for

Communicating Security Sclentisty and Englneers m -

Information:
Striking a Balance




International Best Practice Guides

32 10

International Published

Best Practice languages
Guides




All Guides have a Self Assessment Section

WINS International Best Practice Guide Engaging with External Stakeholders on Nuclear Security

APPENDIX A I I ’ ,
QUESTIONS TO ASSESS PERSONAL CONTRIBUTIONS TO ENHANCING

ENGAGEMENT WITH EXTERNAL STAKEHOLDERS

Appendix A contains a series of i that of an or ion can use to evaluate the

effectiveness of their external pr The jons also make excellent prompts for

generating discussion. Such & process helps individuals at all levels of an organisation reflect critically on

their personal actions and behaviour. It also helps them d how they can i P Iy to
ping and enh i with external stakeholders within their i

QUESTIONS FOR THE BOARD
[] Yes

Do you know who your major external stakeholders are (local, national and intemational)? ow
o
Do you clearly understand the major issues that create controversy or conflict between [ Yes
your organisation and your extemal stakeholders? One
Does your organisstion currently have a positive relationship with your extemal [ Yes
stakeholders? [ Ne

- o '
Do you support the principles of Corporate Social Responsibility? g N Y E S
o

Do you think it is worth the investment in staff time and money to engage with your O Yes

external stakeholders in a formal way? One
Has your organisation instituted any kind of formal prog) o B [ Yes
with extenal stakeholders? Ome
[ Yes
If 50, do meetings take place regularly?
[ No
Have such meetings been effective in promoting trust and goodwill between your [ Yes
i and your stakehold L
[ Yes
Have you ever particip in a formal Dialogue g7
[ Ne
Do you regularly receive reports ing your isation’s current relationship with its | [ yes
external stakeholders, including what the issues and concems are, what is being done to
ge positive relationships, and how these actions have been to date? O Ne

Page 26 of 33



We Provide a Security Management “Maturity Scale”

/88 DEVELOPING

INEFFECTIVE




Wide Distribution of WINS Best Practices

NUCLEAR SECURITY

WORLD INSTITUTE FOR
N Home About WINS Latest WINS News FAQs Contact Members

STARTPAGE TOUR REGISTRATION

We believe r

increase” 0
\

_«Its a strong, vibrant nuclear
«eir organisation.

LATEST NEWS TAKE THE TOUR

WAYS TO SUPPORT WINS

Publications ./ Workshops 9 News
¥ P 'l

Community Membership ou WINS sponsors members-only e A 11.07.2013 - Success at "A Night at the
members can all of WINS' publicati . including w ops that are held around 5 Thea! th WINS"

urity 29 i 3 racti 1 3 Wi ICUS O i 20.06.2013 - Special Publication ona
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Membership Questionnaire 2014

said WINS is a valuable forum

have modified their approach to
nuclear security management as
a result of their interactions with

WINS




Gaps in Professional Development (PD)

NUCLEAR SECURITY NUCLEAR SAFETY

UNEQUAL
OPPORTUNITIES

-“
N
A



Gaps in Professional Development (PD)

NUCLEAR SECURITY NUCLEAR SAFETY

OVER 50%
UNEQUAL HAVE NO PD
OPPORTUNITIES 5 ppORTUNITIES

-”"
N
A



2012: Nuclear Industry Summit — Academy Concept

r Industry Summit

MEMBERSHIP QUESTIONNAIRE




The WINS Academy Concept 2

WINSACADEMY

WINSACADEMY




International Gap Analysis

WORLD INSTITUTE FOR
NUCLEAR SECURITY

Global Needs Analysis
for Nuclear Security Training

AN ASSESSMENT OF THE WORLDWIDE GAP BETWEEN
SUPPLY AND DEMAND OF PROFESSIONAL
DEVELOPMENT PROGRAMMES

FULL REPORT

June 2013




Possible Scope of Security PD Demand

ZOO’OOO Worldwide Personnel with

Security Accountabilities for
Nuclear and other Radioactive
Material

20’000 Annual Demand/Turnover?



“Demonstrable Competence”

Thin i ke SRl [ S AN 1 4
Kosobukina Svetlana . s
has e fiflend o ! 1 ’

.-n-.mE: --..,:.‘.’-.;.-..r, ‘IF; gual
Cer!{ﬁed:—jc_:qumii‘_ii.rlg_fr#.c“!rﬂi{me?r & C E R T I F I E D
e S Systems Engineer




Certification in IT Security

(I S‘ ) SECURITY TRANSCENDS TECHNOLOGY -
Sign In here to p

profile settings,

Home Credentials Training Events Chapters Members Only (I5C)2 Foundati

Home ¥ Certification Programs ¥ SSCP ¥ Certification Process ¥

I am interested in:
[ select below

__stte search JEZEN SSCP® - Why Certify

(Certifications) People are the Key to a Secure Organization

Technological solutions alone cannot protect an organization's critical information
Our Credentialing Process assets. Employers demanding qualified information security staff give their
o organizations a leading edge by providing the highest standard of security for
Computer Based Testing their customers', employees', stakeholders' and organizational information assets.
ECBT) (ISC)*®, the only not-for-profit body charged with maintaining, administering and
Associate of (ISC)? certifying information security professionals via the compendium of industry best
— practices, the (ISC)? CBK®, is the premier resource for information security
SSCP professionals worldwide.

» Why Certify?

+ How To Certify
+ SSCP Training = Demonstrates a working knowledge of information security

Benefits of Certification to the Professional

+ SSCP Domains = Confirms commitment to profession
SSCP For Businesses = Offers a career differentiator, with enhanced credibility and marketability

Exam Outline = Provides access to valuable resources, such as peer networking and idea
exchange




Certified Security Management in Aviation

T——

Francais | \._{6_,‘ Hgi

INTERNATIONAL CIVIL AVIATION ORGANIZATION Search this site...
A United Nations Specialized Agency

E About ICAO | Strategic Objectives | Meetings & Events | Publications | Online Store | Employment

ICAO > Security > ISD Security Home > AVSEC PMC
AVSEC PMC urty urty

ISD Security Home AVSEC PMC
Structure

Assistance

o PROFESSIONAL
raining
AVS E < MANAGEMENT
AVSEL PME COURSE (AVSEC PMC)
ICAO AVSEC Professional
Managers

PMC Schedule
PMC Flyer

The Aviation Security Professional Management Course (PMC) is the most advanced aviatio
security training programme in existence today which carries a formal designation (AVSEC PM)
PMC Statistics it the first of its kind globally.

AVSEC PMC Article

The programme was developed by the International Civil Aviation Organization (ICAQO) in collabg
with the John Molson School of Business at Concordia University in 2004. Its aim is to provide a
security middle and senior management personnel with new management skills and a greater
understanding of the application of the Standards and Recommended Practices contained in Ann
Go to while maintaining a creative and pedagogic philosophy. Emphasis is also placed on the use of t
Security Manual (Doc 8973) Restricted.

Contact us




Certified Security Management in Maritime

_MARINE TRAINING CERTIFICATION

Persons with Security Responsibilifies
Auditor Course

Port Workers Secunty Awareness Course

Other Maritime Securiy Courses



Who is Accountable?

IAEA Guidance

BOARD

Ensure that prime OF DIRECTORS
- i

responsibility for the
security of nuclear I l I
material; Other radioaCtive CHIEF OPERATING OFFICER i RISK MANAGEMENT AND LEGAL
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facilities, associated

... o OPERATIONS __ SAFETY FINANCE
activities, sensitive [
information and sensitive BVGINEENING o oan = o = pomue
H H TECHNOLOGY RESOURCES RELATIONS
information assets rests

with the authorized
persons.
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Who is Accountable?

IAEA Guidance

BOARD

Ensure that prime OF DIRECTORS
- i
responsibility for the
security of nuclear I ! I
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material, associated | |
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activities, sensitive
information and sensitive —
information assets rests TECHNGLOGY
with the authorized
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Who is Accountable?

IAEA Guidance

BOARD

Ensure that prime OF DIRECTORS
responsibility for the T EXECUT'.\,E e

security of nuclear

material, other radioactive B ] 15K MANAGEMENT AND LEGAL
material, associated | |

facilities, associated
activities, sensitive
information and sensitive P
information assets rests TECHNOLOGY
with the authorized
persons.

OPERATIONS SAFETY FINANCE
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Who Needs to be Competent?

WINSACADEMY

IAEA Guidance

Ensure that prime
responsibility for the
security of nuclear
material, other radioactive
material, associated
facilities, associated
activities, sensitive
information and sensitive
information assets rests
with the authorized
persons.

/\\‘e’

BOARD
OF mnec*roas
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| &
0

CHIEF OPERATING OFFICER <NT AND LEGAL

A o ﬂ

HUMAN == PUBLIC
RESOURCES RESIGH RELATIONS



Competency Framework

CORPORATE &
FUNCTIONAL DIRECTORS

OPERATORS

OFF-SITE
ORGANISATIONS

Executive/Board Member
Human Resources Director
Legal Director

Safety Director

Procurement and Purchasing
Director

Engineering and Technology
Director

Information Systems Director

Corporate Head of Security

Operations Director
Site Shift Manager

Engineering and Technology
Manager

Site Security Manager

Emergency Response Team
Leader

Health and Safety Manager

Nuclear Material Custodian

Local Law Enforcement/
Police

National Law Enforcement/
Police

Government Security
Regulator



Competency Framework

WINS INTERNATIONAL BEST PRACTICE GUIDE

GROUP 3: People in Nuclear Security

SNl

Developing Competency
Frameworks for Managers
with Nuclear Security
Accountabilities

WORLD INSTITUTE FOR
N NUCLEAR SECURITY
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WINSACADEMY

Design of the Academy Programme

Elective for Elective for
Scientists, Response
Technicians and Force
Engineers Managers
Elective for _
Senior Elective for
Administrators Security
and Board Programme
e FOUNDATION o
Elective. for Elective for
EXECHEe Regulators
Managers

Eﬂd‘fﬂ"’etf“r Elective for
:1 Mo I“’e Civil Society
aterials Engagement

Managers
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Design of the Academy Programme
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Scientists, Response
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Deli
very Partner
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WINSACADEMY

eLearning Platform

PEARSON ALWAYE LEARNING
Unit 2: The Nuclear Industry in Context

2.4 The Evolving Threat Environment

- Defining a Generic Design Basis Threat

WINSACADEMY

H

Two questions that frequently arise amongst regulators, operators and

response personnel are: “What is a credible threat? What are we trying to

defend against?”

2 4 The Evalving Threat It is the responsibility of individual States to decide what kind of threats
Environment are credible given such factors as their arrangements for border
: protection, State intelligence, and counter terrorist policing. It is obvious
Assignments

from reports of terrorist and criminal incidents that many of the same
Suggestions for Further tactics, armaments and eguipment are in use worldwide and can be

Reading easily used against nuclear and radioactive targets as well.

The table, which is based on publicly available information, provides a

summary of the range of threats that might exist in a State and the potential implications and considerations for the security
of nuclear facilities and materials in transport. The size of the attacking force is not addressed in this table. However, it
should be presumed that the attacking force has the assistance of one or more insiders with access to, and knowledge of,

the site and/or transport operations.

The IAEA ITDB ITDB Highlights The Design Basis || Defining a Generic
i System 19932012 Threat Design Basis Threat Lesson Complete




WINSACADEMY

Certification Programme Costs in Context

WINS



WINSACADEMY

Certification Programme Costs in Context ¢ __ s,

WINS



2010: Political Commitment to Improve Nuclear Security

Promote and sustain strong ' -
. Facilitate exchange of best
nuclear security culture : )
practices...in nuclear
and corporate

industry

i \l13~ _ security in the nuclear
commitment to implement lee'ar

robust security practices




2014 Nuclear Security Summit — Joint Statement

Nuclaar , . / . M » \' fN{.chear |
AV s = e )
/\ f_\ f_\m it 100600005 Nl i) BTN o Hagus
Nuclear Secumtf_‘ Sum t:-:2014
”Ihe Hague; the Netherlands '
Nuclear
- Security
7 NN
- = ~—Summit

;% | S\ AR/ N\
b — e w2014 The Hague

The Netherlands hosted
the Nuclear Security
Summit in The Hague on 24

" and 25 March 2014.

‘ 2014, NSS in The Hague ‘ 2012, NSS in Seoul ‘ 2010, NSS in Washington

D



2014 Nuclear Security Summit — Joint Statement

lolnt Statement

The following States: Algerio, Armenlo, Austrolio, Belgium, Canoda, Chile, Czech

Republlc, Denmark, Finlond, France, Georglo, Germany, Hungary, [sroel, italy, Japan,

Kazakhstan, Lithuanle, Mexico, Moracco, the Netherlands, New Zealond, Norway,

Bhilppines, Poland, the Republic of Korea, Romania, Spain, Swedsn, Turkey, Ukraine,

United Arab Emirgtes, the United Kingdom, the United Stotes of America and j “" E t h t
Vietnam, oiming for an effective ond sustoinable nudlear security regime, commit Ko n S u re a

themselves to:

. Subscribe to the fundamental principles [“Nuclear Security Fundamentals”] set forth in the ! m a n a ge m e nt a n d

Muclear Security Series M35 30, on the Objective and Essential Elements of a State’s Mudear
Security Regime;

et o s e GGGl personnel with

or exceed these objectives including through the implementation and enhancement of national

regulations and ather gowernment measures:

. " 3 L] L]
a) :jSdl:;r[l::fl::i}:::c:ih':l:::;;munn Recommendations on Physical Protection of a C CO u nta b I | Ity fo r

b] N5514: “Muclear Security Recommendations on Radioactive Material and Associated
Facilities” and The Code of Conduct on the Safety and Security of Badioactive Sources;

Jriibuni | nuclear secu rity dare

. Continue to improve the effectiveness of their nudiear security regimes and operators’ systems

demonstrably
competent”

b] Hesti cdically;

4. Ensure that maragement and personnel with accountability for nucdear security are

demonstrably competent;

Additionally, subscribing States intend to contribute to the continucus improvement of nuckear

security through one or mone of the fallowing octions: i 2010, NSS in WEShiﬂgtOﬂ

Strengthening nuckear security implementation (25 March 2004) Page 3



2014 Nuclear Industry Summit — Amsterdam

JOINT STATEMENT OF THE
2014 NUCLEAR INDUSTRY SUMMIT

Amsterdam - March 23-24, 2014

Beurs van Berlage

+« Ensuring that all personnel with accountabilities for security are demonstrably
competent by establishing appropriate standards for selection, training, and
certification of staff,
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Sustainable Partnerships
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Further Information

WINSACADEMY

WORLD INSTITUTE FOR
NUCLEAR SECURITY

Home About WINS Latest WINS News FAQs Contact WINS Academy Members Area

THE ACADEMY ABOUT THE MODULES WINS ACADEMY FAQS

WINS Academy

OG IN
The WINS Academy is our initiative to provide

personnel with management accountabilities for
nuclear security with opportunities to become Not a member yet?
professionally certified.

JOIN NOW

By offering the first online certification
W | N SACAD E M Y programme in the world for nl{clear security
management, the Academy will catalyse
professional development, knowledge
exchange and leadership innovation in nuclear security management. Ultimately, the programme will
lead to growing levels of competence in a way that is demonstrable and sustainable, thereby
improving worldwide leadership and effectiveness in the implementation and regulation of nuclear
security.

How it works

Foundation Module Elective Module Examination Certification

The educational design consists of a Foundation Module plus eight elective Modules. All participants
will take the Foundation Module plus one elective; the choice of the elective depends upon the
participant’'s area of responsibility.

We plan to release the Modules according to the following schedule:



WORLD INSTITUTE FOR
N NUCLEAR SECURITY

Join WINS:

WWW.Wins.org
www.wins.org/academy
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