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President's Findings
The International Symposium on Nuclear Security
 was convened 31 March–3 April 2009 at the IAEA headquarters in Vienna, by the IAEA in cooperation with the European Police Office, Interpol, the Joint Research Centre, the European Commission, the Nuclear Threat Initiative, the Organization for Security and Cooperation in Europe, the UN Counter Terrorism Task Force, the United Nations Office on Drugs and Crime, the World Customs Organization, the World Institute for Nuclear Security, the World Nuclear Transport Institute.

This Symposium took place within a context of international acknowledgement that the threat of nuclear terrorism required dedicated action by the international community, States, industry and others. The Symposium dealt with those issues involved in protecting nuclear and other radioactive material from criminals. It also took place against a backdrop of renewed interest in nuclear technology: increased use of nuclear power, and increased use of radioactive isotopes in medicine and in industry. These are welcome developments, since nuclear energy and technology can indeed contribute to the technological and economic welfare of many countries, without compromising public health or the environment. In this context, security measures should not impede State programmes for peaceful use of nuclear technology.
1. Threat of nuclear terrorism and of other nuclear-related criminal acts 

Some credible reports indicate that criminal organizations have shown interest in nuclear material and facilities. The threats include: (a) criminals or terrorists acquiring and using nuclear material to build a rudimentary nuclear explosive device (in the worst case, an existing nuclear explosive device), or (b) achieving the dispersal of radioactivity by the construction of a radiological dispersal device (RDD) or through an act of sabotage at a nuclear facility or other installations or place where radioactive substances are used, stored or transported. Since the consequences of the use of an improvised nuclear explosive device would be catastrophic, such events cannot be neglected although their probability may be much lower compared to the potential of an RDD or an act of sabotage. Intentional dispersal of radioactivity would, no doubt, have very significant psychological, health and economic consequences.

Criminal acts involving radioactive substances stolen from anywhere in the world can occur at any place of the world. Weaknesses in the systems of protection are of global concern; a risk to all. 

The Symposium addressed the comprehensive layered approach to protection against terrorist or criminal use of nuclear or radioactive material. It was recognized that the first line of defence must continue to be sustained and effective security at the facility, location or means of transport. A second line of defence; to detect unauthorized movement of nuclear or radioactive material was recognized as being of equal importance. Thirdly, effective response systems in cases of theft or other malicious events was recognized as necessary in a comprehensive nuclear security system.

2. International response and cooperation

The Symposium noted that the international community had responded to the threat by strengthening the legal platform for action, including:

· strengthening the Convention on the Physical Protection of Nuclear Material (CPPNM) as the 2005 Amendment comes into force;

· bringing into force the International Convention on the Suppression of Acts of Nuclear Terrorism and the International Convention for the Suppression of Terrorist Bombings; 

· adopting UN Security Council Resolution 1540;

· approving and implementing the Code of Conduct for the Safety and Security of Radioactive Sources;

· recognizing the contribution of safeguards agreements to the set of international instruments building the nuclear security platform;

· recognizing further the synergies with and contributions from international legal instruments established for nuclear safety. 

As a whole, these instruments complement each other and form a solid platform for nuclear security; though they differ in role, capacity and legal weight, at the international level and at the national level. The Symposium found that States should be encouraged to embed the core part of these international instruments in their national nuclear legal system to give a consistent and solid basis for national implementation. The establishment of a national system for implementation was emphasized. The binding nature of the United Nations Security Council Resolution 1540 was noted, and the IAEA nuclear security programme was recognized as a potential contributor to the implementation of the resolution. 
The Symposium further recognized the many initiatives taken by States and groups of States aimed at strengthening nuclear security, such as the United Nations Global Counter-Terrorism Strategy, the EU Strategy against the Spread of Weapons of Mass Destruction; the G-8 Global Partnership; the Global Initiative to Combat Nuclear Terrorism; and the Global Threat Reduction Initiative. Non-Governmental initiatives were also noted.

3. Safety, security and safeguards

The Symposium addressed prevailing interfaces and synergies between security, safeguards and safety, recognizing that although the three conceptual areas were associated with different objectives, they also had common overarching goals and overlapping areas. In particular, they should be implemented in a pragmatic manner at a facility level: is the ‘three Ss’ are essential at any one facility, there is not one facility for security, one for safety and one for safeguards 

The possible linkage between them can take different forms: managing interfaces, seeking harmonization and synergies or through extensive integration. Such interaction would depend on individual circumstances. The Symposium recognized the need, at the legislative level, to avoid gaps and overlaps in national legislation and to ensure consistency within the regulatory framework. The first step is to manage interfaces, bringing technical and operational commonalities to the fore and promoting closer cooperation between stakeholders. The beneficial results of the promotion of synergies were demonstrated in the sharing of know-how and training infrastructure, and also in the seeking of relevant consistency and continuity in the operating of facilities, in both routine and non-routine situations. 

At the facility level — in particular, at the design stage —integration of requirements related to security, safeguards and safety was deemed essential to ensure that requirements were fully taken into account and in order to avoid subsequent backfitting, in particular where necessary to meet international standards and obligations.

4. Securing material and facilities 
The Symposium noted increased awareness among participants about the importance of having adequate nuclear security implemented for nuclear and other radioactive material, wherever used, stored or transported. The role of risk assessment addressing not only radioactive material but also sensitive technologies was recognized. While progress in national efforts to improve material security was noted, it was also underlined that further work and investments were needed to reach the goals of adequate security for these materials from a global perspective. The importance of having effective national systems in place for accounting of nuclear material and for the registry of other radioactive substances is of crucial importance. Such ‘real-time’ accounting systems were recognized for their importance regarding protection against a threat involving ‘insiders’. The need for further international assistance to reach an internationally accepted level for nuclear security was underlined. In particular, the legacy of past perceptions that radioactive material is self-protecting had resulted in insufficient security arrangements for nuclear and other radioactive material. In these efforts, physical protection, accounting and registration, and efforts to bring vulnerable material into secure and safe circumstances, were recognized. 

5. Unregistered and uncontrolled radioactive substances

A comprehensive nuclear security system includes measures to detect the movement of unregistered and uncontrolled radioactive substances. In particular, effective border control and security at major public events should include detection systems. Regional cooperation brings effectiveness and efficiency gains. Technical criteria for user-friendly instruments and ‘built-in’ analytical functions could help in addressing the serious problem of false alarms at border crossings. An optimization of operational procedures, the use of effective instruments and identified support functions is required. A future line of development was identified; the combination of modern detector material, neutron detection and gamma detection. 

The usefulness and limitations of nuclear forensics were highlighted — as a tool to tackle nuclear security concerns including illicit trafficking. Cooperation and exchange of forensics information is needed to link a diversion of nuclear material with its seizure. More generally speaking, more effort is needed at the national level to provide full and comprehensive reporting to the existing data banks and for the international organizations to consider the establishment of some variation of an ‘international clearing house’.
6. Information sharing

Two powerful instruments for information sharing and collaboration were presented: the IAEA Illicit Trafficking Database (ITDB), which is being supplemented by the Malicious Acts Database, and the Nuclear Smuggling International Technical Working Group (ITWG), which is focused on nuclear forensics. The ITDB — which now comprises more than 100 States — can serve an example of best international practice of information sharing and collaborative approaches on nuclear security. The existing information systems are aimed mainly at the prevention and detection phases. This is not enough. The Symposium concluded that more attention needed be given to the strengthening of information exchange on lessons learned about illicit trafficking and similar cases. In this context, there was great interest in new instruments for information sharing presented by Interpol and by the World Customs Organization.

7. Role of industry

The Symposium recognized that industry could contribute to a stronger nuclear material security regime in at least two different ways. First, industry and other constituencies of the private sector could participate and support the research and development needed for the enhancement of nuclear security at the global level. Second, and much more important, the industrial entities handling nuclear and radioactive material must be more involved in the regime and must improve their security awareness, develop their corporate culture and share good practices.

In this context, the Symposium noted with great satisfaction the creation of the World Institute of Nuclear Security with headquarters in central Vienna. WINS will bring together a number of organizations having a direct involvement in the security or protection of nuclear material. WINS should not duplicate the IAEA activities carried out at governmental level, but should establish a constructive relationship with the IAEA with the objective of bringing the work of the IAEA down to the grass roots level, to those people and organizations that make a difference in effective physical protection. 

8. IAEA Nuclear Security Programme

The IAEA Nuclear Security Plan for 2006–2009 emphasizes measures to establish and enhance the capabilities of States to prevent, detect, interdict and respond to illegal acts involving nuclear and other radioactive material and associated facilities. The nature of the IAEA activities was extensively discussed in order better understand its role vis-à-vis national and industrial activities, and specifically to help identify possible new directions that could be incorporated in the IAEA Nuclear Security Plan for 2010–2013.

The Rapporteurs have produced valuable and comprehensive reports reflecting the discussion in various sessions. They are taken into account in the attached Specific Proposals.

The first two IAEA Nuclear Security Plans have produced substantial and noteworthy results. The third plan will entail even broader international cooperation and will call for an extension of the international financial support to the IAEA for its nuclear security activities. The demand for IAEA support is greater than was originally anticipated and more resources are needed to meet all requests for assistance. The incorporation of IAEA security activities into the regular budget could reduce exposure to the vagaries of voluntary contributions.

Specific Proposals

International response and cooperation
· The Symposium emphasized the urgency of universal adherence to, and implementation of, the international legal instruments. These instruments provide a solid platform of coherent and complementary measures. Numerous nuclear security initiatives promote the adoption of the amended Convention on the Physical Protection of Nuclear Material (CPPNM), the Nuclear Terrorism Convention and other relevant instruments. States are encouraged to actively consider signing and ratifying these instruments. The Symposium participants believe that the IAEA and UNODC have an important role in helping to promote adherence and implementation. 
· States should continue to build the institutional framework necessary to implement the international legal instruments, establishing the necessary administrative and technical systems, and enacting the required provisions in their legal code. To that end, the development and promulgation of model elements of an appropriate national legal framework for nuclear security, and assistance by the IAEA are valuable contributions.

· The IAEA’s efforts in promoting nuclear security and the work it undertakes to assist States make a significant contribution to the successful implementation of UN Security Resolution 1540. Wider recognition of this role and acceptance of the assistance offered under the IAEA’s nuclear security programme will help States to meet national nuclear security goals consistent with UN SCR 1540. 
· The Symposium recognized and welcomed the substantial contribution to enhancing global nuclear security made by bilateral assistance programmes. The IAEA should continue to expand efforts to ensure that these programmes are coordinated with work being undertaken by the IAEA, and by others, with the objective of ensuring complementarities and the efficient use of resources.
· In recent years, an extensive range of national, regional and international nuclear security initiatives have been instigated; e.g. GTRI, GICNT, CTITF. These are largely complementary and, taken together, provide extensive coverage of the activities needed to enhance nuclear security. The Symposium proposed that activities undertaken under these initiatives needed to continue to be coordinated with IAEA programmes, and vice versa. Where appropriate, the IAEA should take on an active role in achieving this. 
Threat of nuclear terrorism and other nuclear-related criminal acts 
· The threat posed by terrorist groups and others with malicious intent is continuing to evolve both in terms of the modus operandi and in technical terms. The ability to assess the current threat and anticipate future threats requires that both States and international organizations re-examine and re-evaluate their knowledge of capabilities and intentions, and adjust assessments accordingly. 
· The Symposium noted that several additional challenges related to threat assessments had emerged — notably the potential consequences of RDDs — and that improvements were needed in looking beyond current threat scenarios to emerging or future threats. 
· Threat information is a key component in the development of design basis threats (DBTs) for facilities. For circumstances where such information is inadequate or non-existent, the use of a minimum DBT or minimum protection level which could be applied to both existing and newly built facilities should be considered.

· Risk assessment —an important tool in obtaining a balance between threats and security measures applied to nuclear and other radioactive material, and their associated facilities and transports — should be extended to include sensitive technologies.
Information sharing
· To assess the threats, identify needs and priorities for action, and to evaluate results, a comprehensive and reliable information platform is essential. To build and sustain such a platform requires dedicated action both by States and by the relevant international and regional organisations, working in concert.
· The analysis of threats, the identification of patterns and trends, security needs and vulnerabilities, and the evaluation of the results of nuclear security enhancement measures, require comprehensive and reliable data. The Symposium urged that action be taken by both States and the IAEA to ensure full and complete reporting of incidents and related information, as far as it does not jeopardize the confidentiality of sensitive information.
· Open source information makes a substantial contribution to establishing a comprehensive picture of global nuclear security. The Symposium suggested that the IAEA further exploit publicly available information in the nuclear security field. 
· Building on the success of its Illicit Trafficking Data Base (ITDB) and the newly launched Malicious Acts Database (MAD), the IAEA is encouraged to further expand its information collection and exploitation activities by encouraging other States to participate. The intent is to provide authoritative information, analyses and feedback in support of the implementation of its Nuclear Security Plan and to support activities to enhance nuclear security undertaken by States and other regional and international organisations. 
· International and regional organizations are encouraged to further enhance measures to share information and analyses, to build on existing cooperative information projects such as that between the IAEA and Interpol; to develop new projects involving the SAFE Framework of the World Customs Organization (WCO) with due regard to maintaining the confidentiality of sensitive information.

· The Symposium encouraged the IAEA to play a central role in encouraging better reporting and coordination based on the requirements contained in the International Convention on the Suppression of Acts of Nuclear Terrorism, the amended CPPNM, and the Early Notification and Assistance Conventions.

Safety, security and safeguards interfaces
· Safety, security and safeguards have to be jointly considered in national legislative systems and need to be addressed together to avoid gaps, inconsistencies and overlaps. During the design and construction processes of a nuclear facility, the evaluation of equipment and procedures for security, safety and safeguards is a key activity. The inclusion of safety, security and safeguards concerns in the licensing process for nuclear facilities, including new nuclear power plants, would avoid necessary and expensive backfitting. At a facility level: interfaces between security, safeguards and safety need to be managed, while the operational and technical features, and training, are needed to bridge the three disciplines.
Unregistered and uncontrolled radioactive substances
· The value of IAEA coordinated research projects to help develop new technological development in such fields as detection instruments and nuclear forensics was recognized and the continued use of such projects were emphasized. The Symposium encouraged continued and enhanced development of new technologies, in particular in the detection of fissile material. 
· To aid the successful identification of nuclear and other radioactive material involved in trafficking and other unauthorized activities, and to aid related investigations and prosecutions, the Symposium suggested the creation of a stronger framework of cooperation between governments on nuclear forensics, inter alia, through the establishment of nuclear forensic reference data and methodology development. The IAEA, working with the Nuclear Smuggling Working Group (ITWG) has an important role to play in facilitating the development of such a system.

· Although there have been welcome technical advances in detection equipment, there is a continuing need to improve the performance, reliability, user-friendliness, and effectiveness of radiation detection equipment. The Symposium encouraged work to incorporate analytical functions into detection instruments and to combine gamma and neutron detection into a single instrument.
· Strategies for the deployment of national detection and response systems at borders need to be developed further with a view to creating national detection architecture. Cooperation across borders and between States needs to be enhanced to improve effectiveness and efficiency of border control measures. 
· While there have been improvements in detection capabilities at borders, the development of effective procedures and protocols for the response phase is lagging behind and needs to be addressed. The IAEA should develop appropriate models or generic procedures and protocols supported by training.
· Regional and international cooperation arrangements for responding to the detection of radioactive material and its return to regulatory control need improvement. The IAEA and other international bodies can play a role in facilitating improvements in regional and international cooperative arrangements.
Securing material and facilities
· Legislative and regulatory action must be supplemented by practices developed and implemented by the owners and operators of nuclear and other facilities containing radioactive material, manufacturers and transporters. Efforts should be made to enhance interaction between operators and within the regulatory framework to collect and share such security practices, with a view to facilitating the implementation of effective nuclear security systems. Efforts in this regard should continue. 
· Substantial effort has been directed at improving the security of nuclear material, related facilities and transports, with positive results. Increasing attention is now being paid to the security of non-fissile radioactive material, in particular high activity sources, during use, storage and transportation. Development of effective security measures for both nuclear and other radioactive material will continue to need further attention. 
· The Symposium supported efforts to recover vulnerable nuclear and other radioactive material and bring them to secure storage.
· A key consideration in addressing the threat of theft of nuclear and other radioactive material, and of sabotage of nuclear facilities, is the insider threat, which needs greater consideration by States. Measures to provide protection against the insider threat include strengthening nuclear security culture; improving accountancy and control systems for nuclear material to ensure timely or even ‘real time’ detection of thefts; and measures to provide protection against, or mitigate the effects of, sabotage.
Role of industry and public
· The Symposium recognized the important role of industry in contributing to a stronger nuclear security regime in supporting the research and development needed for the enhancement of nuclear security. Participants felt that management of the relevant industrial entities should find ways to be more involved in the nuclear regime, improve their security awareness — including their corporate nuclear security culture — and share good practices. In this context, the Symposium noted with great satisfaction the creation of the World Institute of Nuclear Security (WINS), but expressed the view that their activities should not duplicate those of the IAEA.
· The Symposium recognized that public understanding and trust were vital in both building support for nuclear security measures and in helping moderate reactions to a nuclear security event. Efforts to increase public awareness of the issues and consequences could be combined with the involvement of trusted non-governmental communities such as academia and NGOs.
IAEA Nuclear Security Programme

· The IAEA’s nuclear security work is undertaken in the framework of four-year Nuclear Security Plans approved by the IAEA’s Board of Governors. The next plan, covering 2010–2013, is in preparation. The Symposium suggested that it should adopt a systematic approach that, inter alia, identified core-long-term activities, emphasized the sustainability of nuclear security improvements, and exploited opportunities for international cooperation and complementary cooperation. The participants further expressed the view that the IAEA, in the development of the new programme, should consider all the proposals made at the Symposium.

· The development of norms and recommendations is one of the pillars which will support future nuclear security. The development of a comprehensive and coherent set of IAEA guidance documents consistent with the binding and non-binding legal instruments relative to nuclear security is essential. The Symposium believes that the top tier documents of the Nuclear Security Series (Fundamentals and Recommendations) are of great importance and urge their early completion and publication.
· The Symposium reiterated the important role of human resources in building effective nuclear security systems. It supported the continued development of the IAEA’s Human Resource Development Programme and encouraged States to use the services being offered. 
· The Symposium recognized the IAEA’s emerging role as a leader in efforts to establish academic programmes in nuclear security. High priority should be given to the implementation of the Educational Programme in Nuclear Security which was developed by the IAEA. This programme is recognized as the backbone of human resource capacity building in the area of nuclear security.

· The Symposium noted the importance of the IAEA Integrated Nuclear Security Support Plans (INSSPs) in providing a structured approach to addressing individual States’ nuclear security needs and also providing a basis for developing cooperative approaches to bilateral assistance programmes. A large number of States have established such plans, in cooperation with the IAEA, and others are in the process of development. Other States are encouraged to consider establishing such plans.
· The establishment of national Nuclear Security Support Centres will enable States to become owners of knowledge and skills in nuclear security. Work to establish such centres, assisted by the IAEA, should be continued in the interest of establishing sustainable national nuclear security regimes.
� Nuclear Security: The prevention and detection of and response to, theft, sabotage, unauthorized access, illegal transfer or other malicious acts involving nuclear material, other radioactive substances or their associated facilities.





