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TAEA SAFETY STANDARDS AND RELATED PUBLICATIONS

IAEA SAFETY STANDARDS

Under the terms of Article III of its Statute, the IAEA is authorized to establish or adopt
standards of safety for protection of health and minimization of danger to life and property, and
to provide for the application of these standards.

The publications by means of which the IAEA establishes standards are issued in the
TAEA Safety Standards Series. This series covers nuclear safety, radiation safety, transport
safety and waste safety. The publication categories in the series are Safety Fundamentals,
Safety Requirements and Safety Guides.

Information on the IAEA’s safety standards programme is available at the IAEA Internet
site

www.iaea.org/resources/safety-standards

The site provides the texts in English of published and draft safety standards. The texts
of safety standards issued in Arabic, Chinese, French, Russian and Spanish, the IAEA Safety
Glossary and a status report for safety standards under development are also available. For
further information, please contact the IAEA at: Vienna International Centre, PO Box 100,
1400 Vienna, Austria.

All users of IAEA safety standards are invited to inform the IAEA of experience in their
use (e.g. as a basis for national regulations, for safety reviews and for training courses) for the
purpose of ensuring that they continue to meet users’ needs. Information may be provided via
the IAEA Internet site or by post, as above, or by email to Official. Mail@iaea.org.

RELATED PUBLICATIONS

The IAEA provides for the application of the standards and, under the terms of Articles I11
and VIII.C of its Statute, makes available and fosters the exchange of information relating to
peaceful nuclear activities and serves as an intermediary among its Member States for this
purpose.

Reports on safety in nuclear activities are issued as Safety Reports, which provide
practical examples and detailed methods that can be used in support of the safety standards.

Other safety related IAEA publications are issued as Emergency Preparedness and
Response publications, Radiological Assessment Reports, the International Nuclear Safety
Group’s INSAG Reports, Technical Reports and TECDOCs. The IAEA also issues reports
on radiological accidents, training manuals and practical manuals, and other special safety
related publications.

Security related publications are issued in the IAEA Nuclear Security Series.

The TAEA Nuclear Energy Series comprises informational publications to encourage
and assist research on, and the development and practical application of, nuclear energy for
peaceful purposes. It includes reports and guides on the status of and advances in technology,
and on experience, good practices and practical examples in the areas of nuclear power, the
nuclear fuel cycle, radioactive waste management and decommissioning.
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FOREWORD

Nuclear safety and nuclear security share the same goal: to protect
individuals, the public and the environment from harmful effects of ionizing
radiation. However, the activities that address nuclear safety and nuclear
security are different, and actions taken to strengthen nuclear safety can affect
nuclear security positively or negatively and vice versa. It is therefore essential
to establish a well coordinated approach for managing the interface between
nuclear safety and nuclear security so that relevant measures are implemented
in a manner that capitalizes on opportunities that may be available for mutual
enhancement without compromising either nuclear safety or nuclear security.

The responsibility for nuclear safety and nuclear security within a State
rests entirely with that State. In this context, the importance of international
cooperation and the central role of the IAEA is widely recognized. The IAEA
assists Member States in establishing or strengthening their nuclear safety
infrastructure as well as their nuclear security infrastructure. In addition, it
provides support to establish synergy between both infrastructures to ensure that
actions taken in the two fields complement rather than compromise each other.
The interface between nuclear safety and nuclear security is highlighted in IAEA
safety standards and nuclear security guidance.

Lessons from various IAEA peer review and advisory missions, training
courses, exercises and workshops have highlighted that the understanding of
many regulatory bodies and other competent authorities of the mechanism for
oversight of the interfaces between safety and security during the various stages
in the lifetime of a nuclear power plant is different, and practical information is
needed that is consistent with the safety requirements established in the IAEA
Safety Standards Series, the guidance in the IAEA Nuclear Security Series, and
country specific practices.

This publication is the product of experts from regulatory bodies and other
competent authorities from various Member States. It provides a broad view of
regulatory oversight perspectives on the interfaces between nuclear safety and
security during the stages in the lifetime of a nuclear power plant. The TAEA
acknowledges the efforts of the participating experts and the IAEA staff involved
in the development process. The IAEA officers responsible for this publication
were S. Moazzam and Z.H. Shah of the Division of Nuclear Installation Safety
and K. Horvath of the Division of Nuclear Security.



EDITORIAL NOTE

Although great care has been taken to maintain the accuracy of information contained
in this publication, neither the IAEA nor its Member States assume any responsibility for
consequences which may arise from its use.

This publication does not address questions of responsibility, legal or otherwise, for acts
or omissions on the part of any person.

Guidance provided here, describing good practices, represents expert opinion but does
not constitute recommendations made on the basis of a consensus of Member States.

The use of particular designations of countries or territories does not imply any
judgement by the publisher, the IAEA, as to the legal status of such countries or territories, of
their authorities and institutions or of the delimitation of their boundaries.

The mention of names of specific companies or products (whether or not indicated as
registered) does not imply any intention to infringe proprietary rights, nor should it be construed
as an endorsement or recommendation on the part of the IAEA.

The IAEA has no responsibility for the persistence or accuracy of URLs for external or
third party Internet web sites referred to in this book and does not guarantee that any content
on such web sites is, or will remain, accurate or appropriate.
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1. INTRODUCTION

1.1. BACKGROUND

Nuclear safety is the achievement of proper operating conditions, prevention
of accidents and mitigation of their consequences, resulting in the protection
of workers, the public and the environment from harmful effects of ionizing
radiation. Nuclear security is the prevention of, detection of and response to theft,
sabotage, unauthorized access, illicit transfer or other malicious acts involving
nuclear material, other radioactive substances or their associated facilities. The
following quotes highlight the connection to or the interface between nuclear
safety and security.

Paragraph 1.10 of IAEA Safety Standards Series No. SF-1, Fundamental
Safety Principles [1], states:

“Safety measures and security measures have in common the aim of
protecting human life and health and the environment. The safety principles
concern the security of facilities and activities to the extent that they apply
to measures that contribute to both safety and security, such as:

— Appropriate provisions in the design and construction of nuclear
installations and other facilities;

— Controls on access to nuclear installations and other facilities to
prevent the loss of, and the unauthorized removal, possession, transfer
and use of, radioactive material;

— Arrangements for mitigating the consequences of accidents and
failures, which also facilitate measures for dealing with breaches in
security that give rise to radiation risks;

— Measures for the security of the management of radioactive sources
and radioactive material.

Safety measures and security measures must be designed and implemented
in an integrated manner so that security measures do not compromise safety
and safety measures do not compromise security”.

Requirement 12 of IAEA Safety Standards Series No. GSR Part 1 (Rev. 1),
Governmental, Legal and Regulatory Framework for Safety [2], states:

“The government shall ensure that, within the governmental and legal
framework, adequate infrastructural arrangements are established for



interfaces of safety with arrangements for nuclear security and with the
State system of accounting for, and control of, nuclear material.”

Furthermore, para. 2.39 of GSR Part 1 (Rev. 1) [2] states:

“Specific responsibilities within the governmental and legal framework
shall include (...) (d) Integration of emergency arrangements for safety
related and nuclear security related incidents.”

The requirements for interfaces between safety and security for nuclear
power plants (NPPs) are explicitly included in Section 4 of IAEA Safety
Standards Series No. SSR-2/1 (Rev. 1), Safety of Nuclear Power: Design [3],
and Section 5 of IAEA Safety Standards Series No. SSR-2/2 (Rev. 1), Safety of
Nuclear Power Plants: Commissioning and Operation [4]. IAEA Safety Standards
Series No. GSR Part 2, Leadership and Management for Safety [5], requires the
management system to integrate safety and security.

Similarly, para 1.2 of IAEA Nuclear Security Series No. 20, Objective and
Essential Elements of a State’s Nuclear Security Regime [6], stipulates:

“Nuclear security and nuclear safety have in common the aim of protecting
persons, property, society and the environment”. Emphasis is placed on the
consideration of nuclear safety and security interface on planning, preparedness
for and response to nuclear security events.

Paragraph 3.17 of IAEA Nuclear Security Series No. 13, Nuclear Security
Recommendations on Physical Protection of Nuclear Material and Nuclear
Facilities [7], stipulates:

“The recommended physical protection measures (...) should be additional
to, and not a substitute for other measures established for nuclear safety, (...).”

In addition, para. 3.28 of Ref. [7] recommends:

“For a new nuclear facility, the site selection and design should take physical
protection into account as early as possible and also address the interface
between physical protection, safety and nuclear material accountancy
and control to avoid any conflicts and to ensure that all three elements
support each other.”

Sabotage targets include safety related equipment and devices based on
safety analysis. Nuclear security systems and measures take advantage of safety
provisions and procedures.



The objective of a regulatory body is to ensure that the operating
organization of a nuclear power plant (NPP) fulfils its responsibilities to protect
human health and the environment from possible adverse effects arising from
the NPP. To achieve these objectives, the regulatory body performs its regulatory
functions and activities.

1.2. OBJECTIVE

The objective of this publication is to compile relevant IAEA requirements,
recommendations and guidance on identifying and addressing potential and actual
interactions between nuclear safety and nuclear security systems and measures
in NPPs. This publication also presents regulatory practices that are important
to consider for nuclear safety and nuclear security, as they could reinforce or
reduce the capacity of the regulatory bodies, competent authorities and operating
organizations to meet nuclear safety and nuclear security requirements, including
requirements relating to the interfaces between safety and security, during
the application of different regulatory functions in the various stages of the
lifetime of an NPP.

This publication will assist regulatory bodies in their oversight of the
procedural approach developed by the operating organization to:

(1) Identify interactions between nuclear safety and nuclear security systems
and measures;

(2) Analyze these interactions to determine potential impacts on safety and
security (i.e. the extent to which they conflict with or reinforce each other);

(3) Make decisions to ensure that synergies between safety and security are
appropriately identified and utilized to develop and implement coordinated
solutions that meet both safety requirements and security requirements.

Guidance and recommendations provided here in relation to identified good
practices represent expert opinion but are not made on the basis of a consensus of
all Member States.

1.3. SCOPE

The publication will primarily be applicable for the interfaces of nuclear
safety and nuclear security at NPPs. The publication also addresses activities
of regulatory bodies and competent authorities in implementing regulatory
oversight processes in nuclear safety, nuclear security and related interfaces.



Additionally, many of the processes and activities described could also be useful
for regulatory oversight and associated activities performed in connection with
other nuclear installations, nuclear or other radioactive material, and associated
facilities and activities.

1.4. STRUCTURE

This publication is divided into three sections and two annexes.

Following this introductory section, Section 2 summarizes the [AEA
requirements, recommendations and guidance about identifying and managing
interfaces between safety and security related to regulatory functions and
activities. Section 3 provides information on the regulatory practices that can be
used to manage interfaces between safety and security.

Annex [ presents an extract from the good practices identified during
previously conducted Integrated Regulatory Review Service (IRRS) and
International Physical Protection Advisory Service (IPPAS) missions regarding
the interfaces between safety and security. Annex II offers specific case studies
from Member States.

2. TAEA REQUIREMENTS,
RECOMMENDATIONS AND GUIDANCE

This section compiles the requirements, recommendations and guidance
established in TAEA safety standards and nuclear security guidance relevant to
identifying, assessing and managing the interfaces between safety and security
related to regulatory functions and activities.



2.1. REGULATORY FRAMEWORK FOR THE OVERSIGHT OF
SAFETY AND SECURITY

One or more regulatory bodies and/or competent authorities are responsible
for the oversight of NPPs, including the oversight of safety, security and their
interfaces. Requirement 32 of GSR Part 1 (Rev. 1) [2] states:

“The regulatory body shall establish or adopt regulations and guides to
specify the principles, requirements and associated criteria for safety
upon which its regulatory judgements, decisions and actions are based.”

In addition, para. 4.50 of GSR Part 1 (Rev. 1) [2] states:

“The regulatory body shall develop and implement a programme of
inspection of facilities and activities, to confirm compliance with regulatory
requirements and with any conditions specified in the authorization”.

The following are requirements, recommendations and guidance relating to
interfaces between nuclear safety and nuclear security:

Safety requirements and guidance

(a)
(b)
(©

(d)

(e)

®
(2

Principle 2 of SF-1 [1];

Requirements 2 and 12 of GSR Part 1 (Rev. 1) [2];

Requirements 1 and 2 of IAEA Safety Standards Series No. GSR Part 3,
Radiation Protection and Safety of Radiation Sources: International
Basic Safety Standards [8];

Action 194 of IAEA Safety Standards Series No. SSG-16 (Rev. 1),
Establishing the Safety Infrastructure for a Nuclear Power
Programme [9];

Paragraph 3.10 of IAEA Safety Standards Series No. GSG-12,
Organization, Management and Staffing of the Regulatory Body for
Safety [10];

Paragraph 3.95 of IAEA Safety Standards Series No. GSG-13,
Functions and Processes of the Regulatory Body for Safety [11];
Section 4.6. of EPR-IEComm (2019), Operations Manual for Incident
and Emergency Communication [12].



Security recommendations and guidance

(a) Fundamental Principle C and paras 3.53-3.55 of IAEA Nuclear
Security Series No. 13 [7];

(b) Action 3-15 of IAEA Nuclear Security Series No. 19, Establishing the
Nuclear Security Infrastructure for a Nuclear Power Programme [13];

(c) Essential Element 3 of IAEA Nuclear Security Series No. 20, Objective
and Essential Elements of a State’s Nuclear Security Regime [6];

(d) Paragraph 3.2 of IAEA Nuclear Security Series No. 27-G, Physical
Protection of Nuclear Material and Nuclear Facilities (Implementation
of INFCIRC/225/Revision 5) [14];

(e) Action 1-2 of IAEA Nuclear Security Series No. 35-G, Security during
the Lifetime of a Nuclear Facility [15].

The regulatory oversight of safety and security interfaces can be enhanced

by establishing frameworks for the following areas that will be addressed in more
detail in subsections 2.1.1-2.1.8:

(a)
(b)
(©)
(d)
(e
€]
(2
(h)

2.1.1.

Protection and sharing of information;

Design considerations;

Drafting regulations and guidance;

Licensing and authorization;

Inspection and enforcement;

Review and assessment, including analysis of operating experience;
Consistency of regulatory control;

International cooperation.

Protection and sharing of information

The nuclear industry, as many other industries, has to consider two different

objectives that might occasionally be contradictory:

(@)

(b)

Release of information (often called ‘transparency’) whose sharing may be
beneficial for innovation, review and assessment, continuous improvement,
awareness raising, capacity building, safety and security culture, public
debate, public confidence building and robust physical protection measures;
Protection of information (often called ‘confidentiality’), as required by
law, to protect privacy, commercial and industrial secrecy, medical privacy
and national security (including nuclear security).



Both safety and security areas are affected by these two objectives, but
release of information is more commonly done for safety related information,
with the protection of information being limited to specific areas of concern.
However, protection of information is instrumental for nuclear security.
Information is mainly shared on a need-to-know basis and with a limited number
of people to reduce the risk that security sensitive information could be used
by adversaries.

The Convention on Early Notification of a Nuclear Accident (hereinafter
referred to as ‘Early Notification Convention’) [16] and the Convention on
Assistance in the Case of a Nuclear Accident or Radiological Emergency
(hereinafter referred to as ‘Assistance Convention’) [17] are the primary legal
instruments that establish an international framework to facilitate the exchange
of information and the prompt provision of assistance in the event of a nuclear
or radiological incident or emergency, regardless of its origin, with the aim of
minimizing the consequences. The IAEA has specific functions assigned to
it under these conventions. The arrangements provided between the TAEA
Secretariat, IAEA Member States and/or Parties to one or both Conventions,
relevant international intergovernmental organizations (hereinafter referred to as
international organizations) and other States for facilitating the implementation
of these Conventions — specifically concerning those articles that are
operational in nature — are documented in Operations Manual for Incident
and Emergency Communication, EPR IEComm (2019) [12]. EPR IEComm
details the communication arrangements for points of contact identified under
the Early Notification Convention and the Assistance Convention as well as the
designated National Officers of the International Nuclear and Radiological Event
Scale (INES) [18]. Points of contact, central authorities or competent authorities
identified under other relevant conventions under the auspices of the IAEA can
also be guided by the communications arrangements for nuclear or radiological
incidents and emergency communication covered in EPR IEComm (2019) [12].

The Emergency Convention Standard Report Form includes an encryption
feature for the exchange of sensitive information, including information related
to nuclear security. If this feature is used, the content of the section titled “Other
Relevant Information” is encrypted and is made available to authorized staff
of the Member States’ competent authorities on the IAEA Unified System for
Information Exchange in Incidents and Emergencies (USIE). USIE is a secure
IAEA web site for Contact Points of States Parties to the Early Notification
and Assistance Conventions and of IAEA Member States to exchange urgent
notifications and follow-up information during nuclear or radiological incidents
and emergencies irrespective of their cause (i.e. safety or security related), and
for officially nominated INES National Officers to post information on events



rated using the INES. USIE offers encryption of information in transfer and
storage and is monitored all the time.

2.1.2. Design considerations

The design of a NPP has to take nuclear security as well as the interfaces
between security and safety into account as early as possible, to avoid
later conflicts. This approach will ensure that safety measures and nuclear
security measures reinforce each other. Potential malicious acts that involve
physical access to the facility are not the only kinds of threats that need to be
considered, but also those that use cyber-attacks. Such attacks could be aimed at
computer-based systems used for nuclear safety (including instrumentation and
control systems), nuclear material accounting and control and nuclear security or
emergency response (including communication and alarm systems).

Good nuclear security system design can take advantage of the ‘multiple
layers’ of the defence in depth concept for nuclear safety to reduce the need for
specific security systems, including:

(a) Supplementary targets that malicious actors could destroy in order to reach
their objective, making the attack scenario too difficult.

(b) Systems that render attack scenarios against other targets meaningless if
they allow for the avoidance of unacceptable radiological consequences
in case they are considered to be adequately protected. In this case, the
protection of the other targets can be considered unnecessary, depending on
national rules.

(c) Safety measures that can contribute to the detection of, or response to,
malicious acts.

The following are requirements, recommendations and guidance relating
to design considerations when dealing with the interfaces between nuclear safety
and nuclear security:

Safety requirements and guidance

(a) Requirements 2, 7, 8, 36 and 38 of SSR-2/1 (Rev. 1) [3];

(b) Action 176 of SSG-16 (Rev. 1) [9];

(c) Paragraph 4.4 of IAEA Safety Standards Series No. SSG-35, Site
Survey and Site Selection for Nuclear Installations [19].



Security recommendations and guidance

(a) Paragraphs 3.28, 3.38, 3.44 and 3.45 of IAEA Nuclear Security Series
No. 13 [7];

(b) Paragraph 5.11 of IAEA Nuclear Security Series No. 19 [13];

(c) Paragraphs 4.9, 4.10, 4.34 and 4.39 of IAEA Nuclear Security Series
No. 27-G [14];

(d) Paragraph 2.19 of IAEA Nuclear Security Series No. 10-G (Rev. 1),
National Nuclear Security Threat Assessment, Design Basis Threats and
Representative Threat Statements [20].

2.1.3. Drafting regulations and guidance

The regulatory body is responsible for the drafting and review of guidance
and regulations.

The following are requirements, recommendations and guidance relating to
drafting regulations and guidance regarding the interface between nuclear safety and
nuclear security:

Safety requirements and guidance

(a) Requirements 32, 33 and 34 of GSR Part 1 (Rev. 1) [2];
(b) Action 195 of SSG-16 (Rev. 1) [9].

Security recommendations and guidance

(a) Paragraphs3.9,3.10and 3.11 of IAEA Nuclear Security Series No. 13 [7];
(b) Paragraph 3.10 of IAEA Nuclear Security Series No. 19 [13].

2.1.4. Licensing and authorization

The regulatory body defines the requirements to be satisfied by the operating
organization for both safety and security. The regulatory body also establishes and
implements a licensing process for NPPs [2].

The following are requirements, recommendations and guidance relating to
licensing and authorization when considering interfaces between nuclear safety and
nuclear security:

Safety requirements and guidance

(a) Requirement 23 of GSR Part 1 (Rev. 1) [2];



(b) Paragraphs 3.98 and 3.102 of GSG-13 [11];
(c) Paragraphs 2.7, 2.19 and 3.98 of IAEA Safety Standards Series
No. SSG-12, Licensing Process for Nuclear Installations [21].

Security recommendations and guidance

(a) Paragraph 3.12 of IAEA Nuclear Security Series No. 13 [7];

(b) Actions 3-16 and 5-6 of IAEA Nuclear Security Series No. 19 [13];

(c) Paragraphs 3.35 and 3.36 of IAEA Nuclear Security Series
No. 27-G [14];

(d) Paragraph 2.3 and Actions 3-4, 5-6 and 6-6 of IAEA Nuclear Security
Series No. 35-G [15].

2.1.5. Inspection and enforcement

The regulatory body ensures compliance with established requirements
through inspection, verification and enforcement activities.

The following are requirements, recommendations and guidance relating
to inspection and enforcement when considering the interfaces between nuclear
safety and nuclear security:

Safety requirements and guidance

(a) Requirement 27 of GSR Part 1 (Rev. 1) [2];
(b) Paragraph 4.18 of GSG-12 [10].

Security recommendations and guidance

(a) Paragraphs 3.20 and 3.21 of IAEA Nuclear Security Series No. 13 [7];
(b) Action 3-23 of IAEA Nuclear Security Series No. 19 [13];
(c) Paragraph 3.42 of IAEA Nuclear Security Series No. 27-G [14].

2.1.6. Review and assessment, including analysis of operating experience

One of the main functions of a regulatory body is to review and assess
licensee submissions. Review and assessment are performed to ensure that the
facility will be designed and operated in accordance with regulatory requirements
and in line with safety standards and security requirements. Based on a review of
the submissions related to safety and security, the regulatory body decides on
whether to issue the license.

10



The following are requirements, recommendations and guidance relating to
review and assessment of interfaces between nuclear safety and nuclear security:

Safety requirements and guidance
(a) Requirements 12 and 25 of GSR Part 1 (Rev. 1) [2].
Security recommendations and guidance

(a) Paragraphs 3.48, 4.30 and 4.148 of IAEA Nuclear Security Series
No. 27-G [14].

2.1.7. Consistency of regulatory control

A consistent approach in implementing procedures for the oversight of
safety and security will ensure that regulatory actions regarding regulatory
control of safety do not compromise security and vice versa.

The following are requirements, recommendations and guidance relating
to regulatory control when considering interfaces between nuclear safety and
nuclear security:

Safety requirements and guidance

(a) Requirement 22 of GSR Part 1 (Rev. 1) [2];
(b) Requirement 17 of SSR-2/2 (Rev. 1) [4];
(c) Paragraph 2.22 of SSG-12 [21].

Security recommendations and guidance

(a) Paragraphs 3.17 and 5.13 of IAEA Nuclear Security Series No. 13 [7];
(b) Paragraph 5.7 of IAEA Nuclear Security Series No. 19 [13].

2.1.8. International cooperation
International cooperation under different conventions, treaties, global
nuclear safety and security frameworks, expert missions and other IAEA activities

provides insights into safety security interfaces through which States can benefit
from the practices and experiences of other States on the subject matter.
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The following are requirements, recommendations and guidance relating
to international cooperation when considering interfaces between nuclear safety
and nuclear security:

Safety requirements and guidance

(a) Requirement 14 of GSR Part 1 (Rev. 1) [2];

(b) EPR-RANET, IAEA Response and Assistance Network [22];

(c) Paragraph 4.25 of IAEA Safety Standards Series No. GSG-6,
Communication and Consultation with Interested Parties by the
Regulatory Body [23].

Parties to the Assistance Convention have undertaken to cooperate between
themselves and with the IAEA to facilitate the timely provision of assistance in the
case of a nuclear accident or radiological emergency to mitigate its consequences.
As part of the IAEA’s strategy of supporting the practical implementation of the
Assistance Convention, in 2000, the IAEA Secretariat established the Response and
Assistance Network (RANET).

RANET is a network of States established to provide international assistance
in a nuclear or radiological emergency upon request from a State. States’ Parties
to the Assistance Convention are obliged, within the limits of their capabilities and
resources, to identify national assistance capabilities that could be made available to
assist another State.

Security recommendations and guidance

(a) Essential Element 6 of IAEA Nuclear Security Series No. 20 [6];

(b) Action 5-9 and para. 8.2 of IAEA Nuclear Security Series No. 19 [13];

(c) Paragraph 5.4 of IAEA Nuclear Security Series No. 23-G, Security of
Nuclear Information [24].

2.2. LEADERSHIP AND MANAGEMENT FOR SAFETY AND
SECURITY

Leadership and management are important aspects for both safety and

security and are the responsibility of senior management of the regulatory bodies
or competent authorities.

12



The following are the main aspects of leadership and management common
to both safety and security that will be addressed in subsequent subsections:

(a) Leadership for safety and security;

(b) Integrated management system;

(¢) Promotion of safety culture and security culture;

(d) Organizational structure and allocation of resources;

(e) Staffing and competence of the regulatory body or competent authority;
() Human factors.

2.2.1. Leadership for safety and security

Leadership for both nuclear safety and security has a key role in ensuring
that staff members are appropriately motivated and that their roles in enhancing
safety and security are recognized and valued within the regulatory body or
competent authority.

The following are requirements, recommendations and guidance relating to
leadership and interfaces between nuclear safety and nuclear security:

Safety requirements and guidance
(a) Requirement 2 of GSR Part 2 [5].
Security recommendations and guidance

(a) Essential Element 12 of IAEA Nuclear Security Series No. 20 [6];
(b) Action 4-56 of IAEA Nuclear Security Series No. 19 [13].

2.2.2. Integrated management system

An integrated management system integrates all of a regulatory body’s
systems and processes into one complete framework, enabling the regulatory
body to work as a single unit with unified objectives. An integrated system
provides a clear, holistic picture of all aspects of the regulatory body as well as
the way in which they affect each other and their associated risks.

The following are requirements, recommendations and guidance relating
to interfaces between nuclear safety and nuclear security and integrated
management systems:
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Safety requirements and guidance

(a) Requirement 19 of GSR Part 1 (Rev. 1) [2];
(b) Requirements 2 and 6 of GSR Part 2 [5];
(c) Paragraph 5.4 of GSG-12 [10].

Security recommendations and guidance
(a) Essential Element 12 of IAEA Nuclear Security Series No. 20 [6];

(b) Action 4-19 of IAEA Nuclear Security Series No. 19 [13];
(c) Action 4-3 of IAEA Nuclear Security Series No. 35-G [15].

2.2.3. Promotion of safety culture and security culture

For the interfaces between safety and security to be effectively managed,

the regulatory body establishes and maintains strong safety and security cultures
in all its activities and among all levels of personnel and management.

The following are requirements, recommendations and guidance relating to

the promotion of safety and security culture:

14

Safety requirements and guidance

(a) Requirements 12 and 14 of GSR Part 2 [5];
(b) Action 197 of SSG-16 (Rev. 1) [9].

Security recommendations and guidance

(a) Fundamental Principle F and paras 3.48-3.51 of IAEA Nuclear
Security Series No. 13 [7];

(b) Paragraphs 4.13 and 4.30—4.33, and Actions 2-3, 4-23, and 4-53—4-58
of IAEA Nuclear Security Series No. 19 [13];

(c) Paragraph 3.106 of IAEA Nuclear Security Series No. 27-G [14];

(d) Section 2.4 of IAEA Nuclear Security Series No. 7, Nuclear Security
Culture [25];

(e) Paragraph 3.9 of IAEA Nuclear Security Series No. 28-T,
Self-assessment of Nuclear Security Culture in Facilities and
Activities [26].



2.2.4. Organizational structure and allocation of resources

The regulatory body establishes its organizational structure in a way to
perform its responsibilities for both safety and security efficiently and effectively.
The State is responsible for ensuring the allocation of adequate resources to
support the regulatory body in fulfilling its intended functions.

The following are requirements, recommendations and guidance relating
to organizational structures, resource allocation and interfaces between nuclear
safety and nuclear security:

Safety requirements and guidance

(a) Requirements 3, 6 and 16 of GSR Part 1 (Rev. 1) [2];
(b) Requirement 9 of GSR Part 2 [5].

Security recommendations and guidance

(a) Paragraph 3.56 of IAEA Nuclear Security Series No. 13 [7];
(b) Paragraph 3.39 of IAEA Nuclear Security Series No. 27-G [14].

2.2.5. Staffing and competence of the regulatory body or competent
authority

To effectively manage the interfaces between safety and security, the
regulatory body ensures that sufficient and fully trained and qualified human
resources are available to perform their responsibilities.

The following are requirements, recommendations and guidance relating
to human resources and interfaces between nuclear safety and nuclear security:

Safety requirements and guidance

(a) Requirement 18 of GSR Part 1 (Rev. 1) [2];
(b) Requirement 9 of GSR Part 2 [5];
(c) Section 6 of GSG-12 [10].

Security recommendations and guidance
(a) Paragraphs 3.39, 3.43 and 4.78 of IAEA Nuclear Security Series
No. 27-G [14];

(b) Paragraph 2.29 of Nuclear Security Series No. 30-G, Sustaining a
Nuclear Security Regime [27].
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2.2.6. Human factors

Human factors (e.g. complacency, insiders, human, technological and
organizational factors and their respective interactions) are important to ensure
that safety measures and security measures are properly implemented.

The following are requirements, recommendations and guidance relating to
interfaces between nuclear safety and nuclear security and human factors:

Safety requirements and guidance

(a) Paragraph 3.14 of SF-1[1];
(b) Requirement 12 of GSR Part 2 [5];
(c) Paragraph 2.20 of GSG-12 [10].

Security recommendations and guidance

(a) Section 2.3 of IAEA Nuclear Security Series No. 7 [25];
(b) Paragraphs 1.1 and 7.4 of IAEA Nuclear Security Series No. 28-T [26].

2.3. COOPERATION AND JOINT ACTIONS AMONG COMPETENT
AUTHORITIES

The effective implementation of both safety and security objectives and
requirements involves cooperation and joint actions among the regulatory
body and other competent authorities, in which organizations responsible for
safety and nuclear security establish effective mechanisms for communication
with each other.

The following are requirements, recommendations and guidance relating to
interfaces between nuclear safety and nuclear security and cooperation and joint
actions among the regulatory body and other competent authorities:

Safety requirements and guidance
(a) Requirements 7 and 12 of GSR Part 1 (Rev. 1) [2];
(b) Requirement 8 of SSR-2/1 (Rev. 1) [3];

(¢) Action 194 of SSG-16 (Rev. 1) [9];
(d) Paragraph 4.45 of GSG-12 [10].
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Security recommendations and guidance

(a) Paragraph 3.25 of IAEA Nuclear Security Series No. 14, Nuclear
Security Recommendations on Radioactive Material and Associated
Facilities [28];

(b) Actions 5-17 and 7-28 of IAEA Nuclear Security Series No. 19 [13];

(c) Paragraphs 3.9 and 3.10 of IAEA Nuclear Security Series
No. 27-G [14];

(d) Section 3.1.5 of IAEA Nuclear Security Series No. 7 [25];

(e) Paragraphs5.1 and 5.3 of IAEA Nuclear Security Series No. 23-G [24].

2.4. ADVISORY BODIES AND TECHNICAL SUPPORT
ORGANIZATIONS

To accomplish the responsibilities assigned to the regulatory body, technical
support in all the core processes (i.e. licensing, inspection and enforcement) can
be sought from independent external organizations. Staff of the regulatory body
need to be competent enough to evaluate the input of such technical support
organizations (TSOs) for further decision making. Such support from any
external organization does not relieve the regulatory body from its statutory role.
Technical and other expert professional advice or services could be provided in
several ways by experts external to the regulatory body. The regulatory body
could also consider establishing a dedicated TSO.

The following are requirements, recommendations and guidance relating
to advisory bodies and TSOs when considering interfaces between nuclear safety
and nuclear security:

Safety requirements and guidance

(a) Requirement 20 of GSR Part 1 (Rev. 1) [2];
(b) Paragraphs 4.35, 4.36 and 4.38-4.43 of GSG-12 [10];
(c) Paragraph 3.59 of GSG-13 [11].

Security recommendations and guidance

Taking account of requirements established for the protection of security
related information, advisory bodies and TSOs in the field of nuclear security
can support the regulatory body — including the development of regulatory
requirements and verification of their implementation by the operating
organization — and the evaluation of security performance; however, specific
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reference to advisory bodies does not exist in the published recommendations
and guidance of the IAEA Nuclear Security Series.

2.5. COMMUNICATION AND CONSULTATION WITH THE
OPERATING ORGANIZATION

Communication and consultation with the operating organization are
sometimes handled differently for safety and security. Formal and informal
processes for constructive communication will be needed, ensuring confidentiality
when appropriate.

The following are requirements, recommendations and guidance relating
to communicating and consulting with the operating organization and interfaces
between nuclear safety and nuclear security:

Safety requirements and guidance

(a) Requirement 21 of GSR Part 1 (Rev. 1) [2];
(b) Paragraph 2.17 of IAEA Safety Standards Series No. GSG-6 [23];
(c) Paragraphs 2.18, 6.48 and 6.56 of GSG-12 [10].

Security recommendations and guidance

(a) Essential Element 3 of IAEA Nuclear Security Series No. 20 [6].

2.6. PUBLIC CONSULTATION AND COMMUNICATION

The regulatory body communicates and consults with interested parties,
including the public when appropriate, in a transparent manner, about the
possible radiation risks associated with facilities and activities, as well as the
regulatory decision-making processes and regulatory decisions made. The
regulatory body will also need to communicate with the public during a nuclear
or radiological emergency.

The following are requirements, recommendations and guidance relating
to communicating and consulting with the public and interfaces between nuclear
safety and nuclear security:

Safety requirements and guidance

(a) Paragraphs 2.18 and 4.23 of GSG-12 [10];
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(b)
(©

Paragraphs 3.93 and 3.292 of GSG-13 [11];
Paragraph 3.5 of GSG-6 [23].

Security recommendations and guidance

(@)

Section 3.5 of IAEA Nuclear Security Series No. 7 [25].

2.7. EMERGENCY AND CONTINGENCY PLANNING AND
RESPONSE

Both nuclear safety and nuclear security events might initiate a nuclear
or radiological emergency, in which case the response will address the safety
aspects and the nuclear security aspects of the emergency. Contingency plans
are predefined sets of actions for response to unauthorized removal of nuclear
material or sabotage of nuclear material.

The following are requirements, recommendations and guidance relating
to emergency planning and responses and interfaces between nuclear safety and
nuclear security:

Safety requirements and guidance

(a)
(b)

(©
(d)

(e)

®

Paragraph 3.322 of GSG-13 [11];

Paragraphs 1.2, 1.5, 1.6, 1.9, 1.16, 5.16 and 5.69, and Requirements 2,
4,6,7,13,19, 22 and 23 of IAEA Safety Standards Series No. GSR
Part 7, Preparedness and Response for a Nuclear or Radiological
Emergency [29];

Action 196 of TAEA Safety Standards Series No. SSG-16 (Rev. 1) [9];
Paragraphs 3.57,3.132 and 5.10-5.14 of IAEA Safety Standards Series
No. GSG-14, Arrangements for Public Communication in Preparedness
and Response for a Nuclear or Radiological Emergency [30];
Paragraphs II1.16 and II1.23 of IAEA Safety Standards Series
No. GSG-2, Criteria for Use in Preparedness and Response for a
Nuclear or Radiological Emergency [31];

Paragraphs 4.2 and 5.2 of IAEA Safety Standards Series No. GS-G-2.1,
Arrangements for Preparedness for a Nuclear or Radiological
Emergency [32].
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Security recommendations and guidance

(a) Fundamental Principle K and paras 3.58, 4.19, 4.20, 4.52 and 5.53 of
IAEA Nuclear Security Series No. 13 [7];

(b) Actions 3-25, 5-17 and 7-28 of IAEA Nuclear Security Series
No. 19 [13];

(c) Paragraphs 4.79 and 4.82 of IAEA Nuclear Security Series
No. 27-G [14].

3. REGULATORY PRACTICES TO MANAGE
INTERFACES BETWEEN SAFETY AND SECURITY

This section addresses interfaces between safety and security that exist
during the application of various regulatory functions and activities. In this
section, commonalities and potential conflicts of nuclear safety and nuclear
security are recognized, and their synergetic applications are described as
opportunities for the management of their interfaces. The intention is that the
presented practices and provided examples can be of use when regulatory bodies
are in the process of developing their own approaches to address safety and
security interfaces, recognizing that they may need some adaptation to align with
the specific configuration of a State’s regulatory framework.

3.1. REGULATORY FRAMEWORKS FOR THE OVERSIGHT OF
SAFETY AND SECURITY

A cornerstone for the establishment and implementation of a regulatory
framework is to recognize, and to deal with, the mutual implications of the
interface between safety and security.

The regulation of nuclear safety and of nuclear security are of equal
importance in achieving the common objective of protecting people and the
environment from harmful effects of ionizing radiation.

3.1.1. Protection and sharing of information
Concerns about sharing and protecting information are similar for safety

and security. Nevertheless, practices in the two areas are very different, because
of the specificities of each area. For example, in theory, the transparency
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principle can apply to security, but its implementation is very limited in practice;
transparency of security is limited by the rule of protection of information, and
most of the information related to security is classified. This is the reason is why
transparency is generally not associated with nuclear security. Instead, sharing of
information regarding nuclear security is more often presented as information to
promote public confidence and to deter malicious acts.

Habits, behaviours and culture developed in the area of safety regarding the
act of regulating can also differ from those in the area of security. For example,
security experts dealing mainly with sensitive information can believe ‘need
to know’ is more important than ‘need to share’. This is the converse of the
approach of safety experts, who consider that ‘need to share’ is more important
than ‘need to know’.

It needs to be emphasized that sensitive information is not limited to nuclear
security information. For example, detailed information regarding operation and
safety assessment insights (e.g. deterministic or probabilistic safety assessment),
such as the precise description of operations, locations of equipment, or accident
analysis, can be very useful for the planning and execution of malicious actions
and are to be considered sensitive.

Operating organizations and regulatory bodies need to have an integrated
organization to manage both the objectives of ‘need to know’ and ‘need to
share’, while ensuring that one does not compromise the other. For example,
‘need to know’ can be implemented with caution, while considering the benefits
of sharing information with safety experts. Similarly, protection of information
cannot be misused to retain information that is not sensitive and that is of public
interest. However, transparency needs to take into consideration that release of
information has no potentially harmful consequences.

Finding a balance between these different objectives is often difficult and
needs to be based on a collective and joint decision process.

This concern is also very important with regard to the information that is
released to staff. For raising awareness and acceptance of security measures,
some information related to security has to be provided. For example, all staff
members need to have some basic information about the threat facing them and
their activity or facility, in order to convince them, individually, of the importance
of their respective roles (e.g. helping detect suspicious situations or behaviours,
measures to apply in case of a security event). However, releasing too much
information can decrease the effectiveness of security measures (e.g. the case
of an insider threat). Again, a collective process can help, for example, in
understanding what kind of information is necessary to motivate the staff that is
not acquainted with nuclear security.

‘Need to know’ can also be applied with consideration of a graded approach.
More sensitive information can be protected more strictly than less sensitive
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information. Information whose broad release is very beneficial can be released
more widely. For example, specific inspection findings related to nuclear security
that are relevant to a certain site will only be shared with the operator and the
inspection team. However, it can be beneficial to involve observers from other
operating organizations and safety experts for national level exercises. Most
general findings will be relevant to any situation and any site, and exercises are
very effective in raising awareness.

3.1.2. Determination of the design basis

Defence in depth means the use of multiple, independent and redundant
safety-security measures. This concept is used in terms of both safety and
security to protect workers, the public and the environment from harm in accident
conditions (caused unintentionally or intentionally) in the event that individual
protective barriers alone are not fully effective.

A physical protection system (PPS) needs to be designed based on a graded
approach; the graded approach for both nuclear safety and nuclear security is
based on the radiological consequences, and specifically on the consequences
that the relevant State decides it is willing to accept. This can be achieved by
identifying the level and effectiveness of nuclear security measures that provide
protection against unauthorized removal of nuclear or other radioactive material
and sabotage of the nuclear material or nuclear facility.

The design of the PPS can incorporate defence in depth to provide reliability
that the failure of a single security component does not result in the failure of the
security function.

Security and safety by design are important concepts. Safety and security
measures of nuclear facilities need to be designed from their initial lifetime stages
by providing the same priority to nuclear and security objectives. The design of
a nuclear facility needs to address the interfaces between physical protection
and safety to avoid any conflicts and to ensure that they support each other.
Experts from safety and security have to be involved to optimize the benefits
from the intrinsic features of the processes, materials and structures. In some
areas, measures included in the design to improve nuclear safety will also assist
security and vice versa. In others, a design solution needs to be sought that will
minimize conflicting requirements. It could also be useful to periodically reassess
the design of a facility and the processes and procedures relevant for safety and
security. This reassessment needs to take into account any changes in accident
scenarios resulting from research and development (R&D) or actual accidents,
operating experience, advanced knowledge and findings from actual events such
as the accident at the Fukushima Daiichi NPP.
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While it is not always feasible to adjust all the design modifications
and/or upgrades for older NPPs, they need to be considered to the extent possible
to ensure safety.

Unacceptable radiological consequences and high radiological
consequences need to be defined and considered together with the design basis
threat (DBT) [15]. In reaching those definitions, it could be useful to consider
harmonizing the acceptable levels for different types of initiating events defined
in the safety case with those malicious initiators. The IAEA Nuclear Security
Series allows for the harmonization of those definitions. In case it does not suit
the State’s infrastructure, the reasons for not harmonizing could be fully explored
and understood.

The design basis is the collection of conditions and events which are
considered in the design of structures, systems and components and equipment of
an NPP, according to set criteria, such that the NPP can withstand them without
exceeding authorized limits.

Both design basis accidents (DBAs), with accident conditions and operating
states, and DBTs describe the conditions against which protection of workers, the
public and the environment are ensured. Therefore, determination of the design
basis involves both safety and security considerations.

Site specific design basis inputs are considered during the early stages
when the design of the PPS is initiated. DBAs that can impact the functionality of
the PPS need to be identified and addressed in the assessment and incorporated
in the design. From the safety perspective, plant protection against potential
accident conditions is designed considering two situations, namely DBAs and
design extension conditions.

The first is a postulated accident that leads towards conditions for which an
NPP is designed in agreement with established design criteria and conservative
methodology, and for which discharges of radioactive material are retained
within acceptable limits.

The second includes conditions that are not considered in the DBAs but are
accounted for in the design process of the facility, the operational management,
emergency planning and preparedness and other considerations by which releases
of radioactive material are kept within acceptable limits.

From the security perspective, the protection of a facility is based on
the consideration of DBTs. It represents the physical and cyber attributes and
characteristics of external adversaries and/or potential insider threats that
might attempt unauthorized removal or sabotage against which a PPS is
designed and evaluated.

In the case of NPPs, malicious acts can target either areas where nuclear fuel
(fresh or spent) or radioactive material is kept or stored (theft or direct attack for
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sabotage of nuclear materials), or systems whose failure would cause damage to
nuclear fuel, leading to radiological consequences (indirect attack for sabotage).

Operators of NPPs and safety experts need to cooperate with security
experts, those agencies responsible for emergency preparedness and other
governmental agencies at different levels to provide protection against events
initiated by sabotage and unauthorized removal (theft).

The understanding that has developed as a result of facing the challenges
of the present-day threat environment is that cooperation across all national
agencies or authorities is needed. This includes governmental agencies such as
the police, the armed forces and the intelligence community.

Complementing/conflicting areas and development of synergies

The capabilities determined in the DBT are considered during the
development of credible attack scenarios for nuclear security. Safety experts
support security experts to determine credible sabotage attack scenarios that could
lead to unacceptable radiological consequences or high radiological consequences.

Supplementary attack scenarios that are not covered by design and the
safety case are possible and can occur. Safety experts can also assist security
experts in identifying these scenarios, for example, by considering situations in
which potential accidents envisioned in the safety case were excluded for reasons
that are not valid for security (e.g. extremely improbable situations, practically
excluded situations).

Protection from DBAs and the DBT share the same objective, which is to
protect people and the environment from harmful effects of ionizing radiation.
Synergies among these objectives can naturally occur, such as the design of
measures to prevent human mistakes contributing to the prevention of insider
attacks, and vice versa.

A special approach can be useful for NPPs that were designed before the
international guidance on design basis was refined (e.g. DBAs, design extension
conditions or the relevant parts of DBTS).

A DBA is a potential event that is considered in the design of the plant.
A DBA is defined as a “postulated accident leading to accident conditions for
which a facility is designed in accordance with established design criteria and
conservative methodology, and for which releases of radioactive material are
kept within acceptable limits.” [3]. DBAs lead to the identification of postulated
initiating events.

A DBT is a credible threat that informs the design of the security
programme, defined as “attributes and characteristics of potential insider
and/or external adversaries who might attempt unauthorized removal or sabotage,
against which a physical protection system is designed and evaluated” [20]. In
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effect, the DBT is the threat that forms the basis of the design of the physical
protection programme.

Typically, regarding sabotage, the capabilities defined by the DBT
aim to develop attack scenarios having initiating events of malicious origin
(i.e. malicious acts that upset the operation in such a way that, if mitigation
were unsuccessful, would lead to unacceptable radiological consequences [33]).
Nuclear security aims as much as possible to prevent the occurrence of initiating
events of malicious origin. When security measures are not considered to be
effective, these events could need to be considered as postulated initiating events
and treated as such in the safety case.

The malicious capabilities described in the DBT can change over time.
Operating organizations and regulatory bodies need to be aware of the potential
need for changes to physical protection measures based on a change in the DBT.

The use of emergency operating procedures, as well as severe accident
management guidelines, need to be well known to plant operators to ensure that
they can be effectively implemented for the mitigation of the consequences of
accidents triggered by nuclear safety or security events.

3.1.3. Regulations and guidance

Regulatory bodies can establish and implement appropriate regulations
which require the operating organizations to effectively manage safety and
security and their interfaces at NPPs during each stage in the lifetime of a facility,
from planning through to decommissioning. The competent authorities ensure
that security regulations do not compromise safety, and safety regulations do
not compromise security. It is essential that the competent authorities provide
clear regulations and guidance governing safety and security at NPPs and clearly
stipulate the conditions which operating organizations need to fulfil in order to
obtain the approval from their respective regulatory body.

Different regulations and guidance can be applied to safety and security.
If the security competent authorities are not the same as the safety competent
authorities, it is vital to have a consultation, interfacing and harmonization
mechanism in place to ensure that regulatory requirements and guidance agree
and promote both safety and security. A coordination mechanism is necessary if
there is only one regulatory body with separate internal groups responsible for
safety and security.

Alignment of regulations and guidance can have a beneficial effect in
making them more readily understood, furthering the understanding of security
considerations by safety experts and of safety concerns by security staff. Good
practice could involve safety experts being involved in the drafting of security
regulations and guidance (and vice versa) so that alignment and coordination
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are built in from the outset rather than implemented at a later stage. Similarly,
the involvement of safety experts in drafting such guidance can improve their
ownership of security concepts, driving an improved culture of joint terminology
and coordination. This, in turn, could reduce the regulatory burden and facilitate
the cooperation of regulatory bodies (e.g. joint inspections).

Some countries, including Romania and the United States of America,
have issued specific regulations and/or regulatory guidance, which include the
interfaces between safety and security. The benefit to Romania of a separate
regulation was to have one place capturing all components of the interfaces
and of regulatory guidance, which has resulted in a greater level of detail for
implementation.

In drafting safety regulations and guidance, it can be useful to include a
section on nuclear security and vice versa, to the extent possible. Depending on
the national infrastructure, it may or may not be beneficial to establish common
regulations and guidance. The important aspect is for the competent authorities
to discuss and decide this matter for the mutual advantage of both nuclear
safety and security.

Complementing/conflicting areas and development of synergies

Regulations and guidance for nuclear safety and security need a process
of drafting and revision. Techniques and competencies for establishing and
maintaining regulations and guidance are not specific to safety or security.

Similar practices and techniques are used for regulating safety and
security, such as the enforcement process, reporting of events, requirements for
an integrated management system, graded approach, emergency planning and
preparedness. Expertise acquired, lessons learned, and good practices identified
in both areas can be used to enhance one another.

Due to the aforementioned similarities, it may be possible and even
beneficial to follow the same process for safety and security regulations
and guidance, particularly when the same authority is in charge of both areas
in the country.

However, some techniques and concepts used for regulating one area might
not be directly applicable to the other, such as the concept of transparency for
regulations related to nuclear security.

The same terms could be used or interpreted in the regulations and
guidance for safety and for security, but in different ways. For example, defence
in depth is used in both safety and security related IAEA guidance. While
the general definition of defence in depth is very similar for both safety and
security, the implementation is quite different. It can result in experts of one area
being misled in understanding the methods and decisions from the other area,
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sometimes creating conflicts (‘dialogue of the deaf’) or, on the contrary, a ‘false
sense of security’.

It is beneficial to include safety and security specialists when drafting
regulations and guidance to benefit from ‘cross-pollination’ and, when
appropriate, coordination. There are instances in which safety and security
may benefit from specialists in each area cooperating on common regulatory
guidance and even regulations. This could apply, for example, to those covering
the safety-security interface, culture, competence, leadership and management.
Similarly, those covering human factors in a central alarm station can be the
same as, or similar to, those covering human factors in the reactor control room.
Identifying synergies between these areas and capturing them in regulations and
guidance, rather than repetition and the risk of introducing inconsistencies, can
be highly beneficial to both areas.

Moreover, when the two disciplines are the responsibility of the same
authority, the common organization and joint procedures could reduce duplication
of effort and facilitate coordination and integrated management. A useful
principle to adopt between disciplines is ‘the same wherever possible, different
wherever necessary’. Such an approach assists in the identification of synergies
and allows regulatory bodies to adopt similar processes to achieve common
aims or expectations, reducing a duplication of effort. It also assists the general
understanding through the use of common terminology and concepts. On the
other hand, it has to be ensured that the development of harmonized regulations
and guidance does not lead to diluted specificities and an overgeneralization in
the requirements or guidance of the expertise needed for each area. A fine balance
needs to be found between harmonization and specialization, and past experience
has shown a tendency to go forward and backward in both directions in order to
find the right balance.

In the process of developing regulatory requirements and guidance, it is
important to identify possible interfaces between safety and security. To facilitate
the proper arrangements for the implementation of the different requirements,
cross referencing between the relevant regulatory guidance could be used in
areas where interfaces are identified. In addition, regulatory guidance documents
could be developed to explain these issues in greater detail. Common legal
and technical principles underlying the safety and security requirements can
be identified where interface issues might arise. When different authorities
address interfaces, including those of safety and security, it is good practice to
have jointly signed commitments and guidance to demonstrate and explain how
interfaces need to be managed.

With respect to maintenance, inspection and testing, there might be
differences in the expectations set in regulations and guidance, such as a
requirement for the predetermination of trustworthiness of external contractors.
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Similarly, disabling certain systems, such as electrical power supply, can
inadvertently impact other systems. However, by aligning regulations and
guidance in this area, it is possible to make use of arrangements to cover both
safety and security infrastructure and to reduce duplication.

Performance based approaches can be more flexible than prescriptive
approaches in drafting regulations and guidance that take account of safety,
security and the interfaces between them. On the other hand, performance-based
approaches could include a greater degree of sharing potentially sensitive
information in drafting the regulations.

In some countries (e.g. Sweden), regulatory bodies have made concerted
efforts to provide joint regulation for the purpose of increased efficiency and
simplicity in the regulatory oversight of safety and security.

3.1.4. Licensing and authorization, including management of changes

The terms ‘licensing’ and ‘authorization” might be considered as regulatory
activities to grant a licence, authorization, permission or approval after review
and assessment and/or inspection. This also covers all stages in the lifetime of the
NPP, from planning, siting and construction to decommissioning.

Considering these stages, there is a benefit in including explicit assessment
of the safety-security interfaces at every stage and by starting from an early
planning stage. For example, during the design phase, evaluation of the interfaces
helps to ensure that, to the extent possible, conflicts between safety and security
are designed out.

Different authorizations could be required during different stages in the
lifetime of the NPP, so it is helpful if a common language and terminology is
used to describe these stages. Both safety and security, and the interface, are
evaluated at all those stages.

When the same authority is in charge of the two areas, a coordinated
stepwise licensing process for safety and security can be one way of ensuring
that the expectations of both areas are satisfied in due time. A comprehensive
licensing review and assessment process, where safety and security aspects,
including their interfaces, are fully integrated into the licensing process facilitates
the assessment of changes, considering both safety and security considerations.

For NPPs, along with the preliminary safety analysis report, the licensee
submits an initial physical security plan that also addresses the management
of interface issues. At the time of first fuel loading, the regulatory body and/or
the competent authority will request the licensee to conduct a dedicated drill
to demonstrate the functionality and integration of physical security systems
followed by an integrated emergency drill, which can include scenarios based on
security events.
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Even when authorities and licensing processes are different, coordination
between authorities is needed to ensure that safety and security approaches are
consistent whenever there are interfaces between the two disciplines.

Security analysis requires an extensive understanding of the facility design
and safety case in all operating conditions, particularly to identify potential targets,
to determine the vital areas. The process of analysing security vulnerabilities
also requires relevant subject matter expert opinion, which can envision the
various routes by which vulnerabilities can be explored (e.g. adversary sequence
modelling) once targets have been identified. A span of security measures or
controls can then be identified, with potential benefits and drawbacks for both
safety and security. Interdisciplinary expertise to select the most appropriate
experience of safety and security events (including at other facilities), together
with the measures to be adopted to prevent their recurrence, could assist in the
assessment of the licence application.

To support the above expectation, the regulatory bodies can establish joint
multidisciplinary specialist teams staffed, for example, by safety specialists who
are trained and experienced in radiation protection and external hazards alongside
security specialists with expertise in such matters as blast effects and other
damages caused by military devices. Alternatively, they could train specialists
to acquire expertise on both safety and security. Regulatory bodies can also ask
their TSO to establish such teams.

The intent is for the team to be familiar with relevant aspects of both the
safety case and the security plan.

Nuclear safety experts have expertise in the accident conditions resulting
from a radiological release, but they could have experience in dealing with
accidents and faults to a greater extent than the malicious acts of attackers.
Similarly, security experts understand the DBT and methods of attacking but,
without extensive study and training, are not as familiar with the consequences
of an attack on particular structures, systems and components, including those at
different plant states and in different stages of the lifetime of the plant.

This combined knowledge assists in the verification of vital area
identification studies submitted by licensees that determine any ‘nuclear
material/other radioactive material’ and associated facilities, structures,
systems or devices the sabotage or failure of which, alone or in combination,
through malicious acts as defined in the DBT, could directly or indirectly
result in unacceptable radiological consequences. Section 3.6 of IAEA Nuclear
Security Series No. 4, Engineering Safety Aspects of the Protection of Nuclear
Power Plants against Sabotage [34], provides useful practical guidance on the
identification of vital areas and the composition of multidisciplinary teams for
sabotage margin assessment.
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Changes that are significant for safety and security can also be overseen
by the regulatory bodies, for example by implementing a dedicated regulatory
process or through inspections.

The safety change management process is very important for interface
management because it can create important vulnerabilities when managed by
staff that are not fully acquainted with nuclear security. Any change to a structure,
system, component or equipment that is important to nuclear safety or security
needs to be considered in terms of the potential mutual impact of that change.
For instance, engineering changes could inadvertently compromise security
by making a radiological release easier to achieve. Similarly, modifications to
security measures can affect nuclear operations, for example in relation to access
control. A formal process needs to be implemented. For example, a checklist
mentioning very clearly that security matters have to be considered can help
avoid an oversight.

The same process of licensing or authorization can be adopted for NPPs,
which takes inputs from the assessment of all relevant areas important to
safety and security.

The nature of vulnerabilities created by poor interface management can be
permanent, as the two examples mentioned above, or temporary. The creation
of a new electric conduit, for example, can create a breach in a physical barrier,
as can construction machines that could be used for a malicious act. Temporary
vulnerabilities cannot be overlooked, in particular regarding nuclear security,
because malicious actors can be waiting to seize such opportunities. This is the
reason is why nuclear security also needs to be assessed during working activities.

Change management, at the operator’s level, needs to ensure that safety and
security are equally considered, in an integrated approach. Impacts of any change
need to be assessed to make sure that safety and security are not compromised.
The regulatory bodies need to ensure that this process is effective and that, in
particular, safety related changes are assessed from the security point of view
and vice versa.

Complementing/conflicting areas and development of synergies

Experience and lessons learned in the licensing or authorization process in
one area can be useful for the other area (such as verification of vital areas helped
by the safety case).

The report of the safety assessment is often made available to the public,
with only a small proportion of it being withheld from general access (because of
industrial and commercial secrecy, confidentiality concerns, etc.). Nevertheless,
detailed information regarding the operating and safety assessment (such as the
precise description of operations, locations of equipment or accident analysis)
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can be very useful for planning and executing malicious actions and has to be
considered as sensitive. The public safety assessment therefore intends to contain
only information needed for the public, since such information, in general, would
not be sensitive.

On the other hand, nuclear security related information is mostly
confidential, and the report of the security assessment is limited to a restricted
readership within both the licensee and regulatory bodies. The details of the
security assessment could be made available on a well defined ‘need to know’
basis, both by the licensee and the regulatory bodies. Certain details of the
security assessment that are not security sensitive can be shared with the public
to increase confidence in the independent oversight by the regulatory bodies.
A strict process needs to be implemented to assess the sensitivity of both safety
and security related information, in particular regarding the public safety
assessment and management of the release of such information.

3.1.5. Inspection and enforcement

The regulatory body performs inspections for verification of compliance of
the operator or licensee with the regulatory requirements and with the conditions
specified in the authorization. Using a graded approach, regulatory inspections
cover all areas of safety, security and interfaces for which the facility operator
is responsible.

The regulatory body needs to be empowered by provisions within the
legal framework to take enforcement actions in case of non-compliance by
the operator with regulatory requirements or with any conditions specified in
the authorization.

The regulatory body needs to warrant that its inspectors have the essential
qualifications, training experience and related tools to perform their roles. The
regulatory body can specify qualification and training requirements for inspectors.

The regulatory body has an inspection plan dedicated to interface
management. This inspection plan can be drafted together with other bodies
within the State that have some responsibility for security and/or safety and may
include joint inspections.

Complementing/conflicting areas and development of synergies

Inspection plans from regulatory bodies for nuclear safety and security,
if different, could be both joint and aligned. Aligned plans contribute to
deconfliction — that is, coordinated and concurrent joint visits by inspectors
to a site, asking only once for information from the same person(s) can help to
avoid unnecessary burden on the operating organizations. Joint plans can cover
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safety and security inspectors with similar purposes (e.g. culture, competence,
reliability, leadership and management, technical security of computer based
systems important to safety). When thoroughly planned and coordinated, with
objectives shared and agreed upon in advance, joint inspections can result in real
synergy and added value.

The methods of inspection of nuclear security activities can vary in scope
and depth during the various stages of the lifetime of a facility. For example,
during the inspection of the commissioning phase of an NPP, the system
installation for physical protection will be tested and commissioned in an
integrated manner. Later configuration control will be applied both on safety and
security systems.

Interface arrangements managed or applied during the construction
phase need to be verified during the commissioning of an NPP, whereas, at the
construction phase, field observation and review of documentation and records
will be enough to verify the management of the safety and security interfaces.

There are specific interface areas where inspections could be conducted by
the presence of both safety and security inspectors. Such areas are, for instance,
computer security (information technology and operational technology) and
emergency response.

If performed independently, such inspections can be very ineffective,
because each inspector will only deal with his or her own concerns.

The enforcement process is minimally affected by the field to which it is
applied. Expertise acquired, lessons learned and good practices identified in both
areas (or other areas) can be used for one another. In particular, expertise and
experience in legal aspects of regulatory enforcement could be limited to a small
number of people within a regulatory body and a State. Pooling such resources
that have common regulation and guidance for different regulatory fields such as
safety and security could be very useful.

Processes and procedures, including guidance documents for inspectors,
for conducting and reporting on nuclear safety and security inspections can be
aligned in a helpful manner, particularly when the same authority is in charge of
both areas. Shared aspects can be beneficial by emphasizing the common goal of
safety and security.

Some principles are shared across both safety and security inspections:
the inspection programme, plan, techniques and coordination mechanism for
both safety and security; the enforcement process of the regulatory body in
case of non-compliances, including the graded approach principle; access to
the facility, including admittance for unannounced inspections; the questioning
methodology and professional and courteous conduct. Moreover, the consistent
use of terminology by the regulatory bodies assists the licensee in understanding
what is required.
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Inspection findings and enforcement actions can be shared between safety
and security inspectors on a need-to-know basis. This is particularly helpful
where the issue potentially covers both safety and security, such as culture,
modifications, leadership and management and supply chain. It is helpful in
finding common root causes for failures across both safety and security and also
in highlighting synergies — for example, a finding in nuclear safety competence
management could be equally applicable to security competence. However, it is
important to maintain the confidentiality of security information, which can be
shared only after a careful consideration of its risk benefit.

The development of a joint process needs to ensure a fine balance between
harmonization and specialization to prevent diluting specificities and expertise
needed from each area.

Specificities of each area need to be also considered in the enforcement
process. For example, if not properly planned, corrective actions for addressing
a safety finding could create a security vulnerability and vice versa. Similarly,
conflicting regulatory expectations, both from a tactical and strategic perspective,
could be disclosed. Furthermore, details of security inspection findings could
involve a more limited disclosure than details of safety inspections. That is why
the enforcement process needs to be adapted to avoid such situations.

One way to address this risk is to also use a performance based regulatory
approach for enforcement actions. For example, instead of requiring an operator
to implement a specific provision (e.g. a specific barrier, detector, procedure),
the regulatory body could issue a reminder to this operator regarding the
requirements that have not been met and require the operator to find a solution,
within a limited timeframe, that will meet the requirements. It will then be the
responsibility of the operator to solve the safety or security requirement, without
mutual compromise.

A coordinated process for enforcement can consider both safety and
security. When the same regulatory body oversees both safety and security areas,
all competent sections of the regulatory body need to be involved in decisions
of enforcement actions. This practice enables the regulatory body to consider
interface issues in its final decision and combine both approaches.

Effective management provides training for safety inspectors in essential
security matters and vice versa. One of the benefits of this is to minimize the
possibility of inadvertently introducing a vulnerability through the actions
undertaken during an inspection or because of corrective actions. Such training
can also assist safety inspectors to identify security issues during inspections and
vice versa. Management needs to ensure that discussion of inspection findings
between safety and security inspectors takes place to prevent such vulnerabilities.

National requirements and framework will dictate the extent to which
information can be disclosed.
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3.1.6. Review and assessment, including analysis of operating experience

Learning from experience is an essential element of review and assessment
activities. This includes an analysis of relevant good practices by both the operator
and the regulatory bodies. It is essential to ensure that the review and assessment
addresses the interfaces between safety and security. However, when reviewing
security, it is necessary to restrict certain information to those personnel with
a need to know. This might complicate a joint review when it could otherwise
have been possible.

While cyber security has been an issue for a long time, the new focus on
the nuclear industry is now a reality. Regulatory bodies will need to increase their
knowledge and awareness of cyber security threats and develop expertise and
organizations to address computer based systems and security that could impact
operations. Experts for computer and cyber security will identify computer
security issues that need to be remediated during the design review. The experts
could also provide industry guidance and best practices within a facility to
increase the computer security regime.

At an early stage of design, the regulatory body needs to encourage the
licensee to take input from probabilistic safety assessment into account to
complement the list of vital area components [34].

Review and assessment, including analysis of the operating experience, can
be considered equally applicable to the competent authority reviewing its own
experiences as well as to reviewing the licensees’ reports.

Some States conducted licensing reviews and assessments in an integrated
manner, in which the team finalizing licensing issues dealt with both areas. Hence,
an issue which impacted safety or security was resolved through a synergetic
approach. During review, special care is taken to highlight and evaluate the
dependencies between safety and security systems. For example, dependency of
the PPS on safety systems (e.g. power supply) is reviewed and ensured to avoid
any problematic situation at a later stage of the NPP.

Complementing/conflicting areas and development of synergies

Having conducted a review and assessment, it is considered good practice
to learn from its results by implementing improvements to processes, procedures,
training, etc.

The principles and rationale for review and assessment are common for
safety and security. In this respect, expertise acquired, lessons learned and good
practices identified in one area can be used for the other.

There is a potential benefit in conducting reviews and assessments
that consider both the nuclear safety and security perspectives. The interface

34



areas themselves — including regulations, technical aspects and processes to
coordinate the interface — merit review and assessment. As an example, the
Romanian regulation contains some specific requirements concerning review and
assessment. A joint review of the safety and security performance that includes
specialists from both disciplines and the licensees can be useful in ensuring
a shared understanding of concerns and agreeing on strategies and tactics
to resolve them.

Input for review could include feedback from the analysis of operating
experience, field experience of safety and security experts, relevant information
from incident and inspection reports and lessons learned from exercises.

Review and assessment need to also cover the effectiveness of the
management of the interfaces between the two areas, in particular to verify that
they do not adversely affect each other and that, to the degree possible, they are
mutually supportive. The regulatory body could also consider periodic safety and
security reviews to assess the effectiveness of the management of the interfaces
between them at an NPP. Drills and exercises, involving experts from both
fields, could also be a very effective way to assess the effectiveness of crisis
management for events combining safety and security aspects.

If some changes are identified during review and assessment, personnel
need to be aware of the need to manage interfaces, as described in Section 3.1.3.
Solutions could consider the balance between safety and security in a holistic way
to find a solution that is the best for the protection of people and the environment.

It is useful for competent authorities to conduct review and assessment and
analyze operating experience using a common methodology.

The regulatory bodies of some States insist that all licensees of NPPs revise
and report their assessments on nuclear security events using the same process
as nuclear safety events. The decision is supported both by the ‘traditional
provisions’ on nuclear security but also by the more ‘general provisions’ on safety
assessment. If there is a common process for reporting events and gathering
operating experience, it needs to cover the full range of potential security and
safety aspects.

When reviewing and assessing areas that may cover the safety-security
interface, the competent authorities need to involve experts of both fields in the
review. Similarly, the authorities need to verify that the licensee has a process in
place to identify potential interface issues with a view to finding solutions that
satisfy safety and security.

The national requirements and framework will dictate the extent to which
information can be disclosed. Regulatory bodies can have a useful role in sharing
operating experience and its analysis between different licensees. Where this may
contain sensitive information, the regulatory body will have to form a balanced
judgement of the benefits of sharing, the need to know, etc.
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In Brazil, important items are listed in terms of their relevance, both
for safety and security. This list can be used for assessment, inspection and
enforcement. For example, an emergency door that can play a role in containment
can also have an impact in security.

3.1.7. Consistency of regulatory control

Consistency and stability of regulatory control are equally important for
safety and security and are based on the same principles; for example, a graded
approach; decisions and sanctions proportionate to the importance of issues;
limitation of subjectivity in decision making; ability to justify decisions if
challenged; and transparency regarding criteria taken into consideration for a
decision. The process needs to be well documented, comprehensive, cover all
regulated activities and facilities and ensure a clear allocation of responsibilities.

Complementing/conflicting areas and development of synergies

Expertise acquired, lessons learned, and good practices identified in either
area (or other areas) regarding consistency of regulatory control can be used for
the other, and each area can benefit from cross-pollination.

Consistency in terminology is also helpful. Consistency in terminology
may be, for example, a common way to describe the level of non-compliance
and the regulatory tools that can be used to address it. This consistency helps
strengthen leadership and culture by showing that the same principles are
recognized and applied by experts of very different areas, while differences could
lead to consider or disregard them.

Moreover, consistent terminology helps ensure a common understanding
of each area, with their commonalities and their specificities. Better mutual
understanding is a first step towards a better mutual acknowledgment of
importance and relevancy of the other area.

Such synergetic effects can be further enhanced by recalling that the goal
of both safety and security regulation is to prevent and minimize radiological
consequences resulting from a nuclear incident, regardless of the cause.

Because of the aforementioned similarities, it is possible and even beneficial
to follow the same process for safety and security control, particularly when the
same authority is in charge of both areas.

It can be beneficial for competent authorities to evaluate safety and security
risks through a common risk metric, in particular where there is a potential
conflict between them, to choose the best solutions for both safety and security in
a given situation (see Ref. [35]).
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In Sweden, for example, a risk informed, systematic oversight is in place to
ensure that all parts of the regulatory code are covered consistently for most of
the oversight activities (see Annex II).

Consistency of regulatory control could be increased by using similar
internal regulatory procedures for licensing, authorization, inspection and
enforcement as well as for emergency preparedness and response activities.

Consistency in the licensing process of NPPs can be achieved by issuing
a single operational licence that includes safety and security provisions. All
competent sections of the regulatory body need to be involved and the licence
issued with the consent of all parties. For the proper assessment concerning
interface issues, it is a good practice to set up dedicated working groups from the
staff of the competent sections involved in the licensing procedure.

Inspections are conducted in both areas based on a similar process,
including common elements of preparatory, on-site and post-inspection
evaluation activities.

In dealing with safety and security interfaces, consistency is not necessarily
a goal. It is a strategy to avoid problems, but sometimes specific tailored
approaches can be more effective or are necessary. For example, the sensitive
nature of some security information could lead to certain specificities regarding
approaches for safety and security. There are other organizations within the State
with security responsibilities, which could impact on the way nuclear security
regulation is undertaken, further impacting the consistency of approach with
nuclear safety.

Looking for consistency does not negate the relevance of past approaches.
On the contrary, diversity of approaches can be seen as an opportunity for mutual
learning among experts and improvement of awareness that both safety and
security disciplines have their own specificities and that complete consistency is
not always necessary, desirable or possible.

3.1.8. International cooperation

International cooperation is recognized as beneficial for both safety and
security. Nevertheless, specificities of the two areas often lead to different
practices and organization. For example, points of contact for the Convention on
Nuclear Safety [36] and the Convention on the Physical Protection of Nuclear
Material and Its Amendment [37, 38] are often different at the State level.

Roles and responsibilities for international cooperation need to be described
and assigned. Depending on the State, the assigned staff member can be a
member of the competent authority or of the office of foreign affairs. Within one
State, the staff holding these roles could coordinate effectively with each other.

37



International cooperation is especially important in the case of the
preparation for nuclear emergencies with transboundary radiological
consequences. Sharing of information during a nuclear emergency, particularly if
it was caused by a malicious act, can be challenging. Therefore, it is important for
neighbouring States to have established preparations for an effective dialogue. In
this context, para. 3.57 of GSG-14 [30] recommends:

“To the extent possible, bilateral and multilateral agreements should
be established at the preparedness stage on the coordination necessary
for disseminating accurate information on an emergency to the public
in neighbouring States in a timely manner. A coordination mechanism
(e.g. using national disaster response tasks forces or regional emergency
response networks) prepared and exercised in advance should be established
by the organization in the State with the main responsibility for the public
communication response in an emergency.”

For example, it can be useful to distinguish information that is related to
the protection of people and the environment and that needs to be shared with
neighbouring States, from strictly security related information (e.g. number
and means of attackers, detail of the response) that can be protected in order to
provide an effective response. Sometimes, the need to protect information can
be temporary (e.g. until the attack has been terminated). Such information needs
to be released in a very controlled manner. The release of information regarding
the environment can be, at least in part, the responsibility of the safety authority,
including an authority at the international level; however, security information is
generally managed at the State’s level. For incidents related to nuclear security,
all competent authorities have to coordinate their communication to avoid
inconsistencies and release of information that can hinder safety or security.

There could be benefit in conducting international drills and exercises
involving two or more States that cover the possibility of nuclear emergencies,
including those with malicious initiators. One area that can be particularly useful
to consider, given it often involves crossing borders, is the transport of nuclear
material. The organization of such exercises is complex, but it merits the effort.

International cooperation is also very beneficial for benchmarking and peer
review and advisory missions. In particular, the IAEA provides such services
for both safety and security. These services increasingly take into account the
management of interfaces between safety and security.

It can be beneficial to include a safety expert in an IPPAS mission [39] or
a security expert in an IRRS mission [40] held by the IAEA. The participation of
such experts will not only help to better understand the concept of safety-security

38



interfaces but also assist States to incorporate and manage the interface issues in
an acceptable manner.

Nuclear security needs to consider confidentiality constraints.
Confidentiality can hinder international cooperation, but a well documented
process for determining whether nuclear information is actually sensitive
or whether it can be shared is helpful in lowering this barrier. It is necessary
and helpful to share some sensitive, confidential information with trusted
international partners. Many States have signed agreements with other States
to provide a process for sharing such confidential information and this is a
good practice. During a nuclear emergency with a malicious initiator that has
the potential to cross international borders, the barriers to sharing confidential
information could be reduced.

It is normally easier to share security information among a smaller number
of States. Therefore, two or more States can have useful bilateral or regional
exchanges for the safety-security interface.

Safety and security culture using the methodologies for assessment by
employing the methods suggested either by the IAEA or others can be conducted
even at the international level to evaluate the effectiveness of the interface.

Complementing/conflicting areas and development of synergies

It is recognized that during expert missions and IAEA peer review missions
(such as IRRS including the scope of the safety-security interface), less detailed
information is disclosed about security arrangements.

Nuclear security is a cross cutting area that can be handled with
collaborative effort. Joint safety and security missions will help to identify gaps
in regulations, processes and practices in an integrated manner. Corrective action
plans to fill these gaps will help to consider the synergy in addressing safety
and security together. Interface modules can act as a bridge between safety and
security missions.

There could be a benefit of combined missions, but care needs to
be exercised in the kind of information being shared, especially about the
security arrangements.

3.2. LEADERSHIP AND MANAGEMENT FOR SAFETY AND
SECURITY

Leadership and management are important aspects for both safety and
security and need to be addressed at the highest levels of an organization.
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In case of a single regulatory body for matters related to safety and security,
an integrated management system (IMS) supports the leadership in systematically
responding to interface issues. Leadership needs to be aware that, to some extent,
differences can exist, but these differences might be documented and widely
known and acceptable within the organization. Similarly, management of safety
and security has different constraints, but execution of processes as described in
the IMS can be applied to both regimes.

Safety and security principles stipulate that safety and security measures
have in common the aim of protecting human life and health and the environment.
Commonalities and differences in safety and security practices can be both
recognized and used with the intention of utilizing their synergies.

3.2.1. Leadership for safety and security

Effective leadership and management of nuclear safety and security within
the regulator’s organization is essential, and due regard needs to be paid to the
synergies in these areas. The organization needs to reflect the fact that safety
and security are considered equally important, with clear values and associated
behaviours that support safety and security within the system. This starts with
senior management (both at the regulatory body and operator’s level) viewing
both fields as equally important, and this could be stated unambiguously in the
organization’s policies.

Some States allow frequent rotation of staff between the two domains
(i.e. safety and security).

For example, positions, opportunities for advancement, and salaries of
people in charge of safety and security will be similar. Also, people need to be
encouraged to switch from security to safety and vice versa.

3.2.2. Integrated management system

An IMS is imperative to support the processes and measures necessary
for the timely identification and adequate resolution of any potential conflicts
between the requirements of nuclear safety and security. Concerns about safety
and security could be embedded in any relevant processes and procedures.

An IMS with clear processes and procedures facilitates the management
of the interfaces between safety and security, and as an integral part of the IMS,
the organizational structure and allocation of resources of the regulatory body
reflect the regard given to safety, security and their interface activities. A clear
organizational structure with well-defined roles, responsibilities and reporting
mechanisms is essential to avoid conflicts between safety and security and
influences how effectively the safety and security interfaces are managed. An
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effective organizational structure, including the chain of command, allows for
the alignment of regulatory processes and procedures. The IMS would also
promote safety and security cultures as an essential ingredient for leadership and
management. The regulatory body needs to promote strong safety and security
cultures internally, at the operator and at both organizational and individual
levels in all activities to achieve the highest degree of safety and security and
their interfaces. Safety culture and security culture need not be merged into one
culture, but each can be established and maintained in a complementary manner
with the other so that potential contradictions are minimized.

The organization could try to build a common ground to ensure that
staff feel an element of personal responsibility in achieving safety and security
culture. It could establish key values and elements of the organizational culture
to integrate safety and security culture in a coherent manner and to allow the
regulatory goals and objectives to be met by safety and security staff in an
efficient and effective way. Safety and security culture aspects also need to be
considered while defining the lines for internal communication.

Due to the increased usage of digital technology even within the
regulatory domain (i.e. online display of plant critical parameters for emergency
assessment), cyber security has to be addressed in the IMS to complement both
safety and security.

Complementing/conflicting areas and development of synergies

An IMS defines the responsibilities for safety and security. The
organizational structure and allocation of resources have an impact on the
effectiveness of managing the safety-security interface. The regulatory body
can address in its management system its commitment to allocating adequate
resources to perform safety, security, and their interface responsibilities
effectively. An effective and efficient organizational structure with well-defined
roles, responsibilities and reporting mechanisms can manage regulatory functions
and tasks to enable inclusion of interface considerations and avoid conflicts. Some
States have two separate working units dealing with safety and security, and in
such cases, the management system might describe the processes through which
interface issues and communication between the two units will be addressed. If
practically possible, the management of interfaces can also be performed through
assignment of tasks — for example, the coordination of oversight tasks for NPPs
in operation — to identify synergies and foster cooperation between safety and
security experts from different parts of the organizational structure.

It needs to be widely known within the organization and documented in
the IMS that everybody has safety and security responsibilities. Therefore,
accountability, a questioning attitude, trustworthiness and avoidance of
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complacency support strong cultures regardless of the role of the staff. An
effective management system promotes a culture that recognizes both safety
and security. The sensitive nature of some security information does not always
allow a consistent approach between safety and security cultures. Nevertheless,
cultures for both safety and security require common grounds. This may include
information sharing, a questioning attitude, trustworthiness and openness. On the
other hand, as security deals with deliberate acts, the security culture requires
different attitudes and behaviours from those associated with the safety culture.
Encouraging a culture of open reporting, free of blame, is another important
aspect of an effective safety-security interface. It is important that leadership
which includes both safety and security professionals needs to understand
that there are differences in outlook and culture and these differences need
to be respected.

Culture within an organization is an important area. Clear interfaces and
good regulatory practice can act in a way that promotes a culture that recognizes
the importance of both safety and security. Furthermore, regulatory bodies,
like other organizations, are not immune to the risks posed by insiders and
poor culture. Certain policies and practices can assist both safety and security
and aim to support staff across a range of personal circumstances — such as
stress, relationship breakdown, addiction, and financial difficulties — that could
lead to risky behaviour (in both a safety and security context) if left ignored
and unsupported.

3.2.3. Promotion of safety and security culture

Both safety culture and security culture need to be promoted as part of the
organizational culture and management system as stated in Section 3.2.2. The
regulatory body needs to promote strong safety and security cultures internally
and emphasize its overarching impact on operating organizations and among all
interested parties, at both organizational and individual levels in all activities to
achieve the highest degree of safety and security and their interfaces. Culture for
safety and security cannot be merged into one culture but each can be established
and maintained in a complementary manner with the other so that potential
contradictions are minimized.

The organization will try to build a common ground to ensure that all
people feel the need to be concerned with safety and security. There is a need
to establish key values and elements of the organizational culture that integrate
safety and security culture in a coherent manner and allow the regulatory goals
and objectives to be met by safety and security staff in an efficient and effective
way. Safety and security cultural aspects also need to be considered while
defining the lines for internal communication.
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Complementing/conflicting areas and development of synergies

A common goal is to recognize the risk of undesirable radiological
consequences, whether the cause is a safety event or a security event.

Every member of the organization is responsible for the implementation
of the safety and security cultures. Accountability, a questioning attitude,
trustworthiness and avoidance of complacency need to be addressed regardless of
a staff member’s role within the organization. An effective management system
promotes an organizational culture which recognizes both safety and security.

The sensitive nature of some security information may not always allow a
consistent approach by safety and security cultures.

As security deals with deliberate acts, security culture requires attitudes and
behaviours different from those associated with safety culture.

Both safety and security professionals need to recognize that there
are differences in the two cultures, and that it is very important to respect
these differences.

Training programmes for all staff, at both the regulatory body and the
operator, impart awareness for the promotion of safety and security cultures.
Exercises including both safety and security concerns and involving all personnel
(e.g. with sheltering applied to all workers during a security event) could also
help raising their awareness on interfaces between safety and security.

The culture within an organization is an area of clear interface, and
regulatory practice can act in a way that promotes a culture that recognizes the
importance of both safety and security. Furthermore, regulatory bodies, like other
organizations, are not immune to the risks posed by insiders and poor culture.
Certain policies and practices can assist both safety and security and aim to
support staff across a range of personal circumstances such as stress, relationship
breakdowns, addiction and financial difficulties. These could lead to risky
behaviour (in both a safety and security context) if left ignored and unsupported.

Encouraging a culture of reporting that is open and free of blame is another
important aspect of an effective safety-security interface.

3.2.4. Organizational structure and allocation of resources

The organizational structure and allocation of resources of the regulatory
body reflects the emphasis given to safety, security and their interface activities
and is an integral part of an IMS as discussed in Section 3.2.2. Consequently,
the effectiveness of the management of the interfaces between safety and
security is influenced by the organizational structure. An effective organizational
structure, including the chain of command, allows for the alignment of regulatory

43



processes and procedures, which has been described as having benefits to both
the regulatory body and the operator.

Complementing/conflicting areas and development of synergies

The IMS defines the safety and security responsibilities.

The existence of separate organizations responsible for safety and security
could make it difficult to handle potential conflicts. Nevertheless, conflict has
the advantage of exposing root problems or different perspectives and, if well
managed, can help global improvement. On the other hand, a structure that is
primarily led by one of the disciplines could be inclined to favour that discipline
in allocating resources and decision making — a situation that ought to be
handled with great care.

The organizational structure and allocation of resources may have an impact
on the effectiveness of managing the safety-security interface. The regulatory
body needs to address in its management system the fact that it is committed
to allocating adequate resources to perform safety, security and their interface
responsibilities effectively.

An effective and efficient organizational structure can manage regulatory
functions and tasks to enable the inclusion of interface considerations. A clear
organizational structure with well defined roles, responsibilities and reporting
mechanisms is essential to avoid safety and security conflicts. The differences
in the technical areas for safety and security require close cooperation of
departments. The management of interfaces can also be achieved through an
assignment of responsibilities, for example the coordination of oversight tasks for
NPPs in operation to make sure that synergies and cooperation are found between
safety and security experts from different parts of the organizational structure.

3.2.5. Staffing and competence of the regulatory body

Having adequate and competent staff enables the regulatory body
to effectively fulfil its role. The regulatory body determines the necessary
qualification and competence of staff with safety and security responsibilities. It
also determines the number of staff within both safety and security functions that
is necessary to fulfil its responsibilities.

The regulatory body establishes nuclear safety and security education and
training programmes that develop the competence needed for both areas.

To the extent that the regulatory body has a function during nuclear or
radiological emergencies, both safety and security need to be considered during
training of regulatory staff.
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Complementing/conflicting areas and development of synergies

Because safety and security are both important to consider for anyone in
the nuclear context, all staff at the operator and the regulatory body have some
basic training in both areas. This training supports the promotion of safety and
security cultures.

Cross training, as well as specialized training, may be delivered using by
the same infrastructure, which has benefits in relation to cross-fertilization of
ideas, using a common language, etc.

The regulatory body may devise an approach in which some common
training areas are identified, and staff will be trained in these areas irrespective
of their domains (i.e. safety or security). This common approach will not only
increase the capacity and competency of the staff to highlight the interface
issues but also help the regulatory body to rotate a staff member from one
domain to another.

Providing the same basic induction training programme for safety and
security staff on the regulatory functions and practices highlight the safety
and security aspects as well as their interface. Regular refreshment training
programmes ensure the collaboration of both safety and security experts.

Management oversight may be employed to verify that one particular
regulatory viewpoint is not emphasized to the detriment of the interface.

The regulatory body may choose to utilize the four-quadrant model for
regulatory competence outlined in TAEA-TECDOC-1757 [41] in developing
regulatory competencies necessary for addressing the safety-security interfaces.
The regulatory body provides training for core regulatory functions and
specialized areas of safety and security as well as their interfaces.

Basic competence for security ought to be necessary for safety personnel
and vice versa for the proper management of interfaces at the organizational
level. The training and awareness programmes for safety personnel and security
personnel will be repeated as appropriate and in response to emergent issues.
Some training modules, for example those regarding crisis management, can
also contain aspects of both safety and security and be used for all personnel.
Such trainings, when they contain team drills, can help people from different
backgrounds to get to know each other and to break silo effects.

Training regarding the interfaces between safety and security will not be
limited to technical concerns but also include organizational and management
aspects. For example, training of managers to address the personal difficulties
of their subordinates can cover, in addition to the well-being of the personnel,
both safety concerns (their ability to accomplish the tasks related to safety) and
security concerns (an unusual behavior can be an indication of an insider threat).
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A common staffing policy can also be of mutual benefit to safety and
security. For example, staff rotation within each discipline may be a valuable
tool to avoid complacency and lack of objectivity, while career paths involving
experience in both areas can significantly help to break silo effects.

Regulatory bodies can use external technical support for both safety and
security to cover gaps in capacity and/or capability.

3.2.6. Human factors

The development of programmes and resources concerning human
performance needs to treat elements of human factors in considering the
interfaces between safety and security.

Complementing/conflicting areas and development of synergies

Human factors apply to both safety and security. For example, cognitive
biases can affect both safety and security. The organization of security and
safety takes into consideration human factors to guarantee that the performance
of important human tasks can be effective in any situation, including
acknowledgement that security events lead to situations that may be different
from safety events. It is important to find relevant expertise and not to assume
that experts on human factors trained for safety or security, respectively, are
competent to deal with any situation. Safety and security measures need to both
be explained and proportionate to the goal in order to be understood and accepted.

It is nevertheless important to take into account that nuclear safety and
nuclear security may have very different perspectives regarding human behaviour.
In nuclear safety, the emphasis is often placed on the right to make mistakes, to
encourage employees to detect and report any problem, including those caused
by one’s own mistake. In nuclear security, any problem caused by an individual
is analysed to identify a potential insider threat.

In reality, these differences are superficial, because for both areas, a balance
has to be found between complacency and understanding. For both, people are
resources that cannot be replaced by machines, even if they can sometimes be a
risk or a threat. But these different perspectives can be taken into consideration
when analyzing human factors to ensure that organizations address both
concerns equally.
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3.3. COOPERATION AND JOINT ACTIONS AMONG COMPETENT
AUTHORITIES AND TECHNICAL SUPPORT ORGANIZATIONS

Based on a State’s legal system, different authorities can be assigned
separately the responsibility for safety and security. Care needs to be taken
while developing rules and regulations for carrying out different authorizations
by different State entities. Identification of areas where cooperation is needed
has to be known to each entity, and joint actions among competent authorities
can optimize resources for carrying out their activities. Cooperation and joint
actions involving nuclear security and safety authorities can enhance the mutual
understanding of issues related to:

(a) Information protection;

(b) Training and awareness;

(c) Technical exchanges;

(d) Regulatory work on safety-security interfaces, including submission of
safety case addressing consequences of security attacks;

(e) Radioactive sources;

(f) Coordinated inspections;

(g) Exercises and drills;

(h) Information in case of a nuclear event.

To present nuclear related information in international settings, as well as
at the State level, States can consider joint work among the different interested
parties. In this regard, regular meetings at both the top management level and
the working level could be a regular feature. An agreement reached during such
meetings may be considered in the revision of regulatory processes to manage
the interface issues. At some point, this agreement can also be incorporated in
the revision of the regulatory framework to inform the licensee in time and to
minimize the effort of the licensee. The sharing of information regarding the
implementation of regulatory processes is based upon different principles for
safety and security. For safety, experiences gained from the implementation of
regulatory processes are shared widely. Whereas, for security, information is
shared based on a ‘need to know’ approach. The interfaces between safety and
security during communication and consultation may consider the guidance
provided in IAEA Nuclear Security Series No. 23-G [27].

Similarly, care needs to be taken when the regulatory body entrusted with
both mandates of safety and security sets up advisory bodies to provide advice
in matters related to safety, security and their interface. In accordance with
IAEA-TECDOC-1835 [42], advisory bodies and TSOs can contribute to the
management of interfaces, providing expertise on safety and security matters.
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Involvement of advisory bodies and TSOs in security related activities may
require access to nuclear security information. In such cases, this information
could be handled in accordance with the relevant national requirements to protect
the misuse of restricted information, especially related to the security regime.

Complimenting/conflicting areas and development of synergies

ATSO can be entrusted with a wide range of missions concerning both safety
and security, from providing advisory services to operational tasks (e.g. radiation
measurements in case of radiological emergencies, independent safety
assessments, supervision of the transport of nuclear material, communication
regarding radiological situations). Depending on the missions, they can be
directly concerned with safety and security interfaces. The division of tasks
and procedures needs to be carefully organized. For example, the intervention
of radiation protection experts to assess the radiological consequences during a
security event needs to be carefully performed, with due consideration given to
avoid exposing these experts to security situations. Sometimes, TSOs or other
competent authorities can be entrusted with providing technical information to
the public, both in normal conditions and in emergency situations. Technical
information is often more sensitive than general information. Therefore, TSOs
or other competent authorities may be at risk of compromising, by mistake,
sensitive information. They need to have a robust process in place to assess the
sensitivity of any information that can be released.

3.4. COMMUNICATION AND CONSULTATION WITH THE
OPERATING ORGANIZATION AND THE PUBLIC

Communication and consultation with the licensees and the public is the
responsibility of the regulatory body. The purpose of this interaction is to keep
licensees informed about the safety and security of their facilities, regulatory
decisions, regulatory processes and practices, and operating experiences.
Communication and consultation with the public and other interested parties are
important means to share information and to maintain a dialogue throughout the
lifetime of a nuclear facility. Communication is not a goal but a strategy to foster
open discussions, provide information that is needed by national legislation, and
facilitate the sharing of knowledge and experience.
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Complementing/conflicting areas and development of synergies

Communication and consultation of safety and security matters need to be
managed with full awareness of commonalities and potential ambiguities. While
both safety and security need the confidence of the public, the level of information
sharing and transparency can be quite different for both aspects. Communication
and consultation policy can require governmental approval for security related
matters. Therefore, the regulatory body needs to develop and implement a
communication and consultation strategy that addresses the safety concerns of
the public, ensuring transparency while protecting sensitive security information
that is in accordance with national requirements. The confidentiality of security
related information will normally restrict communication and consultation and
will require an approach based on the need to know.

The regulatory body can allow and facilitate members of the public to
report safety and security concerns and to be considered in the regulatory
decision making. Regulatory bodies can support joint attendance at meetings
with interested parties, including meetings attended by non-governmental
organizations. This unified approach to public engagement gives confidence that
the regulatory body works in a collaborative manner to address the concerns of
the public and ensures that the relevant experts are at the table to comprehensively
answer a wide range of questions that may be asked.

It is essential to note that the confidentiality of security information is not
only due to its origination from a security source — the important consideration
is whether the information is useful to somebody with malicious intent.

3.5. EMERGENCY AND CONTINGENCY PLANNING AND
RESPONSE

Planning for and response to nuclear accidents or sabotage events is a major
area of interfaces between safety and security, requiring coordinated efforts of
both. The regulatory body sets the requirements for emergency and contingency
plans and verifies the implementation of these plans through an observation of
drills and exercises.

Emergency plans for safety events and contingency plans for security
events need to be available, understood by the staff with responsibilities for
implementing them, and be mutually supportive and complementary.

The regulatory body ensures the proper liaison for coordinated execution of
facility plans and national emergency and contingency plans.

49



Complimenting/conflicting areas and development of synergies

The response to both safety and security events involves mobilizing the
internal emergency response function and potentially also off-site responders
and agencies. As external response forces supporting a contingency response at
an NPP will likely be the same forces that would respond to nuclear security
events involving material out of regulatory control elsewhere, it is important to
recognize that these forces might not be familiar with the relevant contingency
plans and procedures inside an NPP, so they might be involved in regular
exercises, including the testing of command and control arrangements.

Both safety and security use drills and exercise to refine and validate the
effectiveness of the response plans and procedures. In addition, joint emergency
exercises may be conducted to periodically test the implementation of emergency
and contingency plans, to assess and validate the adequacy of the coordination
between organizations involved in responding to various scenarios.

There is need for relevant staff and responders to be trained and ready to
respond at short notice to either a safety or security event.

When an event initiates, the operator might not immediately know the
cause (malicious or accident) but must respond anyway.

Security responses and barriers may impede the safety response, including
the response of external agencies.

Aspects of the contingency plan may be confidential.

The actions to mitigate the consequences of a radiological release may
contradict the principles of preserving a crime scene.

Emergency planning and response is an area in which close working
and cooperation is essential. During the development of both contingency and
emergency plans, due regard might be given to ensuring that they are mutually
supportive and complementary. This is particularly the case for aspects such
as access control. The regulatory body needs to review contingency plans
for security events, mindful that they are developed to allow for emergency
responders to access, when necessary, to deal with the event.

While giving top priority to safety, attention might also be paid to preserving
the event scene for future investigations and lessons learned.

Emergency and contingency response planning needs to be coordinated to
ensure that, regardless of the initiator, a command structure is in place.

Regulatory practice may include ensuring joint representation at safety and
security exercises and encouraging licensees to design scenarios with elements
of both disciplines. However, consideration needs to be given to the fact that a
scenario based on a security initiated event resulting in radiological consequences
is likely to be reliant on the security response having failed and, therefore, might
not achieve regulatory expectations for that part of the exercise.
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Annex I

GOOD PRACTICES IDENTIFIED IN IRRS AND
IPPAS MISSIONS REGARDING THE INTERFACES
BETWEEN SAFETY AND SECURITY

This annex compiles good practices relating to the safety-security interface
identified during two different types of IAEA peer review mission hosted by
many IAEA Member States: Integrated Regulatory Review Service (IRRS) and
International Physical Protection Advisory Service (IPPAS). These good practices
are part of the final reports issued at the conclusion of the review mission.
Good practices are identified in recognition of an outstanding organization,
arrangement, programme or performance superior to those generally observed
elsewhere. They will be worthy of the attention of other regulatory bodies or
competent authorities as a model in the general drive for excellence [I-1, [-2].

(a) Determination of design basis conditions:

In assigning systems, structures and components that need to be
protected against malicious acts in order to prevent a radiological
threat, the regulatory body, together with the supervisory authority
for nuclear safety, has issued a guideline. For all existing nuclear
facilities, this guideline defines which systems and/or material have to
be located in which of the defined security zones.

The classification of the vital areas into two categories supports a
graded approach to physical protection against sabotage and the
relative allocation of protection resources in risk management.

(b) Drafting regulations and guidance:

The regulations and guides issued by the regulatory body to avoid
the potential for adverse effects on safety from security and vice
versa are comprehensive and provide an appropriate framework to
ensure that the licensees put in place an adequate management of the
safety-security interfaces.

(¢) Licensing and authorization:

In addition to nuclear safety, emergency preparedness and radiation
protection, the licensing process also places a heavy emphasis on
physical protection. Facility operating licences are issued for a
described period of time. Before a licence can be reissued, the licensee
must demonstrate that current physical protection regulations have
been met. This demonstration includes demonstrated cooperation
with other supporting agencies, such as the national police and local
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authorities. Licences are reissued based on subsequent safety analysis
reports.

(d) Inspection and enforcement:

The regulatory body has integrated its security inspection and oversight
programme into its integrated system for plant oversight.

The regulatory body has ‘resident inspectors’ at nuclear power plants
and other high risk facilities. The primary role of resident inspectors
is to provide a continuous presence at the site to ensure compliance
with safety, security and emergency preparedness requirements. These
inspectors are trained to detect significant nuclear security problems
and will communicate any anomalies with either the regulator’s
headquarters or the relevant regional regulator’s office. This provides
potential for the early detection of any degradation of nuclear security
at sensitive facilities.

(e) Review and assessment, including analysis of operating experience:

The integrated approach adopted by the regulatory body in the review
and assessment as well as supervision of plant modifications, which
always involve in a systematic manner safety and security experts,
promote a very effective management of the existing interfaces so as
to optimize mutual benefits on nuclear safety and security measures
and to avoid possible mutual detrimental effects.

The systematic analysis of significant non-nuclear events not only in
the safety-security interfaces but in the entire operating experience
programme, the coordination and communication of the operating
experience analysis to make them suitable for different uses and
applications inside the regulatory bodies is considered a good practice.

(f) Staffing, competence and training of staff:

The regulatory body and competent authorities have established a
comprehensive system for addressing the interfaces between safety
and security, including identification of specific technical areas
sensitive to conflicts between safety and security, joint safety security
inspections, organization specific workshops and training.

To enable the guards to act properly in a case of a malicious act
endangering the safety of the NPP, group exercises are conducted
using teams that work together in normal operation with their dogs.
One of the supervisory authorities for nuclear safety’s regulation
defines annual emergency exercises involving safety and security staff
to improve the cooperation.

(g) Cooperation and joint actions among the competent authorities:
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The regulatory body has been very proactive in working with
multiple national organizations that are competent authorities in areas



interrelated with the physical security of nuclear facilities, nuclear
materials and radioactive sources. This has brought about excellent
collaboration and cooperation, resulting in considerable progress being
made on some very sensitive and complex security related issues.

e To exchange technical experience, the interaction of the regulatory
body with authorities competent for security matters in other sectors
is quite positive.

e The organization of all activities related to nuclear safety, radiation
safety, physical protection and emergency preparedness within the
same department simplifies coordination and cooperation between
specialists of cross-related safety and security areas.

e The assignment of responsibility for physical protection to the division
of safety, which reports directly to the CEO, ensures an effective
mangement of interfaces between safety and security and helps to
ensure that physical protection receives sufficient authority for action.

e The radiation safety authority — without formal obligation — has
taken the initiative to establish an informal working group comprising
representatives of all major organizations involved in physical
protection to address and coordinate important issues related to
nuclear security.

e Safety, security and safeguards are in the same organization, thereby
offering greater opportunities to promote increased synergies between
the three regulatory disciplines.

e The organization of all activities related to nuclear safety, radiation
safety, physical protection and emergency preparedness within the
same department simplifies coordination and cooperation between
specialists of cross-related safety and security areas.

REFERENCES TO ANNEX I
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Annex 11

CASE STUDIES FROM EXPERIENCE IN MEMBER STATES

II-1. SAFETY AND SECURITY OVERSIGHT PROCESS OF NPPs IN
CANADA

II-1.1. Legal and regulatory framework

Safety, security and safeguards/non-proliferation are addressed in a single
national law in Canada: the Nuclear Safety and Control Act (NSC Act). The NSC
Act addresses the ‘3S” aspects (safety, security, safeguards) for all activities and
facilities across the full life cycle. The act also establishes the Canadian Nuclear
Safety Commission (CNSC) as the regulatory authority in Canada for safety,
security and safeguards.

Scope of the Canadian Nuclear Safety Commission oversight
e Establishing requirements, licensing and authorization, compliance
verification and regulatory action;
e Complete nuclear fuel cycle — from uranium mining to waste management;
e Complete life cycle — design, siting, construction, commissioning,
operation, decommissioning and waste management.

The CNSC’s regulatory framework is broken down into 14 safety and
control areas (SCAs), addressing all areas of safety, including security and
safeguards. The CNSC establishes regulations through the Parliament for all
aspects of the 3S, whether general, facility specific or activity specific, safety or
security. Regulatory documents with expectations and guidance are approved by
the Commission and are structured in accordance with the 14 SCAs.

Safety and control areas

(1) Management system;

(2) Human performance management;
(3) Operating performance;

(4) Safety analysis;

(5) Physical design;

(6) Fitness for service;

(7) Radiation protection;

(8) Conventional health and safety;
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(9) Environmental protection;

(10) Emergency management and fire protection;
(11) Waste management;

(12) Security;

(13) Safeguards and non-proliferation;

(14) Packaging and transport.

Drafting regulations and regulatory documents on requirements and
guidance

The CNSC utilizes a cross-disciplinary team approach to developing
regulations and regulatory documents, whereby security and safety specialists
can be involved in a cross-functional manner as required.

The CNSC requirements for safety culture and security culture are formally
documented in REGDOC-2.1.2 and “safety culture and security culture coexist
through the shared common objective of limiting risk, and they share common
goals and techniques for promotion and monitoring activities. In this document,
‘safety culture’ denotes safety culture and security culture collectively, except
where a distinction is made. It is therefore key for all licensees to engage in
fostering a healthy safety culture in their organizations” [1I-1].

II-1.2. Regulatory oversight and activities

Resources

e The CNSC has an internal TSO. The nuclear security division is part of its
TSO.

e Nuclear security specialists have expertise across across all areas:
intelligence, cyber, intrusion and response.

e Many traditional nuclear safety specialists in the TSO have expertise in
security aspects (e.g. civil structures and 1&C).

e They cover all applicable areas from categorized sources to NPP.

Licensing
e Licensing and renewal: CNSC staff assess safety and security programmes,
plans and performance (the 14 SCAs).
e No facility can be authorized to operate if not both safe and secure.
e Staff recommendations and commission deliberation of security topics are
carried out on camera.
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Compliance assessment

e The CNSC compliance plan is based on all SCAs, including security.

e Activities include resident inspector rounds, one-day field inspections with
or without technical specialists and multiday field inspections with technical
specialists.

e Reporting to the commission is annual, detailed and public (all SCAs,
including security).

e The CNSC inspector training includes basics of security.

e Licensing and compliance staff are generally included among those with a
need to know.

II-1.3. Structure of the licensee

The licensee has the prime responsibility for both safety and security.

All NPP operators have a security organization which is embedded within
the organization’s integrated management system. The responsibilities for safety
and security are placed at the same level. Typically, a senior level position,
such as the chief nuclear officer or vice-president, would be responsible for
operations. It is common for licensees to have emergency and security combined
into one portfolio, managed by one senior staff (normally at the vice-president
level, reporting to the chief nuclear officer), whereas the plant/reactor senior
staff (normally a station vice-president, station director, etc.) is responsible for
the use of security staff at the station. Operation, maintenance and the proper
use of security policy and equipment are the responsibility of the station
vice-president (which would be the same for radiation protection, nuclear safety
and industrial safety).

I1-1.4. Summary

A single authority performs the regulatory oversight of nuclear safety and
nuclear security — the CNSC. Having both functions combined within the same
organization enhances communications across all functional topics. Security
requirements and expectations are built into the regulatory framework and
are appropriately considered during licensing and inspection activities. Many
opportunities for managing the interface are built into the CNSC’s management
system, thus ensuring a coherent and effective implementation of both safety and
security within the CNSC’s regulatory framework.

Similarly, Canadian NPP licensees have included their security services in
their organization and them in their management system.
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II-2. EXPERIENCE IN ADDRESSING INTERFACES BETWEEN
SAFETY AND SECURITY OVERSIGHT OF NPPs IN HUNGARY

II-2.1. Legislative and regulatory framework
Integrated nuclear regulatory body

The Government of Hungary, at the end of 2015, promulgated several
decrees to establish a new regulatory system intended to harmonize the safety and
security regulatory oversight. Consequently, the following regulatory tasks are
currently delegated to the Hungarian Atomic Energy Authority (HAEA) by the
Act CXVI of 1996 on Atomic Energy (hereinafter referred to as the Atomic Act).

The regulatory oversight applies to nuclear facilities; radioactive waste
storage repositories; the application of nuclear and other radioactive materials,
including transport in the areas of nuclear safety; security; safeguards; radiation
protection; and emergency preparedness and response. In this way, the regulatory
oversight tasks of safety and security are integrated under the responsibility of
the same regulatory body.

The HAEA is an independent governmental body responsible for the
safe, secure and peaceful use of atomic energy in Hungary. It works under
the direction of the Government of Hungary with independent budget. It is
supervised by a Minister appointed by the Prime Minister, independent of his/her
portfolio. The HAEA issued resolutions and decisions cannot be appealed in the
frame of a public administration process and cannot be changed or eliminated in
supervisory role. It has the right to provide proposals that relate to the Atomic Act
and related regulations. The HAEA submits annual reports to the Government
and the Parliament on the safe, secure and peaceful application of atomic energy.
According to the mission of the HAEA, the general objective of the regulatory
control is to protect people and environment from the harmful effects of ionizing
radiation (generated by the various applications of atomic energy), without
unduly limiting the operation of facilities or the conduct of activities. Harmful
effects may occur as a consequence of:

e Incidents, accidents and severe accidents (safety);

e Sabotage against nuclear and other radioactive materials or their associated
facilities as well as theft of such materials (security);

e Use of nuclear and other radioactive materials or their associated facilities
by the licensee for non-peaceful purposes (safeguards).
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As far as nuclear facilities are concerned, the general objective of the
regulatory control can be accomplished by ensuring their safe, secure and
peaceful operation.

Allocation of regulatory resources

To have the integrated regulatory approach effectively implemented by a
single regulatory body, sufficient human and other resources need to be available.
The two regulatory control areas that were delegated to the HAEA in recent years
are related to the regulatory oversight of radiation protection and the general
oversight of buildings serving the application of nuclear energy. In order to
ensure adequate resources, the Government authorized the increase of the staff of
the HAEA by 76 persons from 2 January 2015 and by 10 additional persons from
1 July 2015. The modifications of the responsibilities, tasks and staffing of the
HAEA made changes in its organizational structure necessary.

Regulatory requirements

Requirements on and conditions of the application of nuclear energy in
Hungary are regulated on the level of acts. The Atomic Act formulates the basic
requirements ensuring the protection of the population and the environment
from harmful effects of ionizing radiation. According to the act, nuclear energy
may only be applied in strict compliance with the relevant legislation and
under continual regulatory supervision, while safety has priority over any other
consideration. The act has created a multilevel legislative and regulatory system.
Implementation of the requirements of the act is assisted by governmental
decrees and ministerial orders. Non-binding guidelines are also issued by the
Director General of the HAEA in the area of its competence. The guidelines aim
to support the licensees in complying with the requirements by showing the way
that is most advised to be followed by the HAEA. This legislative and regulatory
system is in full accordance with international requirements and expectations
regarding the safe, secure and peaceful use of nuclear energy.

In the process of developing regulatory requirements, it was important
to identify possible interfaces between safety and security. To facilitate the
proper arrangements for the implementation of the different requirements,
cross-referencing between the relevant governmental decrees was used in areas
where interfaces were identified. Regulatory guidance documents have been
developed to explain these issues in more detail. The current legislative pyramid
for safety and security is shown in Fig. II-1.

Common legal and technical principles underlying the safety and security
requirements can be identified. Typical examples are shown in the following lists.
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Common legal principles for safety and security requirements:

¢ Based on international conventions and cooperations;
e Prime responsibility;

e Justification and optimization;

e Independent and continuous regulatory oversight;

e Sustainability and quality management;

e Culture;

e Transparency and confidentiality.

Common technical and engineering principles for safety
security requirements:

e Use of proven technical solutions;
e Deterministic approach;

e Graded approach;

e Defence in depth;

e Establishment of the design basis.

ACT CXVI of 1996 on Atomic Energy
Establishes the Principles of Nuclear

Safety Security

Govt. Decree 190/2011. (IX. 19.)

on physical protection requirements for
various applications of atomic energy and
the corresponding system of licensing
reporting and inspection

Govt. Decree No. 118/2011. (VII. 11.)
on the nuclear safety requirements of
nuclear facilities and on related
regulatory activities SAFTEY CODES-
ANNEXES

Govt. Decree 487/2015. (XII. 30.)
on the protection against
ionizing radiation and
the corresponding
licensing, reporting
(notification) and
inspection system

Govt. Decree 490/2015. (XI1.30.)
on actions in
connection with the
missing, found or seized
nuclear and other
radioactive materials

FIG. II-1. Legislative pyramid for safety and security.
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FIG. 1I-2. Organizational structure of the HAEA (DG: Director General;, HR: human
resources; RW&SF': radioactive waste and spent fuel).

I1-2.2. Regulatory functions
Organizational structure

To be adequately prepared for the completion of the new obligations and
tasks, the HAEA has revised these tasks and the resources necessary for their
completion. For this purpose, a project entitled ‘Increase of operational efficiency
of HAEA’ has been completed that includes the preparations to take over the
new regulatory tasks. Recently, the staffing has been stabilized and seems to be
sufficient for the completion of future tasks. The organizational structure of the
HAEA is shown in Fig. 1I-2.

The functionally separated departments have the following technical tasks:

e Reactor Oversight Department: supervision of the NPP and the research
reactors;

e Equipment Oversight Department: regulatory supervision of structures,
systems and components and of buildings;
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e Repository Oversight Department: regulatory supervision of the radioactive
waste management facilities and of the spent fuel interim storage facility;

e Radioactive Source Oversight Department: regulatory supervision of
activities related to physical protection, safeguards and safety of radiation
sources;

e On-site Oversight Department: inspection activities by resident inspectors
on-site of the NPP.

Licensing and authorization of NPPs

For the operation of an NPP, an operating licence and a separate physical
protection licence issued by the HAEA are required. The licensing applications
are evaluated with reference to the act, the relevant government decrees, nuclear
safety codes and guidelines during the licensing process. In the administrative
procedures for issuing the licence for the physical protection plan of the NPP,
the National Police Headquarters is also involved as a co-authority competent to
assess the adequacy of the response forces.

Within the frame of the new regulatory structure, all (e.g. safety, security
and safeguards) facility level applications of nuclear reactors are processed by
the Department of Reactor Oversight, as shown in Fig. II-3. In each case, all
competent sections of the other departments are involved, and the licence is issued
with the consent of all parties. For the discussion on interface issues between
safety and security, common working groups are established with the staff of the
competent sections involved in the licensing procedure as shown in Fig. I1-3.

For the licensing of a new NPP, the security related licence requirements are
integrated in the overall nuclear safety licensing process as shown in Fig. 1I-4.

ALL NPP Licence LICENSE

Application
Reactor Oversight Equipment Oversight ’;ev"::::"’;{ Radioactive Source On Site Oversight
Department Department Depa mvglenl Oversight Department Department

Integrated Radiation

Engineering Section Protection Section

|—| Radiology Section

N
- - Physical Protocion and | sl o
Architecture Section | 7| Safeguard Section | il

N Radiation Protection
18C Section Oversight Section
Registration and
Administration Section

—| Operation Safety Section
Organization Factors
Section
—| Commissioning Section

FIG. 1I-3. Competent sections involved in the licensing procedure (NPH: National Police
Headquarters).

65



Issue DBT on

Application

Site | igation and

Site Licence

Evaluation Licence

(o] ion Licence C issioning Licence Construction Licence PPS Licence
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In the case of a planned nuclear facility, the licensee is obligated to request
the HAEA to determine the DBT. It is recommended to submit this application
in parallel with the site licence application for safety. In the DBT application,
the licensee is required to assess the adequacy of the site from a nuclear
security point of view. The minimal content of such an application includes the
basic design of the reactor, safety critical systems and components, type and
amount of nuclear material to be used and stored, the topography of the site,
meteorological conditions of the site, extreme water levels in the environment
of the site, geological and seismological conditions of the site, land use,
population and economic activities in the environment of the site, accessibility
of the site, physical protection related the suitability of the site relating to
adversary pathways, as well as the area of the land available for the site. With
its many common elements of the safety assessment of the site, this application
documentation is a typical interface document requiring the licensee to develop
efficient cooperation and coordination between its safety and security staff. From
the experience gained during the licensing procedure of the new units to be built
under the framework of the capacity maintenance of the Paks NPP project, it is
clear that the introduction the DBT application requirement proved to be a very
useful regulatory tool in facilitating the interface management capabilities of the
operator at the early stage of the design phase of the project.

II-2.3. Inspection and enforcement
The HAEA implements an annual inspection plan for the nuclear facilities,
which involves all regulatory control areas and which is also published on the

website of the HAEA as required by the legislation. At the nuclear facilities, the
HAEA inspectors are specialized, only performing either nuclear safety or nuclear
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security inspections. Although in the general training modules for inspectors, all
the regulatory areas are covered, expert level training is only provided according
to the regulatory area of the inspectors (either safety or security).

According to HAEA experience, an ‘integrated inspection (2S or 3S)’ can
only be performed by a single inspector in the case of low risk facilities and small
users of nuclear or other radioactive materials. High risk facilities are too complex
for integrated inspections to be conducted by one individual inspector. The
HAEA usually does not use external technical support for its inspectors on site.

There are specific areas where inspections are conducted by the presence
of both safety and security inspectors together. These are the inspection of the
protection of programmable systems (information technology and operational
technology) as well as of emergency response.

In both safety and security, the HAEA uses a risk informed planning,
taking the risk significant to the inspected area and the assessment of past
operational experience into account. Inspections are conducted in both
areas according to a similar integrated process (preparation, on-site activity,
post-inspection evaluation).

The same types of regulatory procedure and instruments that are used by the
HAEA for enforcement purposes have been established for safety and security.
The principle of a graded approach is applied in both areas when an enforcement
action is to be taken. Like the case of the facility licensing procedure, all
competent sections of the HAEA are involved if decision about an enforcement
action is to be made. This practice enables the HAEA to take any interface issues
into account in the final decision.

I1-2.4. Interfaces in safety and security response

As an important segment of the defence in depth concept, response activities
are vital both in safety and security to ensure the protection of the public and
the environment from the harmful effect of ionizing radiation connected to the
application of atomic energy. As such, they are inherently of an interface nature.

For the identification of the interfaces between safety and security
response actions, plans and procedures, and between contingency and emergency
responses at the facility level, the severity of security incidents and safety events
can be grouped in three levels based on their consequences and the capabilities
required for responding to them as shown in Table II-I.

Level I is the operative level response to most frequently occurring events
that are the least serious. It requires efforts mainly from the operator by strictly
following the routine procedures developed in advance; however, their repetition
may attract the attention of the regulatory body and initiate enforcement actions.
Examples of such events are the anticipated operational occurrences, expected
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TABLE II-1. RESPONSE LEVELS TO SAFETY OR SECURITY EVENTS
AND THE BASE OF THEIR MANAGEMENT

Event type Documents used for acting/respondin
Response P gresp &
level . .
Security Safety Security Safety
Level Anticipated Anticipated Regular Operational safety
security operational security procedures
incidents occurrences procedures
Level I Security Design basis events ~ Contingency Emergency
incidents Beyond design basis  response plan  operating
postulated in events procedures
the threat Severe accidents Severe accident
assessment or  without management
Security environmental guidelines
incidents within consequences
the DBT
Level Il Successful Severe accidents Emergency Emergency

sabotage with with environmental ~ response plan  response plan
environmental  consequences
consequences

failures of equipment, false and nuisance alarms and certain less serious
unintentional or intentional human errors. The response actions to Level I
security incidents typically include warning, re-checking and taking prompt
complementary actions.

Level II includes those security incidents that are postulated in the threat
assessment, and thus provides the basis for the measures described in the security
plan. Level II security incidents do not entail the release of radioactive materials.
Such events could be, for example, unauthorized access to the site through the
fence, a suspicious object left unattended, an attempt to steal nuclear or other
radioactive material or the attempt to sabotage the facility. The response actions
to Level II security incidents typically include the implementation of security
measures described in the contingency plan as part of the physical protection
plan. It is a requirement in Hungary that the contingency plan and the emergency
plan are harmonized by the licensee.

Level III includes those security incidents that involve radioactive releases
and cause adverse environmental consequences, such as the successful sabotage
of vital equipment or the successful sabotage to spent nuclear fuel. The response
actions to Level III security incidents typically include the implementation
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of measures to handle the situation from a security point of view and the
implementation of the necessary protective actions described in the emergency
response plan to protect the workers and the public. These two sets of measures
are currently harmonized in Hungary and will be included in a common national
emergency preparedness and response plan.

As can be concluded from the above grouping of security incidents, the
response to Level I and Level II incidents requires actions mainly from the
security organization. In the case of such events, the interface with safety is
rather limited. However, in certain cases, information should be provided to the
safety organization, to allow for the preparation of safety measures, especially if
the security incident may evolve further to a Level II or Level 111 safety event.

I1I-3. MAINTAINING SAFETY AND SECURITY INTERFACES DURING
THE REGULATORY OVERSIGHT FOR NPPs IN PAKISTAN

II-3.1. Regulatory frameworks for the oversight of safety and security

Pakistan has in place an effective national legal and regulatory framework
for oversight of nuclear safety, radiation protection and nuclear security. The
Pakistan Nuclear Regulatory Authority (PNRA) was established in 2001 as
an independent regulatory body to control, regulate and supervise all matters
related to nuclear safety and radiation protection in Pakistan. To effectively
meet its regulatory obligations, the PNRA devises, adopts, makes and enforces
rules, regulations, orders and codes of practice for nuclear safety and radiation
protection. It plans, develops and executes comprehensive policies and
programmes for the protection of life, health and property from the harmful
effects of ionizing radiation.

Under the PNRA Ordinance 2001, the PNRA is entrusted with the
responsibility of licensing and authorization of safe and secure management of
nuclear materials and nuclear installations in the country. The PNRA, being the
sole regulatory body for nuclear safety and security, has adopted a systematic
approach and methodology to deal with the interfaces of nuclear safety and
nuclear security to achieve the common objective of protecting the public, the
society, and the environment from harmful radiological consequences. The
systematic approach consists of the following arrangements to ensure that both
nuclear safety and nuclear security are mutually supportive and complement each
other in minimizing radiological risks.

69



()

)

€)

70

Cooperation and joint actions between the nuclear regulatory body and the
relevant competent authority

The roles and responsibilities of various organizations have been defined
under the national nuclear safety and security regime that includes: the
National Command Authority (the national coordinating body); the PNRA
(the regulatory body); the Pakistan Atomic Energy Commission (PAEC, the
sole licensee of nuclear installations); and other national organizations.

Staff competence and training of staff

The importance of a sustainable human resource development for nuclear
safety and security is undeniable. The PNRA recognizes that both nuclear
safety and security require their own expertise and methodologies with
understanding of each other’s disciplines and requirements. The PNRA
sponsors a fellowship programme of the Pakistan Institute of Engineering
and Applied Sciences, a degree awarding university, for its Master of Science
degree in Nuclear Engineering. The fellows are offered courses on nuclear
security and physical protection, in addition to other courses mandatory for
nuclear engineering. After completion of their Master of Science degrees,
these fellows are integrated into the PNRA and are posted at the regional
offices of the PNRA, where they get on-the-job training. The PNRA has also
established a National Institute of Safety and Security to provide training
to newly recruited officers as well as to arrange refresher courses for the
existing staff in the fields of nuclear safety, radiation protection and nuclear
security. Training courses are also arranged for the staff working in nuclear
safety, to familiarize themselves with nuclear security and vice versa. This
enables security and safety experts to better understand the safety and
security interface issues.

The PNRA has adopted a rotation policy for its technical experts to work
at different sites with different responsibilities to avoid complacency
in their work.

Organizational structure and allocation of resources

The PNRA Ordinance 2001 defines the composition of the authority, which
consists of a chairperson, two full-time members, seven part-time members
and a secretary as a non-voting member. The Federal Government designates
the chairperson and members of the authority. The part-time members of the
authority include one distinguished professional each from the engineering,



medical, and science sectors and one representative each from the Ministry
of Health, the Pakistan Environmental Protection Agency, the PAEC, and
the Strategic Plans Division.

The functions and responsibilities assigned to the PNRA are performed by
the different departments of the executive and corporate wings. In addition
to different safety departments, a separate department for nuclear security
has been established to perform assigned tasks in an integrated manner. The
organizational structure of the PNRA is given in Fig. II-5.

The resources needed to perform the functions of the PNRA and to meet
the nuclear safety and security objectives include human resources,
administrative resources, financial resources, technical resources and

The Authority CHAIRMAN
Chalrman, Two Full-time Membars,
Seven Part-time Members

Direct
Chaiman

Member (Corporate)

clear Salety (CNS

Secretary of the Authority

Director General
Technical Support
DG (TS)

Director General
Licenging & Authorization

DG (L&A)

Director General
g ard Evaluation Regulatory Affairs

tor General
Director General Oir & Services
Inspection & Enforcement 2 (P&S)

DG (18E) .

pomal Nucinar Saluty
A, Muftan

t Programma

Director General
Administration

Director General
Intamnational Cooparation
and Human Resource

DG

Administration

Directorate of Establishment

Director Research and
Developmant

FIG. II-5. Organizational structure of the PNRA (Courtesy of the PNRA).
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information and knowledge resources. All these resources are determined
and provided to safety and security departments based on a graded approach
to perform regulatory processes and activities.

Drafting regulations and guides

The PNRA issues regulations based on the PNRA Ordinance 2001 and
regulatory guides for appropriate guidance for implementing requirements
of PNRA regulations.

The regulations are developed in a transparent manner by involving
safety, security and legal experts and seeking the opinion of all national
stakeholders, including the licensee, government and the public.

The existing regulations and regulatory guides are periodically
reviewed based on national and international experience feedback and
technological developments.

The security requirements are also addressed in the safety regulations
applicable during the authorization and licensing of the nuclear installations.

The PNRA is in the process of issuing separate regulations for nuclear
security. Specific requirements for the safety and security interface will be
addressed in the security regulations. Regulatory requirements are set so
that safety and security measures are implemented in an integrated manner.
In these regulations, prime responsibility for both safety and security is set
with the licensee.

The process of formulating PNRA regulations and regulatory guides is
shown in Fig. 11-6.

Licensing and authorization

The PNRA is responsible for licensing and authorization of nuclear
installations as well as that of equipment manufacturers of nuclear safety
class equipment and service providers. These licences and authorizations
are issued based on review and assessment of the licensee’s submissions and
regulatory inspections.

The process of issuing authorizations and licences to nuclear installations
during various stages in their lifetime is illustrated in Fig. I1I-7.



The PNRA issues a single licence or authorization for safety and security
during the stages in the lifetime of nuclear installations, and the licence or
authorization is issued only when the operator complies with both safety
and security requirements.

The PNRA requires that the training syllabus for the operating personnel of
nuclear installations has nuclear safety and nuclear security modules. The
PNRA conducts operator licence examination to ensure that knowledge and
expertise of candidates about safety and security are adequate for award of
operating licence.

(6) Inspection and enforcement

The inspections at NPPs are managed through Regional Nuclear Safety
Directorates of PNRA, and only authorized inspectors perform such
regulatory inspections. The PNRA ensures that its inspectors have the
necessary qualifications, training and experience to conduct an effective
inspection. Joint inspections are also conducted with a team comprising
both safety and security inspectors. This helps in identifying and managing
interface issues.

The PNRA attaches equal importance to any non-compliance with regulatory
requirements or licence conditions related to safety and security. Enforcement
actions are taken through well established regulatory frameworks.

I1-3.2. Review and assessment, including analysis of operating experience

The PNRA performs review and assessment of various documents
submitted by the licensee to support application for licensing or authorization.
Design modifications and changes are also evaluated to verify that they take
account of the requirements of both safety and security and properly manage the
interfaces between them. In addition, the PNRA also reviews documents required
under various regulations, licence conditions and directives or policies issued
from time to time.

The PNRA performs analyses of the feedback captured during inspections,
meetings and other interactions with various stakeholders or licensees. A formal
systematic process has been established to utilize the national and international
operating experience feedback. The process is executed by the collecting,
screening and evaluation of events and providing recommendations and actions
to be taken by the licensee.

73



a. Obligations of PNRA
Ordinance 2001

b. Regulatory Requirements
c. licensees’ Feedback

d. Internafional Practices
and Experience

e. Implementation
Feedback

other source

=

of Regulations and Guides

|

[Need for Preparation/Revision
—>|

- Documentation '
Management Process

Preparation of DPP by
Originating Department

( Preparation and Review of Draft 1 |

v

/an' depariments mpm\

DPP for development of
regulations /regulatory guide.
After approval of DPP, this
department prepares draft 1
and submits to PPD for review.
PPD prepares draft 2 in
consultation with originating
department.

Review of draft 2 is caried out

by a taskforce. The taskforce
; the P e

[ Preparation of Draft 2 ]

I

(| Review of Draft 2 by Task Force |

v

[ Preparationotoratis |

v

Review of Draft 3 within PNRA
Directorates

i

v

Preparation of Draft 4 ]

v

[ ReviewotDraftabyDGs |

Notification in the
Official Gazette of
Pakistan

guides clause Iw'duuu.
Draft 3 circulated among PNRA

fs. PPD incorporat
the comments, if appropriate
and prepare draft 4.

Issuance of
Regulatory Guides

[ Documentation Management ]
Process

FIG. II-6. Process for the development of PNRA regulations and guides.

74



Site Registration

Construction
licence

Permission for
Commissioning

Revalidation of
Operating Licence

Operating Licence

Permission to
Introduce Nuclear
Material into the

Licensing beyond
Design Life

Authorization for
Decommissioning

Removal from
Regulatory Control

Facility
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I1-3.3. Consistency of regulatory control for both safety and security

The PNRA has established regulatory control for both safety and security
by issuing common licences and authorizations, performing common inspections,
as well as ensuring emergency preparedness and response arrangements for both
nuclear safety and nuclear security events.

Dedicated teams conduct review and assessment of the licensee’s
submissions related to nuclear safety and nuclear security in accordance with
regulatory requirements and agreed codes and standards.

Any violation of nuclear safety and nuclear security requirements is dealt
with under common enforcement processes.

I1-3.4. Advisory bodies and technical support organizations

The PNRA has established several advisory committees composed of
experts with high professional competence to advise on regulatory matters. These
committees are autonomous in their working and present their recommendations
to the Chairperson of the PNRA.

The PNRA has also established a TSO to provide technical support in safety
assessments of licensees’ submissions.
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II-3.5. Communication and consultation with licensed entities (integrated
approach)

Focal points are designated to share and receive information from licensees.
The PNRA arranges periodic meetings at different levels with licensees to resolve
any conflicts or safety-security interface issues. The PNRA is also in the process
of developing regulations on dispute resolution.

II-3.6. Considerations for safety and security culture

The PNRA regulations address requirements for both safety and security
cultures. The PNRA has already developed an assessment programme for safety
culture and is working on the methodology for the assessment of security culture.
This methodology includes a checklist in the form of a questionnaire specifically
aimed at different segments of the staff and officers in the PNRA. Subsequently,
after assessment, the integration of both cultures will be worked out.

II-3.7. Public consultation and communication

The PNRA has developed a programme for enhancing public awareness
about risks and benefits associated with radiation. It shares information about
major regulatory decisions and its activities through various means. The PNRA
strives to enhance of public involvement in different regulatory processes,
including the development of regulatory documents, by placing draft regulations
on its website for feedback and comments.

II-3.8. International cooperation

The PNRA attaches great importance to the fulfilment and implementation
of its international obligations. It establishes effective linkages with international
organizations through a range of bilateral and multilateral cooperation
programmes and continuously strives to maintain these linkages. The PNRA, as a
national nuclear regulatory authority, continuously seeks to establish and maintain
close cooperation with other regulatory authorities and promotes the sharing of
necessary information and experiences among the nuclear regulatory bodies to
provide support in regulatory matters. The PNRA is also the point of contact
for international conventions under the auspices of the IAEA to which Pakistan
is party, namely the Convention on Nuclear Safety [I[-2]; the Convention on
the Physical Protection of Nuclear Material and Its Amendment [I1-3, 11-4];
the Convention on Early Notification of a Nuclear Accident [II-5]; and the
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Convention on Assistance in the Case of a Nuclear Accident or Radiological
Emergency [1I-6].

I1-3.9. Emergency and contingency planning and response

The PNRA has established a Nuclear and Radiological Emergency
Coordination Centre (NRECC) to act as a centralized emergency coordination
and event reporting centre for both nuclear safety and nuclear security events.
A nuclear emergency management system has been established at State level
which defines roles and responsibilities of various organizations in case of
on-site and off-site radiological emergencies either due to a safety or security
event. The NRECC interface and coordination mechanism with licensees and
national response organizations is tested through joint exercises. NRECC is also
responsible for the coordination with the IAEA Incident and Emergency Centre
and the [AEA RANET.

The PNRA regulations address key requirements related to the licensing
process with key conditions for a licensee’s submission of a contingency plan
as part of the physical protection programme and an emergency preparedness
and response plan and demonstration of these plans through periodic drills and
exercises to ensure that the licensee’s response capabilities are in accordance
with the regulatory requirements.

I1-3.10. Leadership and management

Leadership and management are vital for nuclear safety and security.
Leadership is essential at the individual level and the highest management level
to ensure safety and security. The PNRA considers leadership an important aspect
in dealing with safety and security interface issues. It has initiated a leadership
development programme in collaboration with Lahore University of Management
Sciences. Two batches of leaders have been trained and are functional at the
PNRA. The third batch of future leaders was selected in 2015. The PNRA revised
its management system and made it consistent with the requirements established
in [AEA Safety Standards Series No. GSR Part 2, Leadership and Management
for Safety [II-7]. Similarly, the principles of leadership and management for
safety and security have been addressed in regulatory frameworks to achieve the
common goal of safety and security.

I1-3.11. Protection and confidentiality of information

Dealing with both safety and security activities involve interaction
with information that is sensitive in nature and requires protection against
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unauthorized disclosure and dissemination. The PNRA has set up a process to
deal with management of sensitive information, and only authorized individuals
have access to such information. The PNRA staff is also part of periodic
trustworthiness and reliability programmes at State level, which also helps
individual to deal with sensitive information.

I1-4. STRALSAKERHET AND NUCLEAR SAFETY AND SECURITY IN
SWEDEN

The Swedish Act on Nuclear Activities as well as existing regulations
include provisions and definitions or more implicit descriptions in background
texts etc., stating that the areas of radiation protection, nuclear safety and nuclear
security should be considered in the design and operation of nuclear facilities. In
practice, however, the areas have been managed more separately using traditional
methods aimed at one of the aspects. In the revision of the regulatory code, it
has been clarified that the fuzzy delimitations between these areas, as well as
overlapping areas and measures in one area, can result in either synergies or
contradictions with another area. Due to the common objective, mainly related
to protection of workers, the public and the environment from undue radiological
hazards, a decision in principle was taken by the Swedish Radiation Safety
Authority (SSM) that to a greater extent regulate the different aspects in an
integrated manner using the term ‘stralsdkerhet’. The structure of the regulations
has also been changed to enable this strategy, as shown in Fig. 1I-8.

The Swedish term ‘strilsikerhet’' was established when the two separate
regulatory authorities the Nuclear Safety Inspectorate (SKI) and the Radiation
Protection Institute (SSI) were merged into the Swedish Radiation Safety
Authority (SSM) in 2008. The term ‘stralsékerhet’ is now acknowledged as a
formal definition in the regulations for licensable activities involving ionizing
radiation (SSMFS 2018:1), which stipulates provisions at the first level of the
new regulatory code. The next step is to decide upon new overall regulations for
NPPs (level 2), as well as more specific regulations applicable for certain aspects
or certain activities (level 3). An overview of the hierarchical structure of the new
regulatory code is shown in Fig. II-8.

To enable the use of ‘stralsdkerhet’ in requirements of the design,
assessment and operation of NPPs, a graded, function based approach is used.
Also, the level of detail of requirements has been assessed. Thus, this type of

! A direct translation to English of this term has used ‘radiation safety’, even though this
is not quite in line with the meaning of how radiation safety is described, for example, in the
IAEA Safety Glossary (2018 Edition) [I1I-8].
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FIG. II-8. Levels of the new regulatory code and structure for an integrated regulation for
nuclear facilities.

regulation is not based on a predefined plant equipment structure in combination
with plant states. The approach rather defines requirements concerning structures,
systems and components, as well as human tasks, that must be met to reach an
acceptable level of ‘stralsdkerhet’, based on the importance of their required
functions at identified events that could lead to an increase in probability or
unwanted consequences. The identified events and conditions to be considered in
design include DBTs, provided by the authorities, which define the intention and
possible realization of unauthorized acts.

II-5. NUCLEAR SAFETY AND SECURITY INTERFACES IN THE
UNITED KINGDOM

II-5.1. Cooperation between safety and security

In the United Kingdom, the Energy Act established the Office for Nuclear
Regulation (ONR) as a statutory corporation with defined regulatory purposes of:

* Nuclear site health and safety;

e Nuclear safety;

e Nuclear security;

e Nuclear materials safeguards;

e Transport (of radioactive materials).

The ONR has pursued an agenda of ‘One ONR’, adopting aligned processes
and cross-discipline working wherever possible. This includes, for example, joint
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attendance at governance board meetings to determine regulatory strategy and
management of issues.

II-5.2. Drafting regulations and guidance

The ONR ensures cross-discipline inclusion as part of the development and
consultation process for new regulatory policy and guidance to ensure alignment
and deconfliction. Of particular note is the publication of the ONR’s Security
Assessment Principles in 2017 [1I-9], which are closely aligned with the well
established Safety Assessment Principles [1I-10]. Its drafting was based on the
premise of adopting security concepts that were the same wherever possible,
different where necessary to safety equivalents. This resulted in the development
of fundamental security principles that are highly coherent with fundamental
safety principles to the extent that, in many cases, operators have been able to
simply extend their existing arrangements that were in place to satisfy safety
licence conditions to also apply to security to satisfy that regulatory expectation.
The following areas where an effective interface is likely to bring benefit through
synergy are stated in Security Assessment Principles for the Civil Nuclear
Industry, 2017 Edition, Version 0 [1I-9]:

“Dutyholders must implement and maintain organizational security capability
underpinned by strong leadership, robust governance, an adequate management and
accountability of security arrangements incorporating internal and independent
evidence-based assurance processes.”

“Dutyholders must encourage and embed an organizational culture that recognises and
promotes the importance of security.”

“Dutyholders must implement and maintain effective arrangements to manage the
competence of those with assigned security roles and responsibilities.”
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“Dutyholders must implement and maintain effective supply chain management

arrangements for the procurement of products or services related to nuclear security.”

“Dutyholders must design and support their nuclear security regime to ensure it is
reliable, resilient and sustained throughout the entire lifecycle.”

Another example of an area where a security concept has been designed
to mirror that for safety is in the development of the defence in depth model
as shown in Fig. II-9. These two comparable hierarchies of control are
provided in Fig. II-9.

In both cases, designing security and safety measures across all levels of
defence will help with the implementation of defence in depth through deploying
multiple, independent barriers in a balanced way to assist in the mitigation of
both safety and security events.

I1-5.3. Emergency planning and response
Emergency planning and response is an area where close cooperation is

essential to deliver an appropriate effect, as recognized by ONR’s Fundamental
Security Principle 10 [1I-9].

“Dutyholders must implement and maintain effective security emergency preparedness
and response arrangements which are integrated with the wider safety arrangements.”

To support this delivery, the ONR ensures safety and security representation
at safety and security exercises and encourages duty holders to design scenarios
with elements of both disciplines. However, consideration must be given to
the fact that a scenario based on a security event resulting in radiological
consequences is likely to be reliant on the security response having failed and,
therefore, might not achieve regulatory expectations for that part of the exercise.
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The ONR has also a regulatory requirement and associate guidance in the
security assessment principles for sites to conduct cyber security exercises [I1I-9]:

FSyP 7 — Cyber Security and Preparation for and Response to

Information Assurance (cont.) Cyber Security Incidents SyDP7.5

“Dutyholders should implement well-tested plans, policies and procedures to reduce their
vulnerability to cyber security incidents (especially from the most serious threats of
terrorism or cyber-attack), non-malicious leaks and other disruptive challenges.”

While tabletop exercises and simulated attacks have been relatively easy
to incorporate, it has proved far more challenging to arrange for more intrusive
‘real play’ exercising of industrial control systems due to the inherent risks of
undertaking such penetration testing on live systems and associated breach of
licence conditions. Consequently, the ONR safety and security inspectors have
been working closely with technical cyber specialists to develop a methodology
that identifies what is possible and determines the scope and objectives of
conducting the test.

I1-5.4. Licensing and authorization

The ONR recognizes and articulates in its security assessment principles that
the process of analysing security requires relevant subject matter expert insight,

“...where people can envisage the variety of routes by which vulnerabilities
canbe exploited (e.g. adversary sequence [modelling]) once targets have been
identified. A range of security measures or controls can then be identified,
from which the most appropriate can be selected and implemented. Security
analysis requires an extensive understanding of the facility and its safety
case, both in the present and the foreseeable future, its profile in a variety
of conditions (e.g. during movements of nuclear material and/or other
radioactive material, outages and shutdown) and experience of security
events (including at other facilities), together with the measures adopted to
prevent their recurrence” [11-9].

To support the above expectation of involving subject matter experts in
the analysis of security, the ONR has a well established team named Security
Informed Nuclear Safety’. This specialist team is trained and experienced in
nuclear specialisms such as radiation protection and external hazards, in addition
to nuclear security aspects such as blast effects. As such, the members of the team
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are familiar with relevant aspects of both safety cases and security plans. They
provide verification of vital area identification studies submitted by licensees
that determine all areas containing nuclear material and/or other radioactive
material “...or equipment, systems, structures or devices, the sabotage or failure
of which, alone or in combination, through malevolent acts as defined in the
extant DBT, could directly or indirectly result in unacceptable radiological
consequences...” [II-9].

An aligned approach to licensing and authorization is especially important
when considering designs for a new NPP. The ONR has specifically recognized
this and produced a Technical Assessment Guide on the security assessment of
generic new nuclear reactor designs [II-11]. According to Ref. [II-11], ONR
security inspectors should ensure that their activities are integrated with those
being undertaken by the ONR safety inspectors to help provide a consistent
response to the potential operator and "It is important that the security assessment
is integrated into the wider ONR and Environment Agency assessment process to
[minimize] and, as necessary, manage any potentially conflicting requirements."
Similarly, Ref. [1I-11] states that ONR “...security inspectors should verify that
any design changes arising for safety and/or environmental reasons have taken
due account of potential impacts on security.” To enable security inspectors
to effectively undertake this responsibility, it is expected that ONR security
inspectors will familiarize themselves with the proposed reactor technology.

II-5.5. Staff competence and training

The ONR ensures that security inspectors are given training in safety
legislation and relevant aspects of safety regulation. Security training is also
available for safety inspectors, and the intent is for this to be developed further.
This allows inspectors to have a wider understanding of regulation, informing
more balanced judgements and better decision making.

The ONR is also strongly encouraging the professionalization of security
through providing incentives for security inspectors to achieve similar levels
of qualification to that typically attained by safety inspectors. This upskilling
has raised the profile of the discipline and has been beneficial in supporting
security regulations implement an outcome focused approach aligned with that
taken for safety.

I1-5.6. Safety and security culture
Organizational culture is also an area of clear interface, and the ONR

promotes a culture that recognizes the importance of both safety and security. The
ONR, like any other organization, is not immune to the risks posed by insiders
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and poor culture. Certain policies it deploys assist both safety and security,
such as its employee assistance scheme, which aims to provide support to staff
across a range of personal circumstances such as stress, relationship breakdown,
addiction and financial difficulties, any of which may lead to risky behaviour (in
both a safety and security context) if left ignored and unsupported. The ONR also
employs a staff rotation policy, which helps to avoid regulatory capture and to
identify security anomalies.

I1-5.7. Inspection and enforcement
The policy of the ONR for intervention planning states:

“Safety, safeguard and security inspectors are to consult on preparation of
the annual [IIS integrated intervention strategy]. This is to ensure that any
synergies can be exploited. For example, an inspection of the site perimeter
can cover protective security and site Licence Condition 2 ... Some duty
holders, particularly where they are smaller and staff have responsibilities
covering multiple disciplines, may have limited resource to facilitate a
concurrent inspection covering different aspects of safety and security. It is
therefore also important that the [IIS] is managed to avoid possible resource
burdens on duty holders. Furthermore, inspectors should liaise to ensure
that the plan is de-conflicted to minimise the impact of other concurrent
activities such as exercises or plant outages” [11-12].

In light of this policy, the ONR conducts several joint inspections as
part of its intervention strategy and also deconflicts between inspections of
different disciplines. Most recently, building on several years of experience
of joint evaluation of emergency exercises, there has been a particular focus
on inspections of operational technology involving specialist cyber security
and instrumentation and control inspectors. The ONR operates under a single
enforcement policy statement and enforcement management model.

This assists in the application of consistent regulatory decision making on
enforcement across the disciplines.
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CNSC
DBA
DBT
HAEA
IEC
IMS
IPPAS
IRRS
NPP
NRECC

NSC Act
ONR
PAEC
PNRA
PPS
RANET
SCA
SKI

SSI
SSM
TSO
USIE

ABBREVIATIONS

Canadian Nuclear Safety Commission

design basis accident

design basis threat

Hungarian Atomic Energy Authority

Incident and Emergency Centre (IAEA)

integrated management system

International Physical Protection Advisory Service (IAEA)

Integrated Regulatory Review Service (IAEA)

nuclear power plant

Nuclear and Radiological Emergency Coordination Centre
(Pakistan)

Nuclear Safety and Control Act (Canada)

Office for Nuclear Radiation (United Kingdom)

Pakistan Atomic Energy Commission

Pakistan Nuclear Regulatory Authority

physical protection system

Response and Assistance Network (IAEA)

safety and control area

Nuclear Safety Inspectorate (Sweden)

Radiation Protection Institute (Sweden)

Swedish Radiation Safety Authority

technical support organization

Unified System for Information Exchange in Incidents and
Emergencies (IAEA)
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There is a growing societal awareness of having a visible oversight mechanism of
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activities. This publication compiles relevant IAEA requirements, recommendations
and guidance on identifying and addressing potential and actual interactions
between nuclear safety and nuclear security systems and measures in nuclear
power plants. It also presents regulatory practices that are important to consider
for nuclear safety and nuclear security, as they may reinforce or compromise

the capacity of the regulatory bodies, competent authorities and operating
organizations to meet nuclear safety and nuclear security requirements, including
requirements relating to the interfaces between safety and security, during the
application of regulatory functions in the various stages of the lifetime of a nuclear
power plant.
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