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Abstract. Safety and security in the use of nuclear energy and in the use of radiation, including the 

transport of nuclear and other radioactive material, share a common objective: to protect people, 

society, environment, and future generations from the harmful effects of ionizing radiation. Some 

measures for safety contribute to those for security, and vice versa, while some requirements of one 

conflict with those of the other. The differences in the requirements arise from the difference in the 

threat against which the measures are designed: accident vs. intent. A coordinated approach 

endeavours to take advantage of the similarities and to avoid the problems caused by the differences. 

One way to implement it is to have one competent authority responsible for the regulatory control of 

safety and security. It is the experience in Finland that this enables an efficient regulatory system. 

From the operators’ point of view, a one-stop shop regulatory authority ensures that requirements for 

safety and security are consistent. Both safety and security require the involvement of and cooperation 

between several authorities—regulatory, rescue, law enforcement—and operators. The approach in 

Finland is built on cooperation and a clear division of competences and responsibilities. One 

regulatory authority provides a fixed point of contact within the professional cooperation network as 

well as for the public. The one regulatory authority is also easily identifiable, as appropriate, as a point 

of contact in international cooperation in implementing nuclear and radiation safety and security. 

Whatever the national regulatory framework and the assignment of responsibilities between 

authorities, cooperation is essential in house, nationally, and internationally. 

 

 

1. Similarities and differences require coordination 
 

Safety, security, and safeguards (3S) have a common purpose: to protect people, society, the 

environment and future generations from the harmful effects of ionizing radiation. A great proportion 

of the control measures of each S contribute to one or both of the other S’s. Some requirements of one 

S conflict with requirements of the other S’s. A coordinated approach in the regulatory control for the 

three S’s will take advantage of the similarities and avoid vulnerabilities that could arise from the 

differences. There are different ways to organize the coordination, for example there may be one or 

more regulatory authorities. In this paper we discuss the experiences of a single regulatory authority 

for all three S’s, concentrating on safety and security. 

 

2. Experiences from a single regulatory authority 
 

Both safety and security must be taken into account when establishing, implementing, and maintaining 

the national control regime for the use of nuclear energy and the use of radiation at its different levels: 

 

– state level: legislation, assignment of responsibilities, setting of regulatory requirements and 

supervising that they are complied with; 

– operator systems level: management system, top-management commitment, planning and design, 

safety and security culture; 

– operator measures level: material accountancy, access control, containment, waste management, 

emergency preparedness, information management. 
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Safety and security should be managed in a synergistic way also at the international level, for example 

when standards and guides on internationally accepted good practices are prepared. 

 

A great number of the measures for safety and security are mutually complementary. Risk-based, 

graded approach is an established principle in safety and security: scaling of regulatory requirements 

and control measures based on the properties of the nuclear or other radioactive materials and on how 

and where the materials are used. The approach is based on categorization of materials according to 

potential consequences: in the case of safety, the consequences of accidents, and, in the case of 

security, the consequences of intentional acts (or, in the case of both, negligence). When we estimate 

the potential radiological consequences, we need  

 

– safety knowledge: methodology developed for radiation protection, what are the conditions for 

safe use, for maintaining safety around the material, and; 

– security knowledge: what is the threat assessment, what are adversary’s motivation, intention and 

capabilities to breach the conditions for safety. 

 

Measures such as material accountancy, access control, containment, and controlled waste 

management also contribute to both safety and security. 

 

Some requirements for safety and security may conflict with each other. One example of conflicting 

requirements is information on the materials, on the safety and security measures, and on schedules of 

activities (such as transport). For the purposes of safety, that information can be shared extensively. 

For the purposes of security, sensitive information is protected and shared on a need-to-know basis. 

For example, considering transports in particular, markings on packages and on vehicles may in some 

instances be considered controversial. However, we want to avoid a situation where a safety inspector 

requests the operator to use the signage and a security inspector requests the opposite. There should 

also be consistent guidelines on distribution and protection of information related to transports. Hence 

integration of safety and security requirements and inspections is essential. 

 

A single regulatory authority can find a good part of the required expertise in house, which may make 

it easier for the experts to consult and cooperate with each other. STUK sets the regulatory 

requirements for the use of nuclear energy and the use of radiation in STUK YVL Guides and STUK 

ST Guides, respectively. Requirements for transport of nuclear material are included, as are 

requirements for radiation licensee’s arrangements for transport of his radioactive materials. STUK 

assesses the compliance with the requirements by inspecting and approving operators’ plans for safety, 

security, and emergency preparedness. STUK implements a programme of on-site inspections to 

assess compliance with approved plans and relevant requirements of the regulations. In the case of 

transports of nuclear material, both safety and security measures are inspected at the same time. Any 

required actions to the operator can be settled to satisfy safety and security needs as well as practically 

possible. 

 

Clearly this takes us only part of the way there—any authority will also need to consult and cooperate 

with others. As far as transports of nuclear and other radioactive material are considered, the division 

of responsibilities in Finland is as follows:  

 

Ministry of Transport and Communications is responsible for the highest management and guidance 

for the provisions and regulations regarding the transport of dangerous goods in Finland [1]. It 

develops the legislation and sets requirements for the transport of all dangerous goods. The detailed 

requirements for road transport are included in the Decree of the Ministry of Transport and 

Communications on the Transport of Dangerous Goods by Road [2]. Police enforces the compliance 

with regulations in the transport of dangerous goods on road and the related temporary storage [3].The 

police and custom authorities provide official assistance to STUK in supervising compliance with the 

regulations [4, 5]. Transports of dangerous goods arriving to or leaving from Finland are controlled 

also by customs and border guard [3]. 
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STUK is responsible for regulatory control of the use of nuclear energy, which includes transport of 

nuclear material [4], and for regulatory control of the use of radiation, which includes transport of 

radioactive material [5]. In Finland, generally a licence for transport of nuclear material is needed as 

only small quantities of nuclear material are exempted from the transport licence [6]. STUK grants the 

licence for transport of nuclear material. While transport of radioactive material other than nuclear 

material does not require a specific licence [5], radiation licensee’s arrangements (procedures, 

packaging) for transport of his radioactive materials are inspected by STUK. STUK also grants 

approval for the design of transport packages of radioactive materials, when an approval by a 

competent authority is required in the regulations. STUK oversees the issues specific to transport of 

radioactive material and the related temporary storage in cooperation with police, customs, border 

guard and defence forces [3]. In cases of incidents involving unlawful activities the cooperation by 

authorities is lead by the police, in cases of accidents by the rescue authority. 

 

Both safety and security require the involvement of and cooperation between several actors. 

Coordination takes place on several levels:  

 

– in-house: within the regulatory authority’s organization; 

– authority–operator: between the regulatory authority and the operator; 

– authority–authority: between the regulatory authority, police, rescue, customs, border guard, 

defence forces; 

– authority–public; 

– authority–international community: between the regulatory authorities in different countries and 

international organizations. 

 

From the operators’ point of view, a single regulatory authority ensures that requirements for safety 

and security are consistent. In Finland cooperation between different authorities is an everyday 

routine. In a small country the authorities value each other’s expert support. A clear division and 

respect of competences and responsibilities between authorities is essential. As a regulator we 

experience our work divided into specific areas: nuclear facilities, nuclear materials, other radioactive 

materials, transport of one or the other, either in the context of safety or security or safeguards, but 

such distinction can be difficult for outsiders to do. One regulatory authority provides a fixed point of 

contact within the professional cooperation network as well as for the public. The one regulatory 

authority is also easily identifiable, as appropriate, as a point of contact in international cooperation in 

implementing nuclear and radiation safety and security. Still, even inside one organization 

coordination of safety and security is not automatic, but requires a good deal of interaction between 

departments and units. We would like to conclude by suggesting that whatever the national regulatory 

framework and the assignment of responsibilities between authorities are, cooperation is essential in 

house, nationally, and internationally. 
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