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Preface

The Noordwijk Risk Initiative was founded to promote sharing of knowledge in the
field of risk management. Based on the belief that a virtuous circle exists between
making tools and developing theoretical understanding, the Foundation develops
tools for risk management and maintains them in the public domain.

Purpose of this document

The Noordwijk Risk Initiative Foundation publishes this document to encourage
the efficient and effective investigation of incidents. It is intended for line
managers and supervisors, as well as specialists in various disciplines such as
occupational safety, environmental protection and quality management.

The NRI Foundation intends to maintain this manual in the public domain. Our
motivations are:

1. to help decision-makers identify from unwanted events the lessons they
need to learn;

2. to provide a reference point for investigators, tool developers, researchers
and students.

Status of this manual

3CA was produced to provide supervisors and line managers in industry with an
easy-to learn, easy-to-apply method for identifying the underlying causes of
accidents and incidents.

3CA now comes in three versions, Forms A, B and C. The manual for the A-form
of 3CA was produced in 2002 following a co-operative project run in 2000 by
Humber Chemical Focus and the UK Health & Safety Executive (HSE). The manual
for the A-form is available at www.nri.eu.com/NRI3.pdf.

In 2008, the NRI Foundation and HSE worked in partnership to produce the B-
form of 3CA. Initially, this project aimed at revising the original 2002 manual.
However, the revision process produced sufficient changes in the method itself for
the result to be considered as something new. This is the origin of the B-form of
3CA. The manual for the B-form is available at www.nri.eu.com/NRI5.pdf.

In 2009/10, the NRI Foundation developed a graphical worksheet to support the
B-form of 3CA. This was written-up (a worksheet and a procedure) as an
appendix to the B-form manual. However, as the graphical approach is for some
users the main way of applying 3CA routines, the authors decided to produce a
dedicated manual — the C-form of 3CA.

Acknowledgements

The C-form of 3CA is based closely on the B-form to which many people
contributed. Our particular thanks go to the project workers at the UK Health and
Safety Executive, Dr Celeste Jacinto (New University of Lisbon, Portugal), and; Dr
Mark Cooper (European Institute of Health Studies, Surrey University).
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Forward

3CA began in 2000 as a method to help first-line supervisors in the UK Chemical
Industry. The aim was to make a tool that helped supervisors to analyse root
causes of incidents. They wanted a tool that was quick to learn and that helped
them produce insightful and useful findings quickly. The result is still available,
albeit slightly refined and now called “Form A”.

Eight years later, NRI published a new version of 3CA (Form B). This time, we
had safety professionals in mind, but still wanted a method that could be used by
others. We took the opportunity to make the process more thorough and less
prone to judgmentalism. The new form prompts the user to see things from the
point of view of the individuals involved. 3CA also cues the user to think about
how the wider culture may have influenced the decisions of those individuals.
These insights set the scene for evaluating the system of management controls.

The other innovation was to help the analyst to avoid certain problems associated
with "counterfactual reasoning™. This type of reasoning is not bad as such, in fact
it is essential, but it is easily biased. Looking at someone else's choices in the cold
light of day, from your own perspective, and with the benefit of knowing how
those choices turned out, is difficult to do fairly and thoroughly. It is especially
easy to focus on what the person did not do. One problem with the “did not” type
of explanation is that it is biased towards reinforcing rules. Often there is more to
an accident than disobedience. Moreover, a preoccupation with what people did
not do can block gaining insights that come from examining what they actually
did. 3CA analysis is designed to help the analyst to understand why an accident
happened even though relevant rules existed.

In training situations, we saw that people could use 3CA to produce insightful
analysis and good questions. However, in practice, many would-be analysts found
the tabular worksheet got in the way. For some, it imposed a "form filling"
mentality; an inflexible, linear approach which stemmed the flow of their creative,
analytical thought.

The solution to this problem emerged during a training session. When training
new users, | explain the concepts of 3CA using a set of graphics. “Why...”
suggested one such user in early 2009, “don’t you create a worksheet around
those graphics”? After a Homer Simpson, "D’'oh!" moment of realisation, the
trainers set about testing the idea. After nine months and trials involving some
200 users, we decided the format for the new worksheet and added it as an
appendix to the Form-B, 3CA manual.

This new graphical format, unlike its tabular cousin, invites users to move back
and forth between the various headings. In this way, analysts explore the issues
using 3CA routines as guidelines and the 3CA worksheet as a notepad. Another
advantage seems to be that people who have not been involved in the
investigation and who don’t know 3CA can intuitively follow the information
recorded on a 3CA worksheet. So you might find it useful as a briefing tool, as
well.

We hope you find this new approach to 3CA simple and helpful. Let us know how
you get on and how 3CA can be improved. If you find 3CA useful, perhaps you
might consider making a donation to the NRI Foundation: we are a not for profit
organisation and every little helps.

John Kingston, 12th June 2010.
Noordwijk Risk Initiative Foundation
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Analysing incidents using 3CA

3CA analysis is designed to help you to:

o thoroughly examine a significant event from a number of perspectives;
e record your thinking, insights and questions.

Using 3CA is an iterative process. As you analyse the facts, questions will
emerge. You will need to revise your analysis in the light of the answers. For
these reasons, do not expect to complete the analysis at one sitting.

It’s best to start the analysis as soon as you know the basic facts about what
happened. You are more likely to find answers early on in the investigation than
later.

1 Before you start the analysis

You will need to make sure that you have everything in place to make the
process efficient. This means having the right people involved, a suitable place to
work and the right equipment; these are discussed below. You also need to
budget enough time. 3CA is not a heavy tool, but even so, each significant event
will take about 30-60 minutes to analyse. It is usual to analyse two, or
sometimes, three significant events, each on a separate graphical worksheet. So
a half-day is realistic when breaks and other interruptions are taken into account.
Bear in mind that you might want to spend some more time later on revising
your analyses in the light of new information.

1.1 Team Requirements

Analysis is about applying knowledge to facts.
You need to make sure that you have knowledge
of the:

A team approach is
often effective but
needs to be managed to
ensure efficiency. Try to
balance airing ideas
with making progress.
In particular, note
down questions on the

e technical standards that apply to the activity
under investigation;

e procedures and policies of the
organisations(s) involved in the incident;

e structure of the organisation, its culture and worksheet. This
management systems; captures good ideas
e 3CA procedure. without getting bogged

, down in speculation.
One person generally can’'t cover all these bases P

and so you will need to put together a team. A
team approach also helps to explore the issues
through discussion and it will often improve the quality of the analysis.

Even when addressing issues systematically, it is possible to miss points or
make unwarranted assumptions. So, consider having the analysis challenged
by a ‘critical friend’.

Page 1
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1.2 Physical Requirements
3CA analysis doesn’t require anything

It is VITAL to make notes
unusual, but try to ensure that you have:

during the discussion,

e arranged a room with suitable security otherwise you'll forget

where you can work undisturbed and points. The 3CA worksheet is
without disturbing others; designed for this purpose.

e documents on hand for ready reference Write in complete sentences,
(g.g. witness statements, reports, that way others will be able
diagrams and photographs etc.). to understand your analysis

e 3CA worksheets (use complete and you'll be able to
sentences) reconstruct your reasoning

e If working with pen and paper, use A3 when reporting your

sized copies of the 3CA worksheet®. findings.

Colour is not essential, but might help; Remember to note-down

e If working via a computer?, a suitable questions as well as facts.
(e.g. quiet, bright, high resolution)
data projector can help team work;

1.3 Information about the accident

Start the 3CA process as soon as you have the basic facts about what
happened. It is useful, though not essential, to have applied a systematic
sequencing method before starting 3CA. Sequencing methods like STEP and
ECFA+ help to describe actions, identify actors and to identify any gaps in the
factual picture of what happened.

2 Choose subjects to analyse

Your investigation may require several 3CA analyses, one for each significant
event that you decide to include. Starting with the highest priority, analyse one
significant event following the steps described below. Repeat the process for any
other significant events that require analysis, each on a different graphical
worksheet.

A significant event is one that significantly increases risks or decrease control, or
both. Identify all the significant events in the accident sequence. Be
careful not to miss events that are not yet obvious; the sequencing methods
mentioned earlier are one way of support this.

Choose which significant event to analyse first. One way is to order the
whole set in one go and then to work your way through the list. This allows you
to work-out how much time will be needed for the whole set of analyses. Another
way is to choose the most significant event, analyse it, and then repeat the
selection process to choose the next significant event that you think warrants
analysis.

1 Blank forms can be downloaded from NRI
2 Use the word-processing template available from NRI.
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It is difficult to be precise about the criteria for prioritising significant events, but
the box below gives examples found from practice. The effect should be to put
effort into events that you believe hold the most potential for learning.

Criteria for prioritising events for analysis
e the size of the change in risk or control created by the event;
e the extent of risk reduction achievable by the expected way of working;

e the currency and importance in other settings of the expected way of
working;

e the potential for identifying valuable lessons to be learned;

e the extent to which the investigators are surprised by the facts of the event.

3 Describe the significant event

3CA analysis has two parts, the first part is descriptive. 3CA analysis uses a
method of "contrasting statements": a statement of what actually happened is
contrasted with a statement of what is expected to happen. The second part of
the analysis flows from trying to explain why the actual situation was different
from what was expected.

3.1 State the Significant Event (D significant Event: =
In the scroll-shaped box on the

worksheet, describe the significant

event. State what or who is acting (e.g. the

person or machine) and what was done. J

3.2 Describe the Actual Performance

In the relevant box, describe what the actor actually did. Phrase your
description to include the actor and the action. Make this a simple, positive

statement. If you have used ECFA+, use the phrase from the ECFA+ event.

Often this description starts out worded exactly as it appears in the
“significant event” scroll box. As your analysis goes on, you may recognise
other contextual facts to be important. These extra details should be added to
the description. Actual Performance can include facts about the situation, not
just facts about behaviour. The aim is to provide an accurate and meaningful
snapshot of the event you are analysing.

It is very important to avoid statements of the type 'did not’, ‘failed to’, etc.
These statements:

e discourage investigators to look into why people acted as they did;
e over-emphasise individual responsibility;
e under-emphasise the relevance of context.
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3.3 Describe the Expected Performance

The significant event will contain an actor
and an action; focus on the action: in the
relevant box, describe what
performance was expected.

If the significant event is
describing a moment in which
harm or injury occurs (oris a
near miss) you could use the
There may be one or more alternative list below to identify non-
expectations; write down every option prescribed options:

that can be justified.
1. Do not use...

You will have two types of expected
performance:

Use less of ...

Use safer form of...

B N

e 'Prescribed’ options that are normal Prevent build-up of (or
requirements; those that 'should' have divert)...
been in place according to some

regulation or procedure. 5. Barrier on...

e 'Non-prescribed' options that are not 6. Barrier between...
obligatory but which nonetheless might 7. Separate in time or space.
be justified in the context in which the 8. Use stronger

accident occurred.

i . ) 9. Evasion by...
To help you identify 'non-prescribed’

options, take a ‘first principles' approach?. 10. Less people exposed

Develop a list of possible options, and then 11. Use less valuable
crop it down to only those options that you thing...
can justify.

3.4 State the Standard/Benchmark that justifies the expectation

Refer to a specific standard, code, procedure or documented good
practice that justifies each statement of expected performance. This is to
ensure that only legitimate comparisons are made between actual and
expected performance.

If relying on a general code or standard, you should also explain how this
relates to the specific context of the significant event. As well as providing a
defendable basis for your analysis, this may also deepen your insight into the
context of the accident.

What if you are not sure? If you don't know how a general code relates to the
specific context of the accident, write this as a question. Similarly, write a
question if you believe that an expectation is plausible, but you do not have
enough information to evaluate its practicality.

3 The list shown is applicable if the significant event is an accident or near-miss. The list is adapted from:
Haddon, J. (1973) Energy Damage and the Ten Countermeasure Strategies. Human Factors, 355-366,
August 1973
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4 Explain the difference between actual and expected performance
In this part of the analysis, the goal is to explain why the actual performance was
different from the expected performance. You need to explain the difference in

terms of the individuals involved, the culture and organisation in which they work

and management systems:

¢ Individuals’ goals and their knowledge at the
time they acted;

e any relevant cultural patterns (e.g. set by
individual's peer group) and the influence of
organisational factors;

o the systems of control that could have pre-
empted, detected and corrected the
significant event or its circumstances.

As well as gaining insights under each of these
three headings, look for interactions between the
headings. For example, if the difference between
the expected and actual performance has
become established as a cultural pattern, try to
explain under the heading of 'systems' why the
pattern had become established.

More than one option for
Expected Performance?

Consider each option of
expected performance
singly. This is to avoid the
confusion created by
explaining the difference
between actual performance
and two or more options of
expected performance
simultaneously.

Teamwork may be helpful to the analysis; group discussion naturally makes
conversational connections between topics.

4.1 Original Logic

In the relevant box,
identify (or pose
guestions about) why it
made sense to the
individual to do the job
this way.

State whose reasoning is
the subject of discussion.
Often this is a person
named in the significant
event. Try to discriminate
“original logic” from post-
accident rationalisations and
alibis.

More than one decision-maker?

Sometimes, the significant event is the outcome
of several decisions made by different people.
The logic for each decision needs to be
considered, as does the context of the decision
(i.e. in terms of culture, organisational factors
and management system).

A non-human actor (e.g. a machine) acts in
the significant event?

Often the 'original logic' to be considered is that
of the person who 'acted’ in the significant
event. But not always. If the actor is a machine
or a component, consider the logic of the
machine's designer and/or controller.
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4.2 Cultural patterns and organisational factors
Normally an actor is influenced by existing attitudes or patterns of behaviour
in their peer group.

In the relevant box, describe attitudes or behaviours in the actor's
peer group that may have established a pattern for the actual
performance.

Describe any organisational factors that may explain his/her
individual logic or behaviour. Organisational factors include properties such
as management structure, leadership, politics, and change.

4.3 Systems

Identify each system relevant to the significant event. For each
system, explain, or ask, why it did not ensure that the actual
performance would be the same as the expected performance.

Try to go "a spade deeper" in your explanations. Suppose, for example,
that you concluded that the difference between actual and expected
performance was due to over-prescriptive procedures. Try also to explain what
it is about the system(s) that allowed them to produce this problem. In the
example given, you could look into how the procedure was researched,
developed, tested and maintained. In this way, you can identify general
lessons for the organisation.

An illustrative list of Generic Systems

e Verifying Readiness e Motivation e Procedures & Technical
before use/start of work L Information
e Co-ordination between
» Housekeeping groups e Planning
e Briefings and task e Supervision e Budgeting
allocation ) o
e Design of Hardware e Monitoring
e Personnel selection and premises

e Change control systems
e Competence Assurance e Procurement and

) Supply e Emergency systems
e [nspection

e Risk Assessment * Audit and review

e Maintenance

Page 6



DRAFT v.5

[This page is intentionally left blank]



Appendix 1: Example of Blank Worksheet

o

é(pected Performance \

J

Standard/
Benchmark

ﬂztual Performance \

\_ %

Cultural Patterns and Organisa-
tional Factors

Original Logic

Significant Event:

¢
:

Systems (of management and control)

Graphical worksheet [paper and pencil version] for use with 3CA (Form C) Manual, available www.nri.eu.com/NRI6.pdf




Appendix 1 (Ready Reference)

Cultural Patterns and Organisational Systems (of management and control)
Expected Performance Actual Performance Factors
Insert text here (and delete below)
Insert text here (and delete be- Insert text here (and delete Insert Text here (and delete below) _
low) below) Identify each system relevant to the problems
o . . . Describe attitudes or behaviours in the noted. For each system, explain why the system did
The significant event.wnl contain Descr.lbe what the actor aC_tu' actor’s peer group that may explain not pre-empt, detect or correct the problems. To
and actor .and an actlon_, focus a_lly d'd_' Phrase your descrip- his/her individual logic or behaviour. help you make a note of your thinking, use COM-
on the action and describe what tion to .|nclude the e}ctor gnd PLETE SENTENCES. Write questions if you need to.
performance was expected. Note the action. Make this a simple, Sometimes an actor’s “original logic” is
the basis for this expectation in positive statement. truly unique and without precedent, but Systems include:-
the “Standard” box. normally he or she is influenced by ex-

NOTE: Often this description is « Verifying Readiness before use/start of work

isting attitudes or patterns of behaviour

If there is more than option, de- exactly same as the “significant : .
’ . 2 in their peer group. . ;
scribe each of the alternatives. event”, but sometimes it is dif- Housekeeping
ferent. Describe ORGANISATIONAL factors that i Afi ;
; ; ; « Briefings and task allocation
Write questions if you need to. may explain his/her individual logic or
behaviour. (e.g. management structure, = Personnel selection
leadership, politics, change).
= Competence Assurance
To help you make a note of your think- .
. . = Inspection
ing, use COMPLETE SENTENCES. Write
questions if you need to. - Maintenance
Standard/ Original Logic « Motivation
Benchmark
Insert text here (and delete below) - Co-ordination between groups
Insert text here (and . .
delete below) Describe the perceptions and - Supervision
reasoning of the actor (or the
D_escribe yqur_justifica- controller or designer, if the actor * Design of Hardware and premises
tion for believing that is a thing). This should explain
the performance stated . s = Procurement and Supply
. " why the ‘actual performance
in the “expected per- i
seemed (to the actor) to be a « Risk Assessment

formance” is reason-
able and relevant to the
actor’s situation. Justi-

good course of action.
= Procedures & Technical Information

To help you make a note of your thinking,

ficati ight includ - i

ieation might ihetude use COMPLETE SENTENCES. Planning

reference to a proce-

dure, expert opinion of Write questions if you need to. = Budgeting

good-practice, a regu-

lation, or other types of Significant Event: = Monitoring

norm. It must be

something for which Insert text here (and delete below) = Change control systems
you can provide evi- Describe the event; say what is act- - Emergency systems
dence. ing (e.g. the person or machine) and

Write questions if you what action is being performed. * Audit and review

need to.

Graphical worksheet [word processing version] for use with 3CA (Form C) Manual, available www.nri.eu.com/NRI6.pdf
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2 Appendix: Comparison between the 3CA Graphical and Tabular
worksheets

The tabular and graphical formats support the 3CA method in different ways,
although the underlying logic is the same.

For some people, filling-in a table imposes an inflexible, linear approach and
stems the flow of their creative, analytical thought. A graphical format, in
contrast, invites users to move back and forth between the various headings and
encourages divergent thinking. Also, the graphical worksheet can handle only
just one significant event, and this may help users to stay focused. There, NRI
has developed a graphical worksheet as a way of improving the usability of 3CA.

2.1 Handling multiple significant events

The tabular format allows several significant events to be seen together,
compared and connected to common themes. The graphical format allows only
one significant event to be considered at a time. To conduct a full 3CA analysis,
which may need to consider several significant events, the user will need several
graphical sheets, one for each significant event.

Themes common to two or more significant events

The tabular format allows several significant events to be analysed on the
same page. This means that themes common to more than one significant
event need be written only once. This is particularly relevant for issues
noted by the analyst in columns 5(a) to (c) of the B-form.

The graphical format limits the analyst to considering one significant event
on each worksheet. It is possible for the analyst to cross-refer between
sheets. If more than one sheet is used, the user will need to develop a
system for doing this.

Overview of the full set of significant events

Analysis using 3CA table results in a list of significant events. This
constitutes a concise summary of the accident. Users of the graphical
format should consider making first a comprehensive "master list" of the
significant events.

Prioritisation occurs ‘off-the-page’

Using graphical format means that any prioritisation of significant events
occurs 'off-the-page’. Whether the analyst is going to consider all the
significant events, or just a selection of them, prioritisation still needs to
occur in the tabular or graphical format.

Appendix 2:1
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2.2 Handling 'Could’ and 'Should’ Barriers and Controls

In the tabular form of 3CA, the analyst is prompted to consider barriers and
controls that could have prevented or mitigated a significant event. This list will
include two sorts of options:

1) 'prescribed' options that are normal requirements, those that 'should' have
been in place according to some regulation or procedure.

2) 'non-prescribed’ options that are not obligatory but which nonetheless
might be justified in the context in which the accident occurred.

In the graphical form of the method, identifying ‘non-prescribed’ options for
preventing or mitigating significant events needs to be done ‘'off-the-page’. In
practice, this is done when analysing "expected performance” by taking a ‘'first-
principles' approach.
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FOREWORD

The IAEA Assessment of Safety Significant Events Team (ASSET)
Service provides advice and assistance to Member States to enhance the overall
level of plant safety while dealing with the policy of prevention of incidents
at nuclear power plants. The ASSET programme, initiated in 1986, is not
restricted to any particular group of Member States, whether developing or
industrialized, but is available to all countries with nuclear power plants in

operation or approaching commercial operaticon.

Conservative design, careful manufacture and good construction are
all prerequisites for safe nuclear power plants. However, their safety

depends on the capability to prevent any incident during operation.

ASSET missions consider this aspect in assessing a facility's
operational practices in comparison with those used successfully in other
countries and when exchanging, at the working level, ideas for enhancing

prevention of incidents.

The IAEA Safety Series publicaticns form common basis for the ASSET
reviews, including the Nuclear Safety Standards (NUSS), the Basic Safety
Principles (Recommendations of Safety Series No. 75~INSAG~3) and Safety
Culture (Safety Series No. 75-INSAG-4). The ASSET Guidelines provide overall
guidance for the experts to ensure the consistengy and comprehensiveness of
their review of incident investigations., Additional guidance and reference
material is provided by the IAEA to complement the expertise of the ASSET

membhers.

BSSET reviews accept different approaches that contribute to
ensuring an effective prevention of ingcidents at plants. Suggestions are
offered to enhance plant safety performance. Commendable good practices are
identified and generic lessons are communicated to other plants, where

relevant, for long term improvement,

The present publication is an updated version of the ASSET
Guidelines, IAEA-TECDOC~573, publisheé in 1990. Sections 5 and 6 include
revised definitions and investigation guidelines for identification of hoth
direct and root causes. These revisions were recommended by a Consultants

Meeting held in Vienna on 3-7 December 1990,



EDITORIAL NOTE

In preparing this material for the press, staff of the International Atomic Energy Agency have
mounted and paginated the original manuscripts and given some attention to presentation.

The views expressed do not necessarily reflect those of the governments of the Member States
or organizations under whose auspices the manuscripts were produced.

The use in this book of particular designations of countries or territories does not imply any
Judgement by the publisher, the IAEA, as to the legal status of such countries or territories, of their
authorities and institutions or of the delimitation of their boundaries.

The mention of specific companies or of their products or brand names does not imply any
endorsement or recommendation on the part of the IAEA.
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1. INTRODUCTION

Stimulating and contributing to the on—going process of striving for
excellence in the area of operaticnal safety of nuclear power plants woarldwide

is one of the essential duties of International Atomic Energy Agency.

Since 1986, in the frame of its operating experience feedback system,
the IAEA has been offering the ASSET service {Assessment of Safety Significant
Events Team) as an international mechanism to draw and to disseminate specific
and generic lessons for enhancement of the level of operational safety.
Several operating organizations have already benefitted from such an in-depth
technical exchange of experience directed Lo the improvement of policies of

prevention of incidents at NPPs,

1.1 Purpose of the ASSET guidelines

An ASSET working session concentrates on 1lssues selected by the
aperating organization and reviews the various steps of the analysis performed
by the operating organization, The final goal of an ASSET review is to
provide conclusions on the appropriateness and completeness ¢f the planned and
implemented corrective actions. Generic lessons are drawn and suggestions are
offered when necessary to improve plant management control on prevention of

incidents thus enhancing the overal level of operational safety.

For this purpose, comprehensive expertise and a systematic analysis
methodology are both indispensable for the conduct 0f conclusive
investigations., The following guidelines are developed to ensure consistency

in the application of the ASSET analysis methodology.

This guidance is nol intended to infringe an expert's prercgative to
investigate additional items. 1ts main purpose is to provide a basic
structure and ensure conslstency in the assessments. Use of the ASSET
guidelines should also facilitate comparisons between the observations made in
different nuclear power plants and harmonize the reporting of generic ASSET
results. The guidelines should always be used with a critical attitude and a

view to possible Improvements.



1.2 Application of the ASSET quidelines

The ASSET guidelines are provided to guide the systematic review of
each issue submitted by the operating corganization. The provided instructions
within the guidelines are not intended to be uzsed as a check list with an
obligation to check each item individually or with a prohibition from adding

mnore items.

1.3 Structure of the ASSET guidelines

The ASSET gulidelines are based on the application of the "in-depth

defence concept" for prevention of incidents at nuclear power plants.

The level of quality required for safe operation is expected to be
reached prior to operation through an effective quality assurance programme.
However, the ultimate barrier consists of the plant surveillance programme
which should be capable of timely detection of any latent weakness and of
prompt restoration of the level of reliability, in such way diminishing the

potential for incidents.



2. ASSET APPROACH TO PREVENTION OF INCIDENTS

The ASSET approach is based on the following:

- EVENTS (deviation, anomaly, issue, incident or accident) occurred

always because of a

- FAILURE {occurrence) to perform as expected due to a

- LATENT WEAKNESS (direct cause) which was not timely eliminated due to

- DEFICIENCIES OF PLANT SURVEILLANCE PROGRAMME (Detection and

Restoration) on equipment, personnel, procedures (rogt cause)}

Striving for safe and reliable operation is the primary goal of any
operating organization. Prevention of any negative impact on safety ang

reliability is the primary target of plant management: "NQ INCIDENT®.

The effectiveness of the policy of prevention of incidents is
therefore the focal point of the ASSET approach based on commonly shared
principles. (International Nuclear Safety Adviscry Group (INSAG) Safety

Series document No. 75-INSAG-3: Basic Safety Principles).
Safe operation and gooed performance at nuclear power plants require
at all time the full operability of the three basic operational functions

"man", "machine" and "interface man-machine".

The cobjective of full operability of the basic operational functions

is met through compliance with the following requirements:

- At the stage of design: The necessary provisional redundancies

{hardware and software) are provided in accordance to the average
level of quality expected from personnel, equipment and procedure to

ensure safe operation.

- At the stage of preparation prior to operation: A guality assurance

programme ensures that, during the off-line plant activities aiming
at preparation for safe and reliable operation, the resulting quality
of operating personnel, eguipment and procedures has reached the

expected level prior to putting these elements into operation.
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At the stage of operation : A prevention maintenance programme

ensures that the necessary actions are properly taken to prevent any
degradation of the level of quality of personnel, eguipment and
procedures. A surveillance programme (Detection and Restoration)
ensures that, during plant operation, any latent weakness, which
might affect the expected quality of operating perscnnel, equipment
and procedureg, is detected and corrected through permanent

assessment and prompt restoration.

Current plant designs are generally considered acceptable even if

hardware provisions have to be supplemented by cperational provisions to reach

an optional level of safety. Preparation for operation and plant operation

are the areas where weaknesses may usually happen.

The occurrence of events (incidents or accidents) demonstrates only

that existing latent weaknesses were not detected and corrected on time.

Personnel, equipment or procedures should therefore not be held responsible

for failing to perform as expected. Quality assurance during preparation

prior to operation and surveillance during plant operation were simply nct

effective enough to detect or to correct latent weaknesses among personnel,

egquipment or procedures.

Timely detection of latent weaknesses and effective restoration

provide therefore the ultimate barrier of the defence in—-depth concept

dedicated to preventlion of incidents.

The detection programme should aim at thoroughly assessing

proficiency of personnel, usability of procedures, operability of eguipment to

be capable of identifying latent weaknesses which might lead to personnel,

equipment or procedures failure, under adverse circumstances.

The restoration process should aim at eliminating the latent

weaknesses detected in order to fully recover operability of the functions

“manil R

"machine", "interface man-machine" and at preventing any recurrence of

such weaknesses:

Bither by eliminating the deficiencies of the programme of guality
assurance of the various preparatory activities inveolved in quality
of personnel (recruiting, training, motivating and licensing)] of
equipment (designing, manufacturing, storing, installing, maintaining

and qualifying), of procedures (writing and validating)

or by eliminating the deficiencies of the programme of surveillance

of quality of these elements in the course of operation.

11
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3. ASSET METHODOLOGY FOR ANALYSIS OF EVENTS

The analysis of an event is conducted step by step through the
application of a systematic methodolegy that concentrates on the five

following areas:

- Selection of the occurrences to be analyzed: What i1s the occurrence
{(element that tailed to perform as expected} or the combination of

occurrences must significant to safety in the sequence of the event?

- Identification of the direct cause: What was the latent weakness
which was affecting the element {persconnel, egulpment or procedure}

that failed to perform as expected?

- ldentification of the root causes: Why was the latent weakness ({(of
the element which failed to perform as expected} not eliminated
carlier by the plant surveillance (detection or restoralion)

programme?

- Determination ot the correclive actions: What are the areas of
improvemenls and the corrective actions needed to enhance both,
guality and surveillance of ¢quality of the element which failed to

perform as expected?

- Generic lessons: What are the generic lesscons to be disseminated for

further enhancement of prevention of incidents?

3.1 Selection of the occurrences Lo be analyzed

- An eveni (incident, accident} is a reportable situation defined by

reporting criteria related Lo either causes Oor conseguences.

- The title of an event may greatly vary according to the emphasis
given to the various aspects of the event: actual consequences,
failures to perform as expected, ¢auses, contributors, significance

to operatiocnal safety, etc.

- Events are very ofLen a combination of several occurrences.

13
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An occurrence is a failure to perform as expected of one of the basic
elements {personnel, equipment or procedure)} involved in plant

operation.

A chronological sequence of the various occurrences of the event may

be established from the narrative description of the event.

Bach occurrence in the chronclogical sequence of the event is either

independent or connected to other occurrences.

The logic tree of occurrences shows the interconnections between
occurrences and enables concentrating on the main branch of

occurrences related to the reported event.

Bach occurrence ¢f the logic tree has a different weight to be
assessed in connection with potential and actual significance to

safety.

The assessment of the significance to safety of each occcurrence is

based on both aspects, potential and actual conseguences to safety.

+ The potential significance to safety may be assessed through an:

o Quantitative evaluation of the increase of the
probability of occurrence of unacceptable situations such
as harm to public, harm to plant personnel, uncontrolled
radicactive releases, core damages, inoperability of

safety functions, etc.

o Bvaluation qgualitative of the potential consegquences to
safety of the cccurrence under circumstances different

from the event considered.

+ The actual significance to safety may be assessed through an:

o Bvaluation of the actual consequences to safety of the
occurrence under the present circumstances of the event
{impact on environment, radiocactive releases, core

damages, inoperability of safety and support functions).



o Evaluation based on the requlatory reporting c¢riteria .

G Evaluation based on the exceeding of the plant
operational limits and conditions {technical

specifications) for safe operation.

Only a probabilistic approach enables a detailed quantitative
assessment of the potential significance to safety of an occurrence
provided that it takes into account the contribution of the three

basic elements (personnel, procedure and equipment).

On the other hand, operational limits and conditicons {(technical
specifications) might also be used as a sound basis for evaluating
potential significance to safety if their consistency with a plant

probabilistic safety assessment has been checked.

In case a probabilistic assessment is not available and cannct be
performed to assess potential significance, occurrences to be
analyzed may be selected on the basis of their actual significance

versus the following ranking criteria.

Criteria of high significance to safety:

1, Impact on the environment {public and plant persconnel)
¢ death
o injuzry
e’ irradiation superior to 50 mSv

2, Uncontrolled radicactive releases
o Icdine 131 superior to 10El0 Bg
o Gas and aerosols superior to 10El{ Bg
o Liguids superior tc 10EL0 Bg

3. Core damages
o] melting superior to l(}“3 of core

4, Inoperability of safety functions
o} Loss of the function "Reactor shutdown®
o Loss of the function "“Cooling of fuel®
o Loss of the function “confinement"

17



5. Inoperability of the support functions

o Loss of the function "off-site electrical power"
0 Loss of the function "on-site electrical power"
o Loss of the function YCooling water®
(o} Loss of the function "instrument air"

6. Potential for cne cof the above events.

- The occurrences selected are always a personnel deficiency, a
procedure deficiency or an eguipment deficiency which happened in the

course of the event.

- Caution should be taken at this stage to identify clearly the element

requested for on-line operation which did not perform as expected.

3.2 Identification of the direct cause of an ogccurrence

- The starting point of the investigation is the selected occurrence
either a perscnnel deficiency, or a procedure deficiency or an

equipment deficiency.

- The direct cause of an occurrence is the pre-existing latent weakness
of the basic element {perscnnel, procedure, equipment) that failed to
perform as expected in the course of the event associated with the

contributors to the existence of the latent weakness.

- The latent weakness of the element which failed tco perform as
expected affected either proficiency of personnel, or usability of

procedure or operability of equipment.

- Identification of the latent weakness of the personnel involved is
carried out by referring to the characteristics of personnel
proficiency required for the task where the individual failed to

perform, as expected:

- Identification of the latent weakness of the eguipment invclved is
carried out by referring to the characteristics of equipment
operability required for the task where the equipment failed to

perform as expected.

18
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Identification of the latent weakness of the procedure involved is
carried out by referring to the characteristics of procedure
usability required for the task where the procedure failed to provide

proper guidance as expected:

The existence of a latent weakness is the result of a discrepancy

which happened in the course of :

o either preparation prior to operation of personnel, procedure,
equipment.

o] or plant operaticon due to unforeseen reasons.

The existence ¢of the latent weakness is due to various contributors

which are identified among the following areas:

o] Preparation prior to coperation: The guality assurance programme
was not effective enough to ensure that the expected level of

guality was reached.

+ Uncomprehensive verification of personnel proficiency,
equipment operability, procedure usability prior to

operation

+ Inadeguate acceptability criteria
+ Ineffective correction of detected discrepancies
0 Degradation in operation: The level of guality reqguired prior

to operation was reached but due to unforeseen reasons a

degradation occurs in the course of operation because of:

+ Inconducive environmental conditions beyond the
specifications taken as reference for preparation prior

to operation of perscnnel, procedure and eguipment.

+ Premature degradation of personnel proficiency, of
procedure usability or equipment operability (poor

maintenance programme).

The contributcers to the existence of the latent weakness of the

element which failed to perform as expected are usually a combination



of several factors that have to be addressed to prevent any

recurrence.

Caution should be taken at this stage to identify clearly the factors

that are under plant management control and those which are not.

Limitations in the depth of the search for centributing factors have
to be considered. Although the origin of any latent weakness is
always due to human factors, only those which are related to plant
perscnnel under plant management control are investigated.

Human factors having contributed to any latent weakness In the course
of the activities of preparation for operation that are outside plant
management control are not addressed. Surveillance in coperation is
the the plant management tcol expected to detect and correct latent
weaknesses which were not identified by commissioning tests. They
generally resulted from activities such as designing, manufacturing,

Installing equipment,

Identification of the root causes of an occurrence

The starting point of the investigation is the identified direct
cause (lateni weakness and contributors to personnel, equipment or

procedure deficiency) responsible faor the occurrence analyzed .

Whatever the origin of the latent weakness is (poor preparation prior
to operation or degradation during operation),an effective plant
surveillance programme should be capable of detecting any latent
weakness and of restoring the level of quality required for sate

operation.

The root cause of any occurrence is therefore a failure to eliminate

the pre-existing latent weakness in due time.

The root cause of an occurrence is precisely a deficiency of the
plant surveillance programme (detection and restoration) in coperation
which did not play its expected role of ultimate barrier regarding

prevention of incidents.

21
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The deficiency of surveillance of personnel proficiency, of procedure

usability or of eguipment operability is always related to:

o either poor detection capabilities

o} or a poor restoration process

Identification of the deficiency of the plant detection programme is

carried out by referring to the characteristics required for timely

detection of any latent weakness:

o] Testing
o Trending of performance
o Criteria of acceptability

Jdentification of the deficiency of the restoration process is

carried ocut by referring to the characteristics required for prompt

and relevant correction of any latent weakness:

Q analysis of detected latent weaknesses
o] determination of lmprovements
O implementatiun of improvements

The existence of a deficiency of the plant surveillance programme is

due to various ccntributors which are identified among the following

areas:
e} management ¢f the detection programme
G management of the restcration process

Fhe various contributors to the deficiency of the plant surveillance
programme are usually a combination of human factors under plant

management control,



Determination of gorrective actions related to an occurrence

Corrective actiong should aim at addressing all the occurrences of

the event segquence.

The objectives of the corrective actions related to a specific

oCccurrence are:

(o} to eliminate the actual conseguences of the occurrence {damage,
etc.)
e) to eliminate and prevent reappearance of the latent weakness

(direct cause) of the element that failed to perform as expected

o to eliminate and prevent reappearance of the deficiency of the
plant surveillance programme {(root cause) that failed to

eliminate the latent weakness in due time.

Elimination and prevention of the latent weakness (direct cause) is

achieved:

o by restoring the level of guality of the element which failed

to perform as expected (personnel, procedure, eguipment)

o by preventing reappearance of latent weakness which led to
failure to perform as expected through
+ improvement of the quality assurance programme prior to
operation, and
+ mitigation of the contributors to degradaticn of the

level of guality during operation.

24

The above corrective actions may provide reasonable assurances that
the level of quality reguired is reached and will be maintained.
However, it cannot be ignored that due to unforeseen reasons quality
may not reach the level expected prior to operation or may degrade
during operation. Safety requires therefore an effective tool of
surveillance to timely detect and promptly correct any latent
weakness to achieve an effective prevention of incidents at nuclear
power plants.
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- Elimination and prevention of the deficiency of the plant

surveillance programme (root cause) is achieved:

o] by improving the detection programme in corder to make it
capable of detecting any latent weakness among personnel

proficiency, procedure usability and egquipment operability

o by improving the restoration process in order to make it

capable of implementing appropriate corrective actions

o] by preventing reappearance of the deficiency of plant
surveillance that led to the non elimination of the latent

weakness through

+ improvement of the general surveillance peolicy related to
personnel proficiency, procedure usability and equipment
operability, and

+ mitigation of the contributors to ineffective

surveillance {detection and restoration) during ¢gperation

- Selection ¢of areas needing improvements is based on the logic tree
including the latent weakness with its contributors and the

deficiency of surveillance with its contributors.

- Selection of areas needing improvements to eliminate the latent
weakness and possibility of recurrence includes all the contributors

identified

o to poor preparation prior to operation under plant management
control such as recruiting, training, licensing personnel,
preparing, validating procedure, maintaining, qualifying

equipment .

o to degradation in operation due to management, envirconmental

and ageing conditions.

- Selection of areas needing improvements to eliminate the deficiency
of the surveillance programme and possibility of recurrence includes

all the contributors identified

o tc poor management of the detection programme

o] to poor management of the restoration process.

26



Determination of corrective actions aim at enhancing quality of the
element which failed and at enhancing surveillance of the quality of

this element.

Corrective actions are implemented indifferently in the software or

the hardware area.

Generic lessons

Generic lessons from the event under investigation are drawn in
connection with the general policy of prevention of incidents at the

plant.

o} Good practices that have prevented the event to be worse and

that will prevent recurrence of similar events

o Suggesticns for enhancement of appropriateness and completeness

of corrective actions to prevent recurrence of similar events,

Generic recommendations to the nuclear community are prepared and

Aisseminated to stimilate:

o) Elimination of existing latent weakness among personnel,
procedure and equipment through more effective surveillance

during operation (detection and restoration}

o Prevention of appearance of latent weakness among personnel,

procedures and equipment through more effective:s

+ preparaticon prior to operation (guality assurance) and

+ prevention of degradation during operation (maintenance)

27
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4. SELECTION OF THE OCCURRENCES TO BE ANALYZED
WITHIN THE EVENT SEQUENCE

4,1 Objectives

The objectives of this review are:
1) to provide independent identification of the cccurrences among the
event sequence, that are most significant to safety and should be

analyzed in depth.

2) to assess the adeguacy of the coperating organization's process and

results in identifying the most safety significant occurrences.

4.2 Pregparatory work

- Collect and review the procedures available at the plant related to
identification of occurrences significant to safety (assessment

technigues and ranking criteria).

- Collect and review the regulatcory body reporting criteria and/or the

evenlt severity scale relevant for the considered plant.

- Collect and review the narrative description of the event under

investigation.

4.3 Investigations

In order t¢ identify the occurrences most significant to safety which
should be submitted to an in-depth review for direct and root causes the

fellowing steps should be followed:

- identification of occurrences as reported in the narrative

description of the event.

- establishment of the chronological seguence of these occurrences.

- establishment of the logical interdependence of the occurrences by

building a logic tree of cccurrences.

29



- assessment of the safety significance of each occurrence.

- selection of the occurrence most significant to safety for further

in-depth review.
Note: The assessment of the operating organization's process and results of
determining the most safety significant occurrences can be done in

parallel with this effort - see section 4.4.

4.3.1 Identification of the occurrences

The starting point of this investigation is the narrative description

of the reported event.

At a nuclear power plant, the activities are governed by a work
process. According to the ASSET methodology this work process has three basic
elements: people, procedures and eguipment. If an error arises in the
performance of a work process, it can be attributed to one of the two

following categories:

(1) equipment failure i.e, an eguipment fails to perform as expected

during the course of the event under investigation.

{2} inappropriate action also sometimes called personnel error {not be
confounded with personnel deficiency) i.e. a person makes an error
during the course of the event; this error can be attributed to lack
of proficiency c¢f the individual inveolved or to a deficiency in the
procedural guidance related to the task involved; this difference
between deficiency of personnel proficiency or deficiency of
procedural guidance is already the subject of a more in-—depth
analysis introducing the search for direct causes and will be

addressed in section 5.3.0.

According to the ASSET methodology these errors are called

cccourrences.
Review the event report and identify errors arising during the course
of the event which can be attributed to one of the twoe abovementioned

categories,

List these occurrences according to the seguence of reporting.
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4.3.2 Establishment of the chronclogical sequence of ¢occurrences

The starting point of this investigation is the list of occurrences

as identified at the end of section 4.3.1.

The sequence according to which the identified cccurrences are
reported in the original narrative descripticon of the event, is not

necessarily a chronological one.

The establishment of a chronological seguence of occurrences is the

first step of analysis of the event under investigation.

Review the event report or any other documentation related to the
event for any indication of the chronological sequence of events {e.g. time
schedule attached to the occurrences in the course of the event, other time
indications in the narrative part of the event report). Review process
computer output if necessary and review involved plant staff interview records

if available.

Check the obtained chronological seguence of occurrences for logical

consistency.
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4.3.3 Establishment of the logic tree of occurrences

The establishment of the legic tree of occurrences, by searching for
the logic (causal) Iinterdepéndence of reported occurrences is the next step of
the analysis process. The aim is to force the analyst to think in a logical
and structured way when describing the event. This structuring process is
helpful when an asseszament of the safety significance of occurrences will be
made and 1s essentlal when this assessment will be done on the basis of

Probabilistic Safety Assessment (PSA)} (sece section 4,3.4).

Conseguently the analyst can more easily identify any relevant
missing information. The event reports as presented to the ASSET members will
not always contain all information necessary for a complete understanding of
the event, Iincluding the identification of all causal links between the
reported occurrences or the identification of underlying occurrences
contributing to the present situation (e.g. status of equipment) that are not
reported in the event report and related c¢ause analysis reports. This missing
information should be obtained by interviews of plant staff, review of
relevant plant operation records, review of examination reports of failed

equipment, on-site visits of plant systems and eguipment, etc.

The starting point of this investigation is the chronological
seguence of coccurrences as obtained in section 4.3.2. The result is a

graphical display of the event as shown in the next figure,

Additional guidance for the establishment of the logic tree of

occurrences is provided by the following instructions:

- Review if a logic tree of ocgurrences is avallable in the event

report.

- Identify the initiating occurrences i.e. those occcurrences, for which
no other occurrences, leading up to the occurrences under

consideration, can be identified.

- identify logical (causal} interdependence between reported
cccurrences, respecting chronological sequence, and establish
independent branches. Identify in this process the nodes (if any) of

the logic event tree:

o where independent occurrences are necessary conditions to lead

up to the next occurrence.
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c or where an occurrence leads up to two or more independent

QCourrences.

- Verify that the occurrences range from beginning to end of the event

seguence.

- Verify that each occurrence is based on valid information.

4.3.4 Assessment of safety significance of the occurrences

General remarks:

The assessment of safety significance of the occurrences within a
reported event seguence ig generally a "comparison" of the characteristics of
the observed occurrences with available reference material e.g. Tech. Specs,

operating limits and conditions, regulatory body reporting criteria.

Dependent on the available reference material seven different

"comparisons" are possible and very often guesticned (see Fig. 4.3.1).

-+ |Accepted Safety Standard realized for Quantified Satety
based on the determinisiac lacznsang some plants Standard based -l
procedure for the guestaioned plant on a level 1 to 3
PSA
E
G
ped Event seguence 1 agdational Event sequence 1 -
= quantatatively described [fagp—— ™= Quantitatively describ. g
§ Regulatary body and structured risk based structure
@ reporting crateraa
&l fand/or
z Event Severity Scale
o [country specifac) \
= Event seguence 2 additional Event seguence 2
« quantitatavely described _t“a_s'k_—_" guantitatively describ
2 and structured risk based structure
z
Codafied Safety Standard used 1n Quantified Safety
1 {based on intern IAEA Safety Guides some countries ™ Standard -y
and Standards (type specific) e.g Safety goals,
system targets

FIG. 4.3.1. Different options (A to G) for ‘comparisons’ far the assessment of the safety significance of different
OCCUrrences.
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A: A qualitative comparison between the occurrences and the Requlatory
Body Reperting Criteria or an "Event Severity Evaluation Scale®

relevant for the given plant.

B: A qualitative comparison between the occurrences and the plant
specific accepted safety standards (e.g. Tech. specs, operaticnal

limits and conditicns) based on the licensing procedure.

C: A gualitative comparison between the occurrences and the codified

international, type specific IAEA safety guides and standards.

D: A guantitative comparison between the occurrences on the basis of
risk measures {(e.g. core damage frequency, system availability,
individual risk) derived from a plant specific Level 1 to 3)

Probabilistic Safety Assessment (PSA}.

E3 A gquantitative compariscon between the occurrences on the basis of
risk measures derived from probabilistic "Safety Goals" or "System

Targets").

F3 A gqualitative comparison between occurrences in different event
sequences of the guesticoned plant, based on the plant specific

accepted safety standard.

G: A guantitative comparison between occurrences in different event
segquences on the basis of importance measures (e.g. risk achievement

warth) calculated in a plant specific PSA.

For practical application three different cptions for comparisons,

namely A, B, and D will be discussed in more detail.

The decision which option should be used is case dependent. If no
plant specific PSA is avalilable then the gualitative options A or B must be
used. If a PSA is available then the probabilistic approach enables a
guantitative assessment in one model and therefore a real importance ranking

of different occcurrences.

First Option: Assessment of safety significance of the occurrences based on

comparison with Regulatory Body Reporting (RBR) Criteria and/or

an Event Severity Scale (see Fig. 4.3.1., A).
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The RBR-Criteria in the different countries are mainly focused on
actual radicactive release, and/or actual failures on safety systems, and/or
actual harm to workers or public. In some countries (e.g. Japan, France),
there exist activities setting up a so-called Event Severity Scale. 1In such a
multi-dimensional scale a criterion related to the status of the reactor
facility is included. If such a scale is used then subjective judgment by an
experienced system engineer will be necessary to classify the different
occurrences in a given event sequence {e.g. to classify between:; an
occurrence which does not affect the safety of the reactor facility but may be
related to it, and, an occurrence which does not affect the safety of the
reactor facility but is related to it). Finally, the scale of classified

occurrences answers the question related to the safety significance.

‘"he assessment in this context is & straightforward check of the

observed occurrences versuzs the RBR Criteria,

For assessment of safety significance some important questions are

listaed below.

- Wwhich criteria and/or scale were used?

- Was an assessment of significance to safety carried out for each of
the occurrences?

- Was potential significance to safety considered?

Second Option: Assessment of safety significance of the occurrences based on

the plant specific accepted safety standards {see Fig. 4.3.1, B)

ITf no Event Severity Scale and no plant specific PSA are available
then the assessment must be done on the basis of the deterministic licensing
procedure represented by design basis accident concept, tech-specs and the

operating limits and conditions. 1In this context, scaling examples are:

- A faillure in a safety system is more severe as in a non-safety system.

- Double failures are more severe as a single failure,

- A failure in a Class I component (see ASME-code definition e.g.

Reactor Pressure Vessel) is more severe as a failure in a Class 11

component (e.g. Residual Heat Removal Pump).
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- A failure of a component {element) involved in the course of a design
basis accident is more severe as a failure of a component (element)

involved in a no—name sequence.

All these examples are not outcomes of an overall risk model (PSA
model) and therefore this procedure has some weaknesses. A typical example
for these weaknesses is the first example. From PSA we know today that a
failure of one non-safety system (e.g. a ventilation system) is also safety

significant if this non-safety system interacts with different safety systems.

For assessment of safety significance some important questions are

listed below:

- Was the event sequence similar to a seguence taking into account in
the design basis accident evaluation?

- Which tech-specs and/cr coperational limits and conditions were
considered?

- Which additional insights from PSAs were used to assess the
significance of the occcurrences?

- Do operational limits and conditions address in addition to equipment
but also personnel and procedures?

- Was potential significance to safety considered?

Third Option: Assessment of safety significance of cccurrences based cn plant

specific PSA insights (see Fig. 4.3.1, D).

For many NPPs (about 80) exist a PSA and in some countries, it is
decided to prepare for each plant - as a minimum - a Level 1 study (e.g. FRG,
Sweden). Therefore, this approach has a great potential to be in future the

leading one for the assessment of safety significance of occurrences.

If a PSA is available for the considered plant then the following

tasks are necessary.
. Structuring the event seguence

It is of utmost importance to fully understand the event sequence,
including the operation of the systems involved as well as their intended

function. A logical structuring of the event sequence is then accomplished in

a PSA compatible way, which means the identification of systems and functions
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involved and the definition of the initiating event, It is likely that some
information is missing from the event report, preventing a thorough listing of
logical steps. It is important to recognize that the structuring phase,
depending on the event, could go in two ways: towards, identifying the
conseguences, which is normally done, and in a counter—-current manner,
backwards, identifying the causes. This is a sort of interface between event

tree and fault tree logic (see Fig. 4.3.2}).
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FIG. 4.3.2. Simplified PSA logic and terminology.

The typically used logic and definitions in PSA are summarized in
Fig. 4.3.2. 1Initiating events, normally analyzed in PSA, are listed in Table
4.3.1,

. Selection ©f applicable PSA event trees

If the event being analyzed involves the initiating event (which is
usually the case} and the initiating event is being identified in the previous
step, then an applicable event tree from the PSA can be selected. Usually
each of the PSA event trees covers a number of individual initiating events

which are grouped in accordance with the plant response.

There is a possibility that the PSA available for the plant
considered does not cover all chains making up the event sequence being

analyzed, 1In that case a reasonable compromise is necessary in choosing an
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Table 4.3.1 In PSA typically analyzed event scenarios

{event trees)

Initiating Event:

a—
Small-break loss of coolant accident

Medium-break loss of coolant accident

Large-break loss of coolant accident "LOCAs"
Interfacing system loss of coolant

Steam line break

Feedwater line break

L

Loss of off-site power
Loss of heat sink

Station black out "TRANSIENTS"
Loss of feedwater

Anticipation transient without scram

Comment : This list can be slightly different in the various P8As,
Additional assumption of a system function failure creates
sometimes slightly modified initiating events (e.g. steam line
break with steam generator heating tube rupture, loss of
coolant via pressurizer relief valves).

event tree which describes the event seguence as good as possible for

assessing the safety significance of occurrences.

. Overlaying the structured event sequence on the selected PSA event

tree/fault tree

At this point the failed component(s) (equipment or human) should be
located as basic occurrence in the fault trees for the chosen event sequence.
In some cases when the component is not found in the pre-established fault
trees of the plant specific PSA one can make some reasconable compromise. For
example, the faulty element might be an element of a larger component

{element) which is included in the PSA,
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. Quantification of the event seguence

Assumed that the missing information had been provided, it would now
be possible to overlay the structured event seguence on the pre-established
fault tree(s}/event tree. The probability of the basic occurrences that has
really happened are changed to "1" e.g. they are in a failed state during
quantification. The result is then a new top event unavailability figure
which reflects the plant degradation during the cconsidered event sequence.
Based on this quantification, it should be possible to identify which
occurrence in the considered event sequence is guantitatively dominant. Such
an identification process is normally done by using so—called importance
measures (e.g. risk achievement worth, risk reduction worth, Vesely-Fussel

importance, Birnhaum importance).

For assessment of the safety significance of the occurrences some

important gquestions are listed below:

- Which PSA-type lcgic model(s) {e.g. cause—consequence diagram, event
tree/fault tree) were used?

- Does this logic model take into account the contribution to risk of
all three basic elements: personnel, procedure, equipment?

- Which risk measures were considered:

o} risk of harm to public

0 risk of harm to plant personnel

o risk of radiocactive releases

o risk of core damage

o unavailability of a safety function

o) failure probability of an operational system
o etc.

- If a fully quantitative assessment was done, which importance
measures were used:
o risk achievement worth
o Fussel-Vesely importance

- If common mode failures were observed, which model was used in the

quantitative assessment.

It should be remarked that this assessment method reguires sometimes
an iterative evaluation process. After identification of direct causes and
root causes of the selected occurrences, it can become necessary to update the

initial assessment if different assumpticns were made.

41



basis of

process.
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Selection of the occurrences most significant to safety

The occurrences most significant to safety should be selected on the

the assessment aboVe. Some additional guestions can support this

Is the selection of the occurrences most significant to safety based

on criteria?

Are there criteria for potentigl significance to safety?

Are these criteria quantitative such as thresholds on margin to risk?

Are these criteria qualitative such as level of severity (gravity

scales}.

Are there criteria for actual significance to safety?

Are these criteria quantitative such as operational limits and

conditions?

Are these criteria qualitative such as reporting criteria?

Which is the occurrence of the highest potential significance to

safety?

What is the occurrence of the highest actual significance to safety?

Which is the occurrence of the highest potential and actual

significance to safety?

Which occurrence was selected for in depth analysis?

Was the occurrence selected for in—depth analysis identified on the

basis of the judgement of

o the analyst

o the plant safety committee
o the plant management

o the safety authority



On which criteria was based the judgement which led to the selection

o

o]

Impact on environment {death,injury irradiation)
Uncontrolled radioactive releases (I-131, gas and aerosols,
liquids}

Core melting (fuel element)

Loss of safety functions (reactor shutdown, cooling of fuel,
confinement)

Loss of support functions (cff-site power, cn-site power,
cooling water, instrumentation)

Significant degradation cof a safety system

Violation of gperaticnal limits and conditions (Tech. Specs).
degradation of fuel cladding

degradation of reactor coolant boundary

common cause or commen mode failures

unforeseen system interaction

others

Conclusions on the process of selection of the occurrences to be

analyzed

Was the occurrence or the combination of the highest actual and

potential significance to safety selected by the operating

organization for in-depth analysis?

If the answer is not fully affirmative, what could have enhanced the

effectiveness of the selection process?

better identification of all occurrences involved in the event
through the estabklishment of thorough chronological segquence of

gcourrences.

better understanding of the interconnection between occurrences
through the establishment of a detailed logic tree of

gccurrences.

guantitative assessment of both potential and actual
significance to safety through a probabilistic approach
evaluating margins to risk of occurrence of unacceptable

situations.

precise selection through the use of quantitative criteria for

ranking the significance to safety.
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1)

2)

5. IDENTIFICATION OF THE DIRECT CAUSE OF AN OCCURRENCE

Objectives

The objectives of the review are:

to provide independent identification of the direct cause of the

ocgcurrence, and

to assess the adequacy of the process for identifying the direct

cause, as already performed at the nuclear power plant.

Freparatory work

For each selected occurrence to be investigated:

collect and review all available documentation at the plant which can
help in identifying the direct cause of the occurrence (operating and
maintenance logs, drawing charts, process computer outputs,
applicable administrative and task oriented procedures, work
authorization documents, gquality assurance manual and quality
assurance procedures, personnel records, inspection records, material

evidence etc.)

c¢ollect and review all available plant procedures and analysis
reports that deal with the identification of the direct cause of the

gccurrence

collect list of plant personnel tc be interviewed at the plant in

connection with the occurrence
collect and review past histeory of the plant to identify any

precursors or contributors to this occurrence (equipment failure

history records, incident records and analysis reports, etc.).
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5.3 Investigations

For each occurrence selected for in-depth review, the following

should be investigated:

- the nature of the occurrence
- the latent weakness which directly caused the deficiency

- the contributors to the existence of the latent weakness.

According t¢ the determination of the nature of the cccurrence made

in section [5.3.0] methodclogy described in the following sections should be

used:
5.3.1 Equipment deficiency
$.3.2 Personnel deficiency
5.3.3 Procedural guidance deficiency
5.3.0 Identification of the nature of the ogcurrence

At a muclear power plant, the activities are governed by a work
process. According t¢o the ASSET methodolegy, this work process has three
basic elements: people, procedures and equipment. If an error arises in the
performance of a work process, the reason for that error must be a deficiency

in one, or several of these basic elements.

The idea of the ASSET methodclogy is to break up the event under
investigation in logically connected occurrences which can each be attributed
to a single failure of one out of those three basic elements. The nature of
the occurrence, which was selected for in-depth investigation, is determined
in accordance to the basic element of the work process that failed. The
identification of this nature is the starting point for the investigation

process of the direct cause of the cccurrence,

To help the investigator in this identification process, a flowchart
is provided which guides the reviewer in following an elimination process.
Additional guidance at each step of this elimination process is given in
sections 5,3.0.1 to 5.2.0.3 which should support and confirm the result of
this process. The investigator should be aware that the proper identification
of the real nature of the occurrence can be an iterative process. Further

in-depth investigation of the weak aspects of the basic elements considered,
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Decision making diagram for identification of

the nature of the occurrence

OCCURREMCE

:

NO DD EQUIPMENT
PERFORM AS EXPECTED?

.

Y

INAPPROFRIATE ACTION

'

PROCEDURE. ATEQUATE 0
YES
EQUIP!'ENT PERSGNhEL PROCEDLRE
BEFICIERCY XEFICIENCY BEFICIENCY

as performed in sectien 5.3.1, 5.3.2 or 5.3.3, could induce the investigator

tc reconsider the initially chosen nature according to this section.

5.3.0.1 Identification_of operability of the equipment

To investigate the operability of the eguipment involved at the time

of the event, data from all available sources shcould be gathered and reviewed.
- Interview plant operators involved with the occurrence and have

them provide their observations regarding the behaviour of the

equipment before, during and after the event.
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- Review all plant data and identify those that could provide
insight to the equipments' behaviour (for example announciator
points, computer inputs, operator's logs, recorder data,

sequence cf events, etc. ).

- Also review the operating corganization's report for the

observed failure they have identified.

-~ Personally inspect the failed equipment, if available, When
possible, inspect the location where the equipment operated in
order to assimilate the operating surroundings of the
eguipment. View photographs and other pertinent data of the

failed eguipment.

5.3.0.2 Identificaticn of the nature of the inappropriate action

if no evidence for an equipment failure can be found according to
section 5.3.0.1, attention should be turned to the possibility of the
involvement of an inappropriate action. This inappropriate action cculd be of
a double nature: a performance error was committed due tc the inadeguacy of
the procedural guidance involved, or the procedures were adedquate but the
individual involved made nonetheless a mistake (incorrect action or error in
judgement ), Guidance t¢ the initial assessment of procedural guidance
adequacy is given in section 5.3.0.3. This section helps the investigator to
lock for the invclvement of a pure personnel deficiency. 1In this respect the
following classification should help, which is illustrated by some non

exclusive examples:

o training deficiency
- failing to detect situation
- misinterpreting or improper diagnoesis
- making inadequate decisions
- inadvertent operation of manual control

- selecting wrong controls

o] procedure non compliance
- failing to use procedure
- failing to follow procedure
- omitting steps or substeps in procedure

- taking action not reguired by procedure
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- failing to respect operational rules or limits
- failing to respect technical specifications
- failing Lo foullow maintenance work reguest

- taking two actions at the same time

O lapse of mental attention
- forgetting to take action
- a correct action on wrong equlipment
- a correct action performed at the wrong time

- using wrong procedure

To investigate personnel deficiency involvement at the time of the
inappropriate action, data from all available sources should be gathered and

reviewed.

= interview plant personnel involved with the occurrence and have

them provide their observations regarding the sequence of events
- review all plant data and identify those that could provide
insight into the nature of the considered inappropriate action

{involved plant procedure, sequence of events, etc.}

- review the operating organization’s report for the observed

personnel deficiencies they have discovered.

5.3.0.3 Identification of adegquacy of procedural guidance

T¢ investigate the adequacy of procedural guidance at the time of the
inappropriate action, data f£rom all available sources should be gathered and

reviewed.

- interview plant operators involved with the occurrence and have them
provide their observations regarding the adequacy of guidance

provided by the concerned procedure(s).

- review all plant data and identify those that could provide insight
to the nature of appliance and the adequacy of the procedural
guidance (for example: verify check off of involved procedures,
review freguency of procedure revisions, computer inputs, operator's

logs, recorder data, sequence of events, etec.).
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- also review the operating organization's report for the observed

procedure deficiencies they have identified.
- review the organization of operating and administrative procedures at
the plant. Locate the procedures under investigation in this

organization.

5.3.1 TJdentification of the direct cause of an equipment deficiency

When it is determined (in accordance with section 5.3.0) that the
occurrence involved an equipment deficiency, the following should be

considered in the process of identifying the direct cause of the deficiency:

1. The latent weakness in the coperation of the equipment that led to its

failure to perform as expected.

2. The contributors to the existence ©f this weakness.

Note: The assessment of the operating organization's process and results of
determining the direct cause 0of the occurrence can be done in

parallel with this effort - Section 5.4.

5.3.1.1 Identification of Equipment Latent Weakness

The starting point is the observed failure of the equipment. From
there, proceed to find the true latent weakness that caused the failure by

identifying the weak aspects of equipment operability.

5.3.1.1.1 Basic characteristics of equipment operability

For the purposes of gystematic investigations of the equipment
pperability and the process of identification of the direct and root causes of
the observed equipment failure, the following basic characteristics of

equipment operability should be analyzed.

A, Reliability
Al, Availability
AZ2. Endurance

A3. Performance limitations
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5.3.1.1.2

External influences
Bl. Auxiliary and support systems conditions
B2. Physical environment

B3. OQOperating practices

Function gqualification
Cl. Commissioning, maintenance and testing
C2. Manufacture, storage and installaticon

C3. Specification and design

Weak aspects of equipment operability

Proceed to identify the equipment weaknesses that led to its failure

by reviewing for inadequacies in all aspects of equipment operability related

to the bhasic characteristics as summarized in Section 5.3.1.1.1.

For this purpose review documentation and perform interviews of

plant staff as specified in Sections 5.2 and 5.3.0.1. Additional guidance is

provided by the following ilnstructions.
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Reliability of equipment

Al

A2,

A3.

Availahility

Check past history of equipment operating performance, Review
operating logs, results of surveillance tests and maintenance
records. Determine If actual equipment performance problems
are identified during system start—up, shutdown, normal or

emergency operations.

Endurance

Check equipment data {(e.g. operation records, maintenance data,
inspection records, etc.,) for any trends that indicate
degradation in performance, due to aging, changes in operation
or maintenance programmes, inadequacies in installations,

modifications or design.

Performance limitations

Check equipment specifications against actual performance data

to determine whether the equipment was operated bevond design



specifications or rating and how this operation affected the
reliability {e.g. loading conditions like flowrates and

pressure ranges, voltage, amperes, temperatures, etc.)

B. External influences

BL.

B2,

B3.

Auxiliary and support syvstems conditions

Review operating logs, maintenance records and other data
associated with the performance of subcomponents and support
systems and other relevant systems that could interact with
failed components {e.g. auxiliary support systems like BVAC,
electrical power, control power, cooling water, lub oil,
instrument air, etc.; subcomponents like governers, pressure
reducers, flow control valves, etc.}.

Did a degraded condition of an auxiliary or support system

contribute to the equipment failure?

Physical environment

Determine if the component operating environment contribute to

failure. Did uncorrected maintenance problems on components
located adjacent to the failed component contribute to the
failure {e.g. uncorrected steam, water and o0il leaks, high

temperatures, humidity, estc.} ?

Operating practices

Determine if good operating practices such as proper
housekeeping, timely performance of work orders, regular
in—-service inspection, operation in accordance with design
specification and approved procedures are established and

performed,

Inadequate funciticon gqualification

Cl.

Commissiconing, maintenance and testing

Review avallable records to determine if the system was
properly maintained and tested pricor to commissioning

{commissioning is the date at which the component was
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cz.

C3.

originally placed in service or returned to service following

an overhaul}.

Determine if prior to commissioning

¢ testing acceptance criteria was specified and performed
o test results were reviewed

o tests performed were appropriate

o preventive maintenance reguirements were specified and

performed

Manufacture, storage and installation

Review available equipment documentation related to the

manufacture, storage and installation of the component.

Determine if

o linappropriate manufacturing standards were applied or
improperly applied
o material and/or fabrication deficiencies existed

o adequate storage reguirements existed t¢ prevent degradation

"o the component was installed correctly,

Specification and design

Review available eqguipment documentation related tc system

design in order to verify:

o accuracy of design specifications when compared to actual
operation reguirements of capacity, flow, voltage, amperes,

pressure temperatures, etc.

¢ compatibility of design requirements with actual working
conditions like mode of coperation (e.g. freguent starts,
intermittent operation, variable flowrates, etec.),
environment {e.g. ambient temperature, humidity, etc.) and
auxliliary system support (e.g. cooling water temperatures

and flow rates, system condition, etc.).



5.3.1.1.3 Conclusions on the latent weakness of the eguipment

Note: If no weak aspects were identified for the equipment involved please

reconsider the nature of the occurrence.

As a result of completing the review according to sections 5.3.0.1
and 5.3.1.1.2, the involvewent of equipment failure can be confirmed and the

weak aspects of equipment operability can be determined.
- If more than one weak aspect is identified, then consider a relative
weight ({based on engineering judgement) for each weak aspect

according to its contribution to the failure.

- Based on the combination of these weighted weak aspects, establish

the latent weakness in equipment operability.

5.3.1.2 Identification of the contributors to the latent weakness in

equipment operability

The starting point of this investigation is the latent weakness
identified at the conclusion of the review done in accordance with section
5.3.1.1. The end result of this review will be to establish the direct cause
of the equipment failure based on the review of the following contributors ta

the latent weakness:

o inadequate preparation of the equipment for operation
o degradation of the equipment during operation.
5.3.1.2.1 Inadequate preparation of the equipment for operation

- Review all the contributors that affect operability of the equipment

prior to its operation. Identify inadeguacies in the following areas:

o] Verification of the equipment operability
o Detection of discrepancies in the equipment operability
o Correction of detected discrepancies
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5.3.1.2.1.1

5.3.1.2.1.2

5.3.1.2.1.3
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Inadequacies in verification of operability of the equipment

Verify that records are available at the plant proving that the
eguipment passed successfully the test of operability prior to

operation,

Review those records and verify that the demonstration of
operability deals with the basic characteristics of equipment

operability as specified in section 5.3.1.1.1,

Review the content of each specific test data regarding the
weak aspects identified in operability of the eguipment

involved (section 5.3.1.1.2) and verify its adeguacy.

Inadequacies in detection of discrepancies in equipment

operability

Verify that criteria are available at the plant to detect
possible discrepancies in eguipment operability prior to

operation,

Review the list and definition ¢f the criteria related to the
weak aspects identified in operability of the equipment

(section 5.3.1.1.2}%.

o Are the criteria adequate to ensure readiness for

operation?

o Were any discrepancies detected in the operability of the
equipment involved? If so, were they forwarded to the

correction process?

Inadequacies in the correction of discrepancies detected in the

operability of the egquipment

verify that procedures are available at the plant that provide
guidance on correction of discrepancies detected in eguipment

operability.

Review these procedures and review specifically the proposed
actions undertaken regarding the weak aspects identified in

operability of the equipment (section 5.3.1.1.2).

Verify that those actions are appropriate and complete to

ensure operability of the equipment.



5.3.1.2.2 Degradation of operability of the eguipment during operation

Review the unforseen contributors that might degrade operability of

the eguipment involved. The contributors to be considered are in the area of

- Reliability of the eguipment
- Working conditicons of the eguipment

- Function gualification of the eguipment

Concentrate your effort according to the weak aspects identified in

section 5.3.1.,1.2.

Note: The intent here is to look for contributors which may not have been

considered in the original design and operation of the equipment.

Review eguipment history records and modification records, applicable
operation, testing and maintenance procedures, staff history records if
necessary. Review successive procedure versions. Interview plant staff on

this matter.

5.3.1.2.2.1 Degradation of reliability of the eguipment

- Were there any changes in operation, testing, or corrective
maintenance activities that could have affected the

availability, endurance, or performance of the equipment?

5.3.1.2.2.2 Degradation of working conditions of the equipment

- Were there any changes in ¢perating procedures or personnel
training that could have affected the operational mode of the
eguipment {e.g. continuous operation, standby, emergency

operation, etc.}?

- Were there any changes in the equipment environmental
conditions that contributed to degradation of the egquipment

during operation?

- Were there any changes in the eguipments auxiliary support
system conditions that could have affected equipment operation
{e.g. HVAC, cooling water, tube ©il, electric power, instrument

air, etec.)?
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5.3.1.2.2.3 Degradation of function gualification of the equipment

- Were there any adjustments or modifications that affected the

installation of the equipment?

- Was the manufacturing of the equipment affected by any

modification, like spare parts, specification change, etc.?

- Was the design of the equipment affected by any modifications

of the equipment, its operation or testing?

5.3.1.2.3 Conclusion on the contributors to the latent weakness in

equipment operability

2s a result of completing the review according to section 5.3.1.2.1
and 5.3.1.2.2, the contributors to the latent weakness in the equipment

operability can be determined.

- List the contributcors to inadequate preparation of the eguipment for

operation.

- List the contributors to the degradation of equipment operability

during operation.

- Conslider a relative welght (base on engineering judgement) to each

contributor.

5.3.1.3 Determination of the direct cause of the occurrence

Loglcally combine the findings of the latent weakness (conclusicons in
5.3.1.1.3) and of the contributcrse to the latent weakness (conclusions in

5.3.1.2.3), to establish the direct cause of the occurrence.

5.3.2 Identification of the direct cause of a personnel deficiency

When it is considered (in accordance with section 5.3.0) that the
occurrence involved is a personnel deficiency, the following should be

cansidered in the process of identifying the direct cause of this deficiency:

1) the latent weakness in the proficiency of the individual leading tc

the inappropriate actiocn.

58



2} the contributors to the existence of this weakness.

Note: The assessment of the operating organization's process and results of
determining the direct cause of the occurrence can be done in

parallel with this effort (see section 5.4).
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5.3.2.1 Identification of the latent weakness of personnel proficiency

The starting point is the observed inappropriate action for which a
lack of personnel proficiency has been determined (or is suspected). From
there, proceed to find the true latent weakness that caused the inappropriate
action by identifying the weak aspects of the proficiency of the individual(s)

involved.

5.3.2.1.1 Basic characteristies of the individual proficiency

For the purpose of the systematic investigation of the individual
proficiency at work and the process of identification of the direct and root
causes for the evolving inappropriate action taken by the individual, the

following basic characteristics of proficiency should be analyzed.

A. Reliability at work

Al. Vigilance
A2. Physical and mental fitness

A3, Self capability awareness

B. External influences

Bl. Communications
B2. Physical environment

B3. Safety culture

C. Qualification to perform the task

Cl, Experience
C2. Training

C3. Educaticoral background

5.3.2.1.2 Weak aspects of personnel proficiency

Proceed to identify the weak aspects of the proficiency of the
individual({s) involved at the time of the inappropriate action. This can bhe
done by reviewing for inadequacies in all aspects related to the basic
characteristics as summarized in Section 5.3.2.1.1. For this purpose review

documentation and perform interviews of plant staff as specified in Sections
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5.2 and 5.3.0.2., Additional guidance is provided by the following

instructions.

Reliability at work

A2,

Check that appropriate attention was given by the operator to
the situation during execution of the task, and that his

attention was not distracted by other activities.

Verify that the operator was conscicus of the importance of the

task and employed appropriate self-checking practices.

Check that the individual had plant safety objectives in ming.

Verify that the operator's vigilance was not impaired by too

frequent execution of the same task.

Physical and mental fitness

Was the individual's ability impaired by any of the following

factors?

o sickness, injury, or drugs/alcohol abuse

o stress due to perscnal problems

o stress created by the job in hand, including fear of

inadequate performance

- Check that the Ilndividual‘®s general interest in and
attitude towards the task was appropriate.

- Was the individual's performance affected by work schedule
or pattern (e.g. overtime, shifts)?

- Was the individual given a tooc high workload?
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A3.

Self capability awareness

Verify that guality of task performance was not affected by the

individual's

o being unconscious of his capabilities or limits

o reliance on co-workers and supervision

o underestimating complexity of task

o] preparations to perform the task

e} being over confident 0f knowledge of task and procedures

o being complacient about procedure usage

External influences

BL.

B2.

Communications

Was the individual's performance affected by a breakdown in

communications, in particular:

- Check that the initial planning requirements for the job
were clearly specified to the supervisor.

- Verify that adeguate information was passed from the
supervisor to the individual.

- Check that communication errors did not occur between
different individuals involved in the task.

- Verify that any communication equipment used was in good
working order.

- Confirm that any eguipment invelved in providing
information to the operator was in good order (e.g.

instrumentation, displays, labels}).

Physical environment

Did the physical and environmental condition of the workspace
affect the individual‘'s performance? Investigate the following

factors:

a cramped or untidy area

o crowded and/or neisy conditions



o prolonged exposure to high temperature or humidity
o] requirement to wear protective clothing or respiratory
aguipment,

- Was the potential for such problems identified and recognised?

B3. Safety culture

- Determine what managerial methods and policies are in place to

ensure continued guality ¢of operations and maintenance,

o are management goals and objectives clearly established and
widely understood?

o are policies clearly defined, disseminated and enforced?

O does management respond to known problems and take account
of input from staff?

0 ig there adequate recognition of the resource required and

is this reflected in a satisfactory level of general morale?

Qualification to perform the task

Cl. Experience

- For how long has the individual been assigned to the job?
- Has the individual performed the task before?

- How often is the individual required to perform the task?

C2. Training

- Check that the basic training provided a good general knowledge
of plant, systems and physical phenomena involved.

- Verify that the individual had received training for the
specific task,.

- Check that this tralning included assessment and examination of
the individual's competence for the task.

- Was the training content appropriate?
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C3. Educational background

- Review standards established for selection, training and

assignment of the individual to the task.

o Are the required standards of basic education and
qualifications clearly defined for the individual's
assigned post?

0 Does the individual conform to these defined standards?

o Check records relating to the individual's education.

5.3.2.1.3 Conclusions on the latent weakness in personnel proficiency

Note: If no weak aspects were identified in personnel proficiency, please

reconsider the nature of the occurrence.

As a result of completing the review according to sections 5.3.0.2
and 5.3.2.1.2, the nature of the inappropriate action can be confirmed and the

weak aspects of personnel proficiency can be determined.

- If more than one weak aspect is identified, then consider
relative welght (based on engineering Jjudgement) for each weak
aspect according to its contribution to the inappropriate

action.
- Based on the combination of these welghted weak aspects

establish the latent weakness in the proficiency of the

individual({s) involved.

5.3.2.2 Identification of the contributors to the latent weakness in

personnel proficiency

The starting point of this investigation is the latent weakness
identified at the conclusion of the review done in accordance with section

5.3.2.1. The end result of this review will be to establish the direct cause
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of the inappropriate action based on the identified latent weakness and the

review of the following contributors to the latent weakness:

o inadequate preparaticn of personnel prior to job assignment.
o] degradation of the proficiency of personnel during employment.
5.3.2.2.1 Inadequate preparaticn of personnel prior to job assignment

Review all contributors that affect proficiency of personnel prior ta

iob assignment. Identify inadequacies in the following areas:

a Verification of proficiency of personnel
o Detection of discrepancies in the proficiency of personnel
0 Correction of detected discrepancies.
5.3.2.2.1.1 Inadequacies in verification of the proficiency of personnel

- Verify that records are available at the plant demonstrating

proficiency of perscnnel prior to job assignment.

- Review those records and verify that the demonstration cof
preoficiency deals with all basic characteristics of personnel

proficiency as specified in segction 5.3.2.1.1.
- Review the content of each specific test regarding the weak
aspects identified in the proficiency of the individual

involved (section 5.3.2.1.2) and verify its adequacy.

5.3.2.2.1.2 Inadequacies in detection of discrepancies in personnel

proficiency

- Verify that criteria are available at the plant to detect
possible discrepancies in proficiency of personnel prior to job

assignment.

65



Review the list and definition of the c¢riteria related to the
weak aspects of the proficiency of the individual involved as

identified in section 5.3.2.1.2,.

o Are the criteria adeguate t¢ ensure sufficient
proficiency before assignment to the tasks under

consideration.

o Were any discrepancies detected in the proficiency of the
individual(s} involved? If s0, were they forwarded to

the correction process?

5.3.2.2.1.3 Inadequacies in the correction of discrepancies detected in the

proficiency of perscnnel prior to job assignment

- Verify that procedures are available at the plant that provide
guidance on correction of discrepancies in the proficiency of

personnel,

- Review these procedures and review specifically the proposed
actions regarding the weak aspects identified in the
proficiency of the individual(s) involved ({section 5.3.2.1.2}.
Verify that those actions are appropriate and complete to

ensure proficiency of the individual(s} involved.

9%.3.2.2.2 Degradation of the proficiency of personnel during employment

FPeview unforseen contributors that might have degraded the
proficiency of the individual(s} involved. The contributors to be considered

should relate to the following areas:

- Reliability at work
- Fitness for duty

- Qualification to perform the task.

Concentrate yvour effort according to the weak aspects identified in

section 5.3.2.1.2.

Note: The intent here is to look for contributing factors which may not
have been considered at the time of initial job assignment of the

individual involved.
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Review staff history records {(such as regular medical reports and
psychological tests, if available and accessible), retraining programmes and
their implementation, work envirconment measurements. Interview plant staff on

this matter.

5.3.2.2.2.1 Degradation of reliability at work

- Verify if there were any factors such as task duration,
evolution in the number of tasks assigned to the individual,
number of tasks to be performed at the same time, degradation
of motivation to meet plant safety objectives, that could have

affected the vigilance of the involved individual(s).

- Verify if there were any factors such as continuous fatigue
(due to excessive workload or other reasons), change in work
organization, task rescheduling or changes in work environment
that could have affected the endurance of the individual(s)

involved.

- Verify if there were any factors such as buildup of
over-confidence, a general tendency to omit to detect alarms or
to respond to alarms that could have affected the awareness of

limited personal capabilities by the individual({s) involved.

5.3.2.2.2.2 Degradation of fitness for duty

- Verify if there were any factors such as degradation of
motivation, duration of the same job assignment, work
reorganization or rescheduling, over—-confidence buildup,
complacency, that could have affected the attitudes of the

individual{s) involved toward job, task or procedures.

- Verify if there were any factors such as work reorganization or
work rescheduling inducing insecurity (e.g. unsuccessful
adaptation to introduced team work) or stress (e.g. due to work
overload), communication problems with other shift personnel,
appearance of social environment problems, or general loss of
self-confidence for any reason, that could have affected the
psycholcogical aptitude of the individual involved to the

assigned tasks.
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5.3.2.2.2.3

5.3.2.2.3

Verify if there were any factors such as changes in physical
environment (i.e. illumination, temperature, humidity, noize,
vibration, radiation, number of people in the working area:
need to use respiratory equipment, anti—-contamination c¢lothing,
industrial safety equipment), changes in shift - duties cycle,
illnesses showing-up after initial job assignment, that could
have affected the physiological aptitude of the individual

inyolved to the assigned tasks.

Degradation of gualification to perform the task

Verify if any factors such as task assignment, reorganization,
inadequate fregquency of retraining programmes, changes in
social behaviour (e.g. use of alcohol, drugs), could have

affected the competence of the individual involved.

Verify that any factors such as changes in equipment,
procedures, tools not properly taken into consideraticon in the
updating process of retraining pregrammes could have affected
the efficiency of training and retraining of the individual(s)

involved.

Verify that any factors such as introduction of new technology,
lack of retraining in basic knowledge, c¢ould have affected the
adequacy of the educational background of the individual(s)

involved.

Conclusion on the contributors to the latent weakness in

persomnel proficiency

As as result of completing the review according to sections 5.3.2.2.1

and 5.3.2.2.2 the contributors tc the latent weakness in personneil proficiency

can be determined.
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List the contributors to inadeguate preparation of personnel

prior to job assignment.

List the contributors to the degradation of the proficiency of

personnel during employment.



- Consider a relative weight {(based on engineering judgement} to

each contributor.

5.3.2.3 Determination of the direct cause of the occurrence

Logically combine the findings of the latent weakness (conclusions in
5.3.2.1.3) and of the contributors to the latent weakness (conclusions in

5.3.2.2.3), to establish the direct cause of the occurrence.

5.3.3 Identification of the direct cause of a procedural guidance

deficiency

When it is determined (in accordance with section [5.3.0]) that the
occurrence involved is a procedural guidance deficiency, the following should
be considered in the process of identifying the direct cause of this

defic.cency:

1) the latent weakness of the guidance provided by the procedure leading

to the inappropriate action
29 the contributors to the existence of this weakness.
Note: The assessment of the operating organizations process and results of

determining the direct cause ¢f the occurrence can be done in

parallel with Lhis effort -~ see section 5.4.

5.3.3.1 Identification of the latent weakness of procedural guidance

The starting point is the observed inappropriate action for which a
lack of adeguate procedural guidance has been determined (or is suspected).
From there, proceed to £ind the true latent weakness that caused the
inappropriate action by identifying the weak aspects of the guidance provided

by the applicable procedure(s}).
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5.3.3.1.1 Basic characteristics of the procedural guidance

For the purpose of the systematic investigation of the procedural
guidance efficiency and the process of identification of the direct and root
causes for the evolving inappropriate action, the following basic

characteristics of procedural guidance efficiency should be analyzed.

A, Reliablility in appliance

Al) Availability to the intended user

A2) Up-to-date assurance
A3) Scope limitations
B. Adaptation to working conditions
Bi. Utilization mode
B2. Ergonomy
B3. Environment adaptation
C. Task gqualification
cl. Task orientation
cz. Adegquacy of content
c3. Background support
5.3.3.1.2 Weak aspects of precedural guidance

Proceed to identify the weak aspects of the guidance provided by
procedures at the time of the inappropriaie action. This can be done by
reviewing for inadequacies in all aspects related to the hasic characteristics
as summarized in section 5.3.3.1.1. For this purpose review documentation and
perform interviews of plant staff as specified in sections 5.2 and 5.3.0.3.

Additional guidance is provided by the following instructiocons,

A, Reliability in appliance

Al. Availability to the intended user

- Consider the complexity of the task involved and verify the

nature of the procedure avallable to execute this task (written
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A2,

A3.

or verbally communicated instructions). 1Is this nature in

accordance to the observed complexity?
Verify that the procedure was accessible to the intended user
and clearly identified by the work authorization permit or

other document.,

Verify that the applicable procedure was effectively used to

perform the task,.

Verify appropriate identification information cn each page of

the procedure and appropriate identification of the last page.

Up—to-date assurance

Consider the task involved and verify the adequacy of the type
of procedure to execute the task (permanent procedure,
procedure established specifically for the task or temporary

procedure).

Check that no outdated procedure was used to perform the task.
Review document control policies at the plant in this respect

{is an up-to-date index of procedures available at the plant?).

Verify that the procedure was recently reviewed (verified and

validated). Check approval status of the procedure.

Scope limitatigns

Check presence of a clear statement on the purpose for which

the procedure or instruction is intended.

Verify that the procedure or work arder clearly describes the
scope of work, the boundaries of the work area, access to the

work area and particular safety hazards to be avoided.

Check presence of a clear statement on the applicability of the

pracedure (depending on plant status).



- Check presence of indications in the procedure of the personnel

qualification needed to perform the task.

Review the document control policies at the plant.

Review the Quality Assurance manual and consistency with Quality

Assurance procedures in this respect, if necessary.

Review the concerned procedure(s) with respect to the abovementioned

characteristics.
Analyze the tasks to be performed, in which the inappropriate action

occurred and interview involved plant personnel to judge on the

adegquacy of nature and type of the available procedure.

Adaptation to working conditions

Utilization mode

Review the procedure and verify that it was adeqguately designed to be

used in the working conditions at the time of the event:

- Check that the procedure provides the necessary job planning
information {(pricr acticn or procedures to be executed; plant,
system or eguipment conditions which must exist prior to use;
precautions to be observed; the specific equipment to which the
procedure is applicable; special tools and test equipment

required; other documents reguired).

- Check that the procedure and user aids as well as indicated

cammunication equipment, instrumentation and tools were
adequate and adapted to the operating conditions encountered at

the time of the event.

- Analyze the complexity of the tasks involved and verify if the

procedure was written in accordance to this complexity, and

adapted to the level of staff training.
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B2.

adequate
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- Verify the adeguacy of the communication means as specified by
the procedure, in order to coordinate the activities if two or
more persons are reguired to perform the procedure or monitor

instrumentation or alarms.

- Verify the legibility of the used procedure (poor copy) at the

time of the event.

- Verify that graphs, charts, tables and data sheets were
adeguate for readability and interpclation or extraction of

values if applicable.

- Verify that worksheets are designed to facilitate reguired

computations if applicable.

- Verify that proper attention is paid in the procedure to
aspects such as operability of redundant safety systems,
regualification cf affected safety related systems when
returned to service, proper permission from shift supervisor to

defeat or test safety systems,

- Verify appropriate procedure identification information

{procedure title, revision number, page numbering).

Brqonomy

Review the procedure and verify that its presentation and content 1is

to induce clear understanding and effective performance:

- Verify the adeguacy of the format of the procedure
{e.g. quick location of desired information, clear mechanism

for conveying information and instructions)

- Verify the adequacy of reference and branching {including
assessment of risk overlooking important information such as

notes and cautions).

- Verify that instructions are written in short, concise,

identifiable steps instead of into multiple step paragraphs.



- verify absence of unclear or complex wording or grammar.

- Verify that presented symbols in the procedure are commonly

used and were understandable to the intended user.

- Verify that necessary graphs, charts, tables and illustrations

were provided and properly integrated into the procedure.

- Verify the provision of acceptance criteria and necessary

formulas for calculation on data and werk sheets,

- Verify that the expression of setpoint tolerance did not

require performance of mental calculations.

- verify that when guantitative acceptance criteria are used,

they are stated as a range and not as a point value.

B3. Bnvironment adaptation

Check on the material aspects of the concerned procedures, Support
equipment, instrumentation and tools and verify their appropriateness for the
use made of them, taking into consideration all aspects of the environmental
condition at the working place. When possible, inspect the location where the
inappropriate action took place in order to assimilate the operating

surroundings.

cC. Task qualification

Cl. Task orientation

Review the procedure and analyze the task involved and verify the
adeqguacy of the procedure to guide effectively personnel in performing this
task:

- Verify that separate instructions are provided.

- verify that instructions were presented in the same seguence as

the task was to be performed.
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c2.

Verify that cautionary and supplemental information was

presented pricr to applicable instructions.

Verify that conditional logic words preceded the required

action.

Verify adeguacy of alignment instructions when applicable (item
specification and identification, position specification and

verification).

Verify the level of specificity of the procedure by reviewing
the specificity of required actions, the guantification of
limits and verifying that eguipment or parts are completely

identified.

Verify that check-off features of successive steps are provided

in the procedure.

Adeguacy of content

Review the procedure, Technical Specifications and cther applicable

reference documents and verify if the content of the procedures was

technically appropriate:
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Check for inconsistencies with reference documents (other
procedures, Technical Specifications, vendor manuals and

recommendations, FSAR, etc.).

Check for presence of technical inaccuracies. Check that

acceptance criteria and limits are stated in guantitative terms.

Check if relevant information was omitted such as references
{drawings and other design documents, operational limits and

conditions}, prerequisites and precautions.

Check that the procedure was sufficiently detailed so that the
intended user could perform the procedure without obtaining

additional information from persons or documents not specified
by the procedure, or without obtaining direct assistance from

persons not specified by the procedure.



- Verify appropriate ianstructions for follow-on actions upon the

completion of this procedure, if applicable.

- Verify that the procedure provides instructions for reasonable
contingencies (e.g. actions tco take in case of out of range

operation of equipment).

C3. Background support

Review the procedure and background documents and verify the
consistency of the procedure with those background documents that provide the

technical justifications of the process followed in performing the intended

task.
5.3.3.1.3 Conclusions on the latent weakness in preocedural gquidance
Note: If no weak aspects were identified in procedural guidance, please

reconsider the nature of the occurrence.

As a result of completing the review according to sections 5.3.0.3
and 5.3.3.1.2, the nature of the inappropriate action can be confirmed and the

weak aspects of procedural guidance can be determined.

- If more than one weak aspect is identified, then consider
relative weight (based on engineering judgement) for each weak
aspect according to its contribution to the inappropriate

action.

- Based on the combinaticon ©f these weighted weak aspects,

establish the latent weakness in the procedural guidance.

5.3.3.2 1Identification of the contributors to the latent weakness in

procedural guidance

The starting point of this investigation is the latent weakness
identified at the conclusion of the review done in accordance with section
5.3.3.1. The end result of this review will be to establish the direct cause
of the inappropriate action based on the identified latent weakness and the

review of the following contributors to the latent weakness:

o inadequate preparation of the procedure prior to appliance in

operation.
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5.3.3.2.1

degradation of procedural guidance during operation.

Inadequate preparation of the procedure prior to appliance in

operation

Review all contributors that affect efficiency of the procedural

guidance prior to its operation, Identify inadequacies in the followinhg areas:

5.3.3.2.1.1

5.3.3.2.1.2
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Verification of the procedural guidance [efficiency]

Detection of discrepancies in the procedural guidance efficiency

Correction of detected discrepancies.

Inadequacies in verification of the efficiency of the

procedural guidance

Verify that records are available at the plant demonstrating
the [efficiency] of the procedure prior to appliance in

operation

Review those records and verify that the demonstration of
efficiency deals with all basic characteristics of the

procedural gquidance as specified in section 5.3.3.1.1
Review the content of each specific test regarding the weak
aspects identified in the procedural guidance (section

5.3.3.1.2) and verify its adequacy.

Inadequacies in detection of discrepancies in procedural

guidance efficiency

Verify that criteria are available at the plant to detect
possible discrepancies in procedural guidance efficiency prior

to procedure appliance

Review the list and definition of the criteria related to the

weak aspects identified in section 5.3.3.1.2



e} Are the criteria adeguate to ensure sufficient readiness

for appliance?
o} Were any discrepancies detected in the efficiency of the
procedure(s} involved? If so, were they forwarded to the

correction process?

5.3.3.2.1.3 Inadeguacies in the correction of discrepancies detected in the

efficiency of the procedural guidance prior to appliance

- Verify that procedures are avallable at the plant that provide
guidance on correction of discrepancies in procedural guidance

efficiency

- Review these procedures and review specifically the propesed
actions regarding the weak aspects identified in procedural
guidance (section 5.3.3.1.2). Verify that those actions are

appropriate and complete to ensure efficiency of the procedure.

5.3.3.2.2 Degradation of efficiency of the procedural guidance during

operation

Review unforseen contributors that might degrade the efficiency of
the procedural guidance involved. The contributors to be considered should

relate to the following areas.

- Reliability in appliance
- aAdaptation to working conditions

- Task gualification of the procedure,

Concentrate your effort according to the weak aspects identified in

gseclion 5,3.3,1.2.

Note: The intent here 1s to lock for centributing factors which could not
have been considered in the original writing or intended appliance of

the procedure [at the time of initial preparation for appliance].

Review equipment history records and applicable modification records,
staff history records, (administrative) procedures history records if
necessary and available. Review successive procedure versions. Interview

plant staff on this matter.
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5.3.3.2.2.1 Degradation of reliability in appliance of the procedure

- Verify if there were any factors in operation, document control
organization, task organization, procedure manipulation, staff
discipline and motivation, staff training, etec, that could have

affected the availability of the procedure to the intended user.

- Verify if there were any factors such as change of nature of
the task (temporary instruction versus periodical task),
breakdown of document control organization, breakdown in
verification, validation and formal approval progess of
procedures, administrative staff proficiency, that could have

affected the up-to—-date assurance of the involved procedure.

- Verify if there were any factors in task reorganization,
procedure recrganization, work area or environment
modifications, task rescheduling, staff recorganization,
equipment modification that could have affected the

appropriateness of the orginally defined scope definition.

5.3.3.2.2.2 Degradation of adaptation to working conditions

- Verify if there were any factors in task rescheduling equipment
medification, suppert equipment, communication eguipment or
tool modification, reference document modification, task
reorganization, staff training that could have affected the

[utilization mode] of the invelved procedure.

- Verify if the successive reviewing process of the procedure in
itself did not contribute to a degradation of the ergonomic

aspects of the procedure.

- Verify if there were any changes in the environmental
conditions in which the task had to be performed that ccould
have affected the suitability of the procedural hardware
aspects as well as the appropriateness of chosen support

equipment, instrumentation and tools.
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5.3.3.2.2.3 Degradation of qualification for the task

- Verify iIf factors such as equipment or system modifications,
task reorganization or rescheduling, could have affected the

adequacy of the initial orientation to the task.

- Were there any modifications in reference documents, equipment,
staff training practices, task organization, task scheduling
that could have affected the adequacy of the technical content

of the procedure.
- Verify if any factors such as design changes, improved

technical insight, experience feedback could have affected the

technical justification of the procedure,

5.3.3.2.3 Conclusion on the contributors to the latent weakness in

procedural guidance

As a result of completing the review according to sections 5.3.3.2.1
and 5.3.3.2.2 the contributors to the latent weakness in the procedural

guidance can be determined.

- List the contributors to inadeguate preparation of the

procedure prior to appliance

- List the contributors to the degradation of procedural guidance

efficiency during operation

- Consider a relative weight (based on engineering judgement) to

each contributor.

5.3.3.3 Determination of the direct cause of the occurrence

Logically combine the findings of the latent weakness {(conclusions in
5.3.3.1.3}) and of the contributors to the latent weakness (conclusions in

5.3.3.2.3), to establish the direct cause of the occurrence.
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5.4 Conclusions on _the process of identification of the direct cause

Provide conclusions on the process followed and the results obtained

by the operating organization in identifying the direct cause of an occurrence.
The review of the process was being performed in parallel with the
investigation in sections 5.3.1, 5.3.2 or 5.3.3 and the conclusions of

sections 5.3.1.3, 5.3.2.3 or 5.3.3.3 are the starting point for this section,.

Determine if the direct cause identified by the operating

crganization is consistent with the conclusions reached by this review.

If discrepancies exist in this area, explain the reasons why and

offer suggestions when necessary.
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6. IDENTIFICATION OF THE ROOT CAUSES OF AN OCCURRENCE

6.1 Obiectives

The objectives of the review are

(13 to provide independent identification of the root causes of the
occurrence, and
(2) to assess the adequacy of the process for identifying root

causes, as already performed at the nuclear power plant.

6.2 Freparatory work

For each selected occurrence to be investigated:

- collect and review all available documentation at the plant
which can help in identifying the rcot causes of the occurrence
(plant surveillance programme, organization and related
procedures, quality restoration programme, organization and

procedures, surveillance data records, ete).

- collect and review all available plant procedures and analysis
reports that deal with the identification of the root causes of

the occurrence.

6.3 Investiqations

The starting point of the investigation of the root causes of the
occurrence is the latent weakness and its contributors, which were identified

as the direct cause of the occurrence in sections 5.3.1.3, 5.3.2.3 or 5.3.3.3.

For each latent weakness the following should be identified:

- the deficiency of the surveillance and/or the deficiency in the

restoration cf the required level of quality

- the contributors to the existence of these deficiencies
addressing the management of the surveillance programme and the

management of the gquality restoration activities.
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Bcecording to the determination of the nature of the occurrence, as
established in section 5.3.0 and further confirmed by the identification of
the latent weakness in that particular area in =ections 5.3.1 to 5.3.3, use

the methodology described in the following sections:
6.3.1 Equipment deficiency
6.3.2 Personnel deficiency

6.3.3 Procedural gquidance deficiency

6.3.1 Identification of the root cause of an equipment deficiency

The starting point for this review is the latent weakness in
eguipment operability and itg contributors identified as the direct cause of

the occurrence (section 5.3.1%.

This section is to guide in determining the root cause of this direct
cause. The roct cause is directly correlated to deficiencies in the plant
eguipment surveillance programme which includes the equipment, personnel, and
procedures assoclated with equipment surveillance. The root cause gives an
answer to the gquestion why the identified latent weakness was not eliminated
earlier by this surveillance programme, The root cause alsc includes the
potential contributors to these deficiencies. Potential contributors are
inadequacies in the management of the surveillance (detection) and quality

restoration {(correction) pregrammes.
Note: The assessment of the operating organization's process and results of

determing the root cause of the occurrence can be done in parallel

with this effort (see section 6.4).
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6.3.1.1 Weak aspects of the programme for Detection of the weaknesses in

equipment operability

Review the plant eguipment surveillance programme, data, procedures

and practices for the detection of the identified equipment latent weaknesses.

The following items should be reviewed:

- Nature of testing of eguipment operability or status.

- Trending of equipwent performance.

- Acceptance criteria for operability.

6.3.1.1.1 Nature of testing of equipment operability

- Review the means used at the plant for periodic surveillance of the
basic aspects of eguipment operabllity as defined in section
5.3.1.1.1 (i.e., the complete programme, including recent test data,
for monitoring equipment religbility, working conditions, and
function qualification). Determine the adegquacy of test freqguency,

parameters monitored, data accuracies, etc.

- Review the qualification of personnel in charge of the programme.

- Review if the periodic test data are properly analyzed, documented,

updated and transmitted to heirarchy.

- Review methods of feedback and coordination of test results and

findings.
- Determine the inadequacies in any of these above areas of review,
which can be directly linked to the identified latent weakness in

equipment operability.

6.3.1.1.2 Trending of equipment performance

- Review the technigues used at the plant to detect slow degradation of
equipment performance in the areas of eguipment reliability, working

conditions, and function qualifications.
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- Review if trends are used to trigger improvements in equipment

performance.

- Verify the usefulness and adequacy of the program (use a set of
recent trend data of the equipment under review), with special

attention to the identified weak aspects in equipment operability.

6.3.1.1.3 Acceptance critera for eguipment operability

- Review all acceptance criteria used in the equipment surveillance

programme.,

- Verify the completeness of the criteria against the eguipment

performance requirements of section 5.3.1.1.1.

- Verify the adequacy of the c¢riteria corresponding te the equipment

latent weakness under consideration.

6.3.1.2 Weak aspects of the programme for correction of the equipment

operability

Review the plant equipment surveillance programme, procedures, and
data with respect to weakness analysis, determination and implementation of

corrective actions, all related to the field of egquipment operability.

- Identify that provision exists for analysis of weaknesses and their

contributing factors, detected by the surveillance program.

- Review the methods used for determination and implementation of

corrective actions to restore the desired eguipment performance.

- Verify that provisicon exists for testing the equipment after

implementation of corrective actions.

- Verify that for the 1dentified weakness in equipment operability and
its contributors, the programme includes the above provisions of

determination, implementation and testing of the corrective actions.

- Determine if the corrective actions implemented on this eguipment
have been adeguate to prevent the possibility of recurrence of the
same latent weakness (i.e.: Has the eguipment experienced repeated

failures of the same type?).
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6.3.1.3 Conclusions on the deficiency in the equipment surveillance programme

As a result of the reviews performed according to the guidance in
sections 6.3.1.1 and €.3.1.2, the weak aspects of the detection and/or

correction programmes related to equipment operability are identified.

Consider a relative weight (using engineering judgement) to each weak

aspect identified.

Combine these weighted aspects to establish the deficiency of the

equipment surveillance programnme.

6.3.1.4 Identification of contributors to the deficiency in the surveillance

of equipment operability

The starting point of this section are the findings of section
6.3.1.3 which identified the deficiency of the equipment surveillance

programme.

The objective of this review is to identify those contributors (if
any} that could combine with the identified surveillance deficiency, and thus

provide the root cause of the equipment problem.

The contributors are related to the management of the surveillance

program for detection and correction of inadequacies in equipment operability.

Both these programmes have already been reviewed for identification
of weak aspects of plant surveillance for equipment operability (sections
6.3.1.1 and ©.3.1.,2), Therefore, possible contributors which are under plant
management control could be identified from the conclusions of those reviews.
Review specifically the organizational aspects of the considered surveillance
programme. Review related procedures and interview plant management in this

respect. The contributors should address some major weaknesses such as:

- inadequate attention by plant-management towards the equipment

surveillance programmes.,

- inadeguate available resources (financial, staff,...) to establish a

sufficiently performing surveillance programme.
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- inadequate system for coordination of the various elements of the

program and between the various plant disciplines.

When the contributors are identified, consider a relative weight to

each of them (based on engineering judgement).

£.3.1.5 Determination of the root cause of the cccurrence

Combine the findings of 6.3.1.3 and 6.3.1.4 by establishing a
logical combination of the identified deficiencies in the equipment
surveillance program and any identified contributors to obtain the root cause

of the latent weakness of the equipment operability under consideration,

6.3.2 Identification of the root cause of a personnel deficiency

The starting point for this review is the latent weakness in the
proficiency of the individual{s) involved and its contributors, identified as

the direct cause of the occurrence (section 5.3.2).

Thig section is to guide in determining the root cause of thisg direct
cause. This root cause is directly correlated to deficiencies in the plant
personnel proficiency surveillance programme and gives an answer to the
guestion why the identitied latent weakness was not eliminated earlier by this
surveillance programme (including detection and proficiency restoration}. The
root cause also include the potential contributors to these deficiencies.
Potential contributers are inadeguacies in the management of the surveillance

{detection} and proficiency restoration (correction} programmes.
Note: The assessment of the operating organization's process and results of

determining the root cause of the cccurrence can be done in parallel

with this effort (see section 6§.4}.
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6.3.2.1

Weak aspects of the programme for detection of weaknesses in

personnel proficiency

Review the plant surveillance programme, procedures and practices for

the detection of latent weaknesses in personnel proficiency.

6$.3.2.1.1

6.3.2.1.2

6.3.2.1.3

The following items should be reviewed:

Nature of personnel proficiency testing
Trending of personnel performance

Acceptance ¢riteria for personnel proficiency

Nature of personnel proficiency testing

Check that a programme exists to monitor personnel proficiency
(e.g. training record, medical checks, maintenance reports}.
Check that the programme adequately defines content, frequency
of tests, gualification of examiners and a system for reporting
deficiencies to management.

Determine how the programme itself is implemented, monitored

and reviewed.

Trending ¢f personnel performance

Check that the monitoring programme referred tgo above is also
used to monitor trends.

Review 1if trends are adequately brought to the attention of
management .

Check if analysis of anomalies, near—-miss incidents, etc. is

vsed to highlight degradation of personnel proficiency.

Acceptance criteria for personnel proficiency

Check that a list of acceptance criteria exists for all
designated duties.

Compare these c¢riteria with normal industry standards.
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6.3.2.2 Weak aspects in restoration of personnel proficiency

- Determine if:

o] Detected weaknesses were analyzed properly.
Te] Improvements were correctly determined.
o] Identified improvements were implemented in a timely and

effective fashion.

6.3.2.3 Conclusions on the deficiency in the personnel proficiency

surveillance programme

As a result of the review performed according to the guidance in
sections 6.3.2.1 and 6.3.2.2, the weak aspects of the gdetection and/or

correction programmes related ko personnel proficiency are identified.

Consider a relative weight (using engineering judgement) to each weak

aspect identified.

Combine these weighted aspects to establish the deficiency of the

personnel proficiency surveillance programme.

6.3.2.4 1Identification of contributors to the deficiency in the surveillance

of personnel proficiency

The starting peint of this section are the findings of section
6.3.2.3 which identified the deficiency of the personnel proficiency

surveillance programme.

The objective of this review is to identify those contributors (if
any) that could combine with the identified surveillance deficiency and thus
provide the root cause of the proficiency problem of the individual(s)

involved.

The contributors are related to the management of the surveillance
programme with respect to detection and correction ¢f inadequacies in

personnel proficiency.

Both these programmes have already been reviewed for identification
of weak aspects of plant surveillance for personnel preoficiency (sections

£.3.2.1 and 6.3.2.2}. Therefore, possible contributors which are under plant
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management control could be identified from the conclusions of these reviews,
Review specifically the organizational aspects 0f the considered survelllance
programme. Review related procedures and interview plant management in this

respect.

The contributors should address some major weaknesses such as:

- inadegquate attention of plant management towards the personnel

proficiency surveillance programmes.

- inadequate available rescources (financial, staff...) to

establish a sufficiently performing survelllance programme.
- inadeguate system for coordination of the various elements of
the programme {documentation, reporting and experience

feedback).

When the contributors are identified, consider a relative weight to

each of them (based on engineering judgement).

6.3.2.5 Determination of the root cause of the occurrences

Combine the findings of sections 6.3.2.3 and 6.3.2.4 by establishing
a legical combination of the identified deficiencies in the perscnnel
proficiency surveillance programme and any identified contributors to obtain
the root cause of the latent weakness of the proficiency of the individual(s}

involved, which is under consideration.

6.3.3 Identification of the root cause of the procedural guidance

deficiency

The starting point for this review is the latent weakness in
procedural guidance and its contributors, identified as the direct cause of

the ocecurrence {section 5.3.3).
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This section is to guide in determining the root cause of this direct
causge. This rcot cause is directly correlated to deficiencies in the plant
procedure surveillance programme and gives an answer to the guestion why the
identified latent weakness was not eliminated earlier by this surveillance
programme (including detection and quality restoratiocon). The root cause also
includes the potential contributors to these deficiencies. Potential
contributors are inadequacies in the management of the surveillance

{detection) and guality restoration {correction} programmes.
Note: The assessment of the operating organization's process and resulis of
determining the root cause of the cccurrence can be done in parallel

with this effort (see section 6.4).

6.3.3.1 Weak aspects of the programme for detection of weaknesses in

procedural guidance

Review the plant procedure surveillance programme, procedures and

practices for the detection of latent weaknesses in procedural guidance.

The following items should be reviewed:

- Nature of testing (verification} of the efficiency of

procedural guidance

- Trending of procedural guidance performance

- Acceptance criteria for procedural guidance efficiency.

6.3.3.1.1 Nature of testing the efficiency of procedural guidance

- Review the means used and the approach at the plant for
pericdic surveillance of the basic characteristics of
procedural guidance as defined in section 5.3.3.1.1 {i.e. the
complete programme, including test records, for monitoring
procedural guidance reliability in appllance,; adaptation to

working conditions and task qualification).

- Determine the adequacy of test (verification) freguency.
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6.3.3.1.2

6.3.3.1.3
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Assess the adequacy of support tools (including simulators) and
of perscnnel, used to perform the tasks as described in the

procedure, in this verification process.

Review the qualification of personnel in charge of the

programme.

Review if the findings of periodic procedure verifications are

properly checked, documented and transmitted to hierarchy.

Review methods of feedback and coordination of verification

findings.
Determine the inadequacies in any of these above areas of
review, which can be directly linked to the identified latent

weakness in the procedural guidance.

Trending of procedural guidance performance

Review the technigues used at the plant to detect slow
degradation of procedural guidance performance in the areas of
procedural guidance reliability, adaptation to working

conditions and task qualification.

Review if trends are used to trigger improvements in procedural

guidance performance.
Verify the usefulness and adequacy of the trending programme
with special attention to the identified weak aspects in

procedural guidance.

Acceptance criteria for procedural guidance efficiency

Review all acceptance criteria used in the procedural guidance

surveillance programme.

Verify the completeness of the criteria against the procedural

guidance performance requirements of section 5.3.3.1.1.



- Verify the adeguacy of the criteria corresponding to the

procedural gquidance latent weakness under consideration.

6.3.3.2 Weak aspects of the programme for restoration of the quality level of

procedural guidance

Review the plant procedure quality restoration programme, procedures
and practices with respect to weakness analysis, determination and
implementation of corrective actions, all related to the field of procedural

guidance.

- Identify that provision exists for analysis of weaknesses and
their contributing factors, detected by the plant surveillance

programme.

- Review the available means and methods used for the
determination and implementation of corrective actions to

restore the desired level of guality of procedural guidance.

- Verify that provision exists for testing the procedures after

implementation of corrective actions {validation process).

- Verify that for the identified weakness and its contributors in
procedural guidance, the programme includes the above
provisions of determination, implementation and validation of

the corrective actions.

- Determine if the corrective actions implemented into the
considered procedures have been adeguate to prevent the
possibility of recurrence of the same or similar inappropriate

actions.

6.3.3.3 Conclusicns on the deficiency in the procedural guidance efficiency

surveillance programme

As a result of the review performed according to the guidance in
sections $.3.3.1 and 6.3.3.2, the weak aspects of the detection and/or

correction programmes related to procedural guidance efficiency are identified.
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Consider a relative weight (using engineering judgement) to each weak

aspect identified.

Combine these weighted aspects to establish the deficiency of the

surveillance programme for procedural guidance efficiency.

6.3.3.4 Identification of contributors to the deficiency in the surveillance

of procedural guidance efficiency

The starting point of this section are the findings of section
6.3.3.3 which identified the deficiency of the procedural guidance efficiency

surveillance programme.

The objective of this review is to identify those contributors (if
any} that could combine with the identified surveillance deficiency and thus

provide the root cause of the procedural guidance problem.

The contributors are related to the management of the surveillance
programme with respect to timely detection and correcticon of inadeguacies in

procedural guidance.

Both these programmes have already been reviewed for identification
of weak aspects of plant surveillance related to procedural guidance (sections
6.3.3.1 and 6.3.3.2). Therefore possikle contributors which are under plant
management control could be identified from the conclusions of these reviews.
Review specifically the organizational aspects of the considered surveillance
programme. Review related procedures and interview plant management in this

respect.

The contributors sheould address some major weaknesses such as:

- inadequate attention by plant management towards the procedural
guidance efficiency surveillance programme (lack of safety
culture).

- inadequate available resources (financial, staff, ...} to

establish a sufficiently performing surveillance programme

{including detection and correcticon of weaknesses).
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- inadequate system for coordination ¢f the various elements of
the programme (documentation, reporting and experience

feedback}.

when the contributors are identified, consider a relative weight to

each of them (based on engineering judgement).

6.3.3.5 Determination of the root cause of the occurrence

Combine the findings of secticns 6.3.3.3 and 6.3.3.4 by establishing
a logical combination of the identified deficiencies in the procedural
guidance surveillance programme and any identified contributors to obtain the
root cause of the latent weakness of the procedural guidance under

consideration.

6.4 Conclusions on the process of identification of the root cause

Provide conclusions on the process followed and the results found by

the operating organization in ldentifying the root cause of the occurrence.

The review of the process and results were being done in parallel
with sections 6.3.1 to 6.3.3 and the conclusions in sections 6.3.1.5 to

6.3.3.5 are the starting point of this section.
Determine if the root cause ghtained by the operating organizations
review is consistent with the conclusions of this investigation {sections

6.3.1.5, 6.3.2.5 or 6.3.3.5).

If discrepancies are identified explain the reasons for them and

offer suggestions as necessary.
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7. DETERMINATION OF CORRECTIVE ACTIONS

7.1 Objectives

The objectives of this review are:

(1) to provide independent identification of the needed corrective

actiong, and

(2) to assess the adequacy of corrective actions, as already

performed at the nuclear power plant.

7.2 Preparatory work

Review direct and root causes, as identified in accordance to

sections 5 and 6, for the selected occurrences under investigation.

Review the sections of the analysis report of the event under

investigation dealing with corrective actions.

7.3 Investigations

The starting point of the determination of the necessary corrective

actions ig
{a) the latent weaknesses and their contributors, which were
identified as the direct causes of the selected occurrences in
accordance to sections 5.3.1.3, 5.3.2.3 and 5.3.3.3.
(b} the deficiencies in the surveillance programmes and their
contributors, which were identified as the root causes of the

selected occurrences in accordance to sections 6.3.1.5, 6.3.2.5

and 6.3.3.5.

The purpose of this investigation is threefopld:

{1} to eliminate the actual consequences of the event.
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(2) to restore the level of quality required for the deficient
basic elements involved (i.e. eguipment operability, personnel

proficiency and procedural guidance).

(3) to prevent that any degradation of this level of quality will
result in future recurrence of the occurrences under

investigation or similar occurrences.

Mote: The assessment of the operating organization's process and
results of determining corrective actions can be done in

parallel with this effort (see section 7.4).

7.3.1 Elimination of the actual consequences of the event

The starting point is the determination of the observed actual
consequences of the event under investigation. Review the narrative

description of the event in this respect and interview plant perscnnel.
Review and assess immediate actions taken by plant staff to restore
the plant operating conditions during or shortly after the reported event,

addressing the actual consequences.

7.3.2 Restoration of the level of quality of the deficient basic elements

The starting point 1s the latent weakness and their contributors
which were identified as direct causes of the set of occurrences, selected for

in-depth investigation.

The purpose of this investigation is twofold:

(1) to determine corrective actions that remove the latent weakness
of the basic elements (eguipment, personnel, procedures) which

failed.

(2) to determine corrective actions that address or consider the
identified contributors to the existence of those latent

weaknesses.

By implementing these corrective actions, the required level of
quality of the basic elements under consideration (equipment operability,

personnel proficiency, procedural guidance) is restored in the short term.
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Revigw the corrective actions planned or implemented at the power
plant to eliminate the identified latent weakness of each basic element which

failed to perform asg expected during the event.

Verify that corrective actions (planned or implmeneted) take all

identified contributors to the latent weakness into consideration:

- verify that any inadequacy of preparation prior to equipment
operation, job assignment of personnel or procedure field

appliance is corrected.

- verify that any reason for degradation of equipment operability
during operation, of personnel proficiency during employment or
of procedural guidance during in field appliance is

appropriately identified and corrected.

Review the implemented corrective actions in retrospect, in order to
assess their efficiency 1n restoring the required level of quality of the

basic elements involwved.

Make suggestions for further improvements if this quality is not

restored to full satisfaction.

7.3.3 Prevention of recurrence

The starting point is the deficiencies of the surveillance programmes
and their contributors which were identified as root causes of the set of

occurrences, selected for in-depth investigation.
The purpose of thig investigation is twofold:

(1) to determine corrective actions that remove the deficiencies af
the plant surveillance programmes which failed to detect and/or
restore in a timely manner the latent weakness of the basic

elements involved {equipment, personnel, procedures).

(2) tc determine corrective actions that address the identified

contributors to the existence of those deficiencies.

By implementating these corrective actions, the required lewvel of
quality of the basic elements under investigation {equipment operability,
personnel proficiency and procedural guidance) is maintained in the long

term. By detecting and restoring in a timely manner any minor degradation in
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quality, major degradations can be avoided resulting in a prevention of

recurrence of the observed or similar occurrences.

Review the corrective actions planned or implemented at the power
plant to eliminate the identified deficiencies of the plant surveillance
programmes f£or each basic element which failed to perform as expected during

the event {detection programmes and restoration process).

Verify corrective actions planned and implemented that address the
contributing factors to the existence of those deficiencies., Verify if
aspects of management of the plant surveillance programme (including
management ©of the detection programme and the restoration process) were
considered and that corrective actions were taken t¢ improve managementg

control.

Review implemented corrective actions in retrospect in order to
assess their efficiency in maintaining the required level of guality of the

basic elements involved.

Make suggestions for further improvements if this guality was not

maintained to full satisfaction.

7.4 Conclusions on implemented corrective actions

Provide conclusions on the process followed and the solutions found
by the operating organization in determining the necessary corrective

actions to:

-~ eliminate the actual conseguences of the event.

- restore the level of quality required for the deficient basic

elements involved.

- maintain that guality and prevent any degradation resulting in

recurrences,

Assess the appropriateness and completeness of these corrective

actions planned and implemented.

Review of the process and solutions was being performed in parallel

with the investigations in section 7.2.
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8. GENERIC LESSONS AND SUGGESTIONS
FOR THE ENHANCEMENT OF THE POLICY OF PREVENTION OF INCIDENTS

8.1 Objectives

The objectives af this review are:

{1) to draw generic lessons and identify good practices from the

review of the population of events under investigation, and

{2) to assess the policy of prevention of incidents at the nuclear

power plant.

8.2 Preparatory work

Review corrective actions implemented at the nuclear power plant
following the events under investigation, as identified in accordance

to section 7.

Review actions undertaken by the regulatory body as a result of the

events under investigation,

Review suggestions made in accordance to sections 7.3.2 and 7.3.3 for

all events under investigation.

Collect and review the documents available at the plant related to

the policy of prevention of incidents.

8.3 Generic lessons and good practices

The starting point is the result of the review of
(a) the corrective actions implemented at the nuclear power plant
as a result of an analysis of direct and root causes of the

events under investigation,

(k) the actions taken by the regulatory as a follow up on those

events.
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{c) additional corrective actions suggested in section 7.

Draw generic lesson and identify good practices that are of interest
to the nuclear community from the actions undertaken by both the

operating organization and the regulatory body.

These generic lesscons should address the following fields:

- actions of improvement of preparation prior to equipment
operation, personnel job assignment and procedure field

appliance.

- actions of mitigating degradation of guality of equipment,

perscnnel and procedures.

- actions to improvement of detection capabkilities of any quality

degradation.
- actions to improve timely restoration of the level of guality
of each of the basic elements {equipment, personnel,

procedures}.

- any other action taken by the operating crganization or the

regulatory body of general interest.

Suggestions for further enhancement of the policy of prevention of

incidents

The starting point is the result of the review of suggestions made to
improve the level of quality cf deficient basic elements and to
maintain that level of quality during future operation ¢f the nuclear
power plant. These suggestions were the result of the assessment of
corrective actions planned or implemented by the operating

organization following the events under investigation.

Determine the weak points of the plant policy of prevention of
incidents and offer suggestions for enhancement of this policy in

view of achieving the required level of guality for all basic



elements involved in nuclear power plant operation {i.e. equipment,

persconnel and procedures):

- by adequate preparation prior to operation, assignment or

appliance of those basic elements {guality assurance programme}.

- by mitigation of all contributors susceptible of leading to
degradation of the level of quality reached prior to operation

{guality maintenance programme).
- by establishing a powerful detection programme capable of
detecting in a timely manner any potential degradation of the

level of quality.

- by establishing an accurate restoration programme capable of

prompt correction of any latent weakness detected.

Next page(s) left blank 107



9. OUTLINES OF THE FINAL ASSET REPORT

NENS/ASSET 90/
ORIGINAL: ENGLISH

INTERNATIONAL ATOMIC ENERGY AGENCY

REPURT OF THE

ASSET
{ASSESBSMENT OF SAFETY SIGNIFICANT EVENTS TEAM)
MISSION
AT THE
(NAME) NUCLEAR POWER FPLANT
COUNTRY?

DATE?

IAEA-NENS/ASSET/ /

109



PREAMBILFE

This ASSET Report presents the results of the IAEA Assessment of Safety
Significant Events Team {ASSET) investigations carried out on the operational
events reported on (PLANT) during (YEARS} at the {NAMES) nuclear power plant
located in {COUNTRY)., The results, c¢conclusions and suggestions presented
herein reflect the views 0of the experts carrying out the investigation. They
are provided for consideration by the responsible (COUNTRY} authorities. The
ASSET views contained in this report are based on the documentation made
available by the operating organization concerned, on cral communical with
plant persconnel, and promote enhancement of (PLANT) operational safety by
addressing the policy of prevention of incidents.

Distribution of the ASSET report is left to the discreticon of the
Government of [(COUNTRY); this includes the removal of any initial
restriction. The IAEA makes the report available only with the express
permission of the Government of (COUNTRY).

Any use of or reference to the views expressed in this report that may
be made by the competent {(COUNTRY)} organizations is solely their responsiblity.
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Foreword by the Director General

The TAEA Assessment of Safety Significant Events Team (ASSET) programme
assists Member States by advising them on ways of enhancing operational safety
through an effective policy of prevention of incidents at nuclear plants.
Although good design, manufacture and construction are pre-requisites, safety
ultimately depends on the ability of cperating personnel and the attitude and
conscientiocusness with which they carry out thelr responsibilities. ASSET
migsions focus on these aspects when assessing the policy of prevention of
incidents in comparison with those used successfully in other countries and
when exchanging, at the working level, ideas for improving its effectiveness.

An ASSET mission is undertaken on request of operating or regulatory
organizations of a Member State and is not a regulatory type of inspection to
determine compliance with naticnal reguirements. However, an ASSET review can
complement naticonal efforts by providing an independent, international
assessment that way identify areas for potential improvement which may have
been overlocked.

An ASSET mission affords an opportunity for ASSET members and operating
personnel to exchange knowledge and experience, to update the knowledge of
regulatory personnel of the host country assigned to follow the ASSET review,
and to train personnel through observation of the experts inveolved in the
ASSET review process, This can contribute to the attainment of an
international standard of excellence for the prevention of incidents, not
through regulatory reqguirements, but through an exchange of infermation on,
and voluntary acceptance of, successful efficient practices.

The IAEA Safety Series document, including the Nuclear Safety Standards
(NUSS} for nuclear power plants and the Basic Safety Principles for Nuclear
Power Plant (Safety Series No.75-INSAG-3) and the expertise of the ASSET
members themselves, form the point of departure for an ASSET review. The
ASBET review is performed according tc a detailed and systematic methodology
which ensures thoroughness of the analysis for identification of the root
causes and determination of appropriate corrective actions.

The scope of an ASSET review is tailored to the specific needs of the
particular facility. Depending on individual needs, the ASSET review
concentrates on areas of special interest for the development of the plant
management policy related to the prevention of incidents at Plants.

In formulating their views, the ASSET members discuss their observations
with their utility counterparts and consider further comments made by the
other team members. They record their observations and conclusions to prepare
for their aral presentation at the concluding mesting with utility and
regulatory management, These notes are alsce input to the ASSET Report
highlighting the more significant matters for utility response, which is
prepared after completion of the ASSET missicn and submitted to the hosting
organization through official channels.

The ASSET Report conveys the conclusions of the mission and the
proposals for improvement to the operating organization, which review and
analyses them in order to determine what further actions may be
appropriate. The propgsals made may carry different weights. Their
substance rather than their number determines their contribution to the
operational safety improvement process. Response priorities may be
indicated by the operating organizations. No assessment of the plant's
overall safety status is made, however.
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WORKING SESSION OF THE IAEA
ASSESSMENT OF SAFETY SIGNIFICANT EVENTS TEAM
AT THE NUCLEAR POWER PLANT

DATES

CONTENT OF THE REPORT

I. INTRODUCTION

I1. REVIEW OF THE QPERATIONAL EVENTS REPORTED

IN (DATES) UNITS ( }

2.1 Description and conclusions on significance
of the events

2.2 Conclusions on the occurrences (failures) that led
to the safety significant events selected

2.3 Conclusions on the direct causes of the significant
events selected

2.4 Conclusions on root causes of the significant
events selected

2.5 Conclusions on corrective actions related
to the significant events selected

2.6 Conclusions on generic lessons and pelicy of
prevention of incidents

2.7 Suggested actions plan

ITE. ANALYSIS OF A SPECIFIC EVENT: (TITLE)

L L W
.
w b

Description and significance of the event
Selection of the occurrences to be analyzed
Identification of the direct cause of each
occdrrence

Identification of the rcot cause of e=ach
occurrence

Determination of corrective actions
Generic lessons on prevention of incidents
at the plant

Suggested acticns plan

Iv. GENERAL CONCLUSIONS OF THE ASSET MISSION

Plant performance

Restoration of quality following events
Prevention of incidents

Generic lessons

Summarized actions plan

V. RESPONSE OF THE OPERATING ORGANIZATION
ACENOWLEDGEMENTS
BANNEX 1: List of Participants

ANNEX 2:
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1. INTRODUCTION

At the invitation of the Government of (COUNTRY) [the operating
organization (COMPANY}] the IAEA Assessment of Safety Significant Events Team
{ASSET) held its (COUNTING NUMBER) working session at the (NAME) Nuclear Power
Plant, (COUNTRY) from to 12 .

The objective of this session was to provide an assessment of plant
operational safety regarding policy of prevention of incidents at {PLANT}.

The scope of the ASSET mission was defined as follows:

+ To review the operational events reported in (DATES) in
Units and to provide conclusions on significance, causes,
implemented corrective actions and generic lessons.

+ 7o deeply analyze (NUMBER) events significant to safety and to
provide conclusions on the appropriateness and completeness of
corrective actions:

1} EVENT TITLE

23 EVENT TITLE

3}  EVENT TITLE

The task was carried out jointly by (PLANT) staff and external experts

members of the ASSET according fo the systematic analysis methedology
developed by the IAEA for the ASSET programme. The IAEA team was composed of
(NUMBER) participants specifically recruited for their long experience of
nuclear power plant operation in different countries, their knowledge of

analytical techniques and their sensitivity to the importance of human
contribution to incidents.

The Company

Owner of the Plant?
Cperator?
Number of plants operated by the company?

(Type, power, etc....}?

The Nuclear Power Plant

Location?

Situation of the plant in the local environment?

History of Operation

- Diagram of operation?
- Total producticon and capacity factor?
- Main problems encountered and corrective actions implemented?

- Present sitvation of plant?
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The ASSET Approach

The ASSET approach is based on the following:
EVENTS (PROBLEMS, INCIDENTS OR ACCIDENTS) occur always because of a
FATLURE (OCCURRENCE)} to perform as expected due to a

LATENT WEAKNESS (DIRECT CAUSE) ([preparation and maintenance] which was
not promptly eliminated due to

SURVEILLANCE DEFICIENCIES (ROOT CAUSE) [Detection and Restoration] on
gquality of equipment, personnel or procedures,

As the primary goal of any operating organization is to strive for safe
and reliable operation, the main concern of the ASSET approach is therefore
the effectiveness of the incident prevention policy at nuclear power plants
visited.

The ASSET approach is based on commonly shared principles, as cutlined
for example in Safety Series document No.75-INSAG-3 Basic Safety Principles.
Safe operation and good performance at nuclear power plants require basic
elements of high standard: proficient personnel, operable egquipment and
useable procedural guidance.

The ASSET recognises that personnel, equipment or procedures should not
necessarily be held responsible for ncot performing as expected during on-line
operaticn. Incidents may demonstrate only that these basic elements were
poorly prepared, maintained or restored to ensure safe and reliable
operation. Plant management control is decisive, and human performance is
crucial in the carrying out of important off line activities such as:

- Careful preparation of personnel, equipment and procedures prior to
plant operation, through an effective plant quality assurance programme.

- Prevention of any degradation of the level of gquality of personnel,
eguipment and procedures during plant operation through an effective
plant maintenance programme.

- Timely identification of any latent weakness or degradation of quality
of any of these three elements, by use of an effective detection

programme; and

- Prompt correction of weaknesses detected through an effective
restoration process.

The ASSET systematic analytical methodology

The events selected are reviewed according to the ASSET guidelines and
the ASSET operating instructions provide both, practical guidance for
dismantling the mechanism of events and consistent basis for conclusions on a
population of events.

The ASSET investigation is carried cut according to the 7 following
steps:

1. Description and significance of the event:

How was the event detected? What were the consequences and the actions
taken? What is the actual and potential significance of the event?
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IT.

Selection of the cccurrences to be analysed:

What is the occurrence or the combination of ocgurences most
significant to safety In the sequence of the event?

Identification of the direct cause:

What was the latent weakness which was affecting the element
{personnel, equipment or procedure) that failed to perform as expected?

Identification of the root cause:

Why was the latent weakness (of the element which failed to perform as
expected) not eliminated earlier by the plant surveillance (detection
or restoration} programme?

Determination of the corrective actions:

What are the areas of improvements and the corrective actions needed to
enhance both, guality and surveillance of quality, of the element which
failed tc perform as expected?

Generic lessons:

What are the generic lessons learned for further enhancement of
prevention of incidents?

Suggested actions plan:
What are the specific actions that are suggested for implementation to

enhance safe operation? What are the alternatives and the schedule for
implementation?

BREVIEW OF THE OPERATIONAL EVENTS REPORTED IN 19 , 19
IN UNITS

Description and conclusions on significance of the events

Conclusions on the reporting criteria

o Nature and reguirements of the operating and regulatory
organizations

Description of the population of events

o Nature of events
Q Number of events
(o] Recurrence of events

Conclusions on the significance to safety of the operational events
selected

o} use the internaticnal severity scale for this assessment (see
definitions}

o] conclusions on events below or cut of scale

o conclusions on event categorized in scale (to be selected for the
raview)
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Conclusions on consequences of the operational events selected

o cff-site impact
[} on-gite impact
o in—-depth defence degradation

Conclusions on immediate actions taken related to the operaticnal
events selected

o immediate actions taken
+ to interrupt the sequence 0of the event
+ to restore safety

o final status of the plant

Conclusions on the occurrences (failures) that led to the safety
significani evenis selecied

Conclusions on Equipment failures

Conclusions on Personnel failures

Conclusions on Procedure failures

Conclusions on the direct causes of the significant events selected

Conclusions on the latent weakness which were affecting personnel,
equipment or procedure when they failed to perform as expected.

+ Were the latent weaknesses identified in all cases?

+ Were they related to a problem:
of reliability in coperation?
of fitness to specific working conditicons?
of gqualification for the task?

Conclusions on the contributors toc the existence of these latent
weaknesses

+ Was it due to inadequate preparation prior to operation (guality

assurance)?

+ Was it due to degradation during operation (maintenance)?

Conclusions on the root causes of the significant evenis selected

Conglusions on the deficiency of the plant surveillance programme that

did not eliminate the latent weakness before the event occurs.

+ Was it due to a inadequate detection programme?

+ Was it due to a inadequate restoration process once the latent
weakness was detected?



Conclusions on the contributors to the deficiency of the plant
surveillance programme,

+ Was the plant surveillance policy appropriate?

+ Was management of the plant surveillance programme adequate for
timely detection and prompt restoration?

Conclusions on corrective actions related to the siqnificant events
selected

Conclusions on immediate actions taken to eliminate the actual
conseqguences of the event.

Conclusions on actions taken to eliminate the latent weakness of the
elements that failed to perform as expected

+ to restore the level of guality of the elements that failed

+ to mitigate the contributors to existence of the latent weakness.

Conclusions on actions taken to eliminate the deficiency of the plant
surveillance programme

+ to improve the plant detection programme
+ to improve the plant restoration process
+ to mitigate the contributors to deficiency of the plant

surveillance programme (policy and management)

Conclusions on appropriateness and completeness of corrective actions
implemented by the operating organization

Conclusions on generic lessons and policy of prevention of incidents

Conclusions on generic lesscons and good practices

Conclusions on plant quality assurance programme to gualify eguipment.,
personnel and procedure prior to operation

Conclusicons on plant maintenance programme to prevent degradation of
quality of equipment, personnel and procedure during operation

Conclusions on plant surveillance programme to detect and restore any
degradation of guality of eguipment, personnel and procedure during
operation
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2.7.1

2.7.2

2.7.3

2.7.5

IIY.
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Suggested actions plan

Short term and long term actions

Improvement of quality of eguipment

- design, manufacturing, installation
- qualification tests
- periodic¢ testing

Improvement of guality of personnel

- recruiting criteria

- training, retraining, licensing

- periodic testing

Improvement of quality of procedures

- content and format

- validation

- periodic review

Improvement of management of

* quality assurance programme on activities directed to the
achievement of the regquired level of guality for equipment,

personnel, procedures

* maintenance programme to keep at the level required guality of
equipment, personnel and procedures

* surveillance programme to timely detect and promptly restore any
degradation of the level of quality of egquipment, persconnel and
procedures

ANALYSIS OF A SPECIFI( EVENT: (TITLE?)

Description and significance of the event

Initital status of the plant

Detection of the event

Brief description of the event

Final status of the plant



3.1.5 Actual conseguences of the event

{a)

(B)

(<)

Qff-gite impact

+ Impact on the public
+ Impact cn the environment
+ Radicactive releases

without impact on public
and environment

Cn-site impact

+ Impact on plant personnel

+ Impact on plant safety
functions performance

+ Impact on plant structures

Degradation of in-depth defence

+ Degradation of the safety
function "BARRIER"
{passive features)

+ Degradation of the safety
function "PROTECTION”
{active features}

+ Degradation of the safety
function "SUPPLYY

deaths
injuries
irradiation
ete.

contamination of s0il and

water
etc.

noble gases
T 131
aerosols
liguids
solids

ete.

deaths
injuries
irradiation
contamination
atc.

safety Eunctions (barrier,
protection, supply) did not

perform as expected when
requested
etc.

irradiation fields
surface or atmospheric
contamination

fires on safety related
features

etc.

fuel cladding
primary envelop
containment

reactor shutdown
cocling of fuel

confinement of radiocactive

products

electrical power (off-site and

on-site}
cooling water
instrument air
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3.1.6¢ Immediate actions taken
o] to interrupt the event sequence

o to restore safetly

3.1.7 Assessment of the severity of the event based on actual consequences

e} according to the internaticnal severity scale
o comments on severity of the cff-site impact {(actual significance)
o) comments on severity of the on-site impact (potential significance

regarding possible off-site impact)
o comment on severity of degradation of the in-depth defence of the

plant {potential significance regarding possible on-site and
off-site impact}

3.2 Selection of the occurrences to be analyzed

3.2.1 Establishment of the chronologic sequence of occurrences related to the
reported event

EVENT {INCIDENT OR ACCIDENT)
EXAMPLE OF CHRONOQLOGICAL SEQUENCE OF OCCURRENCES

Time Occurrences

Initial ecqurrance
of the esvent sequence

v

Occurrsnca

______ {

I Qccurrance ralojes fo

! reporied situatlon

1

Cecurrence

Y

Oceurrence reigtes fo
reported situation

'

Uccurrence relates to
reporfad sltuation

’{L

Last eccurrence
of tha evani zequence

Reaporfable sltuction

according to

reporting criferla

T
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3.2.2

3.3.1

Establishment of the logic tree of occurrences

Assessment

EVENT {INCIDENT OR ACCIDENT)

EXAMPLE OF LOGIC TREE OF OCCURRENCES

Raportable sifuation
according to
reporting criferio

tast occurrence

} Occurrance

Occurrence

i

L 0ccti'rr_encn l

Qecurrencs ’

L Occurrence _[

L .

]
Occurrence | Occurrence
4 [
Occurrencs | Oceurrence I

.

Qccurrance

Qccurrance

i

Qccurrence

i

Initigting
Qccurrence

Occurrencs not
related to avent

Ogcurrance not
reigted to event

A

tnitiql 1

Ccourrencs

of the safety significance of each occurrence

Selection of the occurrences to be analyzed

Identification of the direct cause of each occurrence

Identification of the nature of the occurrence (persconnel, eguipment,
procedure failure)

Identification of the latent weakness which was affecting personnel,
equipment or procedures when they failed to perform as expected due to

poor:

religbility in operation?
fitness to working conditions?
gualificaticn for task?
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Identificaticon of the contributors to the existence of this latent
weakness.,

* Inadeguate preparation prior to operation {(guality assurance)?
* Degradation during operation (inadequate preventive maintenance)?

Conclusions on the direct cause identified by the operating organization

Tdentification of the root cause of each occurrence

Identification of the deficiency of the plant surveillance programme
that did not eliminate the latent weakness before incident

* Inadequate detection programme?

* Inadeguate restoration process feollowing detection of weakness?

Identification of the contributors to the deficiency of the plant

surveillance programme

* Surveillance policy appropriate?

* Management of surveillance programme adequate for timely detection
and prompt restoration

Conclusions on the root cause identified by the operating organization

Determination of correclive acticns

Elimination of the actual consequences of the event

Repair: Elimination of the latent weakness (direct cause) of the

elements that failed to perform as expected

- by restoring the level of guality of the elements that failed

- by mitigating the contributors to the existence of the latent
weakness

Remedy: Elimination of the deficiency of the plant surveillance

programme {root cause) that did not eliminate the latent weakness

- by enhancement of the plant detection programme

- by enhancement ¢of the plant restoration programme

- by mitigation of the contributors to the deficiency of the plant
surveillance programme (policy and management)



3.6.4

3.7.3

Conclusions on the appropriateness and completeness of the corrective
actions implemented by the operating organization.

Generic lessons on prevention of incidents at the plant

Conclusions on generic lessons and good practices

Conclusions on plant gquality assurance programme to qualify equipment,
personnel and procedure prior to operation

Conclusions con plant maintenance programme to prevent degradation of
quality of equipment, perscnnel and procedure during operation

Conclusions on plant surveillance programme to detect and restore any
degradation of guality of equipment, personnel and procedure during
operaticn

Suggested actions plan

Short term and long term actions

Improvement of quality of equipment

- design, manufacturing, installation
- qualification tests
- periodic testing

Improvement of guality of persconnel

- recruiting criteria
- training, retraining, licensing
- periodic testing

Improvement of gquality of procedures

- content and format
- validation
- periodic review

Improvement of management of

* quality assurance programme on activities directed to the
achievement of the required level of qguality for equipment,
personnel, procedures

* maintenance programme to keep at the level required guality of
equipment, personnel and procedures

* surveillance programme to timely detect and promptly restore any
degradation of the level of guality of equipment, personnel, and
procedures
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IV.
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GENERAL CONCLUSIONS OF THE ASSET MISSION

Plant performance

- capacicty factor
- operational events
- significance to safety

Restoration of guality following ewvents

- achieving the required gquality level
- maintaining the required guality lewvel

Prevention of incidents

- Detection of degradation of gquality
- Restoration of quality when degradation detected

Generic lessons

Summarized actions plan

RESPONSE OF THE OPERATIRG ORGANIZATION

This section is provided by
the operating organization
on the basis of the

conclusiocnsg and suggestions of the ASSET team
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ANNEX 1

LIST OF PARTICIPANTS

(NAME} Nuclear Power Plant (Address, phone, telex, fax)
Names Position
Regulatory Body (Address, phone, telex, fax)
Names Position

Assessment of Safety Significant Events Team

Names Country Company {Address, phone, telex, fax}
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SCHEDULE OF ACTIVITIES

Official request of the Government
of {COUNTRY)

Preparatory meeting with regulatory
body and plant management

Recruitment of external experts

Technical preparation of the ASSET
mission

Meeting for final preparation
ASSET investigation at the
(NAME) nuclear power plant

Submission of the final report

ANNEX 2

DATES
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EVENT:

OCCURRENRCE:

DIRECT CAUSE OF
AN QCCURRENCE

LATENT WEAKNESS:

CONTRIBUTORS TO
EXISTENCE OF A
LATENT WEAKNESS:

ROOT CAUSE OF
AN OCCURRENCE:

SURVEILLANCE
DEFICIENCY:

CONTRIBUTORS TO
DEFICIENCY QOF
SURVEILLANCE:

Appendix 1
ASSET GLOSSARY

Problem, issue, abnormality, incident, accident
that is reported according to reporting criteria,

Failure to perform as expected of egquipment of
personnel, of procedure.

Several cccurrences may usually be identified in
the sequence of an event,

It is the latent weakness which was pre-exisgting
in the element that failed to perform as expected
under adverse circumstances.

It is the potential for an cccurrence.

Weaknesseg among equipment, personnel, procedure
are due to 2 main contributors:

+ The level of guality requirxed for operation
was not achieved prior to operation due to
poor guality assurance programme.

+ The level of guality achieved for operation
was not maintained during operation due to
poor maintenance programme.

It is the deficiency of the plant surveillance
programme that did not timely eliminate the latent
weakness (detection and restoratiocon).

It is the incapacity of the plant surveillance
to play its role of ultimate barrier of the
in-depth defence system such as:

+ Degradation of the level of quality required
was not detected due to poor detection
programme.

+ Restoration of the level of guality when
degraded was not effective due to poor
restoration process,

Deficiencies of the plant surveillance programme on

equipment, persconnel and procedures are dus to 2
main contributors:

+ Plant surveillance policy is inappropriate.

+ Management of the plant surveillance programme
is inadeguate.

Next page(s) left blank
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Appendix 2
THE INTERNATIONAL NUCLEAR EVENT SCALE

Y
()&

The International Nuclear Event Scale

For prompt communication of safety significance

/ MAJOR ACCIDENT —\

/ SERIOUS ACCIDENT \
ACCIDENT

o

ACCHIENT WITH OFF-SITE RISKS

4

ACCIDENT MAINLY IN INSTALLATION

—_—— — — — -

(3]

SERIOUS INCIDENT

INCIDENT

2

INCIDENT

1

ANOMALY

BELOW SCALE
NO SAFETY SIGNIFICANCE
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Background

The International Nuclear Event Scale is a means for
prompily communicating to the public in consistent terms the
safety significance of events reported at nuclear power plants.
By putting events into proper perspective, the Scale can facili-
tate a common understanding between the nuclear community,
the media, and the public.

The Scale was designed by an international group of
experts convened jointly by the International Atomic Energy
Agency and the Nuclear Energy Agency of the Organisation
for Economic Co-operation and Development. The group was
guided in its work by the findings from a series of international
meetings held to discuss general principies underlying such a
scale, The Scale also reflects the experience gained from the
use of similar scales in France and Japan and from considera-
tions of possible scales in several other countries.

The Scale is being applied initially for a trial period of
about one year, during which the international agencies and
user countries will monitor its progress. It would be revised,
as necessary, based on user experience and feedback from the
nuclear community, the media, and the public. The Scale is
designed for nse initially at nuclear power plants, but its appli-
cation to events at other nuclear installations is desirable. To
that end, the international agencies and user countries will con-
sider what modifications might be needed to encompass the
wider range of conditions which can prevail at other nuclear
installations,

The Scale is designed for prompt assessment following
an event. Internationally agreed guidance is available to assist
those classifying events, but engineering judgement must play
2 role in fixing the appropriate level. Those using the Scale can
also draw on validation experience gained by classifying
events previously reported in several countries for different
types of nuclear power reactors. Where necessary, justification
for classifying an event at a particular level can be given. An
event can be reclassified at a later date based on further analy-
sis or developments, but reclassification should be kept to a
minimum.

The Scale does not replace criteria adopted nationally
and internationally for the reporting, description, definition,
and technical analysis of nuclear events. Nor should it be used
to compare safety performance in different countries. If a
radiological emergency occurs in the vicinity of a nuclear
power plant, existing national emergency planning will take
precedence over the use of the Scale.

Although broadly comparable, detailed nuclear safety
criteria and the associated terminology may vary from country
1o country. Although the Scale is designed to allow for this
variance, a user country may wish to clarify it in the national
context,

Using the scale

Events classified on the Scale {see back page) relate only
to nuclear or radiological safety. These are classified at sevea
levels. The levels, their descriptors and detailed criteria are
shown opposite, together with examples of classified nuclear
events which have occurred at nuclear power plants. The lower
levels (1-3} are termed incidents, and the upper levels (4-7}
accidents. Events which have no safety significance are classi-
fied as Below Scale/Level Zero, Industrial accidents or other
events which are not refated to nuclear plant operations are not
classified on the scale; these are termed Out of Scale.

As a rough puide, it might be expected that about ten
times fewer events would be classified at each successively
higher level of the Scale.
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The matrix opposite explains the underlying logic of the
Scale. Key words indicate generally the safety significance and
are not intended to be precise or definitive. Events are consid-
ered in terms of three broad criteria represented by each of the
columns; off-site impact, on-site impact, and defence-in-depth
degradation.

The first criterion applies to events resulting in releases
of radioactivity off-site. Understandably, the public is most
concerned with such external releases. Level 7, the highest in
this columa, corresponds to a major nuclear accident with
widespread health and environmental consequences. Level 3,
the lowest point in this column, represents a very small release
that would result in a radiation dose to the most exposed
members of the public equivalent to a fraction of the preseribed
annual dose iimit for the public. Such a dose is typically about
a tenth of the average annual dose from exposure to natural
hackground radiation.

The second criterion considers the on-site impact of the
event. The range is from Level 5, typically representing a
situation of severe damage to the nuclear reactor core, down
to Level 3 at which there is major contamination and/or over-
exposure of workers.

The third criterion applies to events inveolving the degra-
dation of a plant’s defence-in-depth. All plants are designed
such that a succession of safely systems act to prevent major
on-site and off-site impacts. The defence-in-depth ¢onsidera-
tions classify events as Levels 3 through 1.

An event which has characteristics represented by more
than one criterion is always classified at the highest level
according (o any one criterion.

Examples of classified nuclear events

« The 1986 accident at the Chernobyl nuciear power
plant in the Soviet Union had widespread environmental and
human health effects. ¥t is thus classified as Level 7.

* The 1957 accident at the air-cooled graphite reactor at
Windscale (now Sellafield) facility in the United Kingdom
involved an external release of radioactive fission products.
Based on the off-site impact of this event, it is classified as
Level 3.

* The 1979 accident at the Three Mile Island nuclear
power plant in the United States resulted in a severely damaged
reactor core. The off-site release of radioactivity was very
timited. The event is classified as Level 5, based on the on-site
impact.

* The 1980 accident at the Saint-Laurent nuclear power
plant in France resulted in partial damage to the reactor core,
but there was no external release of radioactivity. It is classi-
fied as Level 4, based on the on-site impact.

= The 1989 incident at the Vandellos nuciear power
plant in Spain did not result in an external release of radio-
activity, nor was there damage to the reactor core or contami-
nation on site. However, the damage to the plant’s safety
systems degraded the defence-in-depth significantly. The event
is classified as Level 3, based on the defence-in-depth
criterion,

* From experience in validating the Scale, the majority
of reported events were found to be below Level 3. Although
no examples of these events are given here, countries using the
Scale may wish to provide examples of events at these lower
levels,



Underlying logic of the scale

{Criteria given in matrix are broad indicators only)

CRITERIA

1
DEFENCE-IN-DEPTH

LEVEL/ OFF-SITE IMPACT ON-SITE IMPACT
DESCRIPTOR DEGRADATION
7 MAJOR RELEASE:
MAIJGR WIDESPREAD HEALTH
ACCIDENT AND ENVIRONMENTAL
EFFECTS
6 SIGNIFICANT RELEASE.
SERIOUS FULL IMPLEMENTATION
ACCIDENT OF LOCAL EMERGENCY
PLANS
5 LIMITED RELEASE: SEVERE CORE DAMAGE
ACCIDENT PARTIAL IMPLEMENTATION

WITH OFF-SITE
RISKS

OF LOCAL EMERGENCY
PLANS

4
ACCIDENT
MAINLY IN
INSTALLATION

MINOR RELEASE:
PUBLIC EXPOSURE OF
THE CRDER OF
PRESCRIBED LIMITS

PARTIAL CORE DAMAGE

ACUTE HEALTH
EFFECTS TO WORKERS

3

VERY SMALL RELEASE:

MAIOR CONTAMINATION

NEAR ACCIDENT —

SERIOUS PUBLIC EXPOSURE AT
INCIDEMNT A FRACTION OF OVEREXPOSURE OF LOSS OF DEFENCE-
PRESCRIBED LIMITS WORKERS iN-DEPTH PROVISIONS

2 INCIDENTS WITH POTENTIAL
INCIDENT SAFETY CONSEQUENCES

1 DEVIATIONS FROM
AMNOMALY AUTHORIZED FUNCTICNAL

DOMAINS

a
/BELOW NO SAFETY SIGNIFICANCE
SCALE
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The International Nuclear Event Scale

for prompt communication of safety significance

LEVEL

DESCRIPTOR

CRITERIA

EXAMPLES

ACCIDENTS
7

MAJOR
ACCIDENT

# External release of a large fraction of the reactor core inventory typically
involving a mxture of short and long-lived radivactive fission products

(in quantities radiologically equivalent to more than tens of thousands terabeequerels
of wdimne-131}

Possinlity of acute heaith effects Delayed health effects over a wide arca, possibly
wvolving more than one country Long-term environmental consequences

Chernobyl, USSR
1986

SERIOUS
ACCIDENT

* External release of fission products (in quantities radwlogicaily equivalent to the
order of thousands 1o tens of thousands of terabecquerels of 1odme-131) Full imple-
mentation of local emergency plans most likely needed to limit sericus health
effects

ACCIDENT
WITH OFF-SITE
RISKS

* External release of fission products (in quantities radwolagically equivalent to the
order of hundreds 1o thousands of terabecquerels of wdme-131) Partal
inplementation of emergency plans (e g local sheltening and/or evacuation) required
i some cases to lessen the hkebhood of health effects

s Severe damage lo large fraction of the core due to mechanical effects and/or
meling

Windscale, UK
1957

Three Mile Island,
Usa, 1976

ACCIDENT
MAINLY IN
INSTALLATION

* External release of radwoactivity resulting 1 a2 dose 10 the most exposed
imdridual off-sie of the order of a few millisieveris #

Need for off-site protective actions generally unlikely except possibly for local food
control

* Some damage o reactor core due to mechamcal effects and/or melting

* Worker doses that can lead to acute healih effects (of the order of 1 Sievert) **

Saimt-Laurent,
France, 1980

INCIDENTS
3

SERIOUS
INCIDENT

* External release of radoactivily above authonzed hmits, resulting i a dose to the
most exposed individual off site of the order of tenths of a cullisievert * Cff-site
protective measures not needed

¢ High radiation levels and/or contamznation on-site due to equipment fatures or
operationzl 1ngidents Overexposure of workers [individual doses exceedmg
50 milisieverts) *+

* Incidents i which a further farlure of safety systems could lead to acowdent
condsitons, or & sitwation m which safcty systems would be unable 10 prevent
an accrdent if certan mbators were 1 occur

Vandellos, Spain
1989

INCIDENT

* Techmceal mncidents or anomalies which, although not directly or immediately
affecting plant safety, are liable to lead to subsequent re-evaluation of safety
provisions

ANOMALY

» Functional or operational anomahes which de not pose a risk but which mdicate a
lack of safety provisions This may be due to equipment farlure, human grror or
procedural madequacies (Such anomabies should be distngmshed from siiations
where operational s and conditions are not exceeded and which are properly
managed in accordance with adeguate procedures These are typcaily *‘below
seale’™ )

BELOW
SCALE/ZERO

NO SAFETY
SIGNIFICANCE

* The doses are expressed wn terms of effechive dose equuvalent (whole body dose) Those criena where appropriote afse can be cxpressed wn terms of corresponding
annual efffuent discharge funis authorized by Nanvnal authories
** These doses are alfso expressed, for sumpliciry, e terms of effective dose equivalents {sieverts) although the doses i te range \nvolwing acule health effects should

ke axpressed wm terms of absorbed dose (grays)
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Appendix 3
‘SUMMARY OF THE EVENT ROOT CAUSE ANALYSIS’ FORM

ASSET FORM
TAEA “SUMMARY OF THE EVENT ROOT CAUSE ANALYSIS” ASSE T
WUCLEAR. DATE OF
PLANT THE EVENT
@ EtHlI .
. TITLE -
1EVEL OF SEVERITY ACCORDING TO
I.  DIGNIFICANCE OF | ynreenATTONAT, SCALE
THE EVENT -~ PAJCR RECEASE = WIDE SPREAD FEALTH A0
JUSTIFICATION OF ENVIRONMENTAL EFFECTS
h SIGNI _
RATING INES: OFF—SITE 61 o [OEEEENT REIF;EACJS{%MNFLSM IMPLEMENTATION
5 | CIWITED RELEASE - PARTIAL INPLEMENTATION
IMPACT OF LOCAL EMFRGENCY PLANS
, | FIIOR RELEASE - PUBLIC EXPOSURE OF THE
ORDER OF PRESCRIBED LIMITS
VERY SMALL RELEASE - PUBLIC EXPOSURE AT
3 | & FRACTION OF PRESGRIEED LIMITS
5 | SEVERE CORE DAMAGE
ON-SITE , | PARTIAL CORE DAWAGE —
IMPACT ACUTE HEALTH EFFECTS TO WORKERS
5 | MAJOR CONTAMINATION
OVEREXPOSURE OF WORKERS
NEAR ACCIDENT - LOSS OF DEFENCE IN-DEFTH
DEGRADATION |2 | PROVISIONS
OF IN-DEPTH 2 %CéDEIﬁT WITH POTENTIAL CONSBEQUENCES
DEFENCE ;| DEVIATION FROM AUTHORIZED FUNCTIONAL
DOMAINS
BELOW/UT - 10 |NO SAFETY SIGNIFICANCE
DID NOT ACT
PERSONNEL
DID ACT BUT WRONCLY
IT. OCCURRENCES FAILURE
DID ACT RIGHTLY BUT NOT TIMELY
SELECTED FOR o]
PROCEDURE NO GUIDANCE FOR TASK
ANALYSIS FATLURE WRONG GUIDANCE FOR TASK
WRONG SEQUENCE FOR TASK
DID NOT WORK
BI DID WORK BUT NOT PERFORM AS
DID WORK BUT NOT WHEN REQUESTED

N.B.: For each occurrence selected, please fill in the 4 following
sheets (Direct Cause, Root Cause and Corrective Actions) to
record the conclusions of your investigation.

135



9¢ 1

DIRECT CAUSE OF A
IAEA | pERSONNEL DEFICIENCY | ASSET

OCCURRENCE

DIRECT
CAUSE

WEAKNESSES
OF
PERSONNEL
PROFICIENCY

o e e

CONTRIBUTORS
TO THE
EXISTENCE OF
A WEAKNESS
IN PERSONNEL
PROFICIENCY

FAILURE OF PERSONNEL
0 S EXPECTED

INE‘FFE‘C TIVE SURVEILLAN CE
RSONNEL

ROFICIENCG

LATENT WEAKNESS IN
PERSONNEL PROFICIENCY

e T W - e WA R A e e

INADEQUATE RELIABILITY

o VIGILANCE
@ PHYSICAL AND MENTAL FITNESS
® SELF CAPABILITIES AWARENESS
EXTERNAL INFLUENCES
o COMMUNICATIONS
& PHYSICAL ENVIRONMENT
® SAFETY CULTURE
INADEQUATE QUALIFICATION

L EXP IENCE
e TRAINING F
o EDUCATIONAL BACKGROUND

DEGRAD%T N OF PROFICIE'NCY

e

II1. DIRECT CAUSE QF
AN OCCURRENCE

SELECTION AND
ABILITY TESTING

REACHING

MANAGEMENT PERSONNEL
POLICIES PROFICIENCY

REQUIRED

INTTIAL TRAINING
AND EXAMINATION

PERIODIC ABILITY
TESTING

MAINTAINING

REVIEW OF MANAGEMENT PERSONNEL
FOLICIES PROFIGIENCY

REQUIRED

REFRESHER
TRAINING

IDENTIFICATION OF PLANT ACTIVITIES THAT FAILED
TO MAINTAIN THE LEVEL REQUIRED

FOR PERSONNEL PROFICIENCY
{PREVENTIVE MAINTENANCE}

T R G
!ﬂﬁ{gﬂ?’&EH‘(ENSIVE YERIFICATION OF
o INADEQUATE PROFICIENCY CRITERIA

o INEFFECTIVE. RESTORATION OF
PROFICIENCY

IDENTIFICATION OF PLANT ACTIITIES THAT FAILED
TO ENSURE THAT THE LEVEL REQUIRED WAS REACHED FOR

PERSONNEL PROFCIENCY
(QUALITY ASSURANCE}




LET

DIRECT CAUSE OF A
\AEA|  pROCEDURE DEFICIENCY | ASSET
FAILURE OF PROCEDURE TO
OCCURRENCE ROVIDE GUIDANCE AS EXPECTED |
ROOT i INEFFECTIVE SURVEILLANCE OF |
CAUSE PROCEDURAL CUIDANCE EFFICIENC
DIRECT LATENT WEAKNESS IN
CAUSE PROCEDURAL GUIDANCE
AVAILAAILITS o SHEANTEHDED: USER
WEAKNESSES || @ UP—TO—DATE ASSURANCE
oF o SCOPE LIMITATIONS
PROCEDURAL EXTERNAL INFLUENCES
GUiDANCE :ngLé)ZNAHON MODE
o ENVIRONMENT ADAPTATION
INADEQUATE TASK
SUALIFICATION
o LERENCor conTenT
. BAc&GQOUND SUREGET
DECRADATION OF EFFICTENCY
CONTRIBUTORS e DEGRADATION OF REI.IABILITY
TO THE o DEGRADATION OF ADA
EXISTENCE OF o DECRADATION OF QUALIFICATION
A WEAKNESS || INADEQUATE PREPARATION OF PRO—-
::zoCEDURAL ° uncownsﬁﬁfsﬁz AR
GUIDANCE o !NADEQUATE USABILITY CRITERIA
o INEFFECTIVE RESTORATION OF
USABILITY

VALIDATION TEST
REACHING
VERIFICATION OF PROCEDURE
DRAFTING USABILITY
REQUIRED
INITIAL DRAFTING
UPDATING FROM
OPERATING USE
MAINTAINING
UPDATING FROM PROCEDURE
ERGONOMY USABILITY
REQUIRED
UPDATING FROM
STUDIES

IDENTIFICATION OF PLANT ACTIVITIES THAT FAILED
TO MAINTAIN THE LEVEL REQUIRED

FOR PROCEDURE USABILITY
(PREVENTIVE MAINTENANCE)

IDENTIFICATION OF PLANT ACTIVITIES THAT FAILED
TO ENSURE THAT THE LEVEL REQUIRED WAS REACHED FOR

PROCEDURE USABILITY
{QUALITY ASSURANCE}




8¢1

DIRECT CAUSE OF AN
AEA | poUIPMENT DEFICIENCY | ASSET

OCCURRENCE

WEAKNESSES
OF
EQUIPMENT
OPERABILITY

CONTRIBUTORS
TO THE
EXISTENCE OF
A WEAKNESS
IN EQUIPMENT
OPERABILITY

SRR R R

FAILURE OF EQUIPMENT
TO PERFORM AS EXPECTED

T B Y R YRR N - s e v o

INEFFECTIVE SURVEILLANCE
OF EQUIPMENT OPERABILITY

S R R T

LATENT WEAKNESS IN
EQUIPMENT OPERABILITY

INADEQUATE RELIABILITY

o AVAILABILI

e ENDURANCE

® PERFORMANCE LIMITATIONS
EXTERNAL INFLUENCES

o AUXILIARY AND SUPPORT SYSTEM

CONDITIONS

® PHYSICAL ENVIRONMENT

e OPERATIONAL PRACTICES
INADEQUATE FUNCTION

UALIFICATION
. COMhlAlSSI%NING MAINTENANCE,
CTURE, STORAGE,

. Eﬂ’%éH@A'l‘?& AND DESIGN

DEGR%D%ION OF OPERABILITY
URING OPERATION

o DEGRADATIGN Of RELIABILITY

o DEGRADATION OF WORKING

DEGRXDA{!ION OF QUALIFICATION

EQUIPMENT PERFORMANCE
TESTS
REACHING
SYSTEM COMMISSIONING EQUIPMENT
TESTS CPERABILITY
REQUIRED
DESIGN, MANUFACTURING,
INSTALATION
PERIODIC EQUIFMENT
MAINTENANCE AND TESTING
MAINTAINING
PERIODIC SYSTEM EQUIPMENT
FUNCTIONAL TESTING OPERABILITY
REQUIRED
MODIFICATIONS FROM
OPERATICNAL FEEDBACK

IDENTIFICATION OF PLANT ACTIVITIES THAT FAILED
TO MAINTAIN THE LEVEL REQUIRED

FOR EQUIPMENT OPERABILITY
{PREVENTIVE MAINTENANCE)

INADEQUATE PREPARATION OF
E UIPMENT PRIOR TG OPERATION
NCOMPREHENSIVE VERIFICATION OF

. INADEQUATE OPERABILITY CRITERIA
o [NEFFECTIVE RESTORATION ©

IDENTIFICATION OF PLANT ACTIVITIES THAT FAILED
TO ENSURE THAT THE LEVEL REQUIRED WAS REACHED FOR

OPERABILITY

sl

EQUIPMENT OPERABILITY
{QUALITY ASSURANCE)




6t

IAEA

PERSONNEL DEFICIENCY

ROOT CAUSE OF A ASSET

OCCURRENCE

R

DEFICIENCY
OF

SURVEILLANCE
OF
PERSONNEL
PROFICIENCY

e e

CONTRIBUTCRS
TO THE
EXISTENCE OF
THE DEFICIENCY]
of
SURVEILLANCE

DIRECT
CAUSE

- — = — = = = ==y

FAILURE OF PERSONNEL
70 PERFORM AS EXPECTED

INEFFECTIVE SURVEILLANCE
OF PERSONNEL PROFICIENCY

INADEQUATE RESTORATION
OF PERSONNEL PROFICIENCY
e ANALYSIS OF WEAKNESSES

DETECTED

e DETERMINATION OF
IMPROVEMENTS

o IMPLEMENTATION OF
IMPROVEMENTS

TNADEQUATE DETECTION OF
WEAKNESSES OF PERSONNEL

IV. ROOT CAUSE OF
AN OCCURRENCE

CDRAEETIVE ACTIONS WERE NDT COMPLETE

RESTORATION
OF
PERSONNEL
FROFICIENCY

CORAECTIVE ALTIONS WERE NOT RELEVANT

CORAECTIVE ACTIONS WERE NOT EFFECTIVE
BECALSE POOALY IMPLEMENTED

TEETING GDES MOT COVER & LL ASFECTS OF
PEASONNEL FROFICIENCY

RRANNRAAY

DETECTION
e NATURE OF TESTING OF avent
F zRSONNEL PROFICIENCY TESTING 15 NOT PROPERLY GARRIED OUT WEARNESS 1N
o TRENDING OF PERSONNEL - ARORICIENGY
PERFORMANCE ALCEPTARGCE CAITEALA APE INADEGUATE
e CRITERIA OF ACCEPTABLE
PROFICIENCY
T e 4— ------------ - RN | oANGE RS THE wTarare
Pogé%légﬁN%gﬁgglg‘%%CﬁC BARRIER FOR PAEVENTION OF INCIDENTS)
OF 0 Y SURVEILLANCE | APPRO :LANT i:n:g: LLANCE l:oucv ol oh:g'r
o MANAGEMENT OF THE [ Pove PRI TENESS | L PROCEOURE Fooeany
DETECTION PROGRAMME AN SURVEILLANCE FOLICY WA
o HAEMET O T e
CoMPRENEN | e SumvEr e
MANAGEMENT | SIVENES POLICY
OF PLANT
s SURVEILLANCE
LATENT WEAKNESS IN rrocRamME | LG s | wroares mecoiamen LJ
PERSONNEL PROFICIENUY
A A IMPLEWMENT | SUAVEILLANCE PROGRAMME vias NGT
ATION MANAGED [N a COURDINATED MANNER

IRENTIFICATION OF FLANT ACTIVITIES
THAT FAILED TO ELIMINATE THE
LATENT WEAKNESS

PERSDHNEL FROFICIENCY
{DETECTION DR RESTORATIONT




0ol

|IAEA

ROGT CAUSE OF 4
PROCEDURE DEFICIENCY

ASSET

OCCURRENCE

DEFICIENCY
OoF

SURVEILLANCE
OF
PROCEDURAL
GUIDANCE
EFFICIENCY

CONTRIBUTORS
TO THE
EXISTENCE OF
THE DEFICIENCY
OF
SURVEILLANCE

DIRECT
CAUSE

FAILURE OF

PROCEDURE T0

PROVIDE GUIDANCE AS EXPECTED

INEFFECTIVE

OF PROCEDURAL GUIDANCE

SURVEILLAN(E

INADEQUATE RESTORATION
OF PROCEDURE QUALITY

e ANALYSIS OF WEAKNESSES
DETECTED

s DETERMINATION OF
IMPROVEMENTS

e IMPLEMENTATION OF
IMPROVEMENTS

& NATURE

QUALITY

CORRECTIVE ACTIONS WERE NOT COMPLETE

CORRECTIVE ACTIONS NOT RELEVANT

RESTORATION
OF

INADEQUATE DETECTION OF ]
WEAKNESSES OF PROCEDURE

OF TESTING OF

GUIDANCE EFFICIENCY

¢ TRENDING OF PROCEDURE
PERFORMANCE

e CRITERIA OF ACCEPTABLE

11

ACCEFTANCE CRITERIA ARE INADEQLIATE

PRAOCEDURE
LSABILITY
RORRECTIVE ACTIONS HOT EFFECTIVE
BECAVSE PODRLY IMPLEMENTED
TESTING DOES NOT COVER ALL ASPECTS
OF PROGRAMME USABILITY
BETECTION
OF
TESTING 15 ROT PROPERLY CARRIZD DUT LATENY
WEAKNESS IN
PROCEDUAE
USABILITY

DETECTH

POLICY GF SURVEILLANCE
OF PROCEDURAL GUIDANCE
e MANAGEMENT OF THE

ON PROGRAMME

e MANAGEMENT OF THE
RESTORATION PROCESS

IATENT WEAKNESS IN
PROCEDURAL CUIDANCE

PLANT MANAGEMENT DI NOT CONSIDER
SURVEILLAMCE AS THE ULTIMATE
EARAIER FOR FREVENTION OF |[NCIDENTS
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This section contain information on four Root Cause Analysis

methodologies:

1. Japanese Human Performance Enhancement System (J-HPES)
2. Systematic Approach For Error Reduction (SAFER)
3. Japanese Nuclear Energy Safety Organization (JNES) *

Organizational Factors List (JOFL)

*  INES ceased to exist in March 2014 as a result of integration into Nuclear Regulation

Authority.



1. Japanese Human Performance Enhancement System

(J-HPES)



Introduction

The Central Research Institute of Electric Power Industry (CRIEPI) in Japan developed a
human error analysis method, J-HPES (a Japanese version of the human performance
enhancement system), in 1990 (Takano, Sawayanagi, & Kabetani, 1994), and has also been
conducting analysis of human error events at nuclear power plants. Moreover, the basic
framework for human error event has been developed and incorporated into the analytic
procedure of J-HPES.

In the following, a basic framework for human error event analysis is first introduced. Then, the
modified J-HPES, an analysis method for human error events, is described. Next, a method for
identifying the commonalities among analysis results of human error events is explained.
Basic Framework for Event Analysis
This section introduces a framework to assist event investigators in their examination of various
causal factors of human error events. The J-HPES was developed by fully modifying the HPES
method devised by the U.S. Institute of Nuclear Power Operations, so that it was adapted to a
Japanese environment (Takano, Sawayanagi, & Kabetani, 1994). Developed as a
remedy-oriented system for systematically analyzing and evaluating human-related events
occurring at nuclear power plants, this method aims in particular at identifying causal factors and
deriving proposals for specific hierarchical countermeasures. The procedure of the J-HPES
comprises four stages:

1. Correct understanding of events

2. Circumstantial analysis (gathering human factor data)

3. Causal analysis

4. Proposing countermeasures

The causal analysis step (Step 3) is applied to each trigger action (defined as a human action
contributing directly to an abnormal change of machinery state in an event). The approach
applies the modified fault tree method to initiate a search reaching down to the ultimate
underlying causal factors. This causal relation chart (Figure 1) clarifies the direct causal factors
that have induced the trigger action, indirect causes that have contributed to the direct causal
factors, and latent causes that have contributed to the indirect causes. The procedure of J-HPES
is similar to the “why—because analysis” (Paul-Stuve, 2005). The J-HPES, however, especially
focuses on the human actions that trigger an event and places emphasis on human factors when

searching for the underlying causes of the actions.



Figure 1 Causal relation chart (J-HPES).

The basic idea of the causal analysis is to ask the question “why” repeatedly, starting from
“why does the trigger action occur.” Thirteen categories of causal factors, such as work practice
and work verification, are given as references for examining possible causal factors. An
advantage of this method is that there are only a few rules and conventions so that investigators
can propose causal factors on their own. However, there is a concern that analysis results may
vary too much because the choice of potential factors to examine and the decision of when to
stop asking the “why” questions are influenced by the investigator’s knowledge about facilities
and human factors. Particularly, when it comes to finding commonalities among human error
event data accumulated in an organization, reliable and useful results do not appear unless the
analysis of individual human error event is based on the unified mindset. Hence, in 2006,
CRIEPI developed a framework (see Figure 2) for exploring causal factors of trigger actions
(Hirotsu et al., 2006).

This framework was developed based on the model of accident investigation (stages in the
development and investigation of an organizational accident) described by Reason (1997), as
well as CRIEPI’s experiences in event analysis. Each item of this framework was defined while
considering work in a nuclear power plant. Moreover, the causal factors reference list (Figure 3)
was summarized based on this framework, in order to assist investigators who do not have

sufficient knowledge about human factors in identifying causal factors.



Figure 2 Basic framework for human error event analysis.

This framework is applied to a causal analysis (Step 3 above) after identifying trigger actions.
First, one examines the factors concerning personnel involved at implementation phase, which is
the working level. These factors concern workers or work group members. Next, one examines
local workplace factors such as task demands and work environment. After that, one examines
work control such as preparing procedures and work packages. Finally, one discusses
management factors such as training, quality control, and safety culture. Figure 2 shows that the
scope of the factors discussed is gradually broadened. Thus, analyzing various factors, ranging
from those directly related to errors to management, leads to identification of problems in the
whole organization.

The Procedure of HINT /J-HPES

In order to permit investigators who do not have sufficient knowledge concerning human factors
and analysis experience to identify causal factors and to develop countermeasures, CRIEPI
reviewed the analytic procedure of the J-HPES (Takano, Sawayanagi, & Kabetani, 1994) by
reflecting the basic framework of Figure 2 (Hirotsu et al., 2006). The revised procedure, named
HINT/J-HPES, comprises four stages. (“HINT” is not an acronym, but was added to the name of
the method because the revised version includes enhanced hints, in the form of the basic
framework, for causal analysis.) Stages 1 and 4 have not changed from those of the original
J-HPES. Gathering information for Stage 2 has been enhanced by using the causal factor

reference list (Figure 3), with the basic framework (Figure 2) as a reference. The framework



(Figure 2) has also been applied to the causal analysis (Stage 3) to guide the search down to the

management factors.

Work N . e E - :
‘Phase Types. .o Catfegones L Subcategories (exa_rn_.jple:) .
Imple- . Human Communication Pre-job briefing ("Work direction etc.)
mentation Communication during work (Reporting,
phase communicating, counseling etc.)
Turnover {Coordination, turnover etec.)
Work practice Execution (Procedure use, self checking,
' housekeeping etc.)
Check (Hold point etc.)
Cleanup {Cleanup of workplace etc¢.}
Psychological Memeory (Memory lapse, preocccupation etc.}
e N . Feet_imnalience, self- =
B E—— —
Manage- Rul -
ment phase wies i idelines, etc.
P! (Department/Plant) Rules 8 regulation, guidelines, etc.

Figure 3 Causal factors reference list.

Stage 1: Understanding of events

A timeline of what happened before the event is consolidated in the form of an event sequential
table (see Figure 4). In the second column of this table, abnormal machinery states are described.
Next, each abnormal state is examined to see whether it was due to a human activity. If so, the
activity is defined as a trigger action. Then, a series of activities of the workers who were
associated with the trigger action is described. Finally, actions or communications that either

induced the trigger action or led to it being overlooked are specified as contributing actions.

Date/ | Abnormal | Work Phase | Acts & Communications’ e :;::- 5 Pboii;epig_: Do
Time State X - T
Planning IOb. Worker A Worker B ::Tu BEE Contrlbut.mg
manager | supervisor } “Actions . | - Actions T
5/14 Planning Work Prepare Compiled
permit procedure procedure based
on examples of
maintenance
during power
outage
5/18 Implementa- Supervise Check | Inspect Worker B used
10:30 tion other job terminal controller A un-insulated
number screwdrivers
14:00 Supervise Check ) [mspect Worker B held
other job terminal controller B two screwdrivers
number in one hand
14:30 Blown fuse . Survey Made the
controller B terminals
short-
circuit

Figure 4 Event sequential table (with examples).
Stage 2: Gathering and Classifying Information on Causal Factors
In this stage, interviews and field investigations concerning trigger actions and contributing

actions clarified in Stage 1 are carried out in reference to the causal factor categories listed in the



form for causal factor data (Figure 5). This form is based on the causal factors reference list
(Figure 3). Any collected information is classified and filled into the form. Contributing actions
identified in Stage 1 are classified as causal factors of “communication” or “work practice” of
“implementation phase [human]” or “planning, preparation, & evaluation phase [human].” After
the gathered information is filled into the form, possible contributions to the trigger actions of
each column are evaluated in discussions among investigators, and the result is recorded in the
evaluation column. If the description seems to have contributed directly or indirectly to the
occurrence of trigger actions, a Y will be placed in the evaluation column. If not, an N will be
placed in the evaluation column. Neglecting the human factors viewpoint in data gathering is

prevented by confirming that information corresponding to each category of this form is present.

2|44
213 . g
= “ Categories FEactors g
2 =3
2 , . s
Communication Worker A failed to warn worker B about improper handling
) Y
of tools
et
Work Practice '
a-g_ . Worker B held two screwdrivers in one hand Y
1]
E E Worker B used an un-insulated screwdriver Y
E|&
= Psychological Factors Work group members were not made aware of short cireuit
g danger during pre-job briefing Y
g Physical, Physiological Factors Work group members had no problem in their health N
@ Knowledge, Skill Worker B had no experience in handling live circuits Y
g Work Characteristic The task was monotonous and repetitive Y
= | Work Hour The schedule was tight Y
ol "
E" E 5 Commpmcatlon . Superviser had not told workers about short circuit danger Y
® "
&| & | Work Practice Supervisor compiled the procedure based on examples Y
— :
B -
¥ -
& UE Organizational Culture
& | -
£| _ |Rules(Department/Plant)

Figure 5 Form for causal factor data (with examples).
Stage 3: Causal Analysis

In this stage, the conceivable causal factors are analyzed to draw up a causal relation chart in the
format shown in Figure 6. The basic idea of the analysis is to ask the question “why” repeatedly
and to use the basic framework of Figure 2 to deepen the analysis. For each trigger action, a fault
tree-style causal relation chart is created to examine the causal factors listed in Stage 2. At this
point in time, causal factors that form the basis of each trigger action are explored as far as
possible in accordance with the five levels of the basic framework shown in Figure 2. The part



where the examination is insufficient (dotted line frame in Figure 6) can be clarified by

associating a classification framework to the causal relation chart.

Figure 6 Causal relation chart (HINT/J-HPES).

The analysis result can be fulfilled by supplementing such shortages with additional data
collections. Through this procedure, investigators will become aware of causal factors they did
not take notice of in the previous J-HPES procedure and will thereby be able to obtain more
satisfying results. In most cases, latent problems in the management phase are not mentioned,
particularly during the interview of Stage 2. By referring to the basic framework, investigators
try to find out the latent factors in management that may have contributed to the causal factors
listed in Stage 2 and linked in the causal relation chart. An example of a causal relation chart can

be found in Figure 7.
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Figure 7 An example of causal relation chart (part).
Stage 4: Proposing Countermeasures
The fourth and final phase in HINT/J-HPES is to develop countermeasures for the purpose of
correcting problems identified in Stage 3. Table 1 presents a form for countermeasure proposal.

First, specific countermeasures are developed for the trigger action. The countermeasures are
selected based on the following criteria:

* Providing a means of averting an abnormal state being caused by a trigger action

* Providing a means of preventing the occurrence of a trigger action
Next, specific countermeasures are developed for each causal factor identified in Stage 3. The
countermeasures are selected based on the following criteria:

* Providing a means of averting a harmful effect of a causal factor

* Providing a means of preventing the occurrence of a causal factor

In addition, the following four categories of countermeasures are shown on the form for
countermeasure proposal, in the order of the effect of the prevention of recurrence:

1. Equipment improvement (improvement of the machinery, fail-safe, etc.)

2. Working environment improvement (indication bill, the improvement of the tool for
operation, etc.)

3. Improvement of procedures and work management method (improvement of work

management method, revising procedures, etc.)



4. Training/familiarizing (training for safety work, provision of information, calling for
attention, etc.)
These categories can assist investigators in coming up with various countermeasures. An
example of a countermeasure proposal can be found in Figure 8. It looks as if many
countermeasures could be proposed by following this procedure. However, because each
countermeasure can address several causal factors, the number of countermeasures will not be
proportional to the number of causal factors. Countermeasures selected for implementation can
be prioritized if the resources are limited.

Table 1 Form for Countermeasure Proposal

Level Description of Countermeasures

Equipment Improvement

Working Environment Improvement

Improvement of Procedures and Work Management Method

‘Training/Familiarizing

Equipment Improvement

Levell

[Trigger Action] Working Environment Improvement

Improvement of Procedures and Work Management Method

Level 2

[Implementation Phase] Training/Familiarizing

Equipment Improvement

Level 3
[Planning, Preparation

and Evaluation Phase]

Working Environment Improvement

Improvement of Procedures and Work Management Method

Training/Familiarizing

Level 4
[Management Phase]

Level Description of Countermeasures’

Level 1

Equipment Improvement

(Trigger Action) Working Environment

Improvement

(1} Have all bare wiring in control cubicles

| covered by insulation.

Improvement of Procedures
8 Work Management Method

{2) Stipulate by rule to have this kind of job
done with power cut out.

Training/Familiarizing * .

‘Level 2

Equipment Improvement —
g;::‘ [;lea;me_n_tatlon Iv‘r:?::::f n]f.::'i:ronme t . Same as (1} above in Level 1
| Improvement of Procedures: | Sarme as (2) above in Level 1
& Work Management Method| (3) Add provision in textbooks for preventing
' B y electrical accidents: Avoid work on live circuit
| in so far ag possible. When indispensable, only
‘| use insulated tools.
(4
‘Level 4 (13) Include considerations of maintainability
(Management in the design of cubicles.
Phase) Same as (3){4)(9){(10) above in Level 2

Figure 8 An example of countermeasure proposal (incomplete).
Looking for Commonalities among Human Error Events
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Because serious events are rare, it is essential to be able to recognize latent weakness by looking
for commonalities among minor human error events (i.e., events where the outcomes are not
significant), and from this to address the problems with the entire organization. CRIEPI therefore
developed a procedure for finding commonalities among accumulated analysis results of human
error events (Hirotsu et al., 2006). Using the basic framework introduced in Figure 2, CRIEPI

created a diagram that shows the procedure for finding commonalities among events (Figure 9).
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(Human) b LAL Y factors [ ~Ausatrac 07 AR S
I L g
Planning, Preparation 1 i o K
& Evaluation Phase || | : ClaSSIEY Ratio of v o
{(Work/machine/ i meausal®® o, o Factors [P achine,
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Management ccausale|  RELiOOf i _lezgzgemﬁnt
Phase factars | Causal Factors P ase -

Figure 9 An image of finding commonalities among event databased on the basic
framework.

Regarding trigger actions, trigger action data of analysis results of multiple events within a
certain time frame (e.g., in the past year) are classified according to the trigger action categories
(Figure 10), which were obtained by classifying trigger action data of human error events at
Japanese nuclear power plants. The most prevalent trigger action categories are determined on
the basis of the ratio of each category occupying the total number of error occurrence. This
means that if three of ten trigger actions are classified in a category called “skip of an operation
step,” then the category occupies 30% of the total trigger actions; this should be recognized as a
characteristic error type.

As to the causal factors, the data from the analysis results of multiple human error events can be

classified according to the subcategories of causal factors (Figure 3). The most prevalent causal

11



factor subcategories are determined on the basis of frequency of occurrence of each subcategory
against the total number of error occurrence. In other words, the finding that the factors
concerning “communication during work” are related to seven of ten trigger actions should be
interpreted to mean that “it is a characteristic of the organization that is common to 70% of the
total number of trigger actions there.” By this method, the analysis result can avoid being
affected by just a few events with many causal factors involved.

Moreover, in terms of the characteristic trigger action categories and causal factor subcategories
identified above, commonalities are extracted on the basis of description of each concerning
action and causal factor. Take the case of “communication during work,” where there are
possibilities such as inadequate reporting and the vague instructions of the boss. You therefore
further examine the descriptions of causal factors related to seven trigger actions classified as
“communication during work™ in order to extract concretely commonalities of inappropriate
communication.

This method is effective because the trigger actions and causal factors affecting multiple events
will be recognized as problems, even if they are perceived as having little significance for an
individual event. For example, a causal factor such as “using inappropriate tool” of a minor event
might be addressed by the workgroup performing similar work activities. However, if the
recurrence of similar problems (factors) is identified by analyzing multiple events, the basis for
managing tools or instruction for selecting them will be fundamentally reviewed. Thus,
identifying problems as the characteristics of an organization and actively coping with them will

improve the resilience of the entire organization against human errors.

Trigger A.ction . Categories for Operations Categories for Maintenance
Mode of J-HEPES
Omission - Overlocking abnormal - Overlooking abnormal condition
condition - Skip of a maintenance step
- Skip of an operation step - Omission of preventive maintenance
and monitoring
Drop, » Hit/knock together - Hit/knock together
contingence, - + Contacting bare live part
falling, intrusion ~ Fall

» Foreign material intrusion

Wrong object » Wrong unit/train/component | - Misconnetion and miswiring
of terminal
- Wrong unit/train/fcomponent

Improper « Insufficient manipulation of ~ Insufficient tightening of terminals
manipulation/ valve + Insufficient torque of bolts
work amount

-

Figure 10 Categories of trigger action (for nuclear power plant).
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2. Systematic Approach For Error Reduction (SAFER)
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Outline of the Incident/Accident Analysis Method-SAFER
This section presents an outline of SAFER, an incident/accident analysis method based on
human factors engineering principles described previously. The name SAFER, meaning
Systematic Approach For Error Reduction, was originally developed in 1997 as H>-SAFER by
the TEPCO HFG (see Yoshizawa, 1999). (H?stands for Hiyari-Hatto, which is the Japanese term
for near misses.) It was considerably improved in 2003 and renamed SAFER. Refinements are
still continuing in an effort to provide a better and more usable method.
Background and Features of SAFER
H>-SAFER was a product of field-oriented or fact-oriented thinking. Because a number of
error-inducing factors were found by the analysis of real accidents, it led to the idea that
analyzing an accident should reveal the whole set of background factors. Effective analysis and
corrective activities are usually performed by people on the site rather than by external method
specialists. There is therefore a need for a handy analysis method that is easy for the on-site
people to use and that helps them reveal the whole set of background factors for an incident or
accident. This motivation for developing H>-SAFER remained unchanged during the revision
that changed it to SAFER.
The main features of SAFER can be summarized by the following points:
* It is convenient for everybody to use: Once the basic notions and the steps of analysis have
been learned, persons on-site as well as the specialists in methodology can use it easily.
« It is applicable to various events: The target events cover everything from serious accidents
to near-miss incidents and are not restricted to human errors but include problems in facilities
and organizational matters.
* It is useful for developing a common way of thinking: The basic notion of human factors
engineering, and the knowledge about how surroundings can lead to accidents, is far more
important than procedures and formats. The use of SAFER can help a person acquire the
underlying notion, the viewpoints, and the way of thinking, and to share them on-site or in the
office.
Three Stages in the Framework of SAFER
Neither a good analysis of accidents nor effective means of correction can be produced if one
looks only at the moment when the erroneous actions and/or accidents happened. What happened,
the errors or accidents, is the result of something else. In analyzing an event TEPCO therefore
have to trace the history of how a trigger was induced and how it developed into the final
consequences. TEPCO have to reveal the whole set of background factors related to the history,
and this should be the grounds for effective countermeasures. To realize this idea, TEPCO

proposed that the following three stages, which constitute the framework of SAFER:
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1. Fact-finding: Develop the right understanding of what happened during the event and find
the related facts.
A first step is to arrange information and make an event flow chart, both to correctly
understand the details of the event and to share them among participants. One way is to
align the persons and facilities concerned along the horizontal axis of the chart and to
show the flow of time on the vertical axis. The next step is to enter every piece of
information onto the chart using simple phrases, and then to connect each piece with
arrows to clearly show the flow and development of the event.
2. Logical investigation: Use multi-sided analyses to find the causality among the various
background factors behind the event.
Based on the information in the chart, one should logically investigate the background
factors behind the event in order to produce a background factors causality diagram, which
represents the causal relations among the factors. This diagram is similar to the fault tree
that is generally used in describing the failure analysis of mechanical systems. Based on
the notion of human factors engineering, it provides a complete view of the background
factors and shows how various factors are linked or interrelated and how they finally
resulted in the event. It is necessary to make a proper diagram ( i.e. to represent all factors
and their causal relations as correctly as possible) in order to develop effective
countermeasures. On the basis of their on-site experience, TEPCO have therefore prepared
considerable guidance, some of which will be mentioned in the following sections.
3. Preventive measures against background factors: Consider how to cut off the causality in order
to prevent the event from recurring.
As the last step, try to develop preventive measures to cut off the causality among the
background factors that caused the event, according to the background factors in the
diagram. Then decide on the order of priority to implement preventive measures based on
the evaluation of their effect, residual risk, and difficulty of execution, such as cost and
lead time. A proper diagram logically shows the candidate factors that can be used to take
preventive measures. Together with the evaluation of their effect and residual risk, this
provides a comprehensive viewpoint that enables us to decide efficiently on useful
preventive measures. TEPCO have also at this stage prepared considerable guidance to
serve as a help to think about effective preventive measures, as well as a method to
evaluate them. All of this is based on the notion of human factors engineering.
The importance of these three stages derives from the purpose of analysis, which is to prevent
the undesirable event from recurring. In order to prevent an event from recurring,

countermeasures are needed to cut off the causality relations among the background factors that
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induced the event. This demands a comprehensive and correct representation of the factors and
causality relations, which in turn requires grasping a wide range of facts related to the event.
The SAFER procedure embodies these three stages and further splits them into eight steps, as
shown in Figure 1. The first step, understanding the notion of human factors engineering, occurs
before the first step. The first stage corresponds to Step 2, the second stage to Steps 3 and 4, and
the third stage to Steps 5 and 6, respectively. Steps 7 and 8 lie beyond the SAFER desktop
analysis and are not easy to generalize as method; therefore, TEPCO provide only a few remarks
for their implementation. Note that in the actual incident/accident analysis, Steps 2-4 (or
sometimes Steps 2-6) are not necessarily sequential but may be repetitive, because not all

information about the event is ready in advance.

Figure 1 Procedure of SAFER.
Improvement of SAFER based on Experiences On-Site
In order to contribute to reducing incidents and accidents related to human erroneous action, the
Human Factors Group has promoted SAFER within TEPCO. Through this activity TEPCO have
found many cases where background factors were not properly investigated and/or where
preventive measures seemed ineffective, even though the persons doing the analysis followed the
SAFER procedure. The following briefly describes some typical issues that were found, together
with the corresponding improvements that have been made to SAFER during the last few years:
Issue 1.Place more emphasis on procedure and mode and less consideration on
why errors or accidents were induced.
This issue relates to Steps 2-6 in the SAFER procedure represented in Figure 1. One typical
misuse of SAFER is that background factors are classified by the m-SHEL model. Although
the use of the m-SHEL model or the classification of background factors is not bad in itself,

neither of them is essential for using SAFER. It is more important to make a logical
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investigation of the background factors that induced the errors or accidents than to classify
them. The m-SHEL model is furthermore not a strict model that can be used to prescribe
viewpoints but more like a loose framework of reference that can be used to bring out
multiple viewpoints in investigation.
Preventing an over-adherence to procedure and a misuse of model is a difficult issue in
performing an event analysis, and a simple improvement of the procedure or the guidance
will not be sufficient. TEPCO therefore first tried to improve the procedure by adding as a
first step the idea of understanding the notion of human factors engineering (Figure 1).
Because the problem was an outcome of persistently following the procedure, TEPCO
explicitly built in the basic notion as the first step. Besides this improvement, TEPCO
prepared some guidance for how to make a background factors causality diagram, such as
“Do not stop searching for background factors when you find a factor related to a person’s
action or consciousness.” This continuation rule encourages the analyst to pay more
attention to surroundings and to the context that induced the consequences.

Issue 2. Unclear causality between consequences and background factors, or

poor grounds to show the effectiveness of preventive measures.
This issue is mainly related to Steps 4 and 5 in the SAFER procedure (Figure 1). An
example of unclear causality is, for instance, to ascribe an outcome (e.g., a worker received a
burn) to an arbitrary operation of the injured worker. Although this sometimes might be a
reasonable guess, it does not explain why the arbitrary operation led to the outcome (the
burn). The uncertainty of such a cause-effect relation weakens the basis for claiming that
countermeasures taken to prevent the operation in question will be effective to prevent future
instances of burns.
This issue of unclear causality has long been recognized as important, and TEPCO have
used their experience to prepare advice on how to appropriately investigate causality, as
mentioned in the following sections. This underlines that the basic principle of SAFER is to
reveal the causality among background factors, and to produce preventive measures to cut
off the causality. Although this in some ways is similar to a fault tree analysis, as mentioned
previously, the uncertainty of human actions means that it does not require the same detailed
and strict procedure. In order to explain this principle in an easily understandable way,
TEPCO prepared some illustrative materials, as shown in Figure 2. This shows the
difference between their background factors causality diagram and a cause-and-effect

diagram that often is used in quality control activities.
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Cause & Effect Diagram versus Background Factors Causality Diagram

Liveware Environment

Cause & Effect Diagram
( )

Elimination of ALL
factors is required to Iogically
prevent the event to recur.

Background Factors
Causality Diagram

Cut off causality among
factors can logically prevent
the event to recur (same as
Fault Tree Analysis).

Figure 2 An example of illustrative material to explain the basic principle of SAFER.

Issue 3. Logical jumps in investigating the causality between background

factors.
This issue relates to Step 4 in the SAFER procedure. It is important that the logical
investigation of background factors (i.e., an investigation of the underlying causality) is free
of logical jumps, because otherwise the effectiveness of a proposed measure to cut off the
causality cannot be justified. Basically, the investigation is performed by asking why this
result or factor is induced, but it is difficult to think in this way without sometimes making
logical jumps. TEPCO therefore prepared some guiding principles on how to support a
logical investigation, as illustrated in Figure 3. For instance, subdivide what happened and
observe it physically or verify the logic of causality by backtrack; in other words, if it is
found that A is caused by B, then verify whether B really causes A. By using the guiding
principles, the determination of a direct cause of, for example, a burn accident should not
point to the worker’s arbitrary operation, as mentioned previously, but instead point to the
coexistence of “something being hot” and “that something is touched.” This is a more
appropriate explanation of how the burn physically occurred. It also verifies the causality,
because touching something hot is certain to result in or cause a burn, whereas an arbitrary

operation is not.
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Figure 3 An example of know-how to make a proper causality diagram.
Issue 4. Many requests for a comprehensive guide on how to think out preventive

measures.
This issue relates to Steps 4 and 5 in the SAFER procedure. A guideline named H>-GUIDE

was given in H>-SAFER. This guideline covered a wide range of ideas for preventive
measures, from “elimination” to “preparation,” based on the notion of an error-proof
technique (i.e., trying to make sure something is error proof). Although the H>-GUIDE was
still very useful, TEPCO improved it to make it more comprehensive. It is now an
easy-to-use guide that consists of eleven steps, as shown in Figure 4. At the same time,
TEPCO also renamed it simply “GUIDE.” The improvements came about in the following
way. TEPCO first specified that the object of countermeasures is to prevent or minimize
damage resulting from accidents related to human erroneous action. TEPCO then introduced
a distinction between two phases, prevention of errors and mitigation of effects, and two
approaches, improvement of surrounding factors and improvement of individual abilities
(individualistic countermeasures). This altogether resulted in the eleven steps shown in
Figure 4. A detailed explanation of this solution is provided in Kawano (2006). (The
individualistic countermeasures do not refer to individual psychological issues, but rather to

established human factors principles and cognitive models of human behavior.)
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Issue 5. Inadequate examination of candidate preventive measures may lead to a

preference for individualistic countermeasures.
This issue relates to Step 6 in the SAFER procedure. When the candidate preventive
measures are evaluated, individualistic countermeasures are often chosen even when
countermeasures to improve the surroundings are present. This may be because it is common
to examine preventive measures using their cost rather than their effectiveness as a criterion.
One reason is that the true effectiveness of a measure generally is difficult to evaluate
quantitatively. Another reason is that the thinking often seems to focus on the binary choice
between taking some measure to prevent a recurrent and taking no measure.
In order to overcome this, TEPCO proposed a quasi-quantitative evaluation of the
effectiveness of a measure, with GUIDE (Figure 4) as a basis, grading each on a scale from
one to ten points. Residual risks and side effects of a measure are also introduced in order to
promote a risk-oriented evaluation, for instance, to consider how much a measure decreases
the risk of occurrence of an accident and/or damage. A combination of these evaluations,
with the difficulty of execution, such as cost and lead time, enables a realistic examination of
countermeasures, while putting stress on their effect.

Description and Usage of SAFER

Besides the improvements described above, TEPCO continuously evaluate and refine their

experience in a detailed manner and continue to develop instructional materials to improve

SAFER, while keeping the basic notion and the overall framework unchanged.

The following sections briefly describe the eight steps in the SAFER procedure and its usage as

of July 2008.
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Step 1: Understand HumanFfactors Engineering

The first step of SAFER is to understand the notion of human factors engineering, because this is
the very basis for the other seven steps. This step is actually not an analysis activity as such but a
preparation phase, and usually it is provided by an off-the-job course or lecture. TEPCO have
developed some instructional materials, such as “e-learning contents,” a reference book (Kawano,
2006), and presentation sheets. A standard set contains approximately sixty presentation sheets
and is used for a one-hour course. This standard course consists of three parts; (1) providing
arguments against the conventional view of human errors, (2) illustration of human
characteristics and surrounding factors that affect human behavior, and (3) explanation of the
notion of human factors engineering. In all three parts TEPCO include many small exercises and
refer to many real incident/accident cases. Their experience has shown them that in order for
persons to gain a clear understanding of human factors engineering and to utilize it as the basis
of analysis activities, they must also be exposed to practice and case studies in addition to
general knowledge. Their original “counting up game,” which is a simple mental calculation in a
context that induces the person to forget a figure carried, is an exercise in which people can
experience their susceptibility to context.

Step 2: Make Event Flow Chart

This step is actually the first step of the event analysis work. The aim of this step is to understand
properly what happened in the event and to share the information among participants. The
process by which to make the event flow chart is very simple, as described in a previous section:
line up the persons, facilities, etc., on the horizontal axis and show the flow of time on the
vertical axis. After that, enter all pieces of information (actions, events) in the chart and draw
arrows among them to show the information flow and the development of the overall event. It is
useful to combine different sources of information to make the chart, such as evidence from an
inspection of the scene, record of interviews with the persons concerned, documents about the
task where the event occurred, etc. However, it is not necessary to have the complete information
in advance, because the flexibility of the chart makes it possible to make additions and changes
latter on.

The experience of how to perform a good analysis is also included in this simple step. Some of
this experience may appear very common or even trivial, but TEPCO have found that it is
worthwhile to provide such guidance explicitly:

* Information should be traced into the past to a certain depth so that potential background
factors can be considered. Examples are planning of tasks, alterations of design, and change

of team members. It is important that the analysis is not limited to the scene of the event.
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* It is recommended to include all types of information, supplementary explanations, and
even presumptions in the chart, although a strict discrimination should be made between
facts and other kinds of information.
* Each piece of information should be written briefly, possibly by using a simple phrase.
This is good not only for the easy understanding and sharing of information, but also for
maintaining a neutral attitude towards the facts.
In most cases, this step is performed using many tags on big sheets of paper. TEPCO have also
developed a simple support tool for this step using Microsoft Excel.
Step 3: Pick Up Problematic Points
Before beginning the investigation of background factors in order to make the causality diagram,
one should pick up all possible problematic points from the event flow chart. This step is useful
to make a thorough extraction of problems from the beginning to the end of the event. Some of
these problems might not be obvious from the background factors found for the final
consequences.

The possible problematic points not only include human actions but also deviations, unusual
occurrences, and circumstances that might not be bad or problematic in themselves. As part of
the work, it is possible to select pieces of information from the chart and transcribe them to other
tags. For the convenience of the following analysis phase, it is recommended to add the subject
of an action or a condition in this transcription. Each piece of information in the event flow chart
need not refer to a different subject; several pieces in the same column may refer to the same
subject.

Step 4: Make A Background Factors Causality Diagram

The aim of this step is to provide an overall view or set of background factors that logically
shows how a combination of these factors can lead to the event. The first step is to select one
problematic point as the target for which a recurrence should be prevented. This is usually the
final consequences, such as the damage to a facility or a violation of a regulation. Other
problematic points, such as an unusual triggering action, can also be the target, depending on the
purpose of analysis. The second step is to investigate the background factors in order to make a
causality diagram based on the information in the event flow chart, using the target as the
starting point. Most of the problematic points picked up in Step 3 are generally incorporated into
the diagram as background factors. If some points remain, it means that heterogeneous problems
have been left untouched; these may possibly become other targets to be the subject of new
causality diagrams.

It is necessary to make a proper background factors causality diagram in order to consider
effective preventive measures, and this is therefore an essential step in the SAFER analysis. The

key issues in the investigation are logical thinking and the use of multiple viewpoints based on
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human factors engineering. As mentioned in the previous section, considerable experience is
brought to bear on these issues, such as the verification of logic by backtracking causality,
physical observations of what happened, continuation rules to prevent a premature stop of the
analysis, and a reference to the m-SHEL model. Besides such basic guidance, TEPCO have also
prepared advanced guidance, illustrated as follows:
*Consideration of logical gates(i.e. AND and OR combinations of background factors). 1f,
for instance, there is an AND gate between factors that lead to an event, it is not necessary to
develop countermeasures for every factor in order to prevent the event. This will in turn lead

to an effective reduction in the number of preventive measures.

Figure 5 A reference to information processing model of human.
* The use of a reference human information processing model to investigate background
factors behind a person’s actions. Generally an action should be the product of a certain
intention that depends on the person’s knowledge, attention, recognition, and perception of
information, all of which interact with the circumstances and the context. (see Figure 5).
* Investigation using multiple perspectives and positions, not only for the persons concerned
but also for partners, witnesses, and victims of the event. Although background factors for
these other persons often are not considered, because they are beyond the range of
preventive measures, they often provide good hints for what TEPCO should do as effective
preventive measures.

In most cases, this step is also performed using many tags and large sheets of paper. The

support tool mentioned previously is also available here.

Step 5: Think out Preventive Measures

After describing the overall set of background factors with the causality diagram, the next step is

to think out preventive measures by which to cut off the causal relations that lead to the event. A
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typical misunderstanding is that preventive measures should be found for all factors at the very
end of each chain of causalities. This solution certainly cuts off every chain leading to the event,
so it is not entirely wrong. Yet it is neither essential nor efficient. It is instead important to cut off
the chains anywhere possible in the diagram. If it is possible, for instance, to take concrete and
effective countermeasures against a background factor close to the event, they will be both more
efficient and more effective. It may often be difficult to take such countermeasures because
background factors near the event are consequences rather than causes. In performing this step, it
is important to show explicitly the correspondence between each measure and background
factors, in order to clarify the aim of each measure.

Flexible and diverse ideas for preventive measures that differ from conventional examples or
immediate restrictions are important at this step. To find these, TEPCO recommend the style of
brainstorming, in order to make good use of other persons’ ideas without criticizing them. In
brainstorming, even wild ideas are welcome. Their comprehensive GUIDE (see also Figure 3)
can help one think out effective and diverse countermeasures. TEPCO have also prepared a set
of instructional material with many examples. Based on the notion of human factors engineering,
the improvement of surrounding factors should precede the improvement of individual abilities;
elimination-oriented ideas are also recommended as effective and reliable preventive measures.
This view of priority is the base for the evaluation of effectiveness, as described in the next step.
Step 6: Prioritize the Countermeasures
Each measure proposed in Step 5 is prioritized by evaluating its effect, residual risk, side effect,
and difficulty in execution. The effectiveness of a measure is graded on a scale from one to ten
points according to the classification used in GUIDE (see Table 1). The numerical value of a
point has no strict meaning, because this scale is mainly a numerical expression of the notions of
GUIDE. These notions are that preventive measures are more effective if they depend less on an
individual’s ability or sense, and that the prevention of errors should precede the mitigation of
effects. Note that the same preventive measures can differ in grading depending on their means.
For instance, ensuring the proper execution of actions by means of a sensor and interlock system
will correspond to eight points (“force the right way of doing things”), whereas it will be given
only one point if done by self-check (“notice own error”). Difficulty in execution typically
contains cost, leading time, and applicability. This should be considered before deciding on a
measure, whereas residual risks and side effects should be considered afterwards. Examination
of these topics encourages a risk-oriented and comprehensive evaluation of preventive measures.

This kind of evaluation can be used to decide the priority among preventive measures to be
implemented. Some comments on this decision are illustrated in the following:

* Basically, a measure with a higher number of points for effectiveness gets a higher priority

for implementation. This decision should ensure that the measure effectively cuts off
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causality relations among the events. If only one measure with a small number of points for
effectiveness is proposed, it is recommended to look for another measure with a higher
number of points, or to combine the proposal with other preventive measures.
* For cases in which a measure with a smaller number of points for effectiveness is
implemented, the residual risk should be made as clear as possible, and its effect should
periodically be verified.
* Many preventive measures produce only a small effect. An effective and simple prevention
of the recurrence of events can be ensured by making a proper background factors causality
diagram and by taking preventive measures with a high score of effectiveness against the
causality relations found by the analysis.

Table 1 Effectiveness Point by Classification Used in GUIDE

Elimination 10
Force the right way of doing things
Make things easier to understand; make things easier to do

Direct errors; prepare for damages

e I~ e ]

Perceive surroundings; predict unsafe conditions; prioritize safety; maintain

ability; notice own error

Step 7: Implement Preventive Measures
In step 7, you implement the preventive measures that were prioritized in Step 6 by first building
a concrete and detailed plan and then carrying it out. It is important to be clear about who is
responsible for planning, preparation, and execution. The effects of step 7 are evaluated in step 8.
Steps 7 and 8 go beyond a desk analysis, and the particular manner in which they should be
carried out has not yet been established.
Step 8: Evaluate the Effects
Finally, the actual effects of the preventive measures taken should be evaluated after their
implementation. Before the evaluation, you should verify that the preventive measures were
definitely and properly executed. This evaluation will be performed by considering two sets of
consequences: those related to the prevention of a recurrence of events and those related to the
side effects. The former can be both quantitative and qualitative, such as a decrease in the
number of events or a subjective improvement of the easiness of work, for instance. There will
always be both good and bad side effects. Some examples are synergy from the improvement of
surroundings, increasing busyness, or new types of problems such as automation-induced
surprise. Quantitative effects of event prevention may be difficult to evaluate statistically
because of the low rate of occurrences, and qualitative evaluations are therefore important.
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INTRODUCTION

The Japan Nuclear Energy Safety Organization (JNES) is working very hard to ensure the safety
and reliability of the Japanese nuclear power operation and technically to support the Nuclear
and Industrial Safety Agency (NISA). To be specific, the INES is collecting, organizing and
reviewing various information about nuclear incident and accident cases both inside and outside
of Japan, looking particularly for factors that are harmful to human and organizational safety and
reliability, in order to develop guidelines for judgment that appropriately match the current
situation in Japan.

This section presents a regulatory perspective on analysis practices and trends in causes, and it
describes the intention behind an enacted "Guideline for Regulatory Agencies in Evaluating
Contents of Root Cause Analysis by Licensees". The objective is to provide a guideline on how
to verify the appropriateness of the corrective actions and proactive measures implemented by
licensees, based on a root cause analysis of events. This guideline takes four points into special
consideration for adequate application. They are:

1 Encouragement of further activities of the licensees

2 Flexible interpretation of the intention

3 Versatility of the analysis methods

4 Concepts and consideration of no blame culture
Moreover, as a perspective for regulatory agencies, the guideline places special emphasis on
ensuring the neutrality of the investigation team, the objectivity of analysis results, and the logic
of the analysis method.
Approach to establishment a guideline and a standard for a root cause
analysis
Up to the present, root cause analysis has been enforced by licensees as part of the
self-controlled operational safety activities comprising corrective actions and proactive measures
provided by the rules of quality assurance. However, the licensees’ efforts have not been
sufficient to rectify the shortcomings of the conventional method. Often, the licensees’ approach
to correcting non-conformance has been superficial; that is, it has been directed at the
improvement of manifest events only, whereas the activities to analyze and improve the root
cause, centered on organizational causes such as an inappropriateness of the management system,
have not been adequately performed so far. Because of this, there have been frequent accidents
and problems partly associated with organizational causes, the root causes of which have
remained unaddressed.

Although the nuclear industry seems to have attained its maturity, the developments mentioned

here make it clear that the industry should take thorough corrective actions and proactive
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measures. The basis for this should be the root cause analysis, through which the latent
organizational factors for each event are made clear, in order to make sure that they do not recur.
As a consequence, the process and the system for implementation of a root cause analysis have
been defined in the regulatory rules, as provisions of quality assurance in the operational safety
program, and the licensees have been forced to include them in their quality assurance program.
In addition to this, NISA has provided regulatory requirements for the evaluation of how a root
cause analysis is implemented by a licensee, as well as the requirements for the process of a root
cause analysis in the rules. All licensees have been notified of these developments.
The regulatory requirements comprise the following four items:
1. The implementation of root cause analysis shall ensure the neutrality of the analysis, the
objectivity of the analysis result, and the logic or consistency of the analysis method.

2. For events that have a significant impact on safety, appropriate corrective actions and
proactive measures shall be carried out, and a root cause analysis for each event shall be

implemented to ensure prevention of a recurrence.

3. Concerning other events that do not have a significant impact on safety, analysis of the
accumulated data related to non-conformance shall be conducted after taking corrective
actions, and a root cause analysis shall be implemented depending on the necessity to

implement proactive measures.

4. Corrective actions and proactive measures should be based firmly on the result of the root

cause analysis, and a specific implementation plan should be clarified and conducted without
fail.

The implementation procedure of root cause analysis is shown in Figure 1.

Based on these requirements, the regulatory guideline for inspectors to evaluate the results of a
root cause analysis implemented by a licensee was established in December of 2007. The
regulatory guideline was developed via discussion by a subcommittee on a draft of a guideline
worked out by NISA and JNES (Nuclear and Industrial Safety Agency, 2007) . The guideline is
named Guideline for Regulatory Agencies in Evaluating Contents of Root Cause Analysis by
Licensees. The Japan Electric Association (JEA) established the association standards (JEA,
2007) relating to a guide for implementation of a root cause analysis. These standards provide an
adequate system, methods, screening, reporting, measures, effect evaluation of measures etc.,
relating to implementation of a root cause analysis. NISA has evaluated this and approved it as

the standard to meet the regulatory requirements.

30



Nonconformance at NPP
v

___________ Direct Cause Analysis

Scope of regulator’s

Screening

Criterion

Proactive Measures

For events which do not significantly affect safety

(analogical events, frequent events, events with suspected

i ® For Other Even >\ :
E Excluding ® \ i
; Corrective Actions \ !
o B e et — — Y . '
; Data Analysis | RCA Guideline - | |
: » :
! Screening ~ . __ __. Root Cause Analysis !
i Criterion | E
: A 4 :

Figure 1 Process flow for enforcement of root cause analysis.

The enforcement of this regulatory guideline is expected to encourage the prevention of
incidents stemming from organizational systems, due to thorough implementation of corrective
actions and proactive measures. The following effects are expected from the enactment of this
guideline:

* The definition of terms such as “root cause analysis,” and “organizational factors,” etc., will

promote a common understanding between regulators and licensees.

* The provision of minimum requirements for events subject to implementation of a root cause
analysis will encourage positive investment of resource in a root cause analysis and stimulates
adequate common information for proactive measures among licensees.

* The provision of a requirement to ensure the neutrality of a setup for a root cause analysis is

expected to ensure the reliability of results.

* The provision of a requirement to ensure objectivity in implementing a process of root cause
analysis is expected to help identify or extract adequately organizational factors that are latent in
a target event and to draw up adequate and substantial measures for the extracted organizational

factors.
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» The provision of a requirement to ensure the logic of the analysis method will lead to a more

systematic account of organizational factors.

* The provision of a guide for evaluating the appropriateness of corrective actions and proactive
measures is expected to help ensure checks on the status of implementation and effectiveness of
actions.

Contents of the Regulatory Guideline
The regulatory guideline (hereafter referred to as just “guideline”) provides the guidance to
verify that the corrective actions and proactive measures implemented by a licensee, based on the
results a root cause analysis, and are appropriate. The guideline takes four points into special
consideration for adequate application:
1. In addition to the judgment of whether or not the root cause analysis satisfies the government
requirements, an evaluation should be made with the aim to encourage further activities of the
licensees to improve methodology, process and results of the root cause analysis.
2. In the event of any doubt about descriptions in the guideline, a flexible interpretation of the
intention of the root cause analysis should be implemented rather than adhering to the specific
wording.
3. When verifying the licensees’ approach, positive discussion should be held with licensees on a
continuous basis. Versatility of the analysis methods and concepts adopted by licensees should
be allowed.
4. The regulators concerned should have sufficient awareness of the fact that there are various
factors in the behaviors of the personnel involved in a non-conformance: In addition to the
negative factors, such as misunderstanding, wrong judgment, and insufficient confirmation, there
may be negative effects (influences) caused by excessive implementation of actions based on the
expectation for positive effects, such as improvement of working environment, efficiency
improvement, and the pursuit of cost reduction.
Guides to verify process and results of root cause analysis implemented by
licensees
Based on the regulatory requirements for root cause analysis, three additional guidelines were
developed to confirm the process and the result of root cause analysis:

1. The guideline to confirm that the investigation team is neutral

2. The guideline to confirm that the analysis results are objective

3. The guideline to confirm that the methodology used for analysis is logical

It has further been made clear that:
When applying the contents of the following descriptions, the guide for application and its
depth should be judged based on the importance of each item seen from the analysis results

and licensee’s management system, instead of applying all the items in a uniform manner.
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In other words, the guideline should be applied carefully and not in a routine or rule-based
manner. An overview of each guideline is given in the following.

The guideline to confirm that the investigation team is neutral

For an accurate analysis implementation, the neutrality of the investigation team and
non-suffering disadvantage in personnel evaluation must be assured. Also, to extract
organizational factors, the interview with the senior manager is indispensable.

This leads to the following four guidelines:

1. The investigation team shall comprise other personnel that are not related to the area under
investigation. The investigation team may include personnel that are related to the area under
investigation, but the investigation team cannot include him in case of the serious events such
as an event for which involvement of an organizational problem is suspected and an event

with falsification of data or intentional fraud.

2. Access to the essential data shall be authorized. Further, implementation of research,

including interviews with senior managers and the related functions, shall be ensured.

3. The individual who implemented the root cause analysis shall be protected from potential

disadvantageous treatment associated with the analysis and its results.

4. The team leader or sub-leader who is in charge of the root cause analysis shall have
experience in safety preservation activities in power plants, or shall understand such practice

in addition to experience of education / training related to the root cause analysis.

The guideline to confirm that the analysis results are objective
To elaborate this guideline, the following five precise guidelines are introduced:
1. In the contents of events and problems, the concerned functions and individuals shall be kept

anonymous and the behaviors concerned shall be described in details.

Note: “Identification based on the anonymous basis” refers to the identification based on
one’s responsibility, authority, and role in an organization. If multiple individuals have an
identical responsibility, authority, and role, they shall be identified with symbols such as A
and B.

2. Problems shall be clarified and described quantitatively as much as possible.

3. Organizational factors corresponding to the problem shall be clarified and described in
details.

4. Actions corresponding to organizational factors shall be clarified and described in details.

5. For improved understandability, the specific example of each guideline is specified in the
guideline.

The guideline to confirm that the methodology used for analysis is logical
For this guideline, the following six precise guidelines are introduced:
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1. The root cause analysis shall systematically consider the perspectives of organizational
factors and their causal relationship depending on the reported events. As a reference list of
organizational factors, the INES Organizational Factors List (JOFL) is provided.

Note: Systematic analysis refers to the identification of the factors based on a specific
framework and the narrowing of the targeted factors depending on the magnitude of impact
on the results. This is done to prevent omission of any important factor to prevent recurrence

of accidents caused by similar factors.

2. Trans-sectional analysis of events, data, and research results from various perspectives shall

be conducted as necessary to explore common factors.

3. The analysis shall have sufficient dept to be able to improve inappropriateness of the

management system.

4. Depending on the need, the possible inappropriateness of the past corrective actions and

proactive measures shall be reviewed.

6. Depending on the need, difference factors caused by change and modification before and

after the event concerned shall be analyzed.

7. Depending on the need, an analysis shall be conducted of whether or not a barrier was
present to prevent event occurrence or human error, whether or not such a barrier was lost or

dysfunctional.

The guideline to verify appropriateness of corrective actions and proactive

measures

It is possible that some of the present reports for incidents do not include an actual plan or

process of evaluation activities for corrective actions and proactive measures. To improve this

situation, the following six guidelines are introduced:

1. Corrective actions and proactive measures corresponding to the root cause analysis shall be
formulated.

2. If no action is taken, the reason for this shall be indicated clearly.

3. An effectiveness review of corrective actions and proactive measures shall be conducted and
the extent of their ability to prevent events caused by a similar direct factor shall be indicated
clearly.

4. An effectiveness review shall be conducted on the side effects associated with the corrective
actions and proactive measures.

5. A specific implementation program of corrective actions and proactive measures (system,

schedule, resources, follow-up method, method of evaluating efficacy, priority etc.) shall be

identified clearly, accepted by the staffs concerned, and feasible.
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6. The necessity and applicable range for cross-cutting development of corrective actions and
proactive measures shall be reviewed.
Review of the guideline based on feedback from operational experience
Only two cases have been practically implemented by licensees under the new root cause
analysis system that came into force in December 2007. They have been evaluated by NISA in
accordance with this new established guideline. Obviously, additional actual use of this guideline
will provide both licensees and the regulatory body with valuable lessons about root cause
analysis. This will also provide essential feedback to the guideline. It is the intension to review
the guideline continuously in the future.
Development of JOFL
The method used by a licensee for a root cause analysis should not be restricted by the regulatory
body. A licensee should use a method that is recommended by an association standard (JEA,
2007). But the regulatory body expects licensees to adopt an adequate method and implement it
correctly. It is also important that the essential organizational factors from various root causes
analyses are considered together so that they can possibly be combined. In order to facilitate this,
the JNES has prepared the JNES Organizational Factors List (JOFL) as a reference list for
regulatory body to confirm the appropriateness of organizational factors found by the licensees’
root cause analyses.

The JNES has developed a safety culture evaluation support tool, called SCEST, to characterize
the fragility of safety culture (Makino, Sakaue, & Inoue, 2005; Safety Standard Division, 2006).
The JNES has also developed an organizational reliability model (OR model) to identify
organizational factors that may be disincentive of safety culture (Institute of Human Factors,
2003). The JOFL integrated these evaluation items with the readjusted organizational factors
evaluation items to create a new original list (Safety Standard Division, 2007).

Reflecting the results of the application to the specific cases for which NISA implemented
special audits, an original list was processed to produce the JOFL. This reference list is
composed of six key factors structured that refer to a structure of 33 intermediate classifications
(total 63 by adding small classification) and 137 perspectives, as well as questions for the
confirmation of each perspective (Status report of activity,2008). The six key factors are external
environmental factors, organizational psychological factors, corporate governance factors, senior
management factors, group factors, and individual psychological factors, as shown in Table 1.
They are referred to in the guideline as perspectives for organizational factors.

Perspectives for organizational factors in root cause analysis

The following examples of perspectives can be used to decide whether or not causal

relationships of organizational factors associated with senior management factors of the power

plant shall be analyzed:
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1. Whether or not senior management factors that caused inappropriate behaviors have been

analyzed.

2. Whether or not corporate governance factors that caused the senior management factors have
been analyzed.

3. Whether or not the association of inappropriate behaviors, senior management factors, and

corporate governance factors has been analyzed in a logical manner.

4. Whether or not the association of individual psychological factor, workplace psychological
factor (group factors), and organizational psychological factor have been analyzed,
depending on the necessity.

External Environmental Factor

The factors related to the external environment of the organization concerned can be included
among the set of organizational factor if the impact of economic status, regulatory response
policy, external communication, general reputation and so forth are important for the issue
concerned.

Organization Psychological Factor

These are the factors related to the common sense of value among organization members as a
mode of thinking or behavior, formed during a long period in the organization (each collective
level such as corporate level, power plant level, function level, group level and team level). They
can be expressed in a form of consciousness, awareness, and behavior. They can be included in
the set of organizational factor if they are important for the issue concerned. They are called
"organizational culture".

Corporate Governance Factor

The factors related to the corporate governance of the head office can be included in the set of
organizational factor if the following factors are important for the issue concerned. These factors
are illustrative of inappropriateness or lack of specificity or effectiveness of top management
commitment, organizational administration (operation status, organizational structure,
organizational objectives and strategies, decision-making of head office etc.), human resource
management, corporate policies and compliance criteria and standards, communication between
the head office and power station, and self-assessment (or third party assessment).

Senior Management Factor

The factors related to the senior management of the power plant can be included in the set of
organizational factor if the following factors are important for the issue concerned. These factors
are illustrative of inappropriateness or lack of specificity or effectiveness of senior-manager level
organization administration (objectives and strategies, establishment of a Quality Management
System, improvement of manuals, etc.), conformance to rules, continuous education of the

organization (handing down of skills, reflection of operation experience), personnel management,
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communication, procurement management (communication and control with cooperative
companies), human resources management related to organizational structure (role and
responsibility, selection and arrangement, performance, education, and training), engineering
control, work control, change control (control at modification of the organization, control at
change of work etc.), non-conformance control, corrective action, and documentation control.
Group Factor

These are the factors related to the groups at each level of the organization (e.g., management,
division, section, team on shift, job team, etc.). They can be included in the set of organizational
factors if their negative impacts of inter- or intra-party communication, knowledge/ education,
groupthink and decision-making based on principle of individuality, etc., are important for the
issue concerned.

Individual Psychological Factor

The factors related to the individuals (employees or senior managers) in the organization or
groups can be included in the set of organizational factors if their impacts, such as lack of
knowledge or skill, leadership, eagerness/ prudent for safety, eagerness for management, concern

about field staffs, motivations, stress, etc., are important for the issue concerned.

Table 1 Key factors and intermediate classifications of JOFL

37



No| Key factors | No. Intermedeate classifications
1 |[External 1-1 |economic status
Environmental [1-2 [regulatory response policy
Factor 1-3 |external communication
1-4 |general reputation
Organizational organizational culture
2 |Psychological |2-1
Factor
3 |Corporate 3-1 [top management commitment
Govenance 3-2 Jorganizational administratin
Factor 3-3 |human resource management
3-4 [corporate policies and compliance criteria and standards
3-5 Jcommunication between the head office and power station
3-6 [self-assessment (or the third party assessment)
4 {Senior 4-1 |senior manager level organization administration
Management [4-2 |conformance to rules
Factor 4-3 |continuous education of the organization
4-4 |personnel management
4-5 |communication
4-6 |procurement management
4-7 |human resources management related to organizational structure
4-8 |engineering control
4-9 |work control
4-10]change control
4-11|non-conformance control
4-12]corrective action
4-13]documentation control
5 |Group Factor |5-1 |inter/intra-party communication
5-2 |knowledge / education
5-3 |eroupthink and decision-making based on principle of individuality
6 |Individual 6-1 |knowledge or skill
Psychological [6-2 |leadership
Factor 6-3 |eagerness / prudent for safety
6-4 |eagerness for management
6-5 |concern about field staffs
6-6 |motivations, stress
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ABSTRACT

The Human Performance Evaluation Process (HPEP) is a resource for U.S. Nuclear Regulatory
Commission inspectors to use when reviewing licensee problem identification and resolution
programs with regard to human performance. Part I provides a step-by-step process for
reviewing licensee effectiveness in identifying, analyzing and resolving human performance
probiems. Part [ also addresses the challenges in identifying and investigating human
performance problems, describes three root cause analysis techniques, and discusses
characteristics of effective corrective action plans. Part II is comprised of the HPEP Cause Tree
and Modules. The Cause Tree is a screening tool for identifying the range of possible causes for
a human performance problem. The Modules describe frequently identified causes for human
performance problems and provide examples. Part Il is intended to support the evaluation of
licensee root cause analyses for human performance problems identified in Part L
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1 OVERVIEW OF THE HUMAN PERFORMANCE
EVALUATION PROCESS (HPEP)

1.1 INTRODUCTION

Reliable human performance is a requirement for safe operations in many settings, including
operations of commercial nuclear power and nuclear materials licensees. Among the industries
regulated by the U.S. Nuclear Regulatory Commission (NRC), human error has played an
important role in numerous events. Researchers for the Electric Power Research Institute note:

Ever since the systematic study of human performance and accidents began, it has
been clear that human errors (1.e., Inappropriate or inadequate human actions)
contribute to a large portion of accidents and incidents. This has been found true
for vehicle operation (aircraft, cars, motorcycles, bicycles}, for industry
(commercial aviation maintenance, manufacturing, chemical processing, mining),
and for electric power generation. In nuclear power generation, the portion of
events or mishaps atfributed at least in part to human error has ranged from 40%
to 80%, depending on the study and the specific measures used, but it is
consistently reported as having a major role (Gross and Ayres, 1998).

Human errors may play several different roles in an event sequence. An error may
e directly cause an event,

« contribute to an event by setting up the conditions that, in combination with other events
or conditions, allowed the event to occur {e.g., leaving a valve open that should be
closed),

« make the consequences of an event more severe, or
s delay recovery from an event.

Human errors typically contribute to events rather than directly cause them. In fact, a single
human error directly causes very few significant events because most systems that involve
nuclear processes are designed to be fault-tolerant; that 1s, designed to prevent a single human
action {or failure to act) from causing an event with important consequences.

More often, a risk-significant event involves several system deficiencies, some of which may
have happened long before the event takes place. For example, errors in the original installation
of a system may set the stage for another human error to initiate an event months or years later.
The value of investigating the human errors involved in an event is to understand what caused
them so that corrective actions can be developed to minimize the likelihood of recurrence.

It is also important to detect and correct patterns of errors before they result in an event. Human
performance trends are a pattern of related errors resulting from the same causal factors.
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Although most errors that are made day-to-day have no immediate impact on safe operations, an
adverse human performance trend may contribute to an overall increase in risk to the public. For
example, a pattern of related errors may systematically degrade the reliability of a class of
components (€.g., miscalibration errors) or the errors may be committed in the wrong
combination of circumstances and cause an event.

In most cases, the causes of errors that occur in an event or as part of a trend {collectively
referred to here as human performance problems) can be traced to weaknesses in the
programs, policies and practices that NRC licensees use to increase the reliability of human
performance in their operations. Examples of these programs include training and qualification
programs; the fitness-for-duty program; programs to develep and validate procedures; work
planning and control processes; overtime policies; and structured methods for communicating
important information, such as shift turnover. Programmatic weaknesses are often found to be
the root causes of human performance problems.

In the course of implementing NRC Inspection Procedure 71152, Identification and Resolution
of Problems, inspectors may be called upon to validate licensees’ investigations of events
involving human performance problems. For significant conditions adverse to quality,
inspectors will evaluate licensees’ detection and characterization of human performance
problems as well as the effectiveness of licensee root cause analyses and corrective actions. The
Human Performance Evaluation Process (HPEP) is intended to help NRC inspectors in
performing these tasks.

1.2  OBJECTIVES

The HPEP is not intended to replace existing NRC inspection procedures. The purpose of the
HPEP is to support NRC staff reviews of the effectiveness of licensee problem identification and
resolution programs in detecting and resclving human performance problems. Methods are
presented for evaluating licensee investigations of human performance problems, root cause
analyses and corrective actions. It is recognized that the approach described in Part IT of the
HPEP is different from that used in NRC inspection procedures, such as Inspection Procedure
71841, Human Performance.

1.3  ORGANIZATION

The HPEP is presented in two parts. Part I is a step-by-step process to help a reviewer evaluate a
licensee’s problem identification, investigation, causal analyses and corrective actions for human
performance problems. Part II is comprised of the HPEP Cause Tree and Modules. The
modules provide background information on frequently identified causes of human performance
problems and specific examples to assist in the evaluation of a licensee's causal analyses.

A glossary of terms and concepts that are central to understanding and applying the review
guidance is presented in Appendix A. Terms that are defined in the glossary are presented in
bold in the text.



Appendix B presents a bibliography of sources used to develop this document. References are
not cited in the text in order to increase the usability of the document.
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2 HUMAN PERFORMANCE PROBLEM REVIEW

2.1  OVERVIEW OF THE REVIEW PROCESS

In this section, a systematic method is presented for evaluating the effectiveness of a licensee’s
identification and resolution program with regard to human performance problems. The HPEP
review process is organized as a series of tables that ask the inspector to answer evaluation
questions in four areas. These areas are:

» The licensee’s identification and characterization of human performance problems (Table
2.1 Problem Identification and Characterization)

s Methods and information used to investigate human performance (Table 2.2
Investigation Methods)

¢ The analyses used to determine the causes of the human performance problems
(Table 2.3 Causal Analyses)

¢ The likely effectiveness of corrective action plans (Table 2.4 Corrective Actions).

Table 2.5, Summary Review Table, is provided to assist in summarizing the results of the
review. Blank tables are presented at the end of this section and in Appendix C for copying.

More detailed background informatien on each of the evaluation areas is provided in Sections 3-
6 of this document, as follows:

¢ Challenges in identifying human performance problems and the theoretical framework
underlying the HPEP are discussed in Section 3.

s Information and detailed guidance regarding appropriate investigation methods for
human performance problems are presented in Section 4.

s An overview of root cause analysis is presented in Section 5. Three root cause analysis
techniques are also described: events and causal factors analysis, barrier analysis and
change analysis.

¢ Information regarding corrective actions for human performance problems is presented in
Section 6. This section discusses alternative methods of correcting human performance
problems and determining the appropriate scope of a corrective action plan.

The HPEP Cause Tree and Modules are presented in Part II of this document to assist in
answering the questions in Table 2.3, Causal Analyses. This additional information on typical
causes of human performance problems is presented because determining the causes for human
performance problems is often difficult.
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2.2 PROBLEM IDENTIFICATION AND CHARACTERIZATION

The review questions in Table 2.1 (p. 2-9) may be used in evaluating the extent to which
licensees appropriately identify and characterize human performance problems. Human
performance problems are sometimes difficult to identify in the documents that describe
problems at licensee facilities or may not be identified at all. Licensee documentation may focus
on system or equipment performance without discussion of the human actions and decisions that
contributed to the event or condition.

There are a number of reasons that human performance problems may not be well documented in
either internal licensee problem reports or in reports to the NRC. For example, human errors
may not be reported and documented as such to avoid embarrassment to personnel or possible
disciplinary action. A more complete discussion of the challenges in identifying human
performance problems is presented in Section 3.

For some problems that the licensee has identified, human actions and decisions may not be
important contributors to the problem. In others, human behavior may have been central to
creating the problem, and an understanding of the nature and causes of the behavior was
necessary to develop effective corrective actions. In the latter case, it is important that the
human performance problem was characterized in sufficient detail to support problem resolution.

If the licensee did not identify the human performance problem(s} in the documents available for
review, it may be necessary to request additional documents or to interview licensee personnel.
Often, the human performance problem(s) in an event, for example, were identified and
investigated, but the information may not have been included in a formal report.

2.3 INVESTIGATION METHODS

The review questions in Table 2.2 (p. 2-10) may be used to guide the evaluation of a licensee’s
investigation of a human performance problem. A thorough and systematic investigation is
necessary to provide the information needed to perform causal analyses and develop effective
corrective actions.

In general, the extent to which licensee personnel will investigate a human performance problem
depends upon the perceived significance of the problem. For example, an error that caused a
reportable event will likely receive more attention than an error that resulted in an event that was
not reportable. Many licensees have established criteria for determining the types of problems
that must be investigated and the degree of thoroughness required in the investigation. These
criteria may include risk, cost, or regulatory implications, for example. If 2 human performance
problem falls below the licensee's threshold for conducting an investigation and the inspector
agrees with the licensee’s determination, many of the questions in Table 2.2 will be marked as
NA for the problem.

A discussion of methods for investigating human performance problems can be found in
Section 4.
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24  CAUSAL ANALYSES

The review questions in Table 2.3 (p. 2-12) may be used in evaluating the licensee’s causal
analyses of human performance problems. The purpose of analyzing the causes of human
performance problems is to guide the development of effective corrective actions. Standard root
cause analysis techniques, such as events and causal factors charting and analysis, change
analysis and barrier analysis, are resource-intensive and time-consuming to apply, but yield
reliable and useful results when performed properly. Use of the standard techniques may not
always be warranted, however, and licensees apply these technigues only to the more significant
problems. When standard root cause analysis techniques are used, more than one cause is
typically identified for a human perforrnance problem. An overview of root cause analysis, and
a discussion of the different types of causes that will be identified by using root cause analysis
technigues, can be found in Section 5.

More detailed information about frequently identified causes of human performance problems is
presented in the HPEP Cause Medules in Part II. The HPEP Cause Tree and Modules are
intended to assist inspectors in verifying the causal factors a licensee has identified as an aid in
answering the questions in Table 2.3.

2.5 CORRECTIVE ACTIONS

The review questions in Table 2.4 (p. 2-14) may be used in evaluating the licensee’s corrective
actions for human performance problems. An effective corrective action for a human
performance problem is one that will decrease the likelihood that it, and sirmlar problems, will
happen again. In an ideal world, an effective corrective action would prevent recurrence of the
human performance problem. As discussed in Section 3, however, the causes of hurnan behavior
are difficult to identify and, as a result, measures to improve human performance often yield
inconsistent results.

Developing effective corrective actions typically requires a thorough root cause analysis and an
understanding of available methods for enhancing human performance. Depending upon the
significance and scope of the cause(s) identified, corrective action plans may vary in scope from
correcting a single cause, such as a missing tag on a valve, to a general organizational
improvement plan. As a minirmum, corrective actions must address each of the causal factors
identified from the investigation.

Corrective action plans that have an appropriate scope still may be ineffective, however.
Corrective action plans may be ineffective because, for example, the steps for achieving the
plan’s objectives were not defined in detail; responsibility was not assigned to specific
individuals for accomplishing the actions; or measures for determining the success of the
corrective actions were not defined or used to refine the plan when necessary. Other
management initiatives and events may arise that take precedence over implementing the
corrective actions. Without a method for monitoring the on-going effectiveness of the corrective
action plan, human performance problems may reoccur.

More detailed background information about corrective action plans can be found in Section 6.
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2.6 USING THE REVIEW TABLES
Follow these steps to use the review tables:

1. Assemble the reports that describe the human performance problems to be evaluated.
These may consist of Licensee Event Reports, self-assessments, problem reports entered
into a licensee’s corrective action tracking system(s), licensee responses to inspection
findings, or others. Request that the licensee also provide any related background or
supporting documentation that may contain more information than what is available in
the reports.

2. Identify each human error or trend that is described in the documents and develop a brief,
shorthand description of the human performance problem. Focus on describing the
human behavior or action, to the extent that information is available. For example,
"procedure step skipped,” "alarm disabled,” "jumper not removed,” and so on. Record
the brief description in the top row of each table, along with the date it occurred, if that
informatioen is available. (If you will be reviewing muitiple human performance
problems, make additional copies of the tables. Space is provided on each table to review
two problems.)

3. In the row labeled “Document Identifier” at the top of Table 2.1, you may also want to
record information about the source document in which vou found the human
performance problem discussed for later reference.

4. Begin the review of each human performance problem with Table 2.1 and continue
through Table 2.4. Answer the questions in all of the tables for each problem. If a
question is not applicable to the problem, mark it as NA. Space is provided in each table
for recording notes.

S. When you have completed answering the questions on the page, count up and record the
total number of Yes answers you circled and the total number of NA answers you circled
on that page. Record these totals in the spaces provided in the lower right-hand corner of
the page. The questions in each table are designed so that a Yes answer suggests problem
identification and resolution program effectiveness. There is no threshold percentage of
Yes answers that would show that a licensee’s problem identification and resolution
program was ineffective with regard to human performance. However, these percentages
provide an indication of program sensitivity t¢ human performance problems.

6. When you have completed Tables 2.1-2.4 for each human performance problem under
review, summarize the results of your evaluations in Table 2.5. By following the
procedure described below, calculate the percentage of Yes answers you circled to the
applicable evaluation questions in each area addressed by the tables. Figure 2.1 shows an
example of Table 2.5 that has been completed for a hypothetical inspection.
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a. Record the total number of human performance problems you reviewed in the
space provided at the top left of the table.

b. Muttiply the number of problems you reviewed by the number of questions in
each table (the latter namber is provided in the summary table}.

¢. Add up the total number of Yes answers you circled in each table and record
those totals in Row C. For example, if you used six copies of Table 2.1 {to review
twelve human performance problems), you would add up the Yes answers on all
of the six pages to arrive at the total number of Yes answers you circled in Table
2.1. Record this total in Row C in the column titled “2.1 Problem Identification
and Characterization” on Table 2.5, the "Summary Review Table.”

d. Add up the total number of NA answers you circled in each table and record those
totals in Row D.

e. Subtract the total number of NA answers (Row D) from the total calenlated in
Row B. The difference represents the number of applicable questions that could
have been answered Yes.

f. Divide the number of Yes answers in each table {as recorded in Row C)} by the
number of applicable questions that could have been answered Yes (as recorded
in Row E).

g. Multiply the result in Row F by 100 to arrive at the percentage of Yes answers
you circled out of the total number of applicable questions that could have been
answered Yes.

h. Adding up your answers to each question in Tables 2.1-2.4 may also be useful in
developing insights regarding any specific areas of weakness in the licensee’s
problem identification and resolution program with regard to human performance.
For example, question 2.2.3 in Table 2.2 asks, " Did the licensee validate the
information gathered about the problem by seeking information from more than
one source?” If you find that you circled No for 11 out of 12 problems reviewed,
your answers may suggest that further assessment of the licensee’s investigation
methods is warranted. Copies of the tables may also be used to record the tallies
for each question.

2.7  ASSESSING RISK IMPACT

There are a number of methods available for assessing the risk importance of the human
performance problems reviewed. The problem identification reports that are reviewed may be
screened prior to the HPEP evaluation to ensure that only risk-important events or trends are
evaluated. Or, as the HPEP evaluation progresses, the inspector may identify human
performance problems that should be evaluated for risk-significance. Guidance for assessing the
risk impact of weaknesses in the licensee’s problem identification and resolution processes with
regard to human performance problems may also be consulted.

2.8 INCORPORATING HPEP FINDINGS IN AN INSPECTION REPORT
The results of an HPEP review, taken together with other information from inspection activities,

should assist NRC personne] in drawing conclusions regarding the effectiveness of a licensee’s
problem identification and resolution program for human performance. For example, if an HPEP
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review indicated that a licensee identified and appropriately characterized the human
performance problems in only 10% of the issues reviewed (as indicated by the percentage of Yes
answers calculated in Row G of Table 2.5}, inspectors may question the sensitivity of the
program to human performance problems. Or, if a low percentage of Yes answers were given to
the questions in Table 2.3 regarding the licensee’s causal analyses, inspectors may question the
likely effectiveness of corrective actions based upon those analyses. Taken together with
additional information that shows a pattern of undetected human performance trends, a low
percentage of Yes answers to the HPEP review questions could support a finding that the
licensee’s program is weak in the identification and resolution of human performance problems.
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Table 2.5 Summary Review Table

A. Number of human
perfermance problems
reviewed = 1§

Tables

2.1 Problem
Identification and
Characterization

2.2 Investigation
Methods

2.3 Causal Analyses

2.4 Corrective
Actions

Number of questions in
each table

6

10

13

12

B, Multiply the number of
questions in each table by
the total number of
problems reviewed

6 X 10=(B)60

16 X 10=(B}100

13X 10=(B}130

12 X 10=(B)120

C. Record the total
number of Yes answers
circled from each table

G)=110

D. Record the total
number of NA answers
circled from each table

(D)=0

E. Subtract the toial from
Row I} from the total in
Row B

(B)60 - (D)7=(E)33

(B)100 - (D)5=(E)23

(B)130 - (D)0=(E)130

(B)120 - (D)3=(E)121

F. Divide the answer in
Row C by the answer in
Row E

(C)40 AB)33=(F). 13

(O)63 AE)Z5=(F).08

(C)LI0 (E)130=(F).85

(O387/ (BY127=(F).69

G. Multiply the answer in
Row F by 100 to obtain the
percentage of Yes answers

(F).25 X 100=75%

(FL.68 X 100 = 68%

(F).85X 100=85%

(FLE9 X 100 = 69%

Figure 2.1 An Example of Table 2.5 Completed for a Hypothetical Inspection
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HPEP REVIEW TABLES
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Table 2.1 Problem Identification and Characterization

Document Identifier:

Problem Number:

Problem Number: __

i Brief description
g‘;ﬁ;g? of the problem and
date(s} of occurrence:

Was the human performance Yes Notes: Yes Notes:

21.1 No No
problem Identified? NA NA
If not, was the human
performance probiem Yes Yes

2.1.2 tangential to undersianding No No
and resolving the issue under NA NA
review?
Were the Individuals involved Yes Yes

2.1.3 in the problem identified (by No No
job role)? NA NA
Wer? the actions and decisions Yes Yes
or failures to act that

2.14 . No No
comprised the problen: NA NA
described?
Were precursor errors or Yes Yes

2158 earlier evidencc of & No No
developing trend tdentified? NA NA
Was the pro!)lem described in Yes Yes
enough detail {o support causal

2.1.6 No No
analyses and the development

NA NA
of correclive actions?
Notes!

Total numbher of Yes'’s:

Total number of NA's:




Table 2.2 Investigation Methods

Problem Number:

Problemn Muinber:

ﬁﬁﬁgﬁ: Probiem description:
}N’as t!lc l:.xtcnt of .the ‘ Yes MNotes: Yes Notes:
221 investigation consistent with No No
the importance of the NA NA
problem?
Were licensee criteria for
determining which issues Yes Yes
222 require an investigation No No
appropriatcly applied to this NA NA
problem?
Did the licensce validate the
information gathered about Yes Yes
2.2.3 the problem by seeking No No
informatien from more than NA NA
one source?
Did the licensce scek the Yes Yes
2.24 appropriafe type(s) of evidence No No
for investigating the problem? NA NA
Dvid the Heensee gather enough
information to understand the Yes Yes
225 sequence of evenis and No No
conditions leading up o the NA NA
problem?
Notes:

Total number of Yes's:

Total number of NA's:
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Table 2.2 Investigation Methods (continued)

Problem Nuinber;

Problem Number: __

%ﬂﬁgg? Problem description:
Did the licensee check plant MNotes: Notes:
226 rccords to identify other ‘;e; :fos
- problems that occurred durlng NA NA
the same work actlvity?
Did the licensee idet.ttlt’y the Yes Yes
237 programs.that a;?p[:ed to the No No
Jjob(s) during which the human NA NA
perforntance problem arose?
IF the licensee found
weaknesses in the applicabie
programs, were the Yes Yes
2,28 weaknesses Investigated in No No
sufficient detail to nnderstand NA NA
their scope and likely effeets, if
not corrected?
Were the licensee’s conclusions Yes Yes
2,29 clearly supported by the No No
results of the investigation? NA NA
22,10 Was thcrf: a basis dOCl!meEllc:ﬂ };? :;‘:f
for stopping the investigation? NA NA
Notes:

Total nunmber of Yes's;

Total numher of NA's:
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Table 2.3 Causal Analyses

Problein number: _

Problem Number: ___

%u“m“ Problem description:
umber
Were causal factors ideniified For Yes Motes: Yes Notes:
231 this human performance No No
problem? NA NA
‘Was more {han onc causal factor Yes Yes
232 identified for the problem? No No
P : NA NA
Was the type of causal analysis of Yes Yes
2.3 this problem consistent with its No No
importance? NA MNA
Was there enough information Yes Yes
234 provided to verify the accuracy of No Mo
the causal factors identified? NA MNA
2 Were several possible cavses for Yes Yes
3.5 " . No No
the problem investigated? NA NA
Did the evidence support the Yes Yes
2.36 licensee’s choice of causes? No No
o NA NA
Were the bases for rejecting Yes Yes
235 possible causes for the problem No No
documented? NA NA
Notes:

Total number of Yes's:

‘Fotal number of NA's:
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Table 2.3 Causal Analyses (continued)

Problem Mumber: _

Problem Number: __

Question m PP S
Number Problem description:
Did the licensee analyze Notes: Notes:
progranmatic weaknesses to Yes Yes
238 determine if they could account No N
for more than one human NA NA
performance problem?
Did the [icensee perform and Yes Yes
document a voot cause analysis
2,39 No No
nsing systematic roof cause
NA NA
analysis technlques?
Was more than one root cause Yes Yes
2310 Ivsis technique wsed? No No
analysis lechnique used: NA NA
Was the rationale for terminating Yes Yes
23.11 the roet cause analysis sufficlent No No
and documented? NA NA
Were the rovt cavses identificd Yes Yes
2.3.12 under management control? No No
& § NA NA
.If cm:rectcd, would thf& causes Yes Yes
identified reduce the likelihood of
2.3.13 . No No
the same and similar problems NA NA
from happening again?
Notes:

Total number of Yes's:

Total number of NA’s:




Table 2.4 Corrective Actions

Problein Mumber:

Problem Mumber;

Question T
Number Problem description:
Were corrective actions for the Yes Notes: Yes Notes:
241 human performance problem No No
identifted? NA NA
Were the corrective actions
cffective, or appear likely fo be Yes Yes
242 effcctive, even if no causal No No
analysis was performed and/or NA NA
documented?
If a causal analysls was .
performed, were the links Yes Yes
24.3 Mo No
bhelween the causal factors and
. N NA NA
the corrective actions clear?
Wasthersacomedhension | v
244 every causal factor? No No
to-on¢ correspondence is not
NA NA
required)
Was the scope of the Yes Yes
2.4.8 corrective action plan No MNo
appropriate? NA NA
Woere the desired
condition{s} that the Yes Yes
2446 corrective actions are No No
intended to create clearly NA NA
deseribed?
Notes:

Total number of Yes’s:

Total number of NA’s:
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Table 2.4 Corrective Actions (continued)

Problein Number: __

Probiem Number:

Qucstion .o
Number Problem description:
Did the ]icensef: de.ﬁne Yes Notes: Yes Notes:
247 measurable objectives to be No No
o achicved from the corrective
: NA NA
actions?
Did the licensce define
evaluation and Yes Yes
2.4.8 acceptance criteria for No No
assessing corrective NA NA
action effcetiveness?
Did the licensee define an
implementation process for the Yes Yes
249 corrective actions and Ne No
i specific performance NA NA
indicators for evaluating
success?
Did the licensee assign
responsibility fo specific, Yes Yes
24.10 qualified Individuals for No No
Implementing the corrcctive NA NA
actions?
for o gaing monttoring of Yes Yes
2411 continued acceptable No No
NA NA
performance?
Did the licensce review the
corrective actions hefore Yes Yes
24.12 implementation to ensure that No No
they will not cause unintended NA NA
negalive © [hences?
MNotes:

Total number of Yes's:

Tatal mmmber of NAs:
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Table 2.5 Summary Review Table

A. Number of human
performance problems
reviewed =

Tables

2.1 Problem
Identification and
Characterization

2.2 Investigation
Methods

2.3 Causal Analyses

2.4 Corrective
Actions

Number of questions in
each table

6

10

13

12

B. Multiply the number of
questions in each table by
the total number of
problems reviewed

6X___=(B)____

10X_ =B)__

13X __ =(By

12X _ =(B)_

C. Record the fotal
number of Yes answers
circled from each table

C=——

©=__

C=__

="

D. Record the total
number of NA answers
circled from each table

Dy=___

Dy=___

Dy=___

Dy=___

E. Subtract the total in
Row D from the total in
Row B

B)___-(B)_=(E}

(B)_-(D)_=(E)

(B)_-(D)_~(E)

B)y__-(Dy__=(E)

F. Divide the answerin

Row C by the answer in Q) /(E} =(I) (G /(E) =(F} () HE) =(F) {C) (B =(F)
Row E

G. Multiply the answer in

Row F by 100 to ebtain the

percentage of Yes answers (F_ XIgl=__ % (Fy  XW0=__ % (F___ X1b=__ % (FH_ X100=_ %

circled in each review
table

Notes:
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3 IDENTIFYING HUMAN PERFORMANCE PROBLEMS
AND THEIR CAUSES

3.1 INTRODUCTION

Identifying human performance problems and their causes is often difficult. Further, the simple
identification of "human error” as a root or contributing cause of events provides little
information about how to prevent similar problems from recurring. Recognizing human
performance problems when they occur and accurately identifying their causes are necessary first
steps to developing effective corrective actions.

In this section, the term, "human error," is discussed and the challenges to identifying human
performance problems are discussed. Common difficulties in identifying the causes of error are
also discussed. Finally, the framework for investigating human errors that underlies the design
of the HPEP is presented.

3.2 CHALLENGES IN IDENTIFYING HUMAN PERFORMANCE PROBLEMS

The term, “human error,” refers to an interaction between human behavior and the context in
which it occurs.! The concept of an interaction is important because it is the context in which a
human action takes place that determines whether or not it is an error. In most cases, a particular
human action only becomes an "error” when it deviates from what was planned or expected in a
given task environment. This definition of error is important because it directs attention both to
the behavior and to the characteristics of the task environment that allowed the behavior to cause
or contribute to an event.

The human behaviors of greatest concern in a nuclear power plant are those in which personnel
interact with plant equipment and systems (i.¢., human-system interactions), such as
manipulating valves, operating controls, placing or removing jumpers, locating and reading
gauges, or making and implementing decisions. Human-system interactions affect plant
performance.

Human performance trends, defined as & pattern of related errors resulting from the same
causal factors, may be difficult to identify for several reasons. First, humans commit errors

! The termn, "human error,” has become somewhat controversial. Some practitioners and researchers have argued
that it inappropriately focuses attention on workers as the cause of an event and carries a connotation of blame
(NUREG-1624, 2000; Reason, 1997). The term is used in this document, however, because “error” accurately
implies that the very large majority of actions {or failures to act) that cause or contribute to events are unintentional.
For blame to accrue to an individual worker, it would be necessary to establish that the worker had both knowledge
of the correct actions to take in the given context and took the incorrect actions with intent {1.e., despite the
knowledge that the acticns were proscribed). If both knowledge and intent were established, but the intent did not
involve causing harm, then the more accurate term for the worker's behavior would be a “violation.” If harm was
intended, which we are ceriain is rarely the case, then the more accurate term would be “sabotage.” Both violations
and sabotage fall outside the scope of this document.
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relatively frequently but the errors often are not detected and reported as such. Most are not
detected for two primary reasons: {1) they have no impact on equipment or system performance,
or (2) they are caught and corrected before they have an impact. Errors are so common, 1n fact,
that people often do not notice an error has been committed unless it resuits in observable
consequences, such as degraded equipment, injuries, or equipment failures.

Second, personnel are often reluctant to report their own or co-workers’ errors for many different
reasons. These may include the desire to avoid embarrassment or the potential for disciplinary
action; “chilling effects” from management that discourage workers from reporting problems; a
fear of retaliation or social ostracism from peers; the simple burden of filling out paperwork; or
there may be no systematic and impersonal method available to report errors and their causes.
As a result, a pattern of repeated errors may not be detected until they have a noticeable impact
on hardware performance. An accepted practice of deviating from the steps in a poorly written
procedure, rather than ensuring that the procedure is revised, is an example of an error that may
not be reported, but could result in adverse consequences if, for example, the deviations had
undetected effects on equipment, such as accelerated aging.

Third, some licensee's corrective action item tracking systems may not be designed to support
the aggregation of human performance data to identify trends. In some cases, problems are
coded and tracked by the system, component or part, and human errors that occurred to cause the
problem may be buried in the problem descriptions and not coded in a manner that is retrievable
for analysis. As a result, different errors that result from the same cause may not be identified as
symptoms of an underlying problem.

Finally, management and regulators may also affect the human performance information that is
reported and tracked. For example, some managers may edit or influence the writing of problem
reports to ensure that their departments are not blamed for the problems or to address economic
considerations. Regulatory interest in some types of human performance problems may
influence the types of problems that are reported and how they are characterized. The results
might be that some problems are under-reported while others may be over-reported.

A number of classification schemes have been developed to categorize human errors into
different types. For example, Kirwan (1994) identifies four types of errors, including (1) errors
of commission, in which incorrect actions were taken, (2) errors of omission, in which required
actions were not taken, (3) extraneous acts, in which an action that was not required was taken,
and (4) missed error-recovery opportunities, comprised of actions which could have corrected
previous errors. Other schemes divide errors into motor {(e.g., a slip) and cognitive (e.g., 2
mental lapse) categories that may be further divided into subtypes.

Error classification schemes that focus on behaviors provide a language for describing the
different ways in which human behavior in a nuclear licensee’s workplace can go wrong. But, as
will be discussed below, they are not particularly useful for understanding the causes of errors
that lead to events or to on-going human performance problems.
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3.3 CHALLENGES IN IDENTIFYING THE CAUSES OF ERRORS

Establishing the causes of errors is necessary to detect and correct human performance problems,
but is often more difficult than establishing the causes for hardware failures. The challenge
arises from the flexibility and adaptability of human behavior as well as from the poest hoc nature
of problem or event investigations.

There are few simple, one-to-one relationships between causal factors and specific human errors.
For example, a single causal factor, such as fatigue, may cause a variety of different types of
errors, such as skipping a step in a procedure, dropping tools, performing maintenance on the
wrong valve or failing to detect a sudden change in temperature or pressure on a gauge. Further,
humans are highly adaptable and the presence of a potential causal factor does not guarantee that
it will cause an error to be committed. Even a deeply fatigued person may be able to sustain high
levels of accurate performance in some circumstances, such as in combat or the operating room.
Although human factors research provides rules-of-thumb for designing human-system
interfaces to reduce the likelihood of errors, and guidelines for the design of tasks and
organizations, the person who is investigating an error cannot be sure that the research results
apply to the specific situation under investigation.

Establishing causes for human error in an event sequence can be further complicated by
weaknesses in the evidence available. For example, aithough interview data yield reliable
information about some lines of inquiry, people are notably limited in their ability to know what
has influenced their behavior. The social psychological research literature provides numerous
examples of how people create explanations for their decisions and actions that bear little or no
relationship to what can be objectively demonstrated to have caused them to behave in a
particular way. In addition, interview data are subject to various predictable biases and memory
distortions that reduce their reliability. For example, some research has shown that the accuracy
of people’s memories for events decreases by about 50% within two days after the event
occurred. Moreover, in contrast to the equipment or materials involved in an event, licensee
investigation personnel or NRC inspectors typically do not have the option of sending the
humans involved off to the laboratory for additional testing to confirm a causal hypothesis.

The conseguence of the lack of a one-to-one correspondence between different types of errors
and specific causes is that there is no reliable road map to guide the identification of an error’s
causes. Any single error may be caused by a variety of factors, and the "true” cause of the error
may be unknowable after the fact. Of course, there are cases in which an error's cause can be
determined unambiguously. For example, if a procedure step provides an incorrect instruction,
personnel report that they followed the step, and the consequences of their actions are consistent
with what should have occurred from following the incorrect step, the investigator can be fairly
confident that the "true” cause of the error was in the procedure. However, those cases are rare.

Identifying causes for human error is further complicated by many possible sources of bias or
limitations in the investigation process itself. The choice of potential causes to investigate for a
human error may be influenced, for example, by the investigator's greater knowledge of and
comfort level with some causal factors over others as well as by a lack of knowledge in some
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areas. Or, the investigation and selection of causal factors may be influenced by the anticipated
costs of implementing subsequent corrective actions; institutional biases and mindsets; the time
and resources available to conduct the investigation; the investigators” perceptions of what will
be acceptable to management; and, sometimes, communications from management regarding
acceptable or unacceptable lines of inquiry to pursue and the “right” answers to the
investigations’ questions.

Inherent biases in how humans process information and come to conclusions about causes may
also affect an investigation. For example, research into the event investigation process identified
the following ways in which human information-processing biases can affect investigations:

e There is a general tendency to start an investigation with a few ideas about possible
causes, and then restrict the investigation to seeking information related to those causes.
It is also common to end the investigation before alternative causes have been fully
explored.

¢ People are subject to what has been termed the "confirmation bias,” in which they only
seek out information that is consistent with an explanation and ignore disconfirming
evidence.

¢ Investigators may base their ideas of possible causes on the most immediately available
and visible information and neglect information that is less obvious.

» There is a general human tendency to attribute the cause of an event to the dispositions,
motivations or traits of persons rather than to situational factors, so the characteristics of
the "actors” involved in an event may be given more weight as causal factors than the
characteristics of the work envirenment.

Because the task of conclusively identifying the cause(s) for an error in an event sequence is so
difficult, a comprehensive and systematic approach to investigating human errors is necessary.
The barrier analysis framework described below is an approach to investigating human error that
has been shown to be useful in practice and to lead to reliable results.

34 A BARRIER ANALYSIS FRAMEWORK FOR INVESTIGATING HUMAN
ERRORS

The fact that human performance is fallible is one of the bases for the "defense-in-depth”
approach to nuclear power plant operations in which multiple barriers to human error are
1implemented. Research and industry experience have identified both the most common causes
of human error and the barriers to error that are effective in addressing these comimon causes.
Those responsible for safe operations implement programs, policies and processes to ensure that
these barriers are in-place and functioning, commensurate with the risks posed by the activities
involved.

The barriers can be grouped into four basic categories, as follows:

» Personnel attributes required for successful task performance, including fitness for duty,
knowledge and skills, and attention and motivation
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* The resources provided to support task performance, such as complete, technically
accurate and usable procedures, accurate and complete reference documentation,
appropriate tools and equipment, supervision and the appropriate number of staff to
accomplish the work

s A physical work environment compatible with human capabilities, including the design
of human-system interfaces and appropriate controls on environmental factors, such as
noise, vibration, and temperature

* An organizational work environment that facilitates task performance, mcluding
effective verbal and written communications, inter-group and intra-group coordination,
an established safety culture, and planning and scheduling of work activities.

When these barriers are in-place and functioning, plant operations are controlled and the
likelihood of errors 1s reduced.

Missing barriers, such as the failure to hold a pre-job briefing for important work on a safety
system, or deficiencies in existing barriers, such as a poorly designed display, are often found to
be the direct causes of errors. Direct causes of errors are also known as performance-shaping
factors.

Once an error has been identified and characterized, the initial lines of inquiry into the cause(s)
of the error determine what barriers to the error existed and how they failed, and what barziers
could have been implemented to prevent the error from occurring, but were missing. The HPEP
Cause Modules in Part 11 (e.g., Procedures, Communications, Supervision) represent the most
common barriers implemented at plants to prevent errors. The modules also include examples of
the types of direct causes that lead to errors when the barriers fail or are missing.

3.5 ANALYZING THE PROGRAMS THAT CREATE AND MAINTAIN BARRIERS

Although the identification of missing or failed barriers to human error is more useful than
simply identifying "human error” as one of an event’s causes, stopping the investigation at this
level may not provide sufficient information to develop effective corrective actions. When failed
or mnissing barriers to human error are encountered, it is also important to determine whether the
failed or missing barriers represent isolated conditions or are symptoms of underlymg flaws in
the plant programs intended to ensure that the barriers are in-place and effective.

The root canse of an error is often found in programmatic weaknesses. Programs are
comprised of policies (both formal and informal), organizational processes and procedures that
define management expectations for how work is to be performed. Some are solely focused on
ensuring safe operations (e.g., the ALARA program or the process for developing emergency
operating procedures), while others perform a dual role (e.g., human resources and training
programs) or have little direct impact on safety {(e.g., the accounting system). If there is a flaw in
one of the programs responsible for maintaining safe operations, that flaw will create conditions
that may not only allow the error under investigation to reoccur, but may represent a
vulnerability to additional events caused by the same programmatic flaw. Programmatic
weaknesses are often found to be the cause of human performance trends.
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As a simple example, an incorrect step in a procedure that is found to have caused an error may
represent an isolated problem in a single procedure. Or, there may be a weakness in the program
responsible for developing and maintaining procedures that allowed not only the one incorrect
step to be published, but was ineffective in ensuring that procedures overall were technically
accurate. If the investigation were to stop with the identification of the single incormrect step, and
a corrective action was taken to fix that one step in the single procedure, the underlying flaw in
the procedures program would not be detected. The consequence of failing to detect and correct
the programmatic flaw would be that other inaccuracies in procedures would remain. Further,
any new procedures that were developed under the same program could also include technical
inaccuracies, thus setting the stage for further errors that could result in future hardware failures
and other events.

Tracing the root causes of human error to the programmatic level can be resource intensive,
however. Licensee problem identification and resolution programs may not require this type of
extensive investigation and analysis until a human error is implicated in a significant problem or
event, although definitions of "significance" vary among licensees. Databases that allow the
tracking of human errors and their direct causes may pinpoint an emerging human performance
trend, however, and could also lead to an investigation of programmatic causes. For this reason,
the HPEP includes guidance for assessing a licensee’s investigation of programmatic weaknesses
that may be causing an adverse human performance trend or that played a causal or contributory
role in a significant event.

3.6 SUMMARY

Figure 3-1 1llustrates the HPEP framework described in this section. A hypothetical event
sequence 1s shown across the bottom of the figure. Possibie direct causes of the human error
(barriers that failed or were missing) are shown above the event sequence. Possible
programimatic causes that may have been responsible for the barrier failure are shown above the
direct causes, demonstrating the loss of operational control that is evident from a human
performance problem or significant event. In this hypothetical event, a person who was not
qualified to perform the task committed the error, and both the training and work control
programs were implicated as root causes.

The HPEP, then, may be used when evaluating a licensee’s problem identification and resolution
program to determine whether it (1) is effective in identifying the causes of human performance
problems that play a causal or contributory role in significant events, and (2) results in corrective
actions that target the causes of the problem(s) and result in effective problem resolution.
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4 INVESTIGATION METHODS FOR HUMAN PERFORMANCE

4.1 INTRODUCTION

The purpose of investigating human performance problems is to gather the information necessary
to identify their causes and develop effective corrective actions. An investigation should
establish the "Who, What, When, Where and How?" of the human performance issue. The
causal analysis of the information gathered in the investigation establishes the "Why.”

In general, the thoroughness with which an emror or a human performance problem will be
investigated and analyzed depends upon the perceived significance (e.g., safety, potential
economic impact) of the event sequence in which the error occurred or the potential for harm that
an adverse human performance trend presents. In addition, the role of the error in an event
sequence will also influence the extent to which an error is investigated. For example, an error
that was the root cause of an event will likely receive more attention than an error that only
contributed to the event.

Although licensees will not thoroughly investigate every human performance problem that
arises, a systematic investigation of significant problems provides the basis for developing
corrective actions to decrease the likelihood of recurrence. The investigation should be
systematic to overcome the many challenges to investigating human performance that were
discussed in Section 3. A systematic investigation process assures that the evidence gathered is
complete, valid and reliable. Evidence validity refers to the accuracy of the information.
Evidence reliability refers to whether or not different investigators would find the same
information and reach the same conclusions from it. A complete investigation identifies the
direct, contributing and reot causes of the human performance problem so that corrective actions
can be developed to minimize recurrence of the same and similar problems. In this section,
methods for systematically investigating human performance problems are presented.

4.2 LINES OF INQUIRY

At the beginning of an investigation, investigators focus is on establishing the basic facts
surrounding the human performance problem. As the investigation progresses, the lines of
inquiry expand to investigate possible causes for the human performance problem and the scope
of any problems that are identified.

The initial lines of inquiry in an investigation help characterize the human performance problem.
Questions to be answered may include:

» What were the specific actions (or failures to act) that occurred in the event or that
comprise the human performance trend?
What were the conditions under which the actions occurred?
What work activities, if any, were going on at the time of the error, or that are linked to
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the human performance problem?
What systems or equipment were involved or affected by the actions?
When and where did the problem occur?

¢ Who was involved in the work activity and who was supervising?

Developing an event chronology (i.e., a timeline), or an events and causal factors chart,
organizes the information gathered and is useful for showing gaps and conflicts in the

information that has been collected. Events and causal factors charting is discussed in Section
5.

At times, the information required to develop the event chronology leads rapidly to identification
of the direct cause of the human error under investigation. For example, the evidence may show
that personnel were working in a very noisy environment, wearing hearing protection, and were
unable to communicate effectively -- with the result that a communication error occurred. The
noisy environment would be the direct cause of the error, in this case.

At other times, the direct cause of the error will not be obvious and more investigation and
analysis may be required. Direct causes that are commonly implicated in human performance
issues are described in detail in the HPEP Cause Modules in Part II of this document. The Cause
Modules may suggest possibie lines of inquiry to follow to establish the direct cause of an error.
In addition, special tests or analyses may be required. For example, interview data may suggest
that the worker who committed the error had been drinking. A blood or breath sample, if
available, may be necessary to determine the validity of the interview data and to assess the
likelihood that the worker was impaired.

Once the basic facts surrounding the human performance problem have been established, the
lines of inquiry expand to begin identifying root and contributing causes for the error. The
mvestigator will analyze the events and conditions leading up to the error and may use standard
causal analysis techniques, such as those discussed in Section 5, to identify possible causal
factors. Programmatic causes are investigated to determine whether a deficiency in a program,
policy or practices for managing work activities at a site allowed barriers to error, established by
management, to fail. As discussed in Section 3, barriers may fail because they are missing
altogether or there is a weakness in how they are implemented.

The extent of the conditions that caused the human performance problem is also investigated.
The investigator gathers evidence to determine whether the problem has occurred before, how
frequently, and whether the conditions that led to this problem could cause other, similar human
performance problems if not corrected. Further, the potential consequences of a recurrence of
this error under different circumstances should also be evaluated.

For an error that was directly caused by a miscommunication in a noisy work environment, the
lines of inquiry to identify programmatic causes and the extent of the conditions that caused the
comtunication error might include: “What were the communication practices, if any, that
personnel were trained to use in noisy environments? Did they follow those practices? If not,
why not? Were there additional communication practices or devices that would have allowed the
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operators to communicate more effectively in the noisy work environment? How many times in
the past year have communication errors occurred in this and other noisy environments? Are
there circumstances in which an inability to communicate could increase plant risk to
unacceptable levels?”

For an error that was directly caused by fatigue from excessive hours worked over several
months, the investigator could ask, “What are the work scheduling and overtime practices at this
site? How many times in the past year have hours in excess of administrative limits been
approved and for how many workers? How many extra work hours were approved for
individuals, for certain job positions, within departments? Is there any evidence that error rates
increased during the periods in which other personnel were working excess hours? What kinds
of tasks were they performing and could errors on those tasks increase plant risk 10 unacceptable
levels?”

The process of establishing the event chronology and gathering the information needed for
conducting the causal analyses and to identify the needed corrective actions is described
sequentially here. In most investigations, however, the investigation process is iterative. That is,
the answers to one set of questions generate new questions for which information must be
gathered. In general, the more thorough the investigation, the more likely that the causal
analyses will identify the correct causal factors for the problem and that the corrective actions
will be effective.

43 COLLECTING EVIDENCE

The evidence that can be used to investigate human performance problems falls into three
general types. These are defined here as physical evidence, documentary evidence and human
evidence. A thorough discussion of evidence coliection and preservation methods is outside the
scope of this document. Some of the methods for and challenges in collecting and preserving
evidence are discussed here, however, to facilitate review of the licensee’s investigation.

Physical evidence is any matter (e.g., solids, liquids, gases) related to the error or human
performance problem, such as equipment, parts, debris, contaminated water, hardware or tools.
Physical evidence may be used to establish the state or condition of equipment and the work
environment prior to an event as well as to determine what happened in the course of the event.
For example, examination of the personal protective equipment worn by the individuals involved
may show that their ability to see through a faceplate or to make fine manual adjustments in
gloves was limited and could have contributed to an error. At times, physical evidence regarding
the state or condition of the individuals involved in an event may also be collected, such as
collecting urine or blood samples to test for the presence of drug metabolites. Assuring that
perishable physical evidence is analyzed before it degrades, and that non-perishable evidence is
controlled so that it is available for further analysis, if necessary, are two important challenges in
gathering physical evidence.

Documentary evidence is 2lso useful in understanding human performance problems, and
particularly any programmatic causes for an error. Documents regarding the work activity in
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which the human performance problem occurred help to establish what happened, who was
involved and the conditions under which the problem arose. Examples of documentary evidence
include:

e Event recordings (e.g., event history, computer printouts, autornatic and manual plots of
plant variables as a function of time showing the occurrence of alarms, system
activations, and other conditions during the event). These documents may show, for
example, the actions that were taken, when they were taken and any unusual conditions
that existed at the time.

o Design drawings, specifications, design and installation procedures, modification
packages. These documents may be useful in identifying discrepancies between how a
system was designed and how it was functioning at the time an error occurred, for
example. This information might allow the investigator to determine whether personnel
were trained appropriately and whether the instructions and supporting information they
had available during task performance were accurate.

e Maintenance records for affected systems, including vendor manuals. Maintenance
records may be useful in determining, for example, the point in time at which an error
during maintenance first occurred and, perhaps, how often it was repeated. Vendor
manuals can be used to verify that procedures are up-to-date.

¢ Procedures and work orders used during or relevant to the event. These documents are
very useful in establishing what happened in the event and in identifying discrepancies
between what was planned versus what was impiemented.

+ Plant technical specifications and associated safety analyses. These documents are often
useful in identifying discrepancies between what should have occurred versus what
actually happened.

e Operations logs. Similar to event recordings, these documents may be belpful in
establishing what happened and when.

» Correspondence, such as e-mails, letters, memoranda. These documents may also
contain information that is useful in establishing the event timeline, but also often contain
important information about the organizational work environment.

» Records of similar events, including root causes and corrective actions. These documents
assist investigators in assessing the scope of the human performance problem as well as
the effectiveness of previous corrective actions for similar human performance problems.

e Descriptions of programs, processes, and practices addressing plant operations and
maintenance, personnel performance, and procedure development. These documents
often clarify programmatic weaknesses, such as missing or weak barriers to error.

Human evidence is typically the primary source of information about human performance
problems, and may include written statements, the results of interviews, recordings of human
actions during the event or similar work activities, and the results of event reconstruction
activities. For example, audio or videotapes of the situation that preceded or occurred during the
event can be particularly useful for analyzing an error, but are usually not recorded. Tapes of
similar work activities, such as those made of control room crews for training purposes, can be
used to assess general work practices and may demonstrate an on-going human performance
problem, or help to determine whether the particular error that occurred in an event is common.

4-4



Human evidence may also include demonstrations of critical actions, such as manipulations of
the equipment involved in the event; walk through exercises, in which personnel act out
important actions as the stages of a scepario are described or are directed by procedure steps; and
dynamic exercises, in which scenarios are reenacted under more realistic conditions, such as in a
training simulator. These evidence collection activities may provide information about possible
task overload, for example, or deficiencies in the human-system interface, coordination and
communication problems, knowledge or skill deficiencies, and so on.

The participants in an event are often available to the investigator and are typically able to
provide the most detailed information about the error that occurred or the human performance
problem. As discussed in Section 3, however, individuals’ memories for events may be limited,
if they are not interviewed immediately after the event. Further, they may not possess complete
information about the event, because what they remember will be limited to the aspects of the
event on which they were focused at the time. Or, memory for the event may be distorted from
strong emotion, the passage of time and intervening thoughts, by hearing others’ descriptions of
what occurred or discussing it with them, the kinds of questions that are asked during the
interview, and other factors. Licensee investigators should interview eyewitnesses who observed
the event but did not participate in it as well as the event participants as soon as possible after the
event.

The information obtained from different sources is often conflicting. Further evidence collection
may resolve some conflicts. As a simple example, an operator may report in an interview that he
entered a room at a particular time, but the entry records for that room show that he keyed in
about 15 minutes later than he reported. Additional evidence regarding the accuracy and
reliability of the clock used when recording entries may allow the investigator to conclude that
the entry log is the more accurate information source. In other instances, it may not be possible
to collect additional evidence to resolve conflicts. In these cases, investigators will have to
weigh the evidence and use judgment to reach a conclusion. For example, if five eyewitnesses
descriptions of an event are consistent, but vary from the description given by the individual who
conumnitted the error, the investigator might conclude that the eyewitnesses’ accounts were more
valid.

It is often the case, however, that the evidence an investigator needs to conclusively establish
what happened or why an error occurred does not exist or is unavailable. In these cases,
investigators may have to assume that certain events occurred or conditions existed to explain the
error, or may develop and analyze plausible altemnative scenarios. Given that human
performance is often so difficult to explain post hoc, it may be possible to derive some lessons
learned from the investigation but not to develop corrective actions that will be effective in
minimizing the likelihood that a similar error will reoccur.

As noted above, collecting evidence about a human performance problem is an iterative process.
As answers to one question are found, other questions arise that require follow-up. In addition,
new information may shed a different light on information collected earlier in the investigation
or conflict with it, so that additional information collection is necessary.



In general, the evidence gathered about a hurnan performance problem should enable licensee
staff to identify several possible causes for the problem. Plausible causes should be documented
and the licensee should gather further evidence to confirm or rule out the possibilities. The most
plausible causes that were not confirmed by the evidence and the basis for rejecting them should
also be documented.

44 TERMINATING THE INVESTIGATION

The licensee’s basis for terminating the investigation of a human performance probiem should
also be documented. Theoretically, an investigation could continue until every question is fully
resolved. Time and resources for conducting an investigation this thoroughly are usually not
available, however. Therefore, other criteria may be applied to determine when an investigation
should be terminated. These could include, for example, a pre-set deadline for completing the
investigation, reaching a dead-end due to the unavailability of further evidence, or a decision that
the problem under investigation is minor and does not warrant the expenditure of further
resources. For events that the licensee has classified as significant, the investigation is typically
not terminated until the investigator and licensee management concur that sufficient evidence has
been gathered to support the deterrination of the causes of the human performance problem and
to develop specific and effective corrective actions.



5 EVALUATING THE LICENSEE’S ROOT CAUSE ANALYSIS

5.1 INTRODUCTION

Root cause analysis is a systematic method for analyzing the evidence collected about a
hardware failure or human performance problem. The purpose of root cause analysis is to
identify the basic set of conditions that, if eliminated or modified, would minimize the likelihood
of the same and similar problems from happening again. Performing a systematic root cause
analysis and identifying the direct, contributing and reot causes for human performance
problems aids in ensuring that the problem is understood with sufficient depth to support the
development of effective correction actions.

In this section, background information for evaluating licensees’ root cause analyses of human
performance problems is presented. The different types of causes that may be identified as a
result of using root cause analysis techniques are discussed, and detailed information about three
commonly used root cause analysis techniques is presented. These techriques are events and
causal factors charting and analysis, change analysis and barmmier analysis.

52  CAUSAL FACTORS

A causal factor is any action or condition that occurred or existed prior to an error without
which the error is less likely have occurred. There are three types of causal factors that a root
caunse analysis will typically identify. These are the direct cause, contributing causes and root
causes. Programmatic weaknesses are also often identified using root cause analysis techniques,
and may be determined to be either contributing or root causes of a human performance problem.
Apparent causes for an error may be identified by a licensee in problem reports for tracking and
trending purposes, but are not derived from applying a formal root cause analysis technigue.

A direct cause is the action or condition immediately preceding an error in an event sequence
that caused or allowed the error to occur. For example, consider a situation in which an operator
silenced what he thought was a nuisance high radiation alarm from an air monitor that had a
history of spurious activations. Within a few minutes, however, 1t was discovered that the alarm
was valid when several other air monitors in the same area also alarmed. The error here was
failing to confirm whether the alarm was valid before silencing it. The investigation and analysis
in this example showed that the direct cause of the error (i.e., the reason that the operator did not
confirm the alarm’s validity before silencing it) was the operator’s belief that the alarm was
invalid, based on its history of spurious activations. (Many other examples of typical direct
causes for human errors can be found in Part II of this document, the HPEP Cause Modules.)

A contributing cause is the actions or conditions that set the stage for a human performance
problem to occur, but, alone, were not sufficient to cause it. A contributing cause may be a long-
standing condition or a series of prior events and problems that, while unimportant in
themselves, increased the probability of error. For example, consider again the operator who
silenced the high radiation alarm. In this case, the alarm’s history of spurious activation would
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be a contributing cause for the error, because it set the stage for the error, but, alone, did not
cause it. Other operators at the site or at other plants might have assessed conditions in the area
moritored before silencing the alarm, so the alarm’s history contributed to the operator’s action
of silencing the alarm, but did not fully explain it.

A root cause of a human performance problem is the set of conditions that, if eliminated or
modified, would minimize the likelihood that the problem would reoccur as well as prevent
similar problems from occurring. A root cause is often responsible for multiple human errors or
hardware fatlures, rather than single problems. Root causes are more fundamental causes than
direct causes, affect a wider scope of work activities, are both necessary and sufficient to cause
the problem, and are often the results of programmatic weaknesses. In the case of the alarm
error, a deficiency in alarm response procedures, supervision or training may have allowed a
practice to develop of silencing alarms without verifying conditions. If so, weaknesses in the
procedures or training programs could be a root cause of the error and some other operators at
the plant, who use the same procedures or have received the same training, may be likely to
commit the same error. Weaknesses in immediate supervision, such as the failure to
communicate and enforce management expectations regarding alarm verification before
silencing, could also be a root cause of the error.

A programmuatic cause is a deficiency in one of the licensee's programs for managing work
activities at a site that allows human errors 1o occur and may be the root cause of a single error as
well as an adverse human performance trend. Licensee programs, such as the procedures and
training programs, overtime policies and practices, or the fitness-for-duty program, are
implemented by management to create and maintain barriers to errors. When weaknesses exist
in these programs, or their implementation is flawed, the barriers to error they are intended to
maintain may be ineffective. In the alarm example discussed above, a failure to emphasize alarm
verification, even of nuisance alarms, in the operator training program would be a programmatic
cause of the operators error, as well as a possible root cause. Other examples of common
programumatic causes for human performance problems can be found in Part II of this document,
the HPEP Cause Modules.

Many licensees also identify apparent causes for human performance problems that are perceived
as having little individual significance but that will be tracked to enable monitoring of
developing trends. An apparent cause is typically an estimate of the direct cause of an event or
problem, based upon a limited investigation. An apparent cause is identified without using
standard root cause analysis techniques.

Using standard root cause analysis techniques is not a regulatory requirement. The licensee is
required under 10 CFR 50 Appendix B Criteria XVI to prevent the recurrence of “significant
conditions adverse to quality,” however, and many licensees have concluded that the use of
standard root cause analysis techniques is beneficial in understanding and correcting these
significant conditions. Licensees specify the criteria for determining significance, which may
include issues of risk, regulatory requirements and economic considerations. Other conditions
that are “adverse to quality,” but do not meet the licensee’s significance criteria, may be
assigned an apparent cause on the basis of a cursory investigation and without a formal root
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cause analysis. In some cases, the licensee may elect to track these low-risk conditions and
monitor adverse trends for a larger number of similar conditions. If the trending indicates a
common or related cause for these conditions, then a root cause determination may be required
by the licensee’s policy or administrative procedures.

53  OVERVIEW OF ROOT CAUSE ANALYSIS TECHNIQUES

Root cause analysis relies to some extent on judgment. However, structured root cause analysis
techniques provide step-by-step procedures that can be repeated and verified. Clear
documentation of the analysis allows a reviewer to check its accuracy and completeness.

Several root cause analysis methods that may be used in licensee facilities are listed below:

e Events and causal factors analysis (to identify the events and conditions that led up to the
human performance issue)

e Change analysis (to identify changes in the work environment since the job was last
performed successfully that may have caused or contributed to the problem)

» Barrier analysis (to identify the barriers that, if present or strengthened, would have
prevented the human performance issue from occurring)

e Management Oversight and Risk Tree (MORT) analysis (to systematically check that all
possible causes of problems have been considered)

o Critical incident techniques (to identify critical actions that, if performed cormrectly, would
have prevented the event from occurring or would have significantly reduced its
consequences)

¢ Fault tree analysis (1o identify relationships among events and the probability of event
occurrence)

In general, a root cause analysis repeatedly asks the question "Why?" about the events and
conditions that caused or contributed to the human performance problem.

Once the evidence has been gathered and the important causes for the human performance
problem have been identified, the root cause analysis then looks for any relationships among the
causes. The root cause analysis determines whether the causal factors demonstrate any order or
precedence, either in terms of time or scope of effect. If one causal factor preceded another in
time and affected it, or if a causal factor accounted for more than one of the human errors that
occurred in an event sequence or among those comprising an adverse human performance trend,
it is a candidate root cause. The goal of the analysis is to determine which causal factor(s}, if
corrected, would prevent the recurrence of the same and similar errors. Events and causal factors
charting and analysis, change analysis and barrier analysis work well together to ensure that all
causal factors are identified.

54  EVENTS AND CAUSAL FACTORS CHARTING AND ANALYSIS

Events and causal factors charting and analysis is a method for organizing and analyzing the
evidence gathered during an investigation. An events and causal factors (ECF) chart graphically
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displays the events and conditions associated with an occurrence {¢€.g., an e1ror, a significant
event, a human performance problem) the user wishes to understand. In an ECF analysis, the
chart 1s used to identify the causal factors associated with the hardware failure or human
performance problem.

5.4.1 Events and Causal Factors Charting

An ECF chart is comprised of symbols that represent the important events and conditions that led
up to the hardware failure or human performance problem under investigation. An event in an
ECF chart 1s any action or occurrence that happened at a specific point in time relative to the
hardware failure or human performance problem under investigation. A condition is a state or
circumstance that affected the sequence of events in the ECF chart.

Some of the symbols that may be used for ECF charting are as follows>:

A rectangle is typically used to indicate an event. A brief
description of the event is written within the symbol as well
as the date and time at which the event occurred. Events are
arranged in a line in chronological order from left to right.

Events that are assumed to have occurred, but for which no
validated evidence exists or has yet been collected, may be
indicated by a rectangle outlined with dashed lines.

An oval is typically used to indicate a condition. A brief
description of the condition is written within the oval and
the condition is placed above the event it affected on the
chart.

. A condition that is assumed to have existed, but for which
no validated evidence exists or has yet been collected, is
indicated by an oval outlined with dashed lines.

A diamond is used to indicate the occurrence of interest,
such as a significant event.

? The symbols used for charting are unimportant. Any symbol set or other method to differentiate among events,
conditions, causes and their inter-relationship, such as color-coding, may be used in the chart.
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Arrows are used to connect events, and to connect
> conditions to events.

An octagon may be used to indicate a causal factor and is
placed above the events or conditions it caused.

Triangles are used to connect event lines that must be
e broken when, for example, the entire sequence of events
will not fit on a page.

An example of an ECF chart can be found in Figure 5-1. This example depicts a partially
completed ECF chart for an eperational event in which the residual heat removal (RHR) system
was overpressurized during initial pressurization of the reactor coolant system (RCS) following a
refueling outage (NUREG/CR-5953, 1992).

Events and causal factors charting was developed to support the investigation of a single event.
It can also be used to identify human performance problems. Developing ECF charts for the
different errors that may represent an adverse trend and comparing them allows the detection of
patterns and similarities in the events and conditions associated with the different errors.

5.4.2 Events and Causal Factors Analysis

Analysis of the ECF chart begins after the investigation is completed, although the analysis itself
may raise additional questions that require further investigation. The analysis is performed to
identify direct, contributing and root causes for the hardware failure or human performance
problem of interest. The analysis consists of first identifying the significant events in the
timeline and then evaluating them by asking a number of questions about each one.

An ECF chart will often contain events that did not play a causal role in the human performance
problem under investigation, but must be included to “tell the story,” so that others can
understand what happened. These other events may be retained in the chart, but only the
significant events will be analyzed.

Identifying the significant events in the ECF chart starts with the event that came immediately
before the hardware failure or human performance problem of interest. To determine whether
this event is significant or not, the question is asked, “If this event had not occurred, would the
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failure have occurred?” If the answer to this question is, “Yes,” then the question is asked
whether the event represented a normal activity with the expected outcomes. If it was a normal
activity with the expected outcomes {e.g., the maintenance technician arrived at work, control
rods were inserted and the reactor scrammed), then it is not a significant event in the chart. If the
event had unplanned or unwanted consequences, then it is a significant event in the chart and
should be further analyzed by asking the following additional questions:

What were the other events and conditions that led to the significant event?

What went wrong that aliowed the event to occur?

Why did those conditions exist?

Were other significant events necessary for the failure or problem to occur or would the
recurrent of this event alone lead to another failure or problem?

s Is the significant event linked to other events or conditions that may indicate a more
general or larger deficiency, such as a programmatic weakness?

For example, in Figure 5-1, the event in the chart that precedes the overpressurization was the
control room crew imitiating system pressurization. Starting RCS pressurization is a significant
event in this timeline, because, obviously, RCS could not have overpressurized without it and
because initiating pressurization had unplanned and unwanted consequences.

The significant events in an ECF chart, and the events and conditions that were responsible for
them, are causal factors. A brief statement that summarizes the relevant characteristics of the
causal factor is added to the ECF chart above the significant event to which it applies. Figure 5-
2 shows the ECF chart for the overpressurization event with one causal factor added above the
conditions and event in the chart to which it applies.

When each significant event in the chart has been analyzed, relationships among the causal
factors may be revealed. For example, in some situations, several examples of training
weaknesses may be identified or the failure of one piece of equipment or system is found to have
caused several of the events in the chart. When commeon causes are found, they may mdicate the
root cause of the problem under investigation.

55 CHANGE ANALYSIS

Changes in the work environment often result in unanticipated and unwanted consequences.
Change analysis involves systematically identifying and analyzing any changes that may have
affected the problem under investigation.

Many types of changes may lead to unwanted consequences. These could include, for example,
changes in

the characteristics or number of workers involved in the task

other work activities going on concurrently with the work activity of interest
equipment condifion or status

the work location or the environmental conditions in which the work was performed
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* supervision
» management expectations for the work.

Changes that may lead to an unwanted occurrence can be difficult to detect in advance because
change is pervasive. Change control processes, such as reviewing the safety implications of
planned changes, are one method to ensure that changes do not have a negative impact on safe
operations. Formal reviews or risk analyses sometimes miss important conditions, however.
There also are many avenues for introducing changes to the work environment that do not appear
to be sufficiently risky to warrant formal review.

Change analysis for human performance problems is most effective when the same work activity
has been performed successfully in the past, when the work activity and conditions under which
it was performed were documented or can be reconstructed, and when procedures for performing
the work are available. Change analysis can also be performed by comparing the work activity
under investigation to how the work activity is successfully performed at other sites, or to “ideal”
situations as documented in standards and regulations.

The first step of a change analysis is to define the “event-free situation” and compare it to the
situation in which the “event™ under investigation occurred. The “event” may be any hardware
failure, human error or human performance problem. The “event-free” situation is a comparable
situation in which the hardware did not fail or the work activity was performed successfully.

Once the “event” and “event-free” situations have been identified, they are analyzed 1o determine
the specific differences between them. The impact of each difference on the event is then
evaluated to determine whether the change was unimportant or was a direct, contributing, root
and/or programmatic cause of the problem.

Table 5.1 shows an example of a change analysis worksheet for the overpressurization event
discussed previously. The human error of interest is the operators’ failure to detect and control
the rapid rise in RCS pressure. As can be seen in Table 5.1, four changes from previous
occasions on which RCS pressurization activities were performed successfully were identified.

Evaluating the causal roles of these changes involves asking, for each change, whether or not it
meets the definition of a direct, contributing, root and/or programmatic cause, or did not play a
causal role in the error. In this example, the inoperability of the RCS pressure transmitters was
the direct cause of the error, because it was “the action or condition immediately preceding the
error in the event sequence that caused or allowed the error to occur.” If the RCS pressure
transmitters were operable, the crew would have detected the rapid pressure increase in time to
control it and prevent the transient. Evaluation of the roles of the other four changes, based on
the evidence available, indicates that they were contributing causes. That is, each of the changes,
alone, did not cause the error, but rather set the stage for it. It was the combination of these
additional changes with the inoperability of the RCS pressure indications that allowed the event
t0 occur.



Table 5.1 Example Change Analysis Worksheet for an RCS Overpressurization Event

Event Situation

Event-Free
Situation

Difference

Effect on Event

RCS pressure instrument
transmitiers isolated for
mainienance

RCS pressure indicators
operabie

No accurate indications
of RCS pressure were
avatlable

Operatots were unable to
monitor RCS pressure

Fill and venting of reactor
head extended

Fill and vent evolution
completed within normal
time limits

Venting continued 1-2
hours longer than
normally

The Ionger vent and fill
evolution decreased the
volume of gases in the steam
generator {SG) U tubes

Reduced volume of gases
in SG U tubes caused by
longer vent time

Greater volume of gases
in 8G U tubes

Reduced amount of non-
condensable gases
caused RCS pressure 1o
increase sconer than in
previous refill operations

RCS pressure rose sooner
then expected and
approached 100 psig within
2.5 hours of initiating
pressurization

Operators were
menitoring the inoperable

Operators monitored all
available pressure

Operators did not detect
indications of the rapid

An opportunity to detect the
pressure rise and prevent the

RCS pressure gauges, but | indications pressure increases on the | overpressurization was
not all available pressure letdown and RHR missed
indications {e.g., letdown discharge pump pressure
and RHR discharge pump gauges
pressure ganges)
5.6 BARRIER ANALYSIS

The barrier analysis technique can also be used to identify causes for human performance

problems. The purpose of a barrier analysis is to identify the barriers to error that were missing,
bypassed or failed and their causal roles. Barrier analysis also shows the barriers that succeeded
and prevented the problem from having more serious consequences.

Barrier analysis is based on the concept that hazards represent potentially harmful energy flows
or environmental conditions from which targets (i.e., personnel and equipment) must be
protected. Hazards to personnel may include, for example, radiation, electrical energy, chemical
and biological agents or adverse environmental conditions. Hazards to equipment may include
human error, damage from wear and tear or natural phenomena.

A barrier is any means used to protect targets from hazards. There are two basic types:

physical and management barriers. Examples of typical physical barriers used in industrial
settings to protect personnel are fences, guardrails around moving equipment, protective ¢lothing
and safety devices. Management barriers used to protect equipment in nuclear licensee facilities
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include preventative and corrective maintenance as well as supervision, training, the desiga of
the human-system interface or procedures to reduce the likelihood of damage from human error.
The barriers that could or should have been in-place and how they should have functioned can be
identified from subject matter expertise, knowledge of industry good practices, licensee policies
and procedures, design basis documents and regulations.

A barrier analysis is performed in five steps. The first step is to identify the hazard and target.
The second step is to identify all of the barriers that could have protected the target from the
hazard. The third step is to evaluate how each barrier performed. That is, did the barrier succeed
or fail? For barriers that failed, the fourth step is to determine why they failed. Finally, the
causal role of each barrier is evaluated to determine whether it was a direct, contributing, root
and/or programmatic cause.

This technique is particularly useful in providing the basis for developing cormrective actions to
prevent the same or a similar problem from happening again. Corrective actions can strengthen
existing barriers that failed or erect barriers where they are missing.

Table 5.2 shows an example of a barrier analysis worksheet for the RCS overpressurization
event. In this example, the hazard would be pressure and the target wouid be the catastrophic
failure of the reactor coolant or residual heat removal system piping.

Evaluating the causal role of each failed barrier involves asking whether or not it meets the
definition of a direct, contributing or root cause, or did not play a causal role in the error. In this
example, the inoperability of the RCS pressure transmitters again meets the critenion for the
direct cause of the error, because it was “the action or condition immediately preceding the error
in the event sequence that caused or allowed the error to occur.” Further, if the RCS pressure
transmitters were operable, two additional physical barriers would not have failed: the power-
operated relief valves (PORVs) low-temperature overpressure protection and the computer
alarm. Because the failure of these barriers was dependent upon the RCS pressure transmitters
being inoperable, they are contributing causes of this event.

As can be seen from this example, barrier analysis is an effective method to begin identifying
programmatic causes as well as potential corrective actions. For example, had the RCS pressure
indicators been tagged out-of-service, it is unlikely that the operators would have started RCS
pressurization activities until these indications were available. The station’s policy of excluding
control room instrumentation from the tagout program indicates that the scope of the tagout
program may have been a programmatic weakness that, if corrected, could have prevented this
event and other, similar events. However, responsibility for configuration control lies with the
work management program. Had the work planners (or an independent review) recognized that
the RCS indicators were not available for initial RCS pressurization and ensured that they were,
the rate of the pressure rise and the operators’ focus on the three RCS indicators would not have
mattered because accurate pressure indications would have been available to detect and control
pressure. Therefore, the startup procedure and the operators’ status monitoring were contributing
causes to the event, but not root causes. Further investigation of the work management program
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Table 5.2 Example Barrier Analysis Worksheet for Overpressurization Event

Hazard: Pressure

Target: Catastrophic failure of system piping

Physical Barriers Performance Why Did it Fail? Effect on Event
RCS pressure instrument Failed QOut of service for RCS pressure indicators
transaitters maintenance inoperable so operators could

not detect rapid pressure rise
Power-operated relief Failed The two wide-range RCS PORYV low-temperature over-

valves {PORVSs) low-
temperature overpressure
protection

pressure instruments were
the sensors for the PORV
low-temperature over-

pressure protection mode

pressure protection
unavailable

RHR Pump B suction
relief valve

Succeeded in stopping
uncontrolled pressure
rise

Maintained pressure below
limits — prevented
catastrophic failure of RHR

piping

Pressurnizer relief tank
(PRT) ievel indication

PRT level increased
when RHR suction
relief valve opened

Succeeded in alerting
operators to problem situation

Annunciators Missing RHR pressure did not reach No audible indications of
alarm actuation setpoint and | pressure rise
computer alarm came off the
inoperable pressure
iransmitters

Managt.ement Performance Why Did it Fail? Effect on Event
Barriers
Startup procedures Did not control RCS Fill and vent procedure did Night shift extended the RCS

vent evolution

not specify a time limit for
venting gases from reactor
head

vent evolution 1-2 hours
tonger than normal, reducing
the volume of gases remaining
in the 8G U tubes

Work management Failed Work planners overlooked Pressurization was initiated
(planning and the need for the RCS without RCS pressure
scheduiing) pressure instruments to be indications operabie
operable before initial
pressurization of the RCS
Independent review Missing Not performed or required Failed 1o identify the RCS
pressure instrument isolation
Tagging out-of-service Missing Tagging of cut-of-service There was no visual cue that
conwol room instruments instruments in control room | the three RCS pressure
not required by tagout indicators were inoperable
program
Systems monttoring Inadequate Operators were focused on Operators did not notice other

the RCS pressure indicators
and were not monitoring all
pressure indications
available

indications of the pressure rise
that indicated RHR, CVCS
and RCS were pressurized
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would be necessary to identify the specific weaknesses that allowed this event to occur, as well
as the corrective actions necessary to strengthen the program. However, flaws in the work
management program appear to have been the root cause of the operators” etror in this event.

5.7 COMBINING TECHNIQUES

Practical experience has shown that different root cause analysis techniques provide different
perspectives on an event. As a result, using a combination of methods ensures that a moore
complete set of causal factors is identified.

Because different root cause analysis techniques ask different questions about a human
performance or hardware problem, the causes that are identified may differ. Compare, for
example, the differences in the causal factors above that resulted from the change and barrier
analyses for the overpressurization event. For the overpressurization event, the barrier analysis
yielded a larger number of causal factors and led to the identification of the root causes of the
event. For other events, changes may be the key causal factors and barrier analysis used alone
may not identify them.

No matter which root cause analysis techniques are used by a licensee, the purpose of the
analysis is to identify the causal factors that, if corrected, would minimize the likelihood that the
same and similar “significant conditions adverse to quality” will occur again. The effectiveness
of 2 problem identification and resolution program rests less on the root cause analysis
technigues used than on the thoroughness of the investigation conducted, assurance that the key
causal factors have been identified, and the development and implementation of the corrective
actions suggested by the analysis.



6 EVALUATING CORRECTIVE ACTION PLANS

6.1 INTRODUCTION

An effective corrective action for 2 human performance problem is one that will minimize the
likelihood of the problem happening again. Developing effective corrective actions for human
performance problems requires a thorough root cause analysis and an understanding of methods
for enhancing human performance.

In this section, background information for evaluating corrective actions plans is presented. The
different types of corrective action plans and issues in implementing them are discussed.

6.2 CORRECTIVE ACTION PLAN SCOPE

Corrective action plans, which incorporate corrective actions for human performance problems,
vary in scope. The scope of the plan is determined by the significance of the error or adverse
trend as well as the extent of the conditions created by the causal factors identified. Three types
are described below.

The broadest type is a general organizational improvement plan. This type of plan usually
involves all or a large number of the work groups at a site and, sometimes, corporate
headquarters. Its purpose is to make significant changes in how work is done and how it is
managed in order to improve operational performance and to reverse declining performance
trends. Corrective actions may address problems in any aspect of plant operations, such as

changing the organizational structure

changing managers’ spans of contrel

improving manager capabilities and competence

improving worker training and qualification programs

revising the hierarchical family of vision, goals, objectives, policies, programs, processes,
procedures and practices.

* & & &

General organizational improvement plans are typically required to correct a safety culture
problem in an organization.

An intermediate scope corrective action plan focuses on adding to or strengthening the
programs that are responsible for maintaining baitiers to human performance problems. Typical
programs that are implemented to maintain bariers to error are:

o programs for developing procedures, keeping them updated and requiring their use for
certain jobs
human resources programs for selecting and promoting personnel
behavioral safety programs such as STAR {Stop, Think, Act, Review)
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» human-system interface design programs, such as the program responsible for ensuring
that labels on parts and equipment are accurate and legible

» management systemns for defining and organizing work flow

* quality control programs.

Limited scope corrective action plans focus on fixing the direct cause of an error. These plans
add or strengthen specific barriers.

Corrective actions to add new barriers might include:

e writing a procedure for a task that previously depended on “skill of the craft”
» moving personnel with operations experience into the work planning group
¢ developing a new training module for maintenance workers, or

e replacing an analog display with a new digital display that is more accurate and easier to
read.

Corrective actions to strengthen existing barriers could be redesigning an existing training
module or adding a requirement for a supervisor to be present when a particular job is
performed. Most limited corrective action plans use a combination of adding new and
strengthening existing barriers.

Soretimes correcting the direct cause of an error will prevent that specific error from recurring
but fail to prevent similar errors. For example, if the direct cause of an error was an ambiguous
procedure step, fixing that one step may stop others from making the same error when
performing that step. But fixing that step in the procedure will not correct other ambiguous steps
in the same procedure or in other procedures. If the ambiguous steps have the same root cause,
such as a procedure writer in need of additional training, the root cause must be corrected to
prevent future errors due to poorly written procedure steps.

Corrective action plans must also address any adverse conditions that were created by a human
performance problem, based upon the assessment done of the extent of the conditions created by
a causal factor. For example, if an instrument is miscalibrated and the cause is determined to be
an error in a miscalibration procedure, the corrective action plan must include actions not only to
ensure that the instrument is re-calibrated correctly, but also that other instruments governed by
the same procedure are also calibrated correctly.

The appropriate scope of a corrective action plan depends upon the nature of the cansal factors
identified in the root cause analysis, their scope and the risks they pose. Licensees may use
probabilistic risk assessment or human reliability analysis methods to choose among corrective
action alternatives.
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6.3 ACCOUNTABILITY FOR HUMAN PERFORMANCE

Some corrective actions in a corrective action plan may focus on the individual worker who
committed an error. These corrective actions may include, for example, remedial training,
participation in the investigation and root cause analysis, loss of qualification for a period of time
and/or time off work.

Corrective actions that focus on the individual worker are often ineffective. Routinely placing
responsibility for errors on the individual workers adversely impacts a licensee’s safety culture
and may discourage personnel from reporting errors or raising concerns. A “blame the worker”
approach to human performance may result in adversarial relations between workers and
supervisors, which will hinder effective communication and teamwork. On the other hand, it
may be appropriate to hold workers accountable for errors if they have been provided with the
necessary resources to perform their tasks correctly. These resources include relevant training,
usable and technically accurate procedures, well-designed tools and equipment, accurate
drawings, labels on equipment and other operator aids, and clearly defined and specific
management expectations for performing each task. Industry experience has shown that
improving human performance requires balancing the organization’s responsibility for providing
personnel with the tools and resources they need to accomplish their tesks with individual
accountability for performance to reasonable standards.

64 CORRECTIVE ACTION PLAN COMPLETENESS

An important requirement for corrective action plan effectiveness is completeness. A complete
corrective action plan addresses each of the causal factors that were identified from the root
cause analysis. In some cases, a single corrective action may address more than one causal
factor. For example, if a root cause analysis has identified several weaknesses in work planning
and scheduling, the licensee may decide to re-engineer the entire work management program.
Often, several cotrective actions may be developed to address one causal factor. More than one
corrective action may be required because the causal factor is complex or the licensee wishes to
ensure there is “defense-in-depth” against a recurrence of the human performance problem.

6.5 PLAN IMPLEMENTATION AND EFFECTIVENESS

Corrective action plans that appear to have an appropriate scope and to be complete may be
ineffective when they are implemented. Corrective action plan implementation may be
ineffective for several reasons.

A common reason that corrective action plans fail is that detailed information from the problem
investigation and root cause analysis is not communicated to those who are assigned
responsibility for developing and implementing the corrective actions. The detailed information
about the human performance problem that has been collected is usually not recorded in the
investigation report or presented in a briefing. Further, information cotlected about human
performance problem may include sensitive personnel matters that are not documented. A
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detailed understanding of the human performance problem is necessary for corrective action
effectiveness, however, because these problems are typically complex with multiple, interacting
causes. Ensuring that the individuals involved in investigating and analyzing human
performance problems work closely with the personnel responsible for the corrective action
plans improves the likelihood that the plans will be effective.

Other commonly identified reasons for ineffective corrective action plans are:

+ Responsibility not assigned. Responsibility for developing, implementing and
monitoring the effectiveness of corrective actions may not be assigned to specific
individuals who are held accountable for them. Responsibility for corrective actions
may be assigned to a department or to “management,” rather than to individuals who
have the expertise, authority and resources to ensure they are implemented.

o Staffing changes. Personne] change jobs and the individuals who developed and
began implementing a corrective action plan may move on to other positions. The
information they had about the basis for a corrective action plan may not be
communicated to thelr successors.

* The steps for achieving the plan’s objectives are not defined. Some corrective
action plans define the goals to be achieved, but not the steps required to achieve
them. Corrective action implementation is typically most effective when project
management techniques are used, such as defining milestones and deliverables, a
project schedule, the resources required, and so on.

+ Competition for resources. Other management initiatives and events arise that take
precedence over implementing the cotrective actions.

» Measurement., Corrective action plans may fail because measures for determining
the success of the corrective actions were not defined and used to refine the plan
when necessary.

+ Unintended consequences. Corrective actions may have unforeseen, unintended
consequences that cause them to fail.

For human performance problems that have a relatively high risk significance, the licensee may
schedule effectiveness reviews for the comrective action plan that was implemented. Corrective
action effectiveness reviews are analyses of whether the corrective actions in a plan have
worked as intended. They are typically scheduled weeks or months after a corrective action has
been implemented and has had time to demonstrate an effect. The schedule for conducting
effectiveness reviews and the measures of effectiveness that will be used may be included in the
initial corrective action plan.
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6.6 CONCLUSION

The most important test of a corrective action plan is whether it succeeds in minimizing
recurrence of the human performance problem it is designed to address. As discussed in Section
3, however, the recurrence of a problem behavior does not necessarily indicate that a corrective
action plan is ineffective because the same behavior can result from many different causal
factors. The corrective action plan may have been effective in controlling one cause for a
particular behavior, but other causes may still exist. These other causes could not have been
identified in the investigation and analysis because they did not play a role in the original
problem. Investigation and causal analysis of the recurrent problem behavior would be
necessary to determine whether the corrective action plan for the initial problem was ineffective
or whether the recurrent problem is due to other causes that would then need to be addressed.
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THE HUMAN PERFORMANCE EVALUATION PROCESS

Part II: The HPEP Cause Tree and Modules
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7 OVERVIEW OF THE HPEP CAUSE TREE AND MODULES

7.1 INTRODUCTION

Part II of the Human Performance Evaluation Process (HPEP) is comprised of the HPEP Cause
Tree and Modules. The HPEP Cause Tree is a screening tool for identifving the range of
possible causes for a human performance problem. The Cause Modules discuss typical causes of
human performance problems in nuclear licensee facilities and provide examples of frequently
identified direct and programmatic causes, based upon the research literature and industry
experience.

The Cause Tree and Modules are not 2 complete list of all possible causes for human errors. In
practice, the evidence that is collected in an investigation and the results of causal analyses are
necessary to determine an error’s actual cause(s). The primary value of a list of possible causes,
such as those presented here, is that it prompts consideration of a range of causes. Used as a
checklist, the Cause Tree and Modules assist in overcoming the tendency to arrive at conclusions
too early in an investigation or to only investigate the possibilities that are initially suggested
when an error is committed. Thus, the Cause Tree and Modules are intended to be used
heuristically, but the possible causes that are investigated must be derived from the evidence.

7.2 USING THE CAUSE TREE AND MODULES

Part Il is for use by inspectors to verify the causes that a licensee has identified for human
performance problems in order to complete Table 2.3, Causal Analyses, in Part I. The HPEP
Cause Tree and Cause Modules may also be used as guidance in conducting an event
investigation and to identify a human performance trend.

7.2.1 Verification

The HPEP Cause Tree and Modules are intended to assist in evaluating a licensee’s causal
analyses of human performance problems. In general, a causal analysis that is complete and
valid will also be reliable. That is, it will vield similar results when repeated by another
individual or team, although the specific terminology used to describe the cause(s) will likely
differ. By answering the questions in the Cause Tree and reviewing the information in the
appropriate Cause Modules, the inspector could verify that the evidence the licensee has gathered
supports the causes identified and that other plausible causes can be ruled out.

To verify the licensee’s conclusions, the inspector may (1) use the information available in the
licensee’s documentation of the investigation or collect evidence independently, (2) answer the
questions in the Cause Tree and then (3) review the information in the appropriate Cause
Modules to determine whether or not the licensee correctly identified the causes of a human
performance problem. If the inspector arrives at direct and programmatic causes that are similar
to those documented by the licensee, based upon the same evidence, it is likely that the licensee
has accurately identified the causes for the human performance problem. If the inspector arrives
at different direct and programmatic causes, then the Cause Modules may be used to identify
additional information to request from the licensee. Or, the inspector may use the Cause
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Modules to determine the lines of inquiry for an independent investigation. In most cases,
discrepancies between the inspectors’ cause(s) and the licensee’s will be resolved on the basis of
the evidence.

7.2.2 Conducting an Independent Event Investigation

If an inspector or NRC inspection team is conducting an independent event investigation, the
Cause Tree and Modules can be used to understand the human errors that occurred in the event.
The Cause Tree and Modules may be used to identify promising lines of inquiry to explore in the
investigation. They may also serve as a checklist to ensure that possible causes for the error(s)
have not been overlooked.

The Cause Tree will streamline an investigation by directing inspectors to the most likely causes
of an error. Further evidence can then be collected regarding a specific cause to support the
causal analysis. The lists of possible direct and programmatic causes within the Modules may be
used to develop the specific lines of inquiry. For example, the Cause Tree would prompt
inspectors to ask, “Were there weaknesses in the procedures used to perform the task?” If the
answer were “yes,” then the Procedures Module in Section 11 would prompt the investigators to
further ask, “What were the procedural weaknesses and did they cause or contribute to the error?
Were there systematic weaknesses in the procedures or another program that allowed these flaws
in the procedure to exist? Are other licensee procedures similarly affected?”

As the investigation matures, the Cause Tree and Modules can be reviewed again to verify that
potential causes have not been overlooked. Often the evidence that is gathered indicates that
different causes than originally identified should be investigated. Repeated reference to the
Cause Tree and Modules during the course of an investigation may help to assure that the
investigation is complete and that sufficient evidence has been gathered to support the team’s
conclusions.

7.2.3 1dentifying 2a Human Performance Trend

The Cause Tree and Modules may also be helpful in identifying a human performance trend. A
human performance trend may be indicated if one cause category, such a procedures or
supervision, is repeatedly identified by the licensee in a sample of problem reports, or appears to
the inspector to be implicated in numerous problem reports.

To verify that a human performance trend has developed, however, it is important that the human
errors are investigated and analyzed sufficiently to identify the direct and programmatic causes
with some confidence. By definition, a human performance trend is a pattern of related errors
resulting from the same causal factor. Therefore, licensee reports of the apparent causes of an
error may be suggestive, but even a large number of reports citing a particular cause category do
not establish the existence of a human performance trend unless the direct and programmatic
causes of the errors are known.

7-3



7.3 ORGANIZATION

The HPEP Cause Tree is presented in Figure 7-1. The HPEP Cause Modules are presented in
Sections 8 through 18. The Cause Tree asks a series of questions about the conditions
surrounding a human error of interest. Based upon the answers to those questions, the inspector
is referred to the appropriate Cause Modules. Each Cause Module is comprised of causal factors
that have been found to affect human performance in the workplace as follows:

Personnel — These Cause Modules discuss characteristics that individual workers bring to the
job that may affect task performance, such as

Section 8: Fitness for Duty
Section 9: Knowledge, Skills and Abilities
Section 10: Attention and Motivation

Resources — These Cause Medules discuss characteristics of the resources available to personnel
to assist in performing their tasks, such as

Section 11: Procedures and Reference Documentation
Section 12: Tools and Equipment

Section 13: Staffing

Section 14: Supervision

Work Environment — These Cause Modules discuss characteristics of the work environments in
which personnel] perform tasks, such as

Section 15: Human-System Interface
Section 16: Task Environment

Communication and Coordination — These Cause Modules discuss characteristics of the
hurnan interactions required to perform a task correctly, such as

Section 17: Communication
Section 18: Coordination and Control

Within each Cause Module, background information is presented regarding the effects of each

causal factor on human performance and examples of typical direct and programmatic causes for
errors are listed.
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Figure 7-1 The HPEP Cause Tree
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8 FITNESS FOR DUTY

8.1 ERRORS RELATED TO FITNESS FOR DUTY

Successful task performance requires that the capabilities workers bring to the task fall within an
expected range. Impairment, or a reduction in an individual’s mental or physical capabilities
due to substance abuse, fatigue, illness or stress, increases the likelihood of errors. Types of
possible impairments and their likely consequences for task performance are discussed below.

8.1.1 Drug and Alcohol Use

The use of some drugs and alcohol on the job or within several hours of reporting to work may
adversely impact human performance. Extensive information about the effects of different drugs
on task performance, including prescription and over-the-counter (OTC) drugs, has been
published elsewhere (see Section 8.4 of this Module below). This information is briefly
snmmarized here.

8.1.1.1 Marijuana

The use of marijuana has several effects that may adversely impact task performance. Marijuana
use decreases the ability to process both auditory and visual stimuli, so may affect, for example,
an individual’s ability to read and follow procedures correctly or to correctly process verbal
instructions. It also reduces an individual’s attention span. Other effects include impaired social
behavior and reduced retention and recall of information. Marijuana use also affects motor
performance. It slows reaction time, decreases motor steadiness and manual dexterity, and
reduces eye-hand coordination.

8.1.1.2 Stimulants

Drugs that are stimulants include caffeine, cocaine and amphetamines. Some OTC medications
also contain stimulants, such as pseudophedrine, which is commonly used in cold and allergy
medications. In small amounts, stimulants generally improve both cognitive and motor
performance. For example, attention span is increased, vigilance is improved and reaction time
is faster. Larger doses or chronic use adversely affect performance in all areas.

8.1.1.3 Depressants

Central nervous system depressants include the opiates, barbiturates, sedatives, the minor
tranquilizers and alcohol. In general, higher doses are associated with significant cognitive and
motor performance impairments. At lower doses, the effects depend upon the specific drug used,
body weight and the extent to which the user has become habituated to it. For example, eye-
hand coordination and performance of complex tasks will be adversely affected by barbiturate
use, but typically are not affected by the minor tranquilizers. Use of drugs in this class will often
cause drowsiness when they are first taken, but this effect decreases with continued use.
Depressants cause disruptions in auditory and visual information processing, impair learning and
recall, and reduce attention span.
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8.1.1.4 Hallucinogens

Hallucinogens, by definition, are drugs that distort sensory perception, thought processes and
behavior. There are four subclasses: anticholinergics (these are rare), catechols {e.g., peyote,
mescaline, MDA}, indoles (e.g., LSD, psilocybin}, and anaesthetics (e.g., PCP). The
anticholinergics are highly toxic and not of concern in the workplace. The catechols distort
perception of light, color, space and shapes, and increase alertness. They are not associated with
memory [oss, but may cause muscle spasms in large doses. The indoles primarily cause mood
and sensory perception changes leading to altered senses of time, space, touch and color. Vision
and hearing are impaired and motor functions decline. At higher doses of indoles, the user may
experience euphoria, fear, hostility and confusion. Anaesthetics cause confusion, distorted
spatial awareness, aggression, trouble breathing and numbed nerves,

8.1.2 Fatigue

Fatigue has been shown to impair both cognitive and motor performance with an important
adverse effect on alertness. Fatigue decreases the ability to process complex information such as
that presented by unusual plant conditions. In addition, fatigue may increase reaction time, and
impair recall and decision-making. As fatigue increases, performance is increasingly impaired
and shows greater variability.

There are many factors that may cause fatigue. These include the amount of time spent working
on a single task, sleep disorders and deprivation, and the effects of circadian rhythms or their
disruption. For example, long periods of time performing a single physical task will cause
muscles to become fatigued so that they are less easily controlled and errors are more likely.

Sleep disorders and sleep schedules that do not allow sufficient deep sleep will adversely affect
cognuifive and motor performance and, over time, individuals will accumulate a “sleep debt.”
That is, most working-age adults require about eight hours of sleep on a regular schedule to
maintain optimum alertness, mood and performance levels. If sleep is ineffective or insufficient,
impairments will be seen during the next waking period. If sleep is ineffective or insufficient for
an extended period, the impairments will be cumulative.

Task performance and alertness are also affected by circadian rhythms. Circadian rhythms are
also known as “biclogical clocks” and are patterns in physiological functioning over the course
of a day. Sleepiness, for example, typically is at a peak between 3 a.m. and 5 a.m. with another
increase occurring between 3 p.m. and 5 p.m. When an individual’s daily schedule is changed
by a change in shift schedule or travel to a different time zone, circadian rhythms are disrupted
and performance decrements will occur until a new pattern is established.

8.1.3 Emotional Stress

Stress is an internal psychological and physiological response to threatening events or conditions
that require unusual changes in behavior or adaptation. The amount of stress an individual
experiences in any given context increases when the individual perceives that the demands of the
situation are perceived as exceeding his or her capabilities to cope.
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Because a stress response depends upon the individual’s appraisal of his or her ability to cope
with the situation, individuals will differ in the events and conditions that they experience as
stressful. Common sources of potential emotional stress include interpersonal conflicts at home
or on the job, grief and loss, unpredictability in one’s personal or work life, and any events at
home or at work that reduce self-esteem.

Stress may impair task performance in several ways. Personnel may become distracted and
unable to focus on the task and so commit errors. Or, stress may cause a wWorker to become tco
focused on one aspect of a task to the exclusion of others or have difficulty determining when
and how to act. Physiological stress responses may also reduce fine motor coordination. If
stress persists over a long period of time, it can cause physical and mental illnesses.

Stress may also adversely affect team performance. Team members typically communicate less
under stressful conditions and may fail to exchange information needed to succeed at a task. Or,
team members may lose sight of team goals and focus instead on their personal goals and needs.

Experience with a stressor reduces the stress response. Successful past experiences in surviving
stressful events and conditions increase an individual’s confidence in his or her ability to cope,
so that less stress is experienced when similar situations are encountered again.

8.1.4 Illness

Physical and mental ilinesses may also cause errors. The effects of physical illness on cognitive
and motor performance depend upon the nature of the illness itself. Most physical illnesses are
accompanied by fatigue. Some may cause stress. Similarly, the effects of mental ilinesses
depend upon the nature of the illness and the extent to which symptoms are controllable (and are
controlled) with medication.

8.1.5 Combinations of Factors

The effects on performance of combinations of these impairment-causing factors may be
synergistic and they may also interact with other conditions in the workplace. For example,
fatigue may increase the experience of emotional stress. Or, physical iliness may reduce an
individual’s tolerance for environmental conditions, such as heat or noise.

8.2 DIRECT CAUSES OF FITNESS-FOR-DUTY-RELATED ERRORS

A direct cause of an error resulting from personnel impairment describes characteristics of the
impairment that caused task performance to fail. There are a number of ways in which
impairment may cause or contribute to an error. These include:

Substance use — Personnel capabilities were reduced by the use of drugs or alcohol prior
to or during working hours, resulting in errors.

Excessive consecutive work hours — Personnel became fatigued because of working too
many consecutive hours or working too long on the same task. As a result, for example,
mental fatigue due to long hours performing a repetitious task without rest breaks caused
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8.3

a momentary lapse in monitoring of indications with the result that a safety parameter
was exceeded.

Inadequate rest — Excessive overtime with insufficient time off-duty created a “sleep

debt.” As aresult, for example, personnel vigilance was reduced and changes to
parameters were not detected.

Circadian rhythms — An individual’s circadian rhythms were disrupted by scheduled
changes, such as shift rotation or jet lag. Or, capabilities were reduced because task
performance occurred during a natural “trough” in physiological functioning. As a result,
for example, steps were performed incorrectly during a task because the worker did not
recall the correct action sequence.

Emotional stress — Events or conditions in ar individual’s personal or work life affected
the individual’s task focus or motor coordination.

Iliness — Worker capabilities to perform a task were reduced by the symptoms of physical
or mental illness that were not controlled by medication. For example, judgment and
decision making may be impaired, leading to errors.

Combination of impatrments — Combinations of impairing factors reduced worker
capabilities, leading to errors.

PROGRAMMATIC CAUSES OF FITNESS-FOR-DUTY ERRORS

Barriers to fitness-for-duty-related errors include licensee programs for the detection and
prevention of potential or actual impairment, as well as the individual responsibility of
workers to decline assignments if they are impaired for any reason. The latter barrer is a
weak one, however, because humans are generally over-confident of their capabilities when
under the influence of drugs or alcohol, or are stressed, fatigued or ill. Other factors that
may discourage self-reporting include the fear of losing access authorization, an operating
license or extra income from overtime. Licensee programs that may be implicated in errors
caused by personnel impairment include:

Access Authorization — This program is responsible for assuring that individuals
with access to special nuclear materials are reliable and trustworthy. Psychological
examinations and background investigations are two of the techniques used.
Weaknesses in this program may allow impaired individuals to have unescorted
access to vital areas in a plant.

Fitness-for-Duty — Licensee fitness-for-duty programs are primarily responsible for
detecting and preventing impaired personnel from performing tasks that may affect
public health and safety. Medical evaluations of personnel, behavioral observation
programs, employee assistance programs and drug and alcohol testing are used to
detect impairment. Weaknesses in this program may allow impaired personnel to
have access to vital areas in a plant where they could commit errors.
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8.4

Operator Licensing — NRC requirements for obtaining and maintaining an operating
license also include medical and psychological examinations to screen for potential
health conditions. Weaknesses in this program may set the stage for health
conditions to adversely affect an operator's ability to perform his or her tasks.

Overtime Policies and Practices — The NRC issued Generic Letter 82-12 that
provides guidance for limiting work hours to reduce on-the-job fatigue and the
potential consequences for task performance. Licensee Technical Specifications and
administrative procedures also define work-hour limitations. Routine authorization
for work hours in excess of those recommended may result in fatigued workers.
Further, a practice of excluding training or meetings that occur outside of an
individual’s normal work schedule from work-hour limitations will also contribute to
fatigue.

Shift Scheduling — Shift scheduling may also affect the likelihood that personnel will
show performance decrements due to fatigue. A change in the assigned shift or a
rotating shift schedule will disrupt circadian rhythms and may increase the likelihood
of errors.

Safety Culture — The effectiveness of self-reporting and behavioral observation programs
depends greatly upon the safety culture at a site. For example, if self-reporting of
impairment or reporting an impairment concem about another staff member consistently
results in disciplinary action, then supervisors and workers may be reluctant to repoit
other staff members who appear to be impaired. On the other hand, if individuals who
have come to work under some form of stress are treated fairly and with concern,
personnel will report more frequently. If the licensee’s cuiture emphasizes safety over
other goals, personnel may be willing to turn down overtime and monitor their own
fatigue levels, even if turning down the opportunity results in a loss of income.

ADDITIONAL RESOURCES ON FITNESS FOR DUTY
U.S. Code of Federal Regulations, Part 11, Criteria and procedures for determining
eligibility for access to or control over special nuclear material, Title 10, Energy (revised

periodically). Washington, DC: U.S. Government Printing Office.

U.S. Code of Federal Regulations, Part 26, Fitness for duty programs, Title 10, Energy
(revised periodically). Washington, DC: U.S. Government Printing Office.

U.S. Code of Federal Regulations, Part 55, Operators licenses, Title 10, Energy (revised
periodically). Washington, DC: U.S. Government Printing Office.

U.S. Code of Federal Regulations, Part 73, Physical protection of plants and materials,

Title 10, Energy {revised periodically). Washington, DC: U.S. Govemment Printing
Office.
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9 KNOWLEDGE, SKILLS AND ABILITIES

9.1 KNOWLEDGE, SKILLS AND ABILITIES IN HUMAN PERFORMANCE

Many of the job positions at licensee sites require extensive and specialized KSAs for correct
task performance. Knowledge is a set of facts, factual information, a method of analysis or the
application of methods and facts to successfully perform a task. A skill is a motor or mental
capability such as the ability to open a valve or operate a controller. Ability is the combination
of knowledge and skills required to perform a task. Mastery is the process of achieving the
requisite KSAs to perform a job or task safely and competently.

A KSA deficiency is one of the more frequently identified causes for human error. There are
four basic ways in which an error may occur as a result of KSA deficiencies. These are:

The worker did not receive training and so did not master the requisite KSA(s)
The worker was trained, but the training did not result in KSA mastery

The worker was trained and mastered the KSA, but did not retain it over time
. The worker mastered the requisite KSA, but did not apply it to the task.

The potential risk impacts of personnel performing tasks without the requisite KSAs are the basis
for NRC and industry efforts to improve training programs. Not all KSA errors are caused by
training deficiencies, however. As will be discussed below, a mental lapse or a momentary loss
of sitnational awareness may also cause KSA-related errors. In addition, for some jobs, a certain
level of proficiency is expected when personnel are hired into the position or the services of
contractors are obtained. In these cases, human resources screening and selection processes or
procurement processes for contractor services may play a role in preventing KSA errors.

9.1.1 Systems Approach to Training

Licensee training programs are presently conducted in accordance with the principles of the
systems approach to training (SAT), which is also called performance-based training (PBT).
The NRC assures that training is conducted in accordance with 10 CEFR 50.120, “Training and
Qualification of Nuclear Power Plant Personnel” and 10 CFR 55.4, “Operators Licenses
(Definitions).” The systems approach to training means that a training program includes the
following five elements:

» Systematic analysis of the jobs to be performed

« Learning objectives derived from the analysis, which describe desired performance
after training

« Training design and implementation based on the learning objectives

« Evaluation of trainee mastery of the objectives during training

« Evaluation and revision of the training based on the performance of trained personnel
in the job setting.
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As noted in the Statements of Consideration for the 1987 amendment to 10 CFR 554, a
licensee’s training program is considered NRC-approved when it is accredited by the National
Nuclear Accrediting Board.

There are currently nine licensee training programs subject to accreditation, as follows:

Licensed and non-licensed operators
Shift supervisor

Shift technical advisor

Instrument and control technician
Electrical maintenance personnel
Mechanical maintenance personnel
Radiological protection technician
Chemistry technician

Engineering support personnel

W00 N s W

These training programs identify the required KSAs to successfully function in a job. A job is
defined by a set of tasks to be mastered by the worker. These tasks are analyzed to identify the
KSAs they require. The KSAs are then consolidated into a master taxonomy of KSAs for each
job. Learning objectives for training are prepared from the taxonomies. Mastery of the learning
objectives equates to mastery of the KSAs and a successful training program assures that each
worker is qualified to perform the varicus tasks that comprise his or her job.

Performance-based training programs were implemented and first accredited during the late
1980s. Most nuclear power plant personnel have been trained under these programs.

%2.1.2 Identifying KSAs with Job and Task Analysis

Job and task analysis (JTA) is a systematic method for identifying the KSAs that are required
for successful performance of the tasks associated with a job. The JTA is used to identify the
tasks for which training is necessary and may be used to identify requirements for personnel
screening and selection.

Tasks are analyzed in the JTA based upon their importance, frequency and difficulty.

« An important task is one that is critical to successful job performance. For example, the
operator actions that are modeled in plant probabilistic risk assessments are important, so
training for mastery is required.

« An infrequently performed task is one that may not be performed often enough for
personnel to mmaintain mastery.

« A difficult task is one that is complex. For example, the task may involve multiple
decisions based upon dynamic plant states.

The KSAs required for these tasks are affected by the quality of the procedures that are available

and the characteristics of the human-system interface (HSI). For example, if controls are easily
manipulated and displays easy to understand, then the operator may not need to master a large
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body of detailed information to operate the system. Similarly, if the procedures for a task are
clearly written and easily understood, then the worker might not need to memorize the exact
sequence of actions required to repair a particular component, because the procedure steps will
guide the worker through the task.

Changes to equipment, the HSI and the as-written procedures may require an update to the JITA.
When equipment design or procedures are changed, training program personnel wiil reassess the
adequacy of the existing KSAs to determine if additional training is required, or whether current
training should be revised or deleted. Revisions to existing training programs and new training
may also be required as operating experience provides lessons learned. Personnel screening and
selection criteria or contractor requirements may also be impacted.

9.1.3 Training

Training to master the KSAs required for a job may be obtained from a variety of sources.
Whether the licensee provides the training or it is obtained from other sources {(e.g., trade
schools, universities, contractor organizations), there are several factors that may result in
personrel not mastering the required KSAs for a job. These include course design and delivery
methods, course completion, and training frequency.

Course design begins when the leamning objectives have been identified. The design process
consists of determining the delivery methods (e.g., classroom, simulator, on-the-job training),
number of hours required to cover the materials, instructor qualifications and so on. Although
some methods, materials and instructors may be more effective or efficient than others, the
important issue is that the course content is complete and addresses all of the relevant KSAs, so
that the learning objectives are met and the KSAs mastered.

Another determinant of KSA mastery is course completion. Although this factor appears
obvious, there are often competing demands on personnei that may pull them out of training at
times. As aresult, they may miss the instruction related to specific KSAs. Testing may not
identify the KSA deficiency because it is impossible to test mastery of all KSAs. Sampling
techniques are used to generate examinations. If attendance and participation are not controlled,
some personnel may miss training on specific KSAs and testing may not identify the deficiencies
before an error is committed.

9.1.4 Testing

Testing is the primary means used to evaluate KSA mastery. In order to assure that personnel
are competent to perform their jobs, the testing requirements should be valid for the job. There
are three kinds of validity that are important for a mastery test:

« Content validity — the test items are directly related to job performance by ensuring they
match the learning objectives and are appropriately weighted

e Operational validity — the test items address the mental and psychomotor activities that
are performed on the job
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» Discriminate validity — the test items differentiate between workers who have mastered
KSAs required to perform the job and those who have not.

Most training programs do not require perfect performance on test items for all KSAs to
demonstrate mastery of the subject. As an example, a score of 80% on most components of the
test is required in the operator licensing examination process. A score of 100% is not required,
in part, because the validity and reliability of test items vary.

The examination process should identify critical tasks, however. For operators, critical tasks are
those actions that are so important to safety that a competent operator is expected to correctly
perform these tasks every time to demonstrate mastery. Critical tasks typically form a small
subset of the overall group of tasks to be mastered for any job. Emphasis on critical tasks and
their associated KSAs in training and testing is important to reduce the likelthood of error.

9.1.5 Proficiency Training

Another factor affecting KSA mastery is forgetting. An individual's ability to perform a task will
degrade over time unless the relevant KSAs are refreshed. Proficiency training (i.e., refresher)
will be required for some tasks to maintain the level of mastery that was demonstrated following
initial training. One function of training programs is to identify those tasks that require
proficiency training.

If certain tasks are performed frequently, proficiency training may be unnecessary. By
performing a task, personnel practice the task and obtain feedback regarding successful task
mastery. Task performance refreshes the KSAs and successful task performance verifies that
proficiency has been maintained.

“Just-in-time” training may be used for infrequently performed and difficult tasks. “Just-in-
time” training techniques may include a comprehensive pre-job briefing, practice runs on a
mock-up or a simulator familiarization session. Determination of the periodicity required to
refresh KSAs is part of the design of the training and requalification program, although actual
“just-in-time” training may be triggered and administered by a different process, such as work
planning and control.

9.1.6 Training Evaluation and Revision

An important aspect of a performance-based training system is the constant evaluation and
revision of the training program. This mechanism assures that changes in plant configuration,
equipment modifications, procedural changes and lessons learned from operating experience are
included in learning objectives and addressed in training program design. An effective training
prograr is dynamic as the plant organization changes and learns. If the training program ceases
to capture changes in the plant and industry, training will not provide the necessary KSAs to
assure successful task performance.
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9.1.7 Cognitive Errors: Loss of Situational Awareness and Mental Lapses

Two fundamental sources of human error that are not associated with KSA mastery are a loss of
situational awareness and a mental lapse. A loss of situational awareness or a mental lapse
occurs when personnel have previously demonstrated mastery of 2 KSA but cannot recall it at
the required time to prevent an error. An exampie would be failure to trip a pump when pressure
reached a certain value. If the operator did not recognize that pressure had reached that value,
the problem was caused by a loss of situational awareness. If the operator recognized that
pressure had reached the pump trip criterion but still did not trip the pump, the problem would be
a mental lapse. In each case, if the operator had been directly asked when he or she needed to
trip the pump, the operator would have correctly responded, “when pressure reached the trip
criterion.”

9.1.7.1 Loss of Situational Awareness

Loss of situational awareness occurs when a worker does not recognize that a certain KSA
applies to the task that he or she is performing. The worker has mastered the KSA and, if asked
in a different setting, would be able to demonstrate this mastery. There are four elements
required for a finding of a loss of situational awareness:

The KSA was essential for satisfactory task performance

The individual received training to adequately complete the task

The individnal mastered the KSA required for task performance

The individual did not recognize that the KSA was applicable to the task.

b

There are several methods available to prevent the likelihood of errors due to a loss of situational
awareness. Situational awareness can be improved through “just-in-time training” that focuses
on “what-if”’ scenarios for events that are pre-planned. This allows the individual to think
through the various situations that may be encountered during the work activity. Emphasizing
rule-based precautions during training may also be helpful (e.g., “Always check Tech Specs
whenever any component is declared inoperable™), but will not prevent all losses of situational
awareness. Placing the staff member into the situation in which a KSA will be applied, such as a
simulator, is also useful in preventing a loss of situational awareness. However, there are so
many potential event paths in a nuclear power plant that it is unlikely that simulator-based
training can address every possible situation.

The most effective corrective actions to enhance situational awareness for unplanned events are
to ensure that prompts or reminders are included in job performance aids. This type of support
may include:

» Adding notes or cautions to procedures

» Adding annunciators and alarms that call attention to equipment conditions

« Eliminating or conditionally suppressing unnecessary annunciators that may overwhelm
operators during events

» Improving the human-system interface.
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9.1.7.2 Mental Lapse

Another source of error i1s the mental lapse, or a momentary lapse in recall for the correct KSA
when it 18 required. Lapses may be random, or may be related to performance shaping factors,
such as fatigue, environmental conditions or stress. Often, the lapse occurs because the
individual becomes distracted or unfocused. For example, an individual may have been working
through one procedure when the task was interrupted by the need to implement a higher priority
procedure. The staff member may have intended to complete the initial procedure, but was
distracted by the other, higher priority activities and did not remember to return to the first
procedure.

Mental lapses are identified when the following four conditions are met:

1. The KSA was essential for satisfactory task performance
The individual received training to adequately complete the task

3. The individual previously demonstrated mastery of the KSA(s) required to complete
the task
4. The individual did not recall the KSA(s) when reguired.

Although training programs cannot prevent mental lapses, personnel can be trained to recognize
the warning signs of conditions that may increase the likelihood of a lapse and use various
strategies to minirnize their occurrence. These strategies may include self-checking programs or
stress management techniques.

Reducing or eliminating the performance-shaping factors that momentarily distract or overload
cognitive processes may also reduce the likelihood of mental lapses. Corrective actions to
minimize or eliminate the performance-shaping factors that caused a lapse will be more effective
than remedial training on the KSA, given that the individual has already mastered it.

9.1.8 Personnel Sclection and Contracting

Licensees often hire new staff, promote staff to new positions, or augment the existing staff with
contractor personnel. Personnel selection processes identify the best-qualified individual for a
job using several different methods, which typically include an evaluation of previous job
experience, education and training. Personality, ability and proficiency tests may also be
administered. These methods are intended to ensure that new hires and the staff who are
promoted either possess the KSAs required for the job or have the ability to benefit from training
for the job. Procurement processes specify the qualifications that contractor personnel are
required to have, although licensees may also provide site-specific training to contractor
personnel. Weaknesses in the personnel selection and procurement processes may result in work
being performed by individuals who have not mastered the necessary KSAs for the task and so
lead to errors.
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9.2 DIRECT CAUSES OF KSA-RELATED ERRORS

A direct cause of a KSA error describes the reason that the requisite KSA was not applied to task
performance. The direct cause of the error may be:

No KSA — The worker did not possess the KSA required for successful task performance.
For example, certain skills were required to use a particular type of self-contained
breathing apparatus (SCBA) but the worker did not possess those skills. As a result, the
individual was exposed to airborne contamination because the SCBA did not fit properly.

Inadeguate mastery - The individual had not mastered the KSA. In this case, the
individual had received some form of training, but it was inadequate. For example, a
maintenance technician was required to review a new revision to a procedure on her own
time. She completed the review, but when it was time to use the procedure, she found
that certain steps in the procedure did not make sense to her and she was unable to follow
it. As a result, she took incorrect actions.

Inadequate retention — The individual had mastered the KSA but had forgotten how to
perform important components of the task, and so, for example, performed steps out of
sequence.

Loss of situational awareness - The individual had mastered the KSA but did not
recognize the KSA applied to the current situation and so comumitted an error. For
example, a unit supervisor had mastered knowledge regarding the conditions under which
it is necessary to post a fire watch, but failed to recognize that a fire watch was required
for a particular welding job. As a result, sparks from the welding task caused a small fire.

Mental lapse — The individual had mastered the KSA but failed to recall it and so did not
apply it to performing the task. For example, a security guard became distracted by an
incident that was being discussed over the radio and so failed to check that a door was
securely locked.

9.3 PROGRAMMATIC CAUSES OF KSA-RELATED ERRORS

The training program is responsible for assuring that personnel master the necessary KSAs to
perform their tasks. NUREG-1220, Training Review Criteria and Procedures, provides detailed
review criteria for assessing training program effectiveness. Several key training program
weaknesses are also described here. In addition, other licensee programs or processes that may
cause or contribute 1o KSA-related errors are also listed.

9.3.1 Training Program Weaknesses

Job and Task Analysis — The JTA did not identify and characterize all of the important
KSAs for a job position. As aresult, training did not address them and workers were not
prepared to perform some tasks correctly. For example, operators violated Technical
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9.3.2

Specifications because they had not been trained to understand their applicability to the
current situation.

Training Design and Delivery — Training was provided but the design and delivery did
not assure KSA mastery. For example, the course content may not have addressed all of
the important KSAs for the job, course delivery methods may have been inappropriate for
the KSA (e.g., classroom lectures to teach a skill with no opportunity to practice), or the
instructors were not qualified to teach the course.

Training Completion — Student attendance and participation were not managed. As a
result, an individual or group of workers missed instruction related to important KSAs,
did not master them and could not perform the task correctly when required.

Testuing — KSA mastery was not evaluated or testing was invalid. As aresult, students
who had not mastered important KSAs were not detected and so were allowed to perform
tasks for which they were not gualified.

Frequency — Proficiency training was not provided or was not provided with sufficient
frequency. As a result, KSA mastery degraded and personnel could no longer perform
some tasks correctly.

Evaluation and Revision — Lessons Jearned related to training weaknesses were not
communicated or tracked and so training was not revised to address them. Or, changes in
plant equipment, work practices and requirements did not result in training revisions. As
a result, some staff’s KSAs were incomplete or inaccurate.

Other Programmatic Weaknesses
Human Resources - Personnel selection processes did not ensure that new hires or newly

promoted individuals had mastered the KSAs required for the job. As a result, some staff
did not possess the KSAs to perform effectively.

Procurement — Licensee processes for bringing contractor personnel on-site did not
assure that the contractors had mastered the KSAs required for the job.

Work Planning and Control — The work planning and control process did not assign
qualified individuals to the task. As aresult, personnel who had not mastered the KSAs
required performed a task and committed errors.

Shift Staffing — An inadequate number of qualified personnel were assigned to each shift.
As a result, planned work could not be executed or unplanned conditions or events could
not be managed.

Human Factors Engineering — Procedures, equipment labeling, and human-system

interfaces were inadequate to assist personnel in maintaining situational awareness. As a
result, workers were unable to complete a repair task because the combination of
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inadequate training with poor procedures and labeling prevented them from locating the
component on which the task was to be performed.

Industrial Hygiene and Radiation Protection — Weaknesses in these programs may result
in workers performing tasks under environmental conditions that promote errors. For
example, excessive noise distracted staff from performing their tasks, leading to a mental
lapse.

9.4 ADDITIONAL RESOURCES ON KSAs AND TRAINING

o U.S. Code of Federal Regulations, Part 50.120, Training and qualification of nuclear
power plant personnel, Title 10, Energy (revised periodically). Washington, DC: U.S.
Government Printing Office.

« U.S. Code of Federal Regulations, Part 55.4, Operators licenses (definitions), Title 10,
Energy (revised periodically). Washington, DC: U.S. Government Printing Office.

» U.S. Nuclear Regulatory Commission (2000). Qualification and training of personnel
for nuclear power plants {Regulatory Guide 1.8, Rev. 3). Washington, DC: U.S.
Nuclear Regulatory Commission.

» U.S. Nuclear Regulatory Commission (1999}, Operator licensing examination standards
Jfor power reactors (NUREG-1021). Washington, DC: U.S. Nuclear Regulatory
Commission.

e 1.S. Nuclear Regulatory Commission (1998). Knowledge and abilities catalog for
nuclear power plant operators: Pressurized water reactors (NUREG-1122, Rev, 2).
Washington, DC: U.S. Nuclear Regulatory Commission.

+ U.S. Nuclear Regulatory Commission (1398). Knowledge and abilities catalog for
nuclear power plant operators: Boiling water reactors (NUREG-1123, Rev. 2).
Washington, DC: U.S. Nuclear Regulatory Commission.

» U.S. Nuclear Regulatory Commission (1996). Nuclear power plant simulation facilities
Jor use in operator license examinations (Regulatory Guide 1.149, Rev. 2). Washington,
DC: U.S. Nuclear Regulatory Comrmnission.

+ U.S. Nuclear Regulatory Commission (1993). Training review criteria and procedures
(NUREG-1220, Rev.1). Washington, DC: U.S. Nuclear Regulatory Commission.



16 ATTENTION AND MOTIVATON

10.1 ATTENTION AND MOTIVATION IN HUMAN PERFORMANCE

Attention and motivation are often identified as causes for error. “Inattention to detail” and
“complacency,” for example, are frequently cited as causal factors in licensee problem reports.
The evidence supporting these conclusions is often weak, however.

Determining the role of attention or metivation in a human error is difficult outside of a
laboratory or simulator setting. Attention and motivation are internal states that cannot be
measured directly. In the laboratory, the experimenter can use sensitive instruments to track eye
movements and record focus times as measures of attention, for example, or can establish control
over the incentives presented to subjects to manipulate motivation Jevels. Recordings of workers
“thinking aloud” as they perform tasks also provide insights into attention and motivation. In an
investigation, however, real-time, objective measures of attention or motivation cannot be
obtained because the investigation necessarily occurs after the fact. As aresuit, the investigator
must rely on self-reports and inference, which are subject to the biases and inaccuracies
discussed in Section 3.

Attributing causality to workers’ attention, attitudes, motivations or traits may be common
because it is consistent with the “fundamental attribution error.” As mentioned in Section 3, this
“error” is a natural human tendency in how we explain another’s behavior and appears to be
“hard-wired” into the human perceptual system. In the absence of compelling evidence that
some characteristic of the work environment affected the workers” actions, investigators may
resort to this “default” explanation and conclude that the workers were not paying attention or
lacked the motivation to perform their work correctly. In reviewing a licensee problem report
that cites attention and motivation as causal factors, it may be necessary for NRC inspectors to
carefully assess the evidence provided to ensure that it supports the conclusions.

10.1.1 Attention

The term, “cognition,” refers to how people attend to and process information in making
decisions and performing tasks. A useful description of the cognitive processes involved in task
performance can be found in NUREG/CR-6126, “Cognitive Skill Training for Nuclear Power
Plant Operational Decision Making,” and is summarnized here.

The information processing required for task performance can be broken down into four stages.
These are (1} detection and monitoring, (2} situation assessment, (3) planning, and (4} execution.

In the detection and monitoring stage, the individual seeks out information that is relevant to the
task, such as reading gauges, or receives it from signals and cues in the environment that draw
attention to salient information, such as alarms activating. The information that 1s sought is
determined by the individual’s knowledge of what informatien is needed or by procedures and
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other task demands. The signals and cues provided by the environment may be relevant to the
task, such as alarms, or irrelevant, such as a thunderclap.

Numerous errors are possible at this first processing stage. For example, an individual may only
seek some information and ignore other relevant information. Or, the worker may be distracted
and fail to monitor important indications. Or, there may be too many signals received from the
environment at ope time and the individual misses important information.

In the situation assessment stage, the individual uses the information gathered from detection and
monitoring and his or her knowledge to develop a coherent explanation of the information
received. This explanation is formed into a mental representation of plant state, in the case of
operators, or equipment status, for maintenance or instrumentation and control technicians. This
mental representation is used to generate expectations about other plant or equipment
parameters, expectations about future consequences, and explanations of what has been
observed, as well as to identify unusual conditions and anticipate potential problems.

Errors during the situation assessment stage arise due to inaccuracies in the mental representation
that is formed. For example, the representation may be incomplete, if relevant information was
not detected during the initial stage. Or, the information received may be interpreted incorrectly.
Or, the knowledge that is incorporated into the representation may be incomplete or inaccurate.
In some cases, a situation may be 100 complex for an operator to be able to form an accurate
mental representation.

In the response planning stage, the individual chooses a course of action based upon the situation
assessment. Response planning involves establishing goals, generating an action plan,
monitoring the effectiveness of the plan in achieving the goals, filling in gaps in the plan and
adapting it as the situation changes or feedback is received on its effectiveness.

Errors may also occur during any of the response-planning activities. For example, the goals that
are established may be incorrect because the situation assessment was inaccurate. The procedure
selected for use may be the wrong one for the situation. Or, unexpected events may occur that
are not detected, so the plan is not comrected.

Finally, in the execution phase, plans are implemented to achieve the task goals. Plan execution
will typically require prioritization of actions, and the allocation of personnel resources and
coordination, whenever more than one individual 1s involved in the task. During the execution
phase, the achievement of subgoals is monitored and adjustments may be required.

Errors also occur during plan execution. For example, an individual may forget to take a
required action or fail to detect and correct an error that is made.

A key contributor to information-processing errors is the limited capacity of working memory.
Long-term memory, where knowledge is stored, is virtually unlimited. But research has shown
that working memory can hold and manipulate only about seven items at one time. As a result,
information that exceeds working memory capacity may be displaced or lost.
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Another contributor to information-processing errors is habit. When a behavior has been
practiced or executed many times, it becomes automatic. That is, the need to pay attention to
executing the behavior and to exert conscious control over actions is reduced. The benefit of
habits is that they reduce the burden on working memory. The disadvantage is that a habit may
intrude on performing a new or different task where the habitual behavior is unwanted.

10.1.2 Motivation

Work motivation has been defined as “the conditions responsible for variations in the intensity,
quality, and direction of ongoing behavior.” Intensity refers to how hard personnel work and
how productively work hours are used. Quality refers to both the manner in which work 1s
performed (e.g., safely, conscientiously) and the extent to which work products meet
expectations. The direction of work behavior is determined by the values, needs and
expectations that personnel bring to the job and the individual’s interpretation of the
organization’s values, reward structures and the goals that are communicated.

Personnel generally require more than a paycheck from their jobs to sustain motivation. Other
job characteristics, such as opportunities to maintain and enhance self-esteem, to meet social
needs and to grow professionally, have also been shown to be important. In fact, the highest
levels of work motivation are found when the organization’s and individual’s values, needs,
expectations and goals are congruent, so that the organization fosters the individual’s ability to
meet personal needs and goals on the job.

It is important to note, however, that high levels of motivation do not always translate into error-
free performance. There are many prerequisites that must be met in a work environment before
motivation has much effect. For example, motivation to perform a task correctly is of little value
without the knowledge of how to do it. Motivation to perform work safely will not ensure safe
performance if the potential risks associated with the work activity and methods to minimize or
avoid them are not known. Motivation to perform work in accordance with procedures will be
stymied if the procedures for a task are out-of-date, do not apply to current plant status, or cannot
be used in the work environment. Motivation to use the required personal protective
equipment (PPE) or tools and equipment for a job will not ensure safe performance if the
necessary PPE, tools and equipment are not available. A key issue for NRC inspectors who are
reviewing an investigation in which motivation has been cited as a cause, then, is to rule out
other causes for error that may have made worker motivation irrelevant.

One way in which high levels of motivation may reduce errors is that motivated personnel may
be more likely to take responsibility for bringing attention to any barriers to correct task
performance that they encounter and to fixing those that are within their span of control. But, if
the problems identified are not within the workers’ span of control and are not addressed by the
organization, high levels of motivation may also lead personnel to develop workarounds to get
work done despite the barriers. Or, motivation may be decreased and workers become
disaffected, if concemns and problems are repeatedly raised but not addressed.

An important source of motivational errors is in defining the goals to be accomplished in task
performance. Supervision plays a key role in establishing and communicating the goals to be
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met in a work activity. Section 14 discusses the effects of supervisory direction, oversight and
leadership on motivation.

Peers may also influence motivation. Crosschecking may detect and correct errors that oceur.
Peer group norms as they apply to work intensity and quality may also affect individual
motivation. Behavior-based safety programs include peer observation and feedback to reduce
unsafe acts, although these programs are controversial because of their perceived emphasis on
“fixing the worker” rather than “fixing the work environment.”

10.2 DIRECT CAUSES OF ATTENTION AND MOTIVATION ERRORS

A direct cause of an attention and motivation error describes the characteristics of a worker’s
internal state that caused or contributed to an error. Specific examples of errors that may be due
to attention and motivation are presented below.

10.2.1 Detection and Monitoring
Information not detected — Task-relevant information was available, but it was not

detected. For example, a conversation between an operator and a security guard
distracted the operator on her rounds and she failed to detect that a pipe was leaking.

Information discounted — Task-relevant information was available, but it was ignored or
mterpreted incorrectly. For example, an operator may mentally adjust a reading from an
instrument that typically reads high, when the instrument was recently re-calibrated and
is reading correctly.

Information lost — Task-relevant information was detected, but was not recalled when
needed. For example, an operator may have taken a reading on an instrument, but did not
write it down, and so did not remember the earlier reading when he or she checked it
again, and failed to detect a trend.

10.2.2 Situation Assessment

‘Assessment incomplete — Errors were committed because the situation was assessed
incompletely due, for example, to incomplete information or the inability to interpret and
analyze the information available because of time constraints. As a result, for example,
the crew did not recognize that they had entered a Limiting Condition for Operation.

Assessment inaccurate — Errors were committed because the situation assessment was
incorrect. The information on which the assessment was based may have been
inaccurate, for example, or personnel may have misinterpreted the information received.
Or, personnel may not have possessed the knowledge required to assess the situation
accurately {refer to Section 9, Knowledge, Skills and Abilities).
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10.2.5

Response Planning

Plan incorrect — Errors were committed because, for example, the plan was incomplete or
could not be implemented as intended under current plant conditions. For example,
workers assigned to a preventative maintenance task were unable to complete it because a
control room operator recognized that taking the component out of service would have
conflicted with other plant activities.

Plan not modified — Errors occurred because circumstances changed and the plan was no
longer appropriate for the circumstances. For example, a construction task could not be
completed when an electrical conduit that was not on the drawings was discovered.

Execution

Slip — An error occurred because an unintended action was taken. For example, a
technician placed a switch in the OFF position when he had intended to place it in
AUTC.

Lapse — An error occurred because the required action was momentarily lost from
working memory. As a result, the action was not performed or was performed
incorrectly.

Intrusion — An error occurred because an overlearned sequence of actions was performed
without conscious control and the habit was inappropriate for the circumstances. For
example, personnel risked exposure to hazardous fumes when they followed their usual
path to the break room, which required them to pass through a locked door. When they
unlocked the door, the fumes reminded them that the room they were about to enter was
the site of a recent chemical spill that had not yet been contained.

Motivation

Expectations — Management expectations regarding productivity, quality workmanship
and safety were not effectively communicated to personnel] and examples of the desired
behaviors were not provided. As aresult, personnel may have been confused or
misinterpreted expectations so that their decisions and actions deviated from what was
desired.

Reward structure — The desired behaviors with regard to productivity, quality
workmanship and safety were not appropriately rewarded. As aresult, individuals’
motivation to perform to expectations was decreased, leading to errors.

Feedback — Personnel did not raise concerns or identify barziers to effective performance
with the result that errors occurred. Concerns were not raised, for example, due to a
perception that nothing would be done to correct the problems or that personnel would be
punished for raising concerns.
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Workarounds — Concerns were raised and barriers to effective performance were
identified, but not corrected. As a result, personnel developed unauthorized and
unanalyzed work practices to accomplish tasks and the workarounds resulted in errors.
Or, management authorized the workarcund because a repair would be too expensive,
leading to errors.

Peers — Errors were committed because crosschecking was not performed or peer
influence adversely affected productivity, quality workmanship or safety behavior. For
example, a staff member who consistently wore hearing protection where required was
ridiculed by other staff for doing so.

PROGRAMMATIC CAUSES OF ATTENTION AND MOTIVATION ERRORS

Many licensee programs, pelicies and practices are intended to reduce errors associated with
attention and motivation. Some programs directly focus on these potential causes and
contributors to error, such as the human factors engineering program at a site or 2
behavior-based safety program. Others may indirectly affect attention and motivation
during task performance. Licensee programs that may be implicated in errors caused by
attention or motivation inchude:

Human Factors Engineering — Weaknesses in the design of human-system interfaces, for
example, may make it difficult for personnel to detect changes in important parameters or
to interpret the information displayed correctly. Difficult-to-use human-system interfaces
also may frustrate personnel and inadvertently communicate a management message that
accurate, timely human performance 1s not important.

Procedures — Accurate, accessible and usable procedures also play an important role in

directing attention, assisting in the development of an accurate situation assessment and
in developing and executing response plans. For example, the entry conditions to
operating procedures assist personnel to assess the situation accurately. If entry
conditions and prerequisites are not provided, personnel are more likely to miss relevant
information about the situation and execute an incorrect response plan.

Training — Because knowledge guides information processing at every stage, weaknesses
in the training program may have a key effect on the likelihood of attention-related
errors. A programinatic weakness in ensuring proficiency training, for example, may
prevent personnel from maintaining mastery of the knowledge required to develop an
accurate situation assessment or develop effective response plans for tasks that are
infrequently performed.

Human Resources — Personnel selection processes play a role in ensuring that staff is
qualified (i.e., possess the KSAs required for the job}. Weaknesses in the personnel job
performance evaluation and reward systems also may fail to communicate management
expectations or may reward behavior that does not meets those expectations. If
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disciplinary actions are not perceived as being administered lawfully and fairly, employee
motivation to work productively and safely may be reduced.

Supervision — Supervision communicates and reinforces management expectations and
establishes goals and requirements for task performance. Supervisory oversight may
increase motivation to perform in accordance with expectations as well as detect and
correct any errors that occur. Weaknesses in supervision, for example, may cause staff to
choose production over safety goals in their work or to tolerate workarounds that may
lead to errors.

Problem Identification/Resolution — Licensee programs for reporting, documenting and
resolving barriers to effective performance maintain staff motivation levels when
problem reports result in elimination or mitigation of the barriers. Weaknesses in these
programs may not only frustrate personnel, but also encourage the development of
workarounds that may lead to errors.

Employee Concerns — Employee concerns programs provide another avenue for
personnel to raise safety issues. Weaknesses in the employee concerns program will
discourage personnel from raising problems when they fear adverse consequences and
will call stated management expectations into question, resulting in lower comptiance.

Behavioral Safety - Behavioral safety programs focus on identifying and correcting work
behaviors that may result in adverse consequences through behavioral observation and
feedback from supervisors and peers. Some programs also emphasize self-checking,
such as the Institute for Nuclear Power Operations’ STAR program (stop-think-act-
review). Focusing on potentially unsafe acts appears to improve human performance at
some sites.

ADDITIONAL RESOURCES ON ATTENTION AND MOTIVATION

U.S. Code of Federal Regulations, Part 19.20, Employee protection, Title 10, Energy
(revised periodicaily). Washington, DC: U.S. Government Printing Office.

Mumaw, R.J. (1994). The effects of stress on nuclear power plant operational decision
making and training approaches to reduce stress effects (NUREG/CR-6127).
Washington, DC: U.S. Nuclear Regulatory Commission.

Mumaw, R., Swatzler, D., Roth, E. and Thomas, W. (1994). Cognitive Skill Training for
Nuclear Power Plant Operational Decision Making (NUREG/CR-6126). Washington,
D.C.: U.S. Nuclear Regulatory Commission.

Roth, E., Mumaw, R. and Lewis, P. (1994). An Empirical Investigation of Operator

Performance in Cognitively Demanding Simulated Emergencies (NUREG/CR-6203).
Washington, D.C.: U.S. Nuclear Regulatory Commission.
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11 PROCEDURES

11.1 PROCEDURE-RELATED ERRORS AND THEIR CAUSES

Procedures are instructions for performing a task. The instructions may be provided in formal
written procedures or as hand-written information included in a work package. Procedure-
related erors are errors that occur because some characteristic of the procedure caused task
performance to fail.

The primary purpose of procedures is to ensure that tasks are performed correctly. Procedures
also can document the best way to perform a task, so work is performed more efficiently.
Procedures may also serve a record-keeping function to document when and how a task was
performed.

Procedures reduce the likelihood of human errors under several conditions. When a task is
complex or performed infrequently, even the most experienced workers may forget the steps
required or the order in which certain steps must be performed. Procedures can also fill gaps in a
worker’s knowledge about a task, component or system. Procedures are particularly helpful
when plant systems are in an unusual configuration and routine actions that may normally be
performed without a procedure can result in adverse consequences.

For procedures to be effective in ensuring that tasks are performed correctly, they must be used.
There are a number of reasons that workers may not use procedures:

» Procedures are inaccurate

s Procedures are out of date

« No procedure has been written for the task

» Users cannot find the procedure they want to use

Users don't need a procedure because the task is simple
Users need more information than the procedures contain
Users see procedures as an affront to their skill
Procedures are difficult to use in the work environment

e Procedures are difficult to understand.

* &+ &

It is important to note that using a procedure introduces an additional task to the work being
performed. Using a procedure in a step-by-step manner, and checking off each step as it is
performed, may ensure that tasks are performed deliberately and correctly. However, there
are many circumstances in a plant in which the physical demands of using a procedure in
this way complicates the job and can contribute to the likelihood of errors rather than
reducing them. Using a procedure also increases mental demands by requiring that the users
read the procedure, comprehend it and then act on what they have understood. When this
read-comprehend-act loop is added to the primary tasks that operators must perform during
upset conditions (e.g., monitoring and detection, situation assessment, response planning and
response implementation), it is particularly important that the procedures are easy to
understand and use.



The list of reasons for not using procedures also points out some of the ways in which errors
can occur when they are used. For example, if a procedure contains inaccurate instructions
or a drawing is out-of-date because a system or component has been modified since the
document was written, personnel] who use the procedure may take incorrect actions. Or, ifa
procedure step is written in an ambiguous and confusing manner, workers may try to follow
it, but take incorrect actions because they misinterpret a step.

Human performance problems are often erroneously attributed to procedures or a failure to
follow procedures. Procedures are {requently identified as a cause for human performance
problems because they describe the standards and requirernents for task performance, and
when task performance fails, there is likely some procedure or policy that appears to have
been violated. It may not be the case, however, that an attribute of the procedure, or the lack
of a procedure, or the failure to use a procedure or reference document caused the error.
Rather, what appears to be a failure to follow the procedure may be a symptom of another
underlying cause, such as a training need or inadequate labeling, rather than the result of the
procedure’s characteristics. It is important, therefore, that the licensee provides evidence
linking the human error specifically to characteristics of the document or weaknesses in how
it was used when identifying a procedure-related error.

11.2 DIRECT CAUSES OF PROCEDURE-RELATED ERRORS

A direct cause of a procedure-related error describes characteristics of the procedures that caused
task performance to fail or how the procedure was used or not used that caused task performance

to fail. There are a number of ways in which procedures may cause, contribute to or fail to
prevent an error. These include:

11.2.1 No Procedure Used

No procedure - Task performance failed because no procedure was written for the task
and the workers' reliance on memory or “skill of the craft” resulted in, for example,
forgetting important steps, performing steps out of sequence or taking incorrect actions.

Procedure not available - A procedure for the task existed, but was not used and should
have been. For example, a procedure may not be available for a task because it was not
included in the work package or the workers were not aware that the document existed
and so did not find and use it.

Procedure inconvenient to use - Task performance failed because using a procedure was
difficult in the work environment. For example, procedure use may be inconvenient in
confined spaces, in contamination zones or when wearing protective equipment.

Procedure too difficult to use - Task performance failed because workers considered the
procedure too difficult to use and so did not use it. For example, workers may avoid
using procedures that are written in excessive detail or that include what they consider to
be unnecessary steps that interfere with performing the task. Or, a procedure may be




11.2.2

11.2.3

written with too little detail for the knowledge levels of the workers, so that they do not
understand the procedure or misinterpret it.

Procedure use not required - Task performance fajled because an existing procedure was
not used. For example, licensee policy may have required that the procedure be reviewed
before use or that it be available at the work site, but did not require that the procedure be
in-hand and followed step-by-step during task performance.

Wrong Procedure Used

Wrong unit, train, component - Task performance failed because the procedure was not
intended for use with the equipment that was being operated or maintained. The wrong
procedure may be included in the work package or workers may select the wrong
document for use. Or, a procedure may not clearly indicate the equipment to which it
applies. In some cases, the wrong procedure may be used because labeling is deficient
and the workers cannot verify that the procedure applies.

Wrong revision - Task performance failed because the most recent revision to the
procedure was not used. If modifications were made to equipment, but the affected
documents were not updated, incorrect instructions in the procedure may cause an error.
Or, workers may inadvertently access and use an eatlier revision.

Wrong procedure for plant/equipment state - Task performance failed because
prerequisites for using the procedure were not met by current equipment or system
configuration.

Procedure Used, But Wrong or Incomplete

Typographical error - An error was made because information presented in the procedure
was incorrect due to a typographical error. For example, the numbers or letters in
equipment identifiers, such as valve names, or required values for instrument readings
may be transposed or incomplete.

Facts incorrect - Task performance failed because the instructions or the information

presented in procedure steps was incorrect. For example, the procedure may include
improper set points or describe actions that cannot be taken under normal conditions of
use.

Incomplete - Task performance failed because facts or useful information were omitted
from the procedure. For example, the procedure writer may have assumed that workers
would know the steps required to prepare for conducting a maintenance activity and so

did not include them in the procedure. Or, important cautionary information about how
to perform a step was not included in the procedure.

Sequence wrong - Task performance failed because the sequence in which the steps were
presented in the procedure was incorrect.
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Second checker needed, but absent - Task performance failed because the task was
important enough to warrant independent verification that the objective of a task or series
of actions was achieved, but verification was not required. As a result, errors were
comumitted during task performance, but not detected and corrected.

No placekeeping - Task performance failed because the procedure did not provide a
method for placekeeping. Sign-off spaces next to critical steps or other methods for
assisting the user to track progress through the procedure were not used. Omitting a
procedure step 1s the most common consequence of not providing placekeeping aids.

Procedure Used, But Followed Incorrectly

Format confusing - The layout of procedure elements on the page was confusing to
workers. For example, cautions or notes were not separated from action steps and
highlighted with distinctive formatting. Or, the relationship of steps to substeps or lists
was unclear because no indenting was used.

Content confusing - The information presented in the procedure or reference document

was confusing to workers. For example, the abbreviations or acronyms used were
unfamiliar to the users. Or, short, simple action steps in the imperative voice were not
used. Conditional statements (i.e., logic steps used to present decision points in
procedures) can be particularly confusing if formal Boolean logic statements are not
used. Cross-references to other procedures, to reference documents or to other steps
within the same procedure may be confusing and can cause workers to lose track of the
sequence in which they are to perform steps.

Graphics confusing - Graphics used in the procedures were confusing to workers. Tables

or figures were difficult to read and understand. Or, too many emphasis techniques were
used in the procedure text so that unimportant information was highlighted, while
important information was not.

PROGRAMMATIC CAUSES OF PROCEDURE-RELATED ERRORS

Programmatic causes of procedure-related errors are typically found in the licensee’s
processes for managing the development, use and control of procedures. A number of good
practices have been identified to assure that procedures will be effective in preventing
errors, many of which are documented in NRC guidance for emergency operating
procedures programs. Other programs may also contribute to procedure-related errors.

11.3.1

Procedures Program

The following weaknesses in procedures programs have been shown to result in ineffective
procedures:

Multidisciplinary team not used - Development of technically accurate and usable

procedures is enhanced by the involvement of a multidisciplinary team. Procedure
development teams should include specially trained procedure writers working with



subject matter experts, such as a representative of the intended users and engineers with
specific expertise regarding the equipment to be operated or maintained. A single
procedure writer working alone may miss important technical information, may use
terminology that is unfamiliar to the intended users, or sequence the procedure steps
inefficiently. As a result, the procedure may be inaccurate or difficult to coraprehend,
increasing the likelihood of errors.

Writer’s guide - Writers’ guides provide information to procedure writers regarding
techniques for formatting procedures, presenting different types of content (e.g., action
and decision steps) and for developing usable graphics. If a writer’s guide is not
followed or it is incomplete, the resulting procedures may be difficuit to comprehend
and follow.

Verification - Procedure verification is a process that provides a final check on the
technical accuracy of the procedure steps and on the procedure’s compliance with
writers’ guide requirements. In most plants, an individual who was not involved in
authoring the procedure typically verifies that the procedure correctly incorporates
information from the technical basis documents and meets the writer’s guide
requirements. Verification may also involve walking down the procedure at the work
site to ensure that equipment identifiers in the procedure match the labels and tags on the
equipment, that the procedure can be used under the expected conditions at the work
site, that the steps are sequenced correctly and efficiently considering the layout of the
worksite, and that the tools list is complete. Procedures that have not been verified are
often incomplete, inaccurate and difficult to use.

Validation - Procedure validation is a process to check that the procedure can be used as
written. Validation exercises in a control room simulator with crews of operators may
be used to validate operating procedures. Maintenance simulators or mock-ups may be
used to validate maintenance procedures. Procedures that have not been validated may
result in unintended consequences or may not be usable under actual work conditions.

Review and approval - The procedure review and approval process ensures that
personnel in all other departments whose work may be affected by the procedure have
the opportunity to review it to assure that activities in their departments are not adversely
affected. Review and approval should also assure that any other procedures affected by
the procedure are identified and modified, if necessary. Out-dated cross-references
between procedures are a common source of error. Management reviews of procedures
or procedure revisions will ensure that the procedure is consistent with management
goals and policies.

Procedure revisions - The procedure program should include a process for reviewing and
revising procedures when changes occur at the plant that may affect the technical
accuracy or usability of the procedures. For example, if plant equipment is modified, the
procedures and drawings that apply to the equipment may require revision. Or, if the
knowledge and skills of the workforce change due to new hires, layoffs, an aging and
retiring workforce, then the level of detail in the procedures may need to be increased to




better accommodate the new users. Changes in management goals and policies may also
require procedures to be revised to ensure they are consistent with new directives. And,
if other documents change that are referenced in the procedure, the procedure should be
reviewed to determine whether any revisions are required.

11.3.2 Other Programmatic Weaknesses

Training — Coordination between the training and procedures programs is necessary o
ensure that user training needs are assessed for a new or revised procedure. Changes to
existing training may be necessary to ensure that the users are, at a minimum, familiar
with the new or revised procedure and are qualified to use it before the procedure is
implemented. Weaknesses In training on a new or revised procedure may

Operating Experience — Lessons learned from users’ experiences with the procedures is

necessary to ensure that any problems or limitations in procedures are detected and
corrected. If operating experience does not lead to timely procedure revisions, personnel
may avoid using the procedures or develop workarounds.

Information Management - Technically accurate procedures depend on the availability

of up-to-date reference documents, such as vendor manuals, engineering analyses, and
drawings. If the reference documents used to develop procedures are incomplete or
contain errors, those omissions and errors may be translated into the procedures. A
document control process is also necessary to ensure that workers have accessto a
complete and the most recent revision of the procedure.

Maintenance — Procedures are written on the basis of assumptions about the operability
and condition of the equipment to which they apply. If the equipment has not been
maintained and is inoperable or in a degraded condition, errors may occur if the
procedure is not revised to reflect actual equipment conditions.

11.4 ADDITIONAL RESOURCES ON PROCEDURES

U.S. Code of Federal Regulations, Appendix B to Part 50, Quality assurance criteria for
nuclear power plants and fuel reprocessing plants, Criterion V, Instructions, procedures
and drawings, Title 10, Energy (revised periodically). Washington, DC: U.S.
Government Printing Office.

U.8. Nuclear Regulatory Commission {1978). Quality assurance program requirements
(Operation) (Regulatory Guide 1.33, Rev. 2). Washington, DC: U.S. Nuclear
Regulatory Commission.

U.S. Nuclear Regulatory Commission (1982). Guidelines for the preparation of
emergency operating procedures (NUREG-0899). Washington, DC: U.S. Nuclear
Regulatory Comumnission.



U.S. Nuclear Regulatory Commission (1989). Lessons learned from the special
inspection program for emergency operating procedures (NUREG-1358). Washington,
DC: U.S. Nuclear Regulatory Commission.

O’Hara, I.M., Higgins, J.C., Stubler, W.F. and Kramer, J. (2000). Compuiter-based
procedure systems: Technical basis and human factors review guidance (NUREG/CR-
6634). Washington, DC: U.S. Nuclear Regulatory Commission.

Bames, V.E., Moore, C.J. Wieringa, D.R,, Isakson, C.S., Koro, B.K. and Gruel, R.L.
(1989). Techniques for preparing flowchart-format emergency operating procedures:
Vols I and 2 {(NUREG/CR-5228, PNL-6653, BHARC-700/88/017). Washington, DC:
U.S. Nuclear Regulatory Commission.

Morgenstern, M., Barnes, V., McGuire, M., Radford, L. and Wheeler, W, (1985)
Operating procedures in nuclear power plants: Practices and problems
(NUREG/CR-3968, PNL-5648). Washington, DC: U.S. Nuclear Regulatory
Commission.

Morgenstern, M., Bamnes, V., Radford, L., Wheeler, W. and Badalamente, R. (1984). The
development, use and control of maintenance procedures in nuclear power plants:
Problems and recommendations (NUREG/CR-3817, PNL-5121). Washington, DC: U.S.
Nuclear Regulatory Commission.



12 TOOLS AND EQUIPMENT

12.1 EFFECTS OF TOOLS AND EQUIPMENT ON HUMAN PERFORMANCE

The design and use of tools, equipment and personal protective equipment (PPE) in the
workplace are typically considered industrial safety and health issues. But, tools, equipment or
PPE may impact risk if they cause or allow personnel to make errors that may affect safety
systems.

12.1.1 Tool Design and Use

Tool use is often necessary for work activities at licensee sites. Numerous checklists containing
evaluation criteria for tools have been published as a result of increased public concern over
workplace injuries, particularly those resulting from repetitive motion {e.g., carpal tunnel
syndrome). In general, any tool characteristic that increases the risk of worker injuries will also
increase the risk of errors during task performance.

The proper tools for a task depend upon the characteristics of the workplace, the individual
workers and the task demands. For example, in confined areas, tools must be small enough to be
usable in the workspace available while retaining their functionality. Errors may result if tools
do not fit a user’s hand size or handedness (i.e., use of a right-handed tool by a left-handed
worker), skill levels or strength. Errors are also more likely if the task requires the use of force
or repetitive motion in using the tool.

Poorly designed tools, tools that are inappropriate for the workplace, worker or task, or tools that
are not maintained may affect human performance in several ways. The pnmary effect of pootly
designed tools is on motor performance. Poorly designed tools may be dropped, cause physical
slips and erroneous actions, or lead to fatigued or injured muscles that are more difficult to
control. Some tools may interfere with visibility or increase discomfort and cause workers to
rush through jobs. Tools that are not maintained will not function as intended and may cause
errors when they are used.

12.1.2 Equipment

The use of various types of equipment and machinery necessary to perform some work activities
may also cause or contribute to errors. Equipment may be temporary or permanently staged at a
worksite. Ladders, scaffolds or lifts may be used for aboveground work. Cranes, trucks,
forklifts, loaders, or robots, for example, may be brought to a worksite for some tasks. Some
tasks require the temporary deployment of additional lighting, parts, and the electrical cabling to
energize necessary machinery. The introduction of equipment and machinery to a worksite may
complicate task performance and represents a change. Equipment and machinery may also affect
task performance if personnel expect it to be available and it is not, such as a missing ladder that
was pre-staged for emergency operations but was removed and used for other purposes.

Aboveground work is particularly hazardous and may have adverse effects on some workers.
For example, personnel may experience dizziness, instability or vertigo when working at heights.
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These responses may be intensified if the surface on which they are standing moves. Work at
any height also introduces the potential for tools and other materials to be dropped, which may
damage equipment or personnel below, or create foreign material issues.

Extensive regulations and guidance have been published by the Occupational Safety and Health
Administration and other government agencies regarding the safe work practices and design
characteristics of equipment that prevent worker injuries and other workplace hazards. In
general, the practices and equipment designs necessary to prevent injuries also serve to prevent
errors that may impact safe operations.

12,1.3 Personal Protective Equipment

Personal protective equipment is necessary to perform many tasks at licensee sites. Depending
upon the type of hazard to which workers may be exposed, PPE may include eye, hand, ear and
foot protection, aprons or full suits, such as anti-contamination clothing. Protection from heat
stress and cold may be necessary at times, as well as respiratory protection or protection from
open flames for hot work. Aboveground work may require safety harnesses.

The design and use of PPE may cause or contribute fo errors in several ways. The most
important concerns are that PPE may reduce sensory input, limit feedback and impair motor
capabilities. For example, darkly tinted safety glasses may hinder vision if used indoors. Gloves
reduce fine motor control. Hearing protection may prevent personnel from hearing alarms or
verbal communications. Personnel may become entangled in fall protection gear. Some forms
of protective clothing may contribute to heat stress, which may affect both cognitive and motor
functioning, leading to errors. Combinations of PPE may interact and interfere with
performance. Wearing PPE is also often uncomfortabie and may distract workers or cause them
to hurry through tasks, increasing the potential for errors.

Personal protective equipment that is not maintained properly may also lead to errors. For
example, safety glasses and face shields that have become scratched distort or interfere with
vision. In general, the use of PPE is the least preferred alternative for protecting workers
because of the impacts on performance most types of PPE will have.

12.2 DIRECT CAUSES OF ERRORS RELATED TO TOOLS AND EQUIPMENT

A direct cause of an error related to tools and equipment describes the characteristics of the tools
or equipment that caused task performance to fail. There are a number of ways in which the
design and use of tools and equipment may impair performance. Exampiles of these are
presented below.

12.2.1 Tools

Tool mismatched to task environment — The tool used for the task was too large, toe
small or otherwise inappropriate for the work environment. It may have obscured the
parts or equipment on which work was being performed, causing errors, or created
discomfort.
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Tool mismatched to worker — The tool was too large, too small or inappropriate for the
worker’s physical characteristics, such as hand-size, strength or agility. Some tools
require skills to be used. If a worker has not been trained to use the tool or the tool is
mismatched to the individual's characteristics, he or she may commit errors by using it
improperly, break equipment or become injured.

Tool poorly designed - Poorly designed tools may increase discomiort. Tools that are
uncomfortable to use may cause personnel to rush through a task and commit errors.
Tools that are poorly designed may also impair motor control and cause errors, such as
breaking equipment or applying excessive torque on a screw.

Tool degraded - Tools that are not maintained may not functicen as intended or in
accordance with the workers’ expectations. Miscalibrated or broken tools may cause
personnel to take incorrect actions or may damage other equipment.

Correct tools not available or used - When special tools have been designed for
performing a task, an administrative challenge is created to ensure that they are available
at the worksite when needed. If other tools are substituted for the special tool, task
performance may be delayed by the workaround or it may not be possible to accomplish
the task to specifications.

12.2.2 Equipment

Deployment wrong — Errors occurred because the equipment or machinery was deployed
incorrectly. For example, the ground undemeath a ladder or scaffolding was uneven,
angled or could not support the weight. Or, machinery was deployed too near electrical
power lines, possibly resulting in an electrical, or too near overhead obstructions,
possibly causing damage to other equipment or injuries to personnel.

Design or construction wrong ~ Errors occurred because the equipment or machinery was
poorly designed or constructed. For example, toeboards were not provided on platforms
erected in areas where dropping tools or material could cause harm. Or, the scaffolding
materials used were insufficiently sturdy for the weight placed on them.

Used improperly — The equipment or machinery was used in a manner for which it was
not designed or not authorized. For example, a load contained too much weight or a
crane was used to lift personnel without following proper procedures, increasing the
likelihood of equipment damage or injuries.

Not available - Equipment or machinery required to perform a task was not available
when needed. Errors may occur if task performance is delayed while personnel search
for the required equipment and if other equipment or machinery iIs substituted for the
missing equipment.
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12.2.3 Personal Protective Equipment (PPE)

Mismatched to task — Task performance failed because the design or use of the PPE made
it more difficult than necessary. For example, work was performed in a high temperature
environment with multiple layers of anti-contamination clothing and other PPE, resulting
in cognitive impairment due to heat stress. Or, the use of tinted safety glasses indoors
impaired vision and prevented a worker from correctly reading a tag.

Mismatched to worker — Task performance failed because ill-fitting PPE caused
discomfort and interfered with task performance. For example, gloves that were too large
further reduced fine motor contrel and tactile feedback, leading to errors. Workers were
uncomfortable and rushed through tasks, with the result that post-maintenance testing
was not completed.

Poorly designed — Task performance failed because required PPE was poorly designed
and so was ineffective, allowing workers to be exposed to hazards that cause errors. For
example, a poorly designed respirator may allow a worker to be overcome by caustic
fumes.

Not used — Task performance failed because PPE was not used when required, with the
result that personnel! were exposed to hazards that caused injuries and errors. For
example, an instrumentation and control technician received an electrical shock, which
also destroyed some wiring in the electrical panel.

Not available — Task performance failed because PPE was not available when required.
As a result, personnel were unable to complete a surveillance timely and Technical
Specifications were violated. Or, respirators were not readily available for emergency
use and workers were unable to enter an area to respond.

Used incorrectly — Task performance failed because personnel used the incorrect PPE for
a task or used PPE incorrectly. For example, a worker allowed his safety glasses to slide
down the bridge of his nose and spilled a caustic chemical when fluid splashed into his
eyes.

Degraded — Task performance failed because PPE was not maintained and failed to
protect workers from hazards. For example, a degraded respirator allowed an uptake.

Combined ~ Task performance failed because combinations of PPE were required for a
task and interacted to interfere with performance. For example, safety glasses womn
under a face shield distorted vision, causing errors.

12.3 PROGRAMMATIC CAUSES FOR ERRORS RELATED TO TOOLS AND
EQUIPMENT

Programmatic causes of errors related to tools and equipment are typically found in the
licensee's procurement processes, and industrial hygiene, radiation protection and
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maintenance programs. Other programs may also be implicated. Common programmatic
causes of errors related to tools and equipment include:

Work Planning and Control - Work planning and control processes may fail to identify the
tools and equipment needed at the work site. For example, working in a high temperature
environment with multiple layers of anti-contamination clothing and other PPE, without
assuring adequate body cooling or personnel rotation, may cause cognitive impairment due to
heat stress.

Procurement — The licensee’s procurement program ensures that the tools, equipment or PPE
that are required to perform a work activity have been purchased and meet specifications.
For mobile equipment that may be brought to the site, such as cranes, the procurement
program is also typically responsible for ensuring that contractor equipment meets
requirements and that contractor personnel are qualified to operate the equipment.
Weaknesses in the procurement program may lead to the use of inappropriate, uncomfortable
or ineffective tools, equipment or PPE.

Industrial Hygiene and Radiation Protection — These licensee programs are responsible for
ensuring that the hazards associated with a work activity have been identified, communicated
to the workers, and that proper hazard controls are implemented. These programs are also
typically responsible for ensuring that PPE is fitted to individual workers. Weaknesses in
these programs may not only result in the unnecessary exposure of workers to hazards, but
may also set the stage for errors.

Procedures - As part of the licensee's procedure development process, the tools, equipment
and PPE required for a work activity should be considered when designing the procedures
and defining how they will be used. For exarnple, effective procedures are designed so that
their use is compatible with the use of tools, equipment and PPE. Procedures that do not
specify the tools, equipment and PPE required to perform a task may cause delays or errors if
incorrect tools and equipment are used.

Training — Personnel often need specialized training to use some types of tools, equipment
and PPE. If these training needs have not been met, workers may use incorrect tools,
equipment or PPE or ase them improperly, resulting in errors.

Human Factors Engineering — Requirements for special tools, equipment and PPE
should be considered whenever new equipment or systems are installed. As a general
rule, engineering controls for hazards are more effective than PPE. The need for special
tools or equipment creates an administrative burden and can often be avoided if the
potential impacts on human performance are considered during the design stage.
Reducing the need for special tools, equipment and PPE reduces opportunities for delays
and errors in task performance.

Operating Experience - Reviews of relevant operating experiences from the plant and other
facilities with similar work activities may reveal problemns associated with tools and
equipment as well as solutions to those problems. Weaknesses in the operating experience
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program may Personnel may have reported problems with tools and equipment that
previously interfered with performance, and further issues may be avoided if the problems
are corrected.

Maintenance — Maintenance of tools, equipment and PPE is necessary to ensure that they are
in working condition when needed. Inadequate maintenance will allow tools, equipment and
PPE to degrade so that they are difficult to use, ineffective or cannot be used.
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13 STAFFING

13.1 EFFECTS OF STAFFING ON HUMAN PERFORMANCE

Staffing is the process of accessing, maintaining and scheduling personnel resources to
accomplish work. An adequately staffed organization ensures that personnel are available with
the proper qualifications for both planned and foreseeable unplanned activities. Staffing is 2
dynamic process in which plant management monitors personnel performance to ensure that
overall organizational performance goals are met or exceeded. The result of an effective staffing
process is a balance between personnel costs and the achievement of broader organizational
goals.

13.1.1 Staffing Requirements

The NRC has established several regulations regarding the staffing of nuclear power plants.

Title 10 CFR 50.54(m) establishes the regulatory minimum crew composition for licensed
operators. Title 10 CFR 50 Appendix R establishes the requirements for a Fire Brigade.

NUREG 0737, “Clarification of TMI Action Plan Requirements,” sets the requirement for a Shift
Technical Advisor (STA). Each licensee has further established requirements in Technical
Specifications or Site Licensee Commitments for a minimum level of shift staffing as well as a
general description of the site organization. The regulatory requirements are often lower than the
licensee’s administrative requirements for minimum shift staffing levels.

NRC Information Notices 91-77 (Shift Staffing at Nuclear Power Plants) and 95-48 (Results of
Shift Staffing Study) both stated in part:

"The number of staff on each shift is expected to be sufficient to accomplish all necessary
actions to ensure a safe shutdown of the reactor following an event. Those actions
include implementing emergency operating procedures, performing required
notifications, establishing and maintaining communications with the NRC and plant
management, and any additional duties assigned by the licensee’s administrative
controls....”

13.1.2 Staffing Decision-Making

Personnel costs comprise a significant proportion of an organization’s operating budget.
Managing staff size to manage costs is a necessity for any business. There are a number of
issues to be addressed when staffing decisions are made. These include the range of expertise
required, the number of personne!l needed, and the anticipated workload, so that the necessary
staff and expertise are available when needed.

13.1.2.1 Range of Expertise

Each organization requires the proper amount and type of expertise to safely and competently
operate the plant under a variety of conditions. The term “expertise” includes the attributes of
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talent, effectiveness, knowledge, skills, abilities and experience necessary to operate and
maintain plant systems, structures and components.

Organizations balance the costs of maintaining full-time expertise on staff with the probability
that the expertise can be obtained from outside the organization when the need arises. For
example, it may be cost-effective to hire three junior engineers in a discipline for the same costs
as two senior engineers, if the normal engineering workload requires three full-time staff.
However, complex issues may occasionally arise that junior staff cannot resolve effectively. A
lack of access to the expertise of senior personnel could increase the workload, costs, or the
likelihood of human errors if, for example, a corrective action developed by junior staff was not
the optimum approach.

Another factor that may impact access to expertise is the aging workforce in the nuclear power
industry. Many of the individuals who were involved in plant construction and start-up activities
are reaching retirement age. As they leave the workforce, these individuals often take with them
extensive and irretrievable information about the design, construction, operation and
maintenance of the specific systems and components with which they worked over the years.
Efforts to document their knowledge and extended turnovers to the junior staff may capture some
of the knowledge they have accumulated. It has been the case at times, however, that the
knowledge was simply lost, with the result that errors have occurred as junior staff “learn the
ropes.”

13.1.2.2 Staff Size

The number of individuals who are available to support planned and unplanned activities is a key
staffing issue. Organizations must ensure that adequate numbers of personnel are available to
accomplish on-going work activities timely and to address the unplanned activities, or plant
events, that may occur. On the other hand, too many staff may hamper performance on some
tasks. Manpower planning and analyses ensure that the staff size supports human performance.

Surges in workload, such as outages at nuciear power plants, typically require staff augmentation
as well as longer work hours for permanent staff. The introduction of contractor personnel or
licensee persconnel from other sites may increase the likelihood of errors due to unfamiliarity
with the plant, its procedures and hardware, for example. Longer work hours have the potential
to increase fatigue, which also contributes to the likelihood of error.

A key consideration in establishing the shift schedule is the staff size and composition that would
be required to respond to an event during the period in which the Emergency Response
Organization is recalled. This period generally lasts for the first hour of the event due to
activation and personnel transit time to the site, especially on the back shift. The occurrence of
an event typically involves a substantial increase in workload. Insufficient staff to meet the
increased demands will exacerbate the stress naturally experienced by personnel on-shift at the
time an event occurs and increase the potential for errors, as discussed below.

Workload may also be increased by organizational changes. For example, in order to reduce

costs, some organizations reorganize and re-assign job responsibilities. Others may implement a
local or across-the-board hiring freeze and attractive early retirement packages, to reduce staff
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size through attrition. In the absence of careful planning and workload analysis, these efforts to
reduce personnel costs may result in an increase in human performance problems. Morale may
suffer if personnel are “required to do more with less” and are unable to complete their assigned
work on schedule. Or, staff may feel constant pressure to “do more” and so take shortcuts or
rush through their tasks, leading to errors. Personnel may find themselves working longer hours
over the long-term, which may result in increased fatigue and an increase in the likelihood of
errors. And, if the potential loss of expertise associated with buy-out packages for senior staff is
not considered, errors may increase as junior staff members assume new responsibilities.

Maintaining a larger staff or assigning more staff to a task does not always improve performance.
Organizations can become “bloated” and develop inefficient, bureaucratic work methods if the
number of personnel available is greater than the workload. In addition, the assignment of
multiple staff to a task may increase task complexity by increasing the amount of communication
and coordination required among personnel. For example, some maintenance tasks may require
expertise in both mechanical and electrical maintenance. If two specialists are used to perform
the task, it is likely that they will need to communicate about the work and coordinate their
activities. These ancillary tasks of coordinating and communicating introduce increased
opportunities for error. One individual who is qualified in both specialties may be able to
perform the task more effectively.

13.1.3 Task Overload

The primary consequence of inadequate shift staffing is task overload. Task overload exists
when the number of tasks that must be accomplished in a given period of time exceeds the
available personnel resources. There are various work management strategies for responding to
task overload including:

» task prioritization and deferral or slippage
» increasing the work pace
» task delegation.

These strategies may lead to errors in some circumstances. For example, tasks may be
inappropriately deferred so that systems or components are unavailable when needed. Increasing
the work pace may lead to shortcuts or errors due to rushing. Task delegation may result in tasks
being performed by individuals who do not have the expertise to perform them correctly. Task
overload may increase stress, leading to errors.

13.2 DIRECT CAUSES OF STAFFING-RELATED ERRORS

A direct cause of a staffing-related error describes the characteristics of staffing practices that
caused or contributed to the error. Examples of direct causes for staffing-related errors are
presented below.

Expertise Not Available — The correct mix of qualified personnel was not available on
staff to perform the work. For example, a lack of available expertise resulted in delaying
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13.3

task performance until a qualified person could be called in, or the task was assigned to a
less qualified person who committed an error.

Insufficient Staff Available — Task performance failed because adequate numbers of
personnel were not available to perform the work. As a result, work management
strategies were employed and the level of stress increased, leading to errors.

Too Many Staff — Task performance failed because too many workers were assigned to
the job. As aresult, communication and coordination burdens were increased, which
increased the opportunity for errors.

PROGRAMMATIC CAUSES FOR STAFFING-RELATED ERRORS

Programimatic causes of errors related to staffing are typically found in the licensee’s business
planning and work scheduling programs. Other programs may also be implicated. Common
programimatic causes of errors related to staffing include:

Human Resources — Most licensees develop some form of a business plan that defines
organizational goals and objectives. Business plans are often used to estimate the
resources required to achieve the goals and run the business. Business plans may be used
to determine staffing levels for the various parts of the corporate organization, sometimes
without manpower planning and analyses of anticipated workload levels. As aresult,
there may be insufficient staff or staff may not have the required expertise.

Work Planning and Control - The work planning and control system is often used as an
integrated scheduling tool to match the workers to support specific jobs. Weaknesses in
the work planning and contro! system may result in the assignment of too few or too
many personnel for a job or fail to ensure that only qualified personnel are assigned.

Shift Staffing - All licensees establish a shift staffing policy that defines the minimum
required levels of shift personnel. This policy is often integrated with the scheduling of
individuals to shifts and overtime management. If these policies are not clearly defined,
the lack of clarity can cause staffing deficits that set the stage for human errors.

Training — The training program ensures that personnel are qualified for their jobs and
that managers are trained to implement shift staffing and overtime policies. Sometimes,
these policies may be difficult to understand. Weaknesses in the training program may
fail to assure that supervisory personnel understand staffing requirements, for example.

Human Factors Engineering — The human factors engineering program ensures that
the number of personnel required and the expertise they will need are considered
whenever new equipment or systems are installed. Weaknesses in this program may
result in too few or too many personnel assigned to a job or in the installation of
systems that staff cannot operate with their existing KSAs.
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14 SUPERVISION

14.1 SUPERVISION AND HUMAN PERFORMANCE

Supervision is the process by which work is directed and overseen by first-line management.
Successful supervision requires a combination of leadership skills and technical competence.
Supervision differs from peer checking or quality control because a supervisor has line
management responsibility for the worker(s) as well as responsibility for the work activity.

Supervision is more than the moment-to-moment direction of a work activity. Successful
supervision requires the assessment and shaping of worker attitudes and motivation,
communication and implementation of management expectations for performing work, the
assignment of the best-qualified workers to various tasks, as well as the technical competence to
identify incorrect actions and stop improper activities before an error is committed. Effective
supervision involves directing the work, overseeing how it is performed and leadership.

14.1.1 Direction

Directing work activities includes defining desired outcomes, planning, organizing and
controlling work, and problem solving. Direction occurs during preparation for a task and during
task performance.

The role of supervision during work preparation is to assure that the personnel who will be
performing the task have the information and resources required to perform effectively. These
resources include knowledge of the goal(s) of the work activity as well as management
expectations for how the work is to be performed. Goals and expectations are often
communicated during pre-job walkthroughs of the task environment and in pre-job briefings.
Supervisors may also be required to ensure that the personnel assigned to perform the task are
qualified, that the necessary tools and equipment are available, and that procedures and other
instructions for performing the task, such as those included in a work package, are complete and
understood by the workers. Supervisors may be responsible for verifying that the prerequisite
conditions for tagging equipment out-of-service are met before the work begins and for obtaining
authorization to start the task.

Supervisors act as a resource during performance of the work activity. Workers may call on
them to answer questions, provide instructions in ambiguous or unanticipated situations and
problem-solve. Supervisors also are the interface between the work group performing the task
and other parts of the organization, inclading more senior management. Interface responsibilities
may include requesting additional resources to complete the task, obtaining authorization to
change the work plan or stopping work if unexpected conditions arise.

Personnel generally respond well to a supervisor when they have confidence in his or her
technical background. Conversely, a supervisor with inadequate technical qualifications can
foster resentment and degrade team performance because the supervisor cannot fulfill some of
his or her responsibilities to the team. A first-line supervisor who is not techrically competent
may direct the work incorrectly.
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Errors due to poor supervisory direction may arise when any of the supervisor’s responsibilities
for directing the work are not met. For example, on a task that will be repeated several times on
different components, a supervisor may decide that a walkthrough and the pre-job briefing need
only be done once before the task is performed the first time. If the same task is performed over
several weeks or days, system configurations may change between jobs or the personnel who are
on-shift and assigned to perform the work may change. Without the walkthrough and briefing
before the task is performed each time, personnel may comunit errors because they are unaware
of changed plant conditions or newly assigned personnel may not have a full understanding of
the task requirements.

14.1.2 Oversight

In addition to directing work activities, first-line supervisors typically are responsible for
overseeing performance of the work. Supervisory oversight entails monitoring the work activity
to ensure it is performed in accordance with the work plan, procedures and management
expectations.

Effective supervisors are technically qualified to independently detect and correct errors, with
the same or a superior level of technical knowledge as the worker performing the task. Although
this is not always possible, it is important for high risk, complex activities. The best supervisor
for a particular task is not always a higher-level manager who may be less familiar with the
details of the task. A worker who was recently promoted to the ranks of first-line supervisors
may provide more effective oversight if he or she has recent technical knowledge of the activity
and has mastered the necessary supervisory skills.

The supervisor may or may not participate in the work assignment, but if he or she participates,
the ability to concurrently provide oversight may be momentarily lost or reduced. The key
element of supervisory oversight is that it provides a “second pair of eyes” not involved in the
work activity that can detect errors and act promptly to correct them.

14.1.3 Leadership

Leadership involves motivating personnel, building trust, maintaining accountability and
empowering action. As the first level of line management, the supervisor plays a key role in
establishing and maintaining the work group’s norms, values and safety culture. In addition, the
supervisor’s leadership style will affect the team’s performance.

Supervisors translate and apply general organizational goals and management expectations to the
specific activities of the work group. This process occurs both overtly, with explicit
communications about goals and expectations, as well as indirectly. Goals and expectations, for
example, may be communicated indirectly by the example the supervisor sets with his or her
work behavior, such as the extent to which he or she takes short-cuts when performing tasks.
Expectations may also be indirectly communicated through tacit behaviors, such as a failure to
correct worker actions that achieve production goals while circumventing safe work practices.
Supervisors also communicate goals ard enforce management expectations through the worker
behaviors that they reward with recommendations for promotions, merit raises and/or bonuses,
desirable work assignments, training opportunities and overtime allocations, and even with such



subtle rewards as individual attention for some subordinates. Supervisors may overtly or
covertly discourage a questioning attitude among workers, for example, by not taking time 1o
fully answer gquestions during meetings, or, at an extreme, by ridiculing staff members who raise
questions and concerns.

In addition to communicating organizational goals and management expectations, the
supervisor’s leadership style affects team performance. The research literature shows that
leadership styles generally range from participative, with a focus on establishing and maintaining
good interpersonal relations, to authoritarian and task-focused. The most effective leadership
style in a given work situation depends upon the characteristics of the work situation and of the
team members.

A participative leadership style is effective when team members are experienced, the task is
moderately structured, and time pressure is absent. For example, a brainstorming session for the
development of an improved work control process will benefit from participative leadership
where the formal operational lines of authority are suppressed and the participants interact as
equals.

A more authoritarian leadership style is effective when team members are new to the task, the
work is either unstructured or is highly structured, or the work must be completed under time
pressure. In a nuclear power plant control room, for example, authoritarian leadership would be
critical during emergency operations if a crew were faced with new and unanticipated
circumstances and had to respond rapidly.

An effective supervisor adapts his or her personal style to the requirements of the task at hand.
This flexibility does not come naturally to many people and supervisory training may be required
to modify an individual’s leadership style. For example, an experienced first-line supervisor
with a strong authoritarian personality that served him or her well in the maintenance department
may have to adopt a more participative, coaching style of leadership when he or she is promoted
to a management position. Supervisors who are able to change leadership style to adapt to the
demands of the situation lead consistently high performing teams.

Mismatches between the leadership style applied in a given work situation and the task demands
may cause or contribute to errors in several ways. For example, team members may attempt to
debate a verbal instruction from a supervisor who has been consistently participative at a time
when it is necessary te implement an order promptly. A consistently authoritarian leadership
style may discourage team members from offering ideas that could solve a problem or from
raising valid concerns when their input could prevent an unwanted outcome.

14.2 DIRECT CAUSES OF SUPERVISION ERRORS

A direct cause of a supervision error describes the characteristics of supervision that either
caused the human error or failed to prevent a human error when prevention was possible.
Supervision may play z role in errors through weaknesses in direction, oversight or leadership.
Specific examples of direct supervisory causes for errors are presented below.
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14.2.1 Direction

Task goals not defined — Task performance failed because personnel were not informed
of the goals of the task by supervision prior to starting the job. As a result, for example,
the job may be performed on the wrong system or equipment or performed incorrectly.

Task methods not defined — Task performance failed because personnel did not receive
necessary guidance from supervision regarding management expectations for how the
task was to be performed. The supervisor may not have provided a pre-job briefing or
ensured that the work package was complete and included the necessary drawings or
procedures.

Unusual or hazardous corditions not identified — Task performance failed because
unusual or hazardous conditions at the worksite were unknown to the workers.
Supervision may not have walked down the job in advance with the workers to identify
any unusual equipment or environmental conditions that could require special tools or
equipment or a change to the planned work methods. As a result, errors may occur when
the workers encounter unexpected conditions.

Prerequisites not met — Task performance failed because supervision did not ensure that
all of the prerequisite conditions were met prior to allowing the job to start. As a result,
for example, necessary tools and equipment were not available to perform the work
timely, or the equipment was not tagged out and ready for the work to be performed.

Authorization not obtained - Task performance failed because supervision did not ensure
that authorization was received before the job was started, or, if the work was delayed,
that the authorization continued to be valid. As a result, for example, the job may have
conflicted with other work being performed or safety systems may have been taken out of
service without the control room's knowledge.

Resources not provided — Task performance failed because supervision did not ensure
that workers had the resources required to perform the task. These resources could
include information, procedures, guidance or assistance in solving problems that arise.

Qualifications not assured — Task performance failed because supervision assigned
workers to tasks for which they were not qualified. As a result, errors were committed
and the task was performed incorrectly or incompletely.

Decisions/guidance incorrect — Task performance failed because supervision was not
technically competent to direct the work activity and so made decisions or provided
guidance that was technically incorrect.

14.2.2 Oversight

No oversight ~ Task performance failed because supervision was not present during the
performance of important tasks or critical portions of a job, with the result that errors
were not detected, corrected or prevented.

14-4



14.2.3

14.3

Oversight unqualified — Task performance failed because supervisory oversight was
present, but was not sufficiently familiar with the work to detect and correct or prevent
ITorS.

Oversight distracted — Task performance failed because supervision was involved in
performing the job or attending to other matters.

Leadership

Wrong goals — Task performance failed because supervision communicated, directly or
indirectly, an emphasis on production or cost goals over safety. As a result, for example,
workers may have skipped steps or used alternate methods to those prescribed in the
procedures or work package to complete the job quickly.

Questioning attitude discouraged — Task performance failed because supervision, directly
or indirectly, discouraged workers from questioning work practices or instructions. As a
result, workers may have taken actions that they believed were incorrect or possibly
unsafe, or started work without fully understand the task.

Mismatched leadership style — Task performance failed because there was a mismatch
between the supervisor’s leadership style and the task demands. As a result, teamwork or
morale were adversely affected and led to errors.

PROGRAMMATIC CAUSES OF SUPERVISION ERRORS

Programmatic causes for supervision errors are typically found in the licensee’s human resources
and training programs. Licensee human resources programs are responsible for ensuring that
personnel selected and promoted to supervisory positions are qualified to supervise. Selection
and promotion processes screen for technical qualifications and often also assess candidates’
decision-making capabilities, leadership skills and other attributes that predict success in the
position. Technical training and training in supervisory skills assure that supervisors can fulfill
their functions. Other programs may alse be implicated.

14.4
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15 HUMAN-SYSTEM INTERFACE

15.1 THE HUMAN-SYSTEM INTERFACE AND HUMAN PERFORMANCE

In NUREG-0711, * Human Factors Engineering Program review Model," the human-system
interface (HSI) is defined as the technology through which personnel interact with plant systems
to perform their functions and tasks. The major types of HSIs include alarms, information
systems, and control systems. Each type of HSI is made up of hardware and software
components that provide information displays, which are the means for user-system interaction,
and controls for executing these interactions. Personnel use of HSIs is influenced directly by (1)
the organization of HSIs into workstations (e.g., consoles and panels); (2) the arrangement of
workstations and supporting equipment into facilities, such as a main control room, remote
shutdown station, local control station, technical support center, and emergency operations
facility; and (3) the environmental conditions in which the HSIs are used, including temperature,
humidity, ventilation, illumination, and noise.

Use of the HSI is also affected indirectly by other aspects of plant design and operation,
including training (Section 9), supervision {Section 13), staffing (Section 14), and
communications (Section 17), which are addressed in other modules. Plant procedures also are
considered part of the HSI, as defined by NUREG-0711. However, in the HPEP, a separate
module (Section 11) addresses the information content and design of procedures, while this
section addresses the user-system interface considerations of computer-based procedure systems
as part of the HSL

In determining the causes of 2 human performance problem, the licensee may identify specific
characteristics of the HSI that led to error. Methods for evaluating HSI characteristics and
detailed review guidelines are available in NUREG-0700, "Human System Interface Design
Review Guideline." The major topics to consider in evaluating the HSI and determining whether
HSI characteristics had an impact on an error are summarized below.

15.1.1 HSI Design Process

Licensees are responsible for the original design of an HSI and any subsequent upgrades and
modifications, whether the licensee, a contractor or vendor did the work. A central concern of
the design process is ensuring that the HST will support correct human performance.

There are three important goals to be achieved in the design and implementation of an HSL
These are:

+ Design for operability refers to designing the HSI to be consistent with the abilities and
limitations of the personnel who will be operating it. Weaknesses in the design processes
can result in an HSI that is not well suited to the tasks that personnel must perform to
ensure plant safety, resulting in increased workload, decreased performance by personnel,
and an increased likelihood of errors.
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+ Design for maintainability refers to designing the HSI and associated plant equipment
to ensure that personnel are able to perform necessary maintenance activities efficiently.
Weaknesses in the design process can result in systems that impose excessive demands
on personnel for maintenance and, therefore, are prone to maintenance €1rors or problems
with reliability and availability.

« Design for implementation refers to the way that changes, such as upgrades to the HSI,
are planned and put into use. A new HSI component may require the user to perform
functions and tasks in new ways. Skills that the user developed for managing workload
when using the former design, such as ways for scanning information or executing
control actions, may no longer be compatible with the new design. The new HSIs must
also be compatible with the remaining HSIs so that operators ¢an use them together with
limited possibilities for human error. Also, HSI modifications may not be installed or put
into service all at one time, causing the user to adapt to temporary configurations that are
different from both the original and final configurations. Weaknesses in HSI
implementation can increase operator workload and the likelihood of errors.

15.1.2 HSI Characteristics

The characteristics of HSIs that have been found to affect human performance are discussed
below. In this section, each HSI characteristic is introduced and defined, and the potential
impacts of HSI weaknesses on performance are briefly discussed.

15.1.2.1 Information Display

Information display refers to the way that information is presented to personnel. Both the
display devices and the displays contained in the devices are addressed by this topic. Display
device considerations include their location in the work environment and factors that affect
legibility, such as brightness and flicker. Display considerations include how information is
organized and presented within the display device. A display page is a set of information that is
presented at one time by a display device. Display formats refer to standard groupings of
information within pages, including text, tables, graphs, and mimics. Display elements refer to
the items that make-up the formats, such as characters, numbers, symbols, and icons. Other
considerations include whether needed information is present and available, and the quality {i.e.,
reliability) of the plant data provided to the user. Weaknesses in information display can affect
the ability of personnel to promptly and correctly detect, read, and understand information
needed to perform their tasks.

15.1.2.2 User-System Interaction

User-system interaction is the set of methods provided in a computer system through which
personnel and the computer communicate with each other. The following topics are included.
User input formats refers to the type of dialogue between the user and the computer. Cursors
are pointers that indicate the position of the user’s operation on a display screen. System
response refers to the manner in which the computer system behaves after receiving inputs from
the user. Managing displays refers to the actions performed by a user to control the way that
individual displays are presented on a device. Managing information refers to capabilities that
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allow the user to create, change, store, and retrieve documents via the computer. Managing
errors refers to features that support the prevention, detection, and correction of errors. Help
refers to features that provide guidance to the user (e.g., describes how the user mterface works).
System security includes features that restrict personnel access to aspects of the computer
system to prevent accidental or deliberate damage. Weaknesses in user-system interaction can
increase the amount of effort for the user to find and arrange needed information. These
weaknesses can also inhibit the user’s ability to prevent, detect, correct, and recover from errors.

15.1.2.3 Controls

Controls are devices that personnel use to interact with the HSI and the plant. They may be
conventional, hardwired control devices or computer-based input devices. Weaknesses in the
design of control devices, whether conventicnal or computer-based, can interfere with the ability
of users to perform control or input actions promptly and without errors.

15.1.2.4 Alarm Systems

Alarm systems are automated systems consisting of processing and display hardware and
software, which analyze signals from plant sensors and alert the operator via visual or auditory
displays (i.e., when the monitored parameters deviate from specified limits). Important
characteristics include processing functions; information display; user-system interaction;
controls; reliability; test and maintenance capabilities; failure indications; alarm response
procedures; control-display coordination; and its integration with the rest of the HSL. Alarm
system weaknesses can increase personnel workload associated with finding and assessing plant
information and decrease operator awareness of plant status.

15.1.2.5 Seft Control Systems

These are computer-based systems that provide operators with control interfaces that are
mediated by software rather than direct physical connects, as in hard-wired knobs and buttons.
Soft controls can be used to control plant equipment, such as a pump, or the HSL, such as in
selecting a display. Important characteristics of soft control systems include the information
display, user-system interaction, controls, and integration with the rest of the HSI. Weaknesses
in the design of soft control systems can increase the likelihood of human performance problems,
such as unintentional actuation, incorrect inputs (i.e., wrong control, wrong input value), and
delayed completion of control actions.

15.1.2.6 Computer-Based Procedure Systems

These systems present plant procedures in computer-based rather than paper-based formats.
Computer-based procedures (CBP) systems can present procedures steps and plant status
information in ways that better support decision-making. They can also inciude capabilities for
managing multiple procedures and procedure steps. Important characteristics include processing
capabilities {automation for procedure functions), information display, user-system interaction,
controls, and integration with the rest of the HSI. Weaknesses in the design of CBP systems can
increase workload associated with assessing plant status and selecting appropriate responses and
decrease operator awareness of plant status.
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15.1.2.7 Computerized Operator Support Systems

These systems use computer technology to support operators or maintenance personnel in
situation assessment and response planning. They can monitor status and provide
recominendations or warnings. Example applications include: fault detection and diagnosis,
safety function monitoring, plant performance monitoring, core monitoring, maintenance
advising, and operator support for plant control. Important characteristics include processing
capabilities, information display, user-system interaction, controls, and integration with the rest
of the HSI. Weaknesses in the design of computerized operator support systems can increase
workload associated with assessing plant status and selecting appropriate responses and decrease
operator awareness of plant status.

15.1.2.8 Workstations

Control, display, and alarm devices of the HSI are often organized into workstations where crew
functions and tasks are performed. Examples include sit-stand workstations, stand-up consoles,
sit-down consoles, vertical panels, and desks. Workstation characteristics affect reach, vision,
comfort, the ability to gather and compare information across display devices, and the ability to
use contro] and display devices in a coordinated fashion. Weaknesses in workstation design can
interfere with the ability of personnel to detect important information or accurately perform
control and computer input actions.

15.1.2.9 Control Room

A control room is a facility in which controls and displays of the HSI are centralized (e.g., the
main control room and the technical support center). Two important aspects of a control room
are its configuration (i.e., its arrangement of workstations and other equipment) and its
environment (i.e., the adequacy of lighting, temperature, humidity, and ventilation for normal
and emergency conditions). Weaknesses in control room layout may interfere with the ability of
personnel to detect and monitor information and interact with each other. Weaknesses in
lighting may affect the ability of personnel to accurately read displays, procedures, and other
information sources. Weaknesses in lighting, temperature, humidity, or ventilation may also
affect personnel alertness, comfort, and health.

15.1.2.10 Local Control Stations

Local control stations are places outside of the main control room, where operators interact
with the plant. They may include multifunction workstations and panels, as well as individual
interfaces, such as controls (e.g., valves, switches, and breakers) and displays (e.g., meters and
VDUs). When implemented in environments that are not as carefully controlled as the main
control room, local control stations may have special considerations such as high levels of
background noise and severe environmental conditions. Weaknesses in control station layout
may interfere with the ability of personnel to detect and monitor information, perform control
actions, and interact with other personnel. Weaknesses in lighting may affect the ability of
personnel to accurately read displays, procedures, and other information sources. Weaknesses in
temperature, humidity, or ventilation may affect personnel performance, comfort, health, and
safety.
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15.1.2.11 Maintainability Features

All plant equipment, including the HSI, must be periodically maintained. The design of the
maintenance interfaces of plant equipment and the tools used in maintenance tasks can affect
personnel performance for these tasks. Maintainability refers to the design of features and
capabilities that support personnel in detecting equipment failures and performing necessary
preventive, routine, and corrective maintenance. This includes the fayout of components that
must be maintained, labels and markers, controls for adjusting equipment, test points, service
points, and test equipment (e.g., the user interfaces and capabilities of diagnostic devices). An
area that is posing increasing human performance challenges in NPPs is the maintenance of
digital systems, due to the complexity of these systems and their susceptibility to incorrect
actions. Some maintainability considerations for digital systems include the design of:
instrument cabinets and racks, equipment packaging within these enclosures, and fuses and
circuit breakers. Weaknesses in the design of matntenance interfaces and tools can increase the
likelthood of maintenance errors and the amount of time needed to complete maintenance tasks.
This may increase the occurrence of plant transients or decrease the availability of plant
equipment needed to ensure plant safety.

15.2 DIRECT CAUSES OF HSI-RELATED ERRORS

A direct cause of an HSI-related error describes characteristics of the HSI that caused task
performance to fail. There are a number of ways in which the HSI may cause, contribute to or
fail to prevent an error. These include:

15.2.1 Information Display
No display or information not available — Needed information was not displayed or the

information that a display was intended to provide was not available. As a result, the user
did not have access to the information needed to perform the task.

Display formats, elements or pages unsuitable — The display was formatted (e.g., text,

tables, graphs, mimics, speech output) or display elements {(e.g., characters, numbers,
symbols, icons) were presented in a manner that made them difficult to read, understand
oruse. As a result, personnel did not or could not use the information displayed when
performing the task.

Data guality and update rate inadequate — The display did not provide useful indications
of the quality of the data that was provided or the update rate of the data was too slow to
be useful. As a result, users were unable to depend on and use the information displayed
to guide task performance.

Display equipment inadequate — The equipment used to display information (e.g., VDUSs,
printers, plotters, meters, light indicators, numerical readouts, and audio devices) did not
work or was unsuitable for performing the task. As a result, users did not have access to
necessary information.
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15.2.2 User-System Interaction

User input formats unsuitable — The format provided by which personnel interacted with
the system (e.g., command language, menus, function keys, response entry forms, direct
manipulation, query language) was unsuitable for the task. As a result, user inputs were
delayed or input errors occurred.

Cursor inadequate — The type of cursor provided was too small or otherwise difficult to
see on the screen, or was difficult to manipulate and understand. As a result, task
performance was delayed or input errors were committed.

System response inadequate — The HSI did not provide adequate feedback to the user or
response times were too slow. For example, prompts regarding the expected input were
not provided, no feedback was given when the user entered an input, or the time between
an input and the system’s response to it was too slow to maintain control.

Display management difficult — Methods for managing displays {e.g., selection,
navigation, freezefupdate, scroll, page, pan and zoom) were not provided or difficult to
use. As aresult, personnel could not access needed information or could not access it
timely.

Information management inadequate — Means to create, change, store and retrieve
documents were not provided or were difficult to use. As a result, needed information
was lost.

Errors difficult to detect and correct — The HSI did not provide means to catch input
erTors or provide easy means to correct them. As a result, errors were made and neither
detected nor corrected.

Help function missing or inadequate — Assistance in using the system was not provided or
was difficult to access. As a result, personnel could not nse the system to perform their
tasks.

System not secure — Security features were missing. As a result, personnel caused
accidental or deliberate damage.

15.2.3 Controls and Soft Control Systems

Controls not available — The HSI did not provide all the controls necessary to perform the
task. For example, controls were not available for selecting plant variables to view or to
act upon or means were not provided for monitoring feedback.

Controls not integrated — Control actions or control devices were inconsistent or
incompatible with other aspects of the HSI. As a result, personnel took incorrect actions
when operating the controls.
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Computer-based input devices inadequate — The input devices {€.g., keyboards,
trackballs, joysticks, mice, touch screens, light pens, graphic tables and speech input
devices) did not work or were unsuitable for the task. As a result, user inputs were
delayed or emors committed.

Conventional control devices inadequate — The hardwired control devices (e.g., push
buttons, rotary controls, thumbwheels and switches) did not work or were unsuitable for
the task. As a result, control actions were delayed or errors occurred.

No backups — Alternate means for taking control actions on critical tasks were not
provided should the controls fail. For example, no hardwired backups for soft controls
were available, if the soft controls failed.

15.2.4 Alarm Systems

Alarm functions missing — Alarms to alert, inform, gnide or assist personnel were not
provided. As a result, personnel did not detect important changes in system state or did
not have access to needed inforrnation to perform their tasks.

Alarm display inadequate — Necessary information was not presented in either an
auditory or visual format that was effective in drawing attention and conveying detailed
information. As a result, personnel had difficulty detecting and diagnosing system states,
leading to errors.

User-alarm interactions inadequate — Silence, acknowledge, reset and test controls were
not provided or did not function correctly. As a result, the user was unable to interact
effectively with the alarm.

Failure indications missing — The alarm system did not indicate when it was not
functioning or it was difficult to determine whether the alarm was operable. As aresult,
personnel were not aware that alarms were not operable and so did not detect important
changes in plant state.

Alarm response guidance missing — Detailed information about alarm conditions and
appropriate actions to take in response to alarms (e.g., alarm response procedures) was
not available to personnel. As a result, response was delayed or incorrect.

Alarms not integrated - Display and control arrangements for the alarm system were
difficult to use or were inconsistent or incompatible with the rest of the HSI. As a result,
incorrect actions were taking when interacting with the alarms or use of the alarm system
interfered with actions required by other aspects of the HSI.

15.2.5 Computer-based Procedures and Operator Support Systems

Information missing or inadequate — The computer-based procedures or computerized
operator support systems did not provide the information users required or it was not
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15.2.6

15.2.7

presented in a format that supported performance. For example, the level of detail was
insufficient to assist personnel in decision-making.

User-system interactions inadequate — The computer-based procedures or computerized
operator support system displays and controls were difficult to understand or manipulate.
As a result, personnel responses were delayed or incorrect.

Not integrated — The computer-based procedures or computerized operator support
systems were inconsistent or incompatible with the rest of the HSI. For example, control
and display devices operated differently from those used for other systems leading to
errors.

No backups — No alternate hard-copy procedures or hardwired systems were provided in
case of computer-based procedures or computerized operator support system failures. As
a result, if the systems failed, personnel had no procedural guidance for performing their
tasks.

Workstations
Configuration inadeguate — The workstation design did not support user reach, vision or

comfort. As a result, for example, personnel became fatigued, could not see important
information or were delayed in taking control actions.

Lavout inadequate — The layout of controls and displays on the workstation did not
support control actions. As a result, personnel became fatigued or made errors when
using the controls.

Labeling and demarcation inadequate — Labels and markings did not assist users i
finding and identifying controls, displays and other equipment. As a result, for example,
personnel used the wrong controls for the intended action or read the wrong display.

Control Roeom

Space and layout inadequate — Sufficient space was not available or equipment was laid
out in ways that it was difficult for personnel to view or access information, communicate
or walk around. Or, there was inadequate space available to store needed procedures,
other documents, spare parts, expendables, tools, protective equipment and personal
items. As a result, for example, procedures could not be laid out so that placekeeping
was difficult or needed items were lost and prevented task completion.

Supervisor inaccessible — Access to the shift supervisor’s office via walking or
communication links was difficult. As a result, the supervisor was unavailable when
needed or was unable to maintain awareness of control room activities.
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Multi-units not distinguishable — Features to distinguish between controls and displays
for different units, or mirror-image control rooms, caused personnel to incorrectly
monitor plant parameters or take control actions on the wrong unit.

15.2.8 Local Control Stations

No display or information not available - Needed information was not displayed or the
information that a display was intended to provide was not available. As a result, the user
did not have access to the information needed to perform the task.

No controls or controls not available - The controls necessary to perform the task were
either missing or not working at the local control station. As a result, necessary control
actions could not be performed.

Layout inadeguate — The layout of controls and displays at the local control station did
not support control actions. As a result, personnel could not accurately determine system
status and made incorrect operational decisions.

Labeling and demarcation inadequate — Labels and markings did not assist users in
finding and identifying controls, displays and other equipment. As a result, for example,
personnel used the wrong controls for the intended action or read the wrong display.

15.2.9 Maintainability

Equipment inaccessible — The arrangement of components and access to them for
inspection, testing, replacement and repair was inadequate. As a result, maintenance
activities were delayed or errors were committed.

Labeling and demarcation inadequate — Labels or markings did not support proper
identification of equipment and components. As a result, task performance was delayed

while personnel attempted to identify the correct piping.

Adjustment controls missing or inadequate — Control devices for performing adjustments
on equipment were not provided or were inconvenient to use. As a result, setpoints could
not be accurately maintained.

Test and service points missing or inadequate — Test and service points were not provided
or were inconvenient to access and use. As a result, personnel skipped 2 surveillance
rather than attempt to access a test point.

Test equipment inadequate — Equipment needed for testing was not available, was
difficult to use, was miscalibrated or was otherwise not properly configured for the
maintenance task. As a result, the maintenance task was not completed or equipment
operability following maintenance could not be verified.
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15.3

PROGRAMMATIC CAUSES FOR HSI-RELATED ERRORS

Licensees may have many programs, processes, and practices to ensure that human factors
engineering considerations are properly addressed in the design and installation of the HSI and
other plant equipment, and that human performance considerations continue to be met in on-
going operations after installation. There are three primary programs or processes that may set
the stage for HSI weaknesses that cause errors. These are the HSI design and implementation
process, and maintenance and housekeeping activities. If the display system is not fully
operational, contains outdated information, or has labels that are either illegible due to
accumulated dirt or missing, the licensee should consider programmatic causes related to its
repair, maintenance, and general housekeeping.

154

HSI Design — The HSI design and implementation process assures that original HSI
designs and upgrades fully meet the needs of operations and maintenance personnel and
that problems are avoided when the new design is put into service. If design and
implementation processes are deficient, weaknesses will exist in the HSI. For example, a
poorly designed display system or controls that are difficult to use may result from an
inadequate design process.

Maintenance — A licensee may have a variety of programs for ensuring that the HSI and
plant equipment are in working order and available for use. These include preventative,
routine, and corrective maintenance programs for both hardware and software
components. An important concern for software maintenance is ensuring that the
computer system is updated with the most current and correct set of instructions and data.
Another maintenance concern is the replacement of missing or degraded labels
throughout the plant. Weaknesses in these programs can result in the HSI being
inadequately or incorrectly serviced, resulting in problems with reliability and
availability.

Housekeeping — Housekeeping includes activities performed to maintain a clean and
orderly work environment. Examples include cleaning labels and displays so they can be
easily read, cleaning input devices so they can be used properly, removing trash and used
materials to eliminate unnecessary clutter, and storing documents so they can be readily
accessed when needed. Housekeeping practices refers to the way these tasks are
performed on an ongoing basis to maintain a productive work environment. Weaknesses
in housekeeping practices can increase operator response time and the likelihood of
€rrors.
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16 TASK ENVIRONMENT

16.1 EFFECTS OF ENVIRONMENTAL FACTORS ON HUMAN PERFORMANCE

The task environment refers to the physical conditions in which work is performed.
Environmental conditions that can affect performance include excessive vibration and noise,
temperature extremes and insufficient lighting. These adverse environmental conditions can
stress personnel, interfere with performance and increase the likelihood that they will commit
errors while performing a task. Work conditions that require protective gear, such as high
radiation or some confined space environments, or that require unusual physical postures, also
can interfere with task performance, as may poor housekeeping.

16.1.1 Vibration

There are two types of vibration that may cause errors. The first is whole-body vibration, in
which vibration is transferred to the worker from standing or sitting on a vibrating surface. The
second is object vibration, in which a stationary worker interacts with a vibrating object in some
fashion. The effects of vibration depend upon its frequency and acceleration. Frequency is the
number of oscillations (cycles) that occur in one second. Acceleration is the force, or intensity,
of the vibration.

Whole-body vibration affects personnel comfort Jevels. As discomfort increases, £1rors may
occur. Personnel are most uncomfortable when the frequency of the vibration approaches the
resonance point of the human body (5 Hz) and can tolerate only short exposures. Discomfort
also increases as acceleration increases. Discomfort may induce errors by causing personnel to
rush through their work or by distracting them.

Whole-body vibration also affects the ability to control fine hand and arm movements. Vibration
will induce errors in tasks that require accurate hand and arm movement, such as writing, placing
and tightening screws, or attaching jumpers.

Vibration also blurs vision. Errors may occur from vibration on tasks that require accurate
vision, such as reading instruments, procedures or drawings.

Object vibration may also adversely affect performance. For example, errors may occur when
making fine adjustments or in reading instruments, if equipment is vibrating.

16.1.2 Noise

Noise is unwanted sound. Noise can cause errors in several ways. It may disrupt

communications, affect the ability to perform tasks and annoy personnel.

The effects of noise on communications are complex. Even relatively low levels of noise can
mask speech, but only under some circumstances. For example, speakers naturally raise their
voices when there is background noise and may be able to overcome some of its effects on
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communication. Being able to see the speaker’s face or using standardized phrases also improves
communication in a noisy environment. The type of background noise also affects
communication. It is easier to communicate over noise that is steady and uniform than noise that
inciudes sharp tonal peaks, such as background speech.

Noise has been shown to affect decision-making, memory, vigilance, attention and motor skills.
Whether noise will cause errors depends upon (1) the degree of familiarity with the noise, (2) the
complexity of the task the worker is performing and (3) the frequency and intensity of the noise,
measured in decibels.

Familiar noises are usually continuous, such as the sound of freeway traffic or the hum of a
motor. Even high levels of familiar noise typically do not impair performance on simple tasks
and will cause only minor effects on complex tasks, such as reading or decision-making.

Unfamiliar noise is more disruptive. Unfamiliar noise includes speech, alarms and some kinds of
music. Loud and unfamiliar noise may cause only minor performance effects on simple tasks,
but will disrupt performance of complex tasks. Multiple alarms sounding simultaneously in a
control room, for example, could interfere with performance of complex tasks.

Unfamiliar, loud noise is also annoying. Annoyance may cause workers to rush through their
tasks or disrupt teamwork. Unexpected and unfamiliar loud noise, such as sonic booms from
line breaks, may startle personnel.

16.1.3 Heat

Heat exposure is a common problem in many areas of a plant, such as the turbine building when
the plant is operating. The extent to which workers will be affected by heat depends on many
factors. These include physical characteristics, such as age, weight, acclimation to heat, physical
fitness and dehydration. Other factors that determine the effects of heat on performance include
airflow, humidity, clothing and level of physical activity.

As whole-body temperature (a measure of intermal body temperature that is estimated
externally by wet-bulb globe temperature - WBGT) increases, first the workers’ comfort levels
are affected, then task performance is affected, followed by the onset of heat stress. Performance
of perceptual/motor tasks, such as tracking, monitoring, and manipulating objects, 1s affected
even at relatively low temperatures (69°F WBGT). Performance on perceptual/motor tasks
degrades over the first two hours of exposure, and then levels off. Performance of mental tasks,
such as arithmetic computations, logical reasoning, and recalling information from memory,
begins to degrade sharply after about 30 minutes of exposure to temperatures above S0°F
WBGT, but then levels off. When workers begin to experience heat stress, they may become
confused and disoriented, in addition to experiencing physical symptoms, and are very likely to
commit errors if they attempt to continue working.

16.1.4 Cold

Exposure to cold affects the performance of manual tasks. Decreases in the ability to control
hand movements begin at an air temperature of approximately 54° F. The fingers may become
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numb to pain at this temperature and touch sensitivity is reduced. Performance of gross manual
tasks, such as those involving the arms and legs is also degraded at 54° F. The speed at which
manual tasks can be performed is affected by the rate of cooling. Slow temperature drops have a2
greater negative impact on manual dexterity than rapid temperature decreases, during the initial
exposure period.

Hypothermia occurs when a worker can no longer maintain an adequate deep-body temperature.
In the early stages, individuals experience lethargy, clumsiness, confusion and irritability. As the
hypothermia deepens, hallucinations or arrested breathing will occur.,

The effects of cold temperatures on performance are affected by clothing, whether exposed skin
and clothing are wet or dry, air movement (wind chill} and the length of exposure. Performance
impairments may be experienced at higher air temperatures than those discussed above if
workers are not dressed warmly, their skin or clothing is wet, or they are exposed to air
movement or to cold temperatures for extended periods of time.

16.1.5 Lighting

Adeguate lighting is required for accurate performance of nearly every task in a nuclear power
plant. Visibility depends upon several factors:

« The intensity of the light radiated by a light source, measured by candle power

» The amount of light striking an object from a light source, known as its iluminance

» The perceived brightness of an object, known as its luminance, which depends upon the
object’s reflectance

+ The difference between an object’s luminance compared to the luminance of the object’s
background, or contrast

» The object’s size

» The individual worker’s age and visual acuity.

Visibility is also affected by changes in light levels as the eyes adapt. Individuals have particular
difficulty seeing while their eyes are adapting to a different level of illuminance, such as entering
a darkened room from full sunlight.

The ability to accurately perceive colors {color discrimination) is also affected by lighting.
Color discrimination may be reduced by the characteristics of the light source. For example,
high-pressure sodium discharge lamps reduce the ability to discriminate colors, while artificial
daylight fluorescent lamps maintain it. Very low lighting levels also adversely affect color
discrimination.

Glare and flicker will also reduce visual performance. Glare occurs when the lnminance level
(the amount of light reflected from an object) is annoying. It may reduce contrast, interfere with
reading and inspection tasks and cause visual fatigue. Flicker causes discomfort and eye fatigue
when reading.
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16.1.6 Other Adverse Task Conditions

Other adverse environmental conditions may also affect task performance. In general, any
physical conditions that require the use of PPE or devices complicate task performance, may be
stressful and so may increase the likelihood of errors (see Section 12, Tools and Equipment.)
For example, working in confined or elevated spaces may encourage personnel to hurry through
their tasks and so commit errors. Working in high radiation environments may require that task
performance be repeatedly interrupted to minimize exposures. Poor housekeeping may increase
the likelihocod of trips and falls, or obscure displays and controls. Working on iadders or
platforms, or in cramped working conditions that require unusual physical postures may cause
discomfort, can be distracting and may increase the likelihood of erTors.

16.1.7 Combinations of Conditions

Most of the research that has examined the effects of environmental factors on human
performance has been done in the laboratory or in other highly controlled settings. In most
industrial settings, environmental factors are not as rigidly controlled and often fluctuate.
Further, in industry, adverse environmental conditions often occur together, such as high noise
levels and excessive heat when high-energy equipment is operating. Large fluctuations in
conditions and combinations of conditions have not been as thoroughly studied. There is some
evidence to suggest, however, that performance degradations are more severe under fluctuating
and/or combined conditions.

16.2 DIRECT CAUSES OF TASK ENVIRONMENT-RELATED ERRORS

A direct cause of a task environment error describes the physical conditions that caused task
performance to fail. There are a number of ways in which characteristics of the task
environment may impair performance. These include:

Vibration - Task performance failed because high levels of whole-body or object
vibration made displays, instruments or documents difficult to read or caused discomfort.
For example, vibration prevented a worker from accurately reading a piping and
mstrumentation diagram.

Noise - Task performance failed because high noise levels interfered with
communications, caused discomfort, or impaired mental or physical performance.

Heat - Task performance failed because excessive exposure to heat caused discomfort or
impaired mental or physical performance. Or, the need for frequent work breaks delayed
task completion or increased the communication burden on personnel due to rotations.

Cold - Task performance failed because excessive exposure to cold caused discomfort or

impaired motor performance. For example, workers dropped tools or were unable to
manipulate controls.
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Lighting - Task performance failed because lighting was excessive, insufficient, the
wrong type for discriminating color, or produced annoyance from glare or flicker. For
example, a computer screen was difficult to read due to glare.

Poor housekeeping - Task performance failed because displays or controls were obscured
by trash or equipment that should have been stored. Workers tripped over or were
required to walk out of their way to avoid tools or equipment that should have been
removed.

Workspace - Task performance failed because the worker had insufficient space to
perform the task or had to assume uncomfortable positions.

High radiation — Task performance failed because workers were hurried or their activities
were repeatedly interrupted to aveid excessive exposures.

Combinations of factors - Task performance failed because a combination of
environmental factors impaired performance. For example, a job in the turbine building
involved exposure to heat, noise and low lighting, none of which individually exceeded
levels at which performance is affected, but the combination of conditions distracted the
workers and caused errors.

PROGRAMMATIC CAUSES OF TASK ENVIRONMENT ERRORS

Programmatic causes of task environment errors are typically found in the licensee’s
processes for designing human-system interfaces or in managing maintenance activities.
Other programs may also be implicated. Common programmatic causes of task
environment errors include:

Industrial Hygiene and Radiation Protection — These programs are responsible for
ensuring that task environrents have been evaluated to identify hazards and that
needed controls are implemented to minimize exposures. Weaknesses in these
programs may result in personnel working in task environments that are conducive to
€ITOTS.

Work Planning and Contrel - Weaknesses in the work planning and control system may
allow work to be planned without consideration of adverse environmental conditions and
performed without the necessary compensatory measures. For example, communication
devices may not be provided in noisy environments to support task performance. For
tasks that involve unusual physical positions or cramped workspace, additional time to
complete the task may not be scheduled. Rest breaks for hot and cold environments may
not be planned into the work, or additional temporary lighting may not be provided if the
work site is not adequately lighted.

Procedures - Weaknesses in the licensee’s procedure development process may result in

the design of procedures that are inappropriate for the conditions in which they will be
used. For example, procedures that may be used at night, outside and in the rain should

16-5



16.4

be laminated and the type size should be larger to ensure the procedure can be read.
Procedures that will be used in vibration conditions may also require larger type size than
procedures read in the stationary environment of the contrel room, for example.

Human Factors Engineering - Weaknesses in the human factors engineering program
may result in the installation of new equipment or systems without consideration of
task environment characteristics. For example, the impact of control room lighting
on the visibility of digital displays or effects of vibration on the legibility of dials or
gauges at local control stations should be considered before instaliation.

Operating Experience - Reviews of relevant operating experiences of the plant and other
facilities with similar environmental conditions should be conducted to identify and
analyze task environment problems and successful mitigation efforts. Personnel may
have reported task environment conditions that interfered with performance that are
recorded in the licensee’s corrective action database, and comective actions should have
been implemented. Weaknesses in this program will result in repeated errors.

Labeling - Weaknesses in this program may result in tags and plaques that are illegible in
the task environment, if low lighting levels or vibration are present.

ADDITIONAL RESOURCES ON TASK ENVIRONMENTS

U.S. Nuclear Regulatory Commission (1992). Shutdown and low-power operation at
commercial nuclear power plants in the United States (NUREG-1449). Washington,
DC: U.S. Nuclear Regulatory Commission.

U.S. Nuclear Regulatory Commission (1996). Human-system interface design review
guideline (NUREG-0700, Rev. 1, Vol.s 1-3). Washington, DC: U.S. Nuclear Regulatory
Commission.

Echeverria, D., Bames, V., Bittner, A., Durbin, N., Fawcett-Long, J., Moore, C., Slavich,
A. Ternill, B., Westra, C., Wieringa, D., Wilson, R., Draper, D., Morisseau, D. and
Persensky, J. (1994). The impact of environmental conditions on human performance: A
handbook of environmental exposures (INUREG/CR-5680, Vol.s 1 and 2). Washington,
DC: U.S. Nuclear Regulatory Commission.
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17 COMMUNICATIONS

17.1 COMMUNICATIONS IN ORGANIZATIONS

Communication is the exchange of information while preparing for or performing work. Verbal
communication occurs face-to-face, by telephone, sound-powered phones or walkie-talkies, as
well as over public address systems. Written communication occurs, for example, through
policies, standards, work packages, training materials, and e-mail.

Comrmunication involves two sets of behaviors: (1) creating and sending messages and (2)
receiving and interpreting them. Communication always involves at least two individuals, the
sender and the receiver, and occurs:

Between individuals

Within and among work groups

In meetings

In pre-job or pre-evolution briefings
During shift turnover

* * & * @

Successful communication requires several steps. The sender first develops the intention to
communicate either verbally or in writing. The sender then composes a message that presents
the meaning as clearly as possible. The receiver must pay attention to the message and then
interpret its meaning. If the communication is successful, the receiver interprets the message
consistently with the sender’s intended meaning.

The similarity of the meanings given to the message by the sender and receiver can be verified
through feedback. An example of feedback verification in verbal communication is when the
receiver "repeats back” the message and the sender either agrees with the receiver’s repeat back
or corrects it. Verification feedback serves an important error-checking function in the
communication process. It also allows supervisory oversight of communications to catch errors
before they have consequences.

A sender and receiver must both be active for communication to be effective. The sender and
receiver share responsibility for ensuring successful communication. However, when licensees
analyze the causes of events, errors in sending messages are more often identified than errors in
receiving. The reasons for the difference are unclear. A licensee’ investigation should consider
sending and receiving errors and corrective actions should address both to be effective.

17.2 DIRECT CAUSES OF COMMUNICATIONS-RELATED ERRORS

A direct cause of a communication error describes the characteristics of the communication that
caused it to fail. The direct cause of the error may be characteristics of how the message was
sent or how it was received and interpreted. In some cases, a communication error will be
compounded by failures in verification feedback or supervisory oversight.
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There are a number of ways in which communication can fail. Research regarding
comumunication errors in nuclear licensee facilities identified eleven direct causes of sending and
five direct causes of errors in receiving:

17.2.1 Sending Errors

Content wrong - Communication failed because the information contained in the message
was incorrect. For example, an operator in the control room refers to the wrong unit
when giving instructions to an operator in the field.

Content inconsistent -Communication failed because, although the information in a
message was correct, it was partially or completely inconsistent with other information
available to the receiver. For example, a required surveillance test appears on a
maintenance worker’s schedule but his supervisor assigns him to another job and the
surveillance is missed.

Content inappropriate for the job - Communication failed because the information in a
message was irrelevant or inappropriate for the job at-hand. For example, a work order
references a procedure that contains prerequisite conditions that cannot be met during at-
power operations, but the maintenance worker attempts to perform the procedure
anyway.

Content inappropriate for the receiver - Communication failed because the message was
not tailored to the receiver’s background, training or leve] of technical knowledge. For
example, a non-licensed operator is instructed to perform a task on an unfamiliar system
and cannot find it.

Standard terminology not used - Communication failed because complete identification
information was not provided in the message. For example, a maintenance supervisor
refers to a valve using a generic pronoun {(e.g., "it"}, rather than using the valve’s proper
name and number, and the maintenance crew works on the wrong valve.

Famliar terminology not used - Communication failed because unfamiliar terms were
used in the message. For example, the formal name of a building, rather than the site-
specific nickname, is used in a pre-job briefing and the crew is confused about which
building is being discussed.

Message preduction inadeguate - Communication failed because the message was not
produced adequately. For example, a message is garbled when transmitted over the
public address system or cannot be heard against background noise. A written
cormmunication contains typographical errors or copies are illegibie.

Necessary information not sent - Communication failed because the information needed
to perform a task was not provided to the worker. For example, a work order omits an
mstruction to obtain control room authorization before taking the component out of
service.
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Wrong place or person - Communication failed because necessary information did not
reach the intended receiver. For example, a sender dials the wrong phone number or
incorrectly addresses an e-mail message.

Wrong time - Communication failed because the message was sent too early or too late to
be used by the receiver. For example, a maintenance worker finishes one job early and
starts on the next before her supervisor has the opportunity to communicate that the job
has been rescheduled.

Sending verification failure - Communication failed because the sender did not ensure
that the receiver accepted and accurately interpreted the message. For example, a non-
licensed operator calls the control room to report a leak and can tell that the control room
operator is busy and distracted, so does not request that the control room operator repeat
back the location and rate of the leak.

17.2.2 Receiving Errors

Information not sought - Communication failed because a receiver did not seek the
information necessary to perform a task. For example, a work order references drawings
needed to verify the location of a component, but the planner does not include them in the
work package and maintenance technicians do not obtain and review them before starting
work.

Information not found - Communication failed because the receiver, intentionally or
unintentionally, did not find necessary information for performing & task. For example,
an identification tag on a cable is hidden and the crew decides to perform the task without
positively identifying the cable referenced in the work package, resulting in errors.

Information not used - Communication failed because the information necessary to
perform a task was not used. For example, the need to wear electrical safety PPE is
discussed at a pre-job briefing, but the instrumentation and control technician is in a
hurry and performs the task without it.

Message misunderstood - Communication failed because the receiver misunderstood the
message. For example, a control room supervisor and an operator discuss two related
jobs, one of which requires establishing a fire watch. In the course of the discussion, the
operator becomes confused about which job requires the fire watch and establishes the
waich for the wrong job.

Receiving verification failure - Communication failed because the receiver did not take
actions to test his or her understanding of the message received. For example, the conirol
room operator in the fire watch example failed to repeat back or paraphrase the
supervisor’s message to check concurrence and to identify any gaps in the message or in
his understanding of it.
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17.3 PROGRAMMATIC CAUSES OF COMMUNICATIONS-RELATED ERRORS

Most work activities in organizations require coordination within and among work groups.
Coordination requires effective verbal and written communication. Communication is necessary
to define the work to be done and how to do it, so communication errors are frequently found to
be causal factors in events. But, because so many work activities depend on effective
cominunicaticn, a wider variety of programmatic causes are associated with communication
errors than with other types of human errors.

Programmatic causes that have been shown to cause or contribute to communication errors at
nuclear licensee facilities are described below. Weaknesses in other programs at a licensee’s site
may also cause communication errors.

Information management - Flaws in programs for developing and managing technical
documentation are a common source of communication errors. Omissions and technical
inaccuracies in vendor manuals, engineering analyses, design basis or other reference
documents may be translated into inaccuracies in procedures and work orders that are
used to perform jobs. Failures to update drawings and procedures when new hardware is
installed or existing hardware is modified can result in communication errors.

Work Planning and Control - Planning and scheduling maintenance activities is a
complex task. Weaknesses in work planning and control programs may result in both
written and verbal communication errors associated with, for example, inadequate work
orders, inadequate pre-job briefings, or communication fatlures during job performance.

Shift Staffing - Insufficient staffing can increase the workload for those performing a job,
and so interfere with required communications. Increased workload during plant outages
and the increased numbers of workers on-site, or increased workload during off-normal
events, can {ax the supervisory abilities of those responsible for coordinating the work,
resulting in incomplete or too few communications. Too many staff involved in
performing a job can increase the communication burden on all involved and resalt in
comrnunication failures.

Training - Effective communication requires some degree of shared understanding of the
work to be performed. Inadequate job knowledge, resulting from deficient training or
qualifications, can lead to both sending and receiving errors. Effective communication
also depends upon an understanding of the information needs of those involved in
performing a job. Communication across organizational boundaries {e.g., between
individuals in different departments, in different job roles, or on different shifts) can
cause problems because senders and receivers may not understand one another’s
terminology or the contexts and constraints of the other’s job.

Procurement and Maintenance - Some communications occur across physical distances
through communication devices. Procurement and maintenance programs ensure that
communication devices are suitable for their intended uses and are working properly.
Communication errors can arise here, for example, when there is too much background
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noise for a receiver to hear a public address announcement or what is being said on the
radio or over the telephone. An insufficient number of radio frequencies to support
communication needs may also cause or contribute to communication errors.

Supervision - Some communication failures occur s a result of human errors in job
performance. These errors can often be caught and corrected through independent
observation and supervisory oversight of the work being done. Weaknesses in plant
programs for deciding which jobs require independent oversight or for ensuring that
appropriate supervision is available to watch for errors can allow communication errors
to occur.

Procedures - Lack of communication skills or failure to apply standard verbal and written
communication practices are often associated with communication errors. A lack of
training in standard communication techniques and the absence of procedures to
prescribe the circumstances in which standard communication techniques will be used
often contribute to the occurrence of errors.

ADDITIONAL RESOURCES ON COMMUNICATIONS

U.S. Nuclear Regulatory Commission (1996). Human-system interface design review
guideline (NUREG-0700, Rev. 1, Vol.s 1-3). Washington, DC: U.S. Nuclear Regulatory
Commission.

U.S. Nuclear Regulatory Commission (1997). Evaluation criteria for communications-

related corrective action plans (NUREG-1545). Washington, DC: U.S. Nuclear
Regulatory Commission.
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18 COORDINATION AND CONTROL

Note that the structure of this module differs from the others and does not include a section
discussing direct causes of errors associated with coordination and control. Errors do not
typically result directly from weaknesses in coordination and control at licensee sites. Rather,
coordination and control processes, along with other programs, policies and processes, are
responsible for establishing and maintaining a licensee’s bartiers to error. Therefore, in most
events, there will be elements of coordination and control processes that failed to prevent the
error from occurring. However, the element of coordination and control that failed is typically
insufficient to cause the error by itself and so serves as a contributing, rather than direct cause of
an error.

18.1 COORDINATION AND CONTROL: SETTING THE STAGE FOR ERRORS

Control can be defined as ensuring that work activities at a site have the intended results and no
others. Maintaining control requires that:

o The desired consequences of a work activity are known in advance

o The risks and hazards inherent in the activity are known and addressed

« The external conditions that increase the risks/hazards of the activity are known and can
be controlied, and

» The activity is coordinated with other work activities so that they do not interfere with
one another and the combination of activities does not create an unexpected plant state.

Operations are controlled at a licensee facility when work activities are routinely conducted
without surprises.

There are three elements necessary to maintain operational control:

» Administrative processes that formalize activities commensurate with their risk impact
and complexity.

» Effective methods of coordinating the activities of diverse work groups within the
organization as well as the activities of individuals within work groups.

» Information management to capture, communicate and retain important information over
time and changes in equipment and personnel.

These elements ensure that an organization has the tools required to establish and maintain
control over maintenance, engineering and plant operational activities. They are also the
hallmark of a reliable organization.

18.1.1 Work Control
The first element of control includes the administrative processes by which work is

conceptualized, reviewed, approved, authorized and performed. Licensees have adopted a
variety of programs to structure the manner in which work is to be performed. Often the names
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and terminology of the processes are different at different sites. However, there are some
fundamental characteristics of effective administrative work control processes that should be
incorporated into the individual programs.

The control process involves a series of steps that define how work activities in maintenance,
engineering and operations are accomplished 1o ensure that management expectations are met.
These steps include:

Regquirement determination — the decision to perform the activity

Development — work design and preparation of the procedures or work package
Approval — supervisory review of the work plan

Authorization - approval to perform the work after consideration of conditions
Implementation — performing the work or activity

Oversight — supervisory review of the work or activity including QA/QC
Closeout — review of documentation and acceptance of quality of work

SN R W e

Effective work control requires the selection of an appropriate level of formality, deliberateness
and precision for each step in the process. The level of formality must be commensurate with the
risk, complexity and importance of the activity. Greater degrees of formality ensure higher
levels of performance and quality at the cost of additional time and resources. Typically, the
greater potential risk, complexity or economic importance of an activity, the greater the formality
in planning and implementing the work. For more complex or important jobs, licensee
administrative processes may require more extensive reviews of work plans, higher levels of
management involved in approving the plans and authorizing the start of work, increased
oversight of the work as it is being performed and more thorough testing and evaluation prior to
job close-out.

Another significant aspect of operational control 1s the preplanning that must be accomplished in
order to allow simple evolutions to be performed with a reasonable level of effort and to allow
rapid and correct action to be taken when off-normal or emergency conditions occur. An
example of this preplanning may be observed in the control room when an operator must respond
to an annunciator. In this case, plant management has predetermined that the operator can
invoke the annunciator response procedure and take the necessary actions without further
planning or control steps. The operator has achieved a level of mastery that qualified him or her
to respond to the annunciator without further management involvement. The annunciator
response procedure has been verified and validated in advance to ensure that the procedure will
address the alarm condition. However, each of the seven steps in the control process is still
applicable and invoked by management decisions, many of which were made long before the
annunciator alarmed and the operator took action to respond to the condition.

Administrative processes are also required to address unanticipated conditions. Even with
extensive preplanning, conditions often arise that deviate from those specified or assumed in a
work plan when it is implemented. Clear delineation of roles, responsibilities and authorities is
necessary for personnel to understand the types of unexpected situations in which they are
authorized to make decisions, resolve problems or to change work plans to address existing
conditions. Clear assignment of authority to stop work when unexpected conditions arise is also
necessary to maintain control. Changes to work plans that have not been analyzed and approved
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by individuals who are qualified to evaluate the implications of the changes are a common cause
of errors at licensee facilities.

18.1.2 Coordination

Coordination is the process by which resources (people, equipment, tools, procedures, parts,
facilities) are identified, scheduled and assigned to a work activity. The scope of work activities
may range from station-wide projects {such as steam generator replacements) to individual tasks
(such as drafting a work order) and the time frames in which the work occurs may range from
minutes to years.

Effective performance requires coordination at two organizational levels. The activities of
different organizational units (e.g., maintenance, operations, engineering, and subgroups within
those departments) must be coordinated, and the activities of individuals within work groups
(e.g., control room or maintenance crews) must be coordinated when more than one individual is
assigned to 2 task. In general, the licensee’s managers and work planning and scheduling
processes coordinate work activities between organizational units. First-line supervision is
typically responsible for coordinating the activities of individuals and teams within a department.

In general, the goals of coordination are to ensure that:

» work activities are planned and scheduled so that they do not interfere with one another

» the combination of activities occurring concurrently does not create unexpected,
unknown or unanalyzed conditions

» the necessary resources required to perform a task are available to perform the task when
required (e.g., necessary tools, parts and equipment, procedures, sufficient numbers of
qualified personnel)

» the work will be completed on time.

Coordination methods range from highly complex, detailed and formalized interactive software
planning tools to simple “to do” lists. The licensee will often require the use of several different
scheduling tools or methods in station administrative procedures for different types of work
activities. For example, most licensees typically use interactive, real time, critical path planning
software to coordinate outage work activities. However, they often use less formalized planning
and scheduling tools for the daily, at-power operations and other internal departmental activities.
In each case, the elements of a successful coordination process are consistent with the
complexity and the risk significance of the activity.

Work planning determines the specific human performance elements that are necessary for each
work package or job and ensure that they are available and integrated. Human performance
elements required to conduct a specific job may include requirements for communication,
procedures, skilled personnel, documentation, supervisory oversight, quality assurance, special
tools and equipinent or other resources.

An example of a coordination error would be a fuel rod placed into the wrong position because

the refueling operator did not obtain independent verification of correct grid position prior to
jowering the assernbly into the core. Clearly, an error of this type could also result from the
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operator’s inability to select the correct grid position in the core or skipping the step in the
procedure that required independent verification. However, if the refueling procedure did not
require independent verification of the grid position prior to lowering the assembly, or no one
was available to perform the verification even though the operator might otherwise have waited
for it to be verified before proceeding, the cause of the error would lie in coordination.

The most common consequences of weaknesses in coordination are that work is delayed. For
example, a maintenance crew may have to stop a job for two hours while waiting for a quality
control (QC) inspector to be available. Or, work on a piece of equipment cannot start on time
because the tags were not hung by the previous shift. Delays typically affect productivity rather
than cause errors. However, the likelihood of errors increases if plant conditions change during
the delay so that the work plan can no longer be implemented as written, or if the job must be
extended over more than one shift and important information is not communicated during shift
change.

18.1.3 Information Management

The third element necessary to effective control is the information management systems that
capture, communicate and maintain important information that 1s required to conduct work
activities safely. The organization identifies information that will be required to safely and
effectively operate or repair the plant, disseminates it and maintains this information to assure
that it can be accessed when required. The type of information to be managed includes such
diverse areas as operations configuration control of equipment alignments, engineering design
control of systems and components, quality assurance of spare parts, and quality control of
nondestructive testing. In each case, the information required to safely operate or maintain the
equipment must be identified, captured, retained and made readily available as the plant
personnel change over time. This process includes configuration management of short-term
equipment alignments to ensure compliance with technical specifications as well as long-term
engineering design control changes that may impact the plant safety envelope over the life of the
reactor.

Identification of important information is a dynamic process. As new conditions and events
occur, information requirements will change. For example, industry codes and standards may be
updated. Information may become available from Significant Operational Events Reviews
(SOERs), licensee reports to the NRC and lessons leamed from NRC inspection activities that
should be disseminated and retained. Changes in the workforce at a site may alsc require that
more or different types of information be made available to new personnel.

An example of a human error related to information management would be if a vendor
determined that a certain preventive maintenance action was required and the plant maintenance
staff did not have an active vendor manual program to identify the change and incorporate this
preventive maintenance item into the plant’s schedule. The result was a component that failed
because a process had not been adequately established to update the vendor manuals.
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18.2 EFFECTS OF COORDINATION AND CONTROL WEAKNESSES

The following are examples of ways in which coordination and control may set the stage for
other performance shaping factors to cause errors.

18.2.1 Work Control

Requirements not identified or incomplete — The risks and hazards associated with the
work activity were not identified or were identified incompletely. For example,
applicable standards and codes were not reviewed or the job site was not walked down
prior to developing the work plan. As a result, controls for the risks/hazards were not
incorporated into the work plan.

Work planning informal — The degree of deliberateness, formality and thoroughness in
work planning and preparation was not commensurate with the risks/hazards the work
entailed. For example, 2 work package was not developed for the job or was incomplete,
resource requirements were not analyzed in advance, or timing requirements were not
identified. As a result, the resources required to complete the work on time and safely
were not available.

Approval process inadequate — Review and approval of the work plan was weak. For
example, personnel not qualified to evaluate it reviewed the work plan, not all of the
affected work groups reviewed the plan, or approval was not obtained or was obtained
from an individual without the authority to do so. As a result, missing or conflicting
elements in the work plan were not identified or risk implications of the work were not
identified and addressed.

Authorization inadequate — Authorization to begin the work was not obtained or was
obtained on the basis of conditions that had changed or ceased to exist by the time the job
started. For example, despite requirements documented in procedures, taught in training
and communicated as management expectations, an instrumentation and control
technician did not call the control room for permission to power down a controlier for
testing. Or, a control room operator detenmnined that another emergency operating
procedure was applicable to the circumstances and began implementing it without
authorization from the unit supervisor.

Implementation not controlled — The work was planned, approved and authorized, but
was not performed in accordance with the work plan. For example, individuals without
the proper authority changed the plan to accommodate unexpected circumstances.

Oversight inadequate ~ The amount or type of oversight of the work, including
management, supervision or QA/QC, was less than the risks and hazards of the work
warranted. As a result, for example, decisions were made without adequate authorization
or errors were not caught and corrected.
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18.2.2

18.2.3

18.3

Closeout inadequate — Documentation of the job was not completed or was completed
incorrectly, required tests were not performed, lessons leamed were not identified and
communicated. As a result, for example, equipment was left in an inoperable condition
following maintenance.

Coordination

Job conflicts — Work activities were scheduled in a manner that caused them to interfere
with one another. For example, due to schedule slippage, two jobs were scheduled to
work on the same component on the same shift.

Job combinations — Work activities that were scheduled concurrently had unanticipated
and adverse consequences. For example, a component was taken out of service that
operators needed to complete a scheduled tech spec surveillance. Or, all trains of safety
system were inadvertently disabled at the same time.

Resources unavailable — The resources required to perform a job were not scheduled to
be available when needed. For example, the same health physics technician was assigned
10 monitor two jobs concurrently on different units. Or, tools and equipment required for
a Job were in use on another job when needed.

Work untimely - Work activities or work products were not available when needed. For
example, new drawings that were required to finish planning a construction job were
three weeks late in being delivered from the engineering department.

Information Management

Documentation missing ~ Required information was not obtained or was not accessible
when needed. For example, reference documentation needed to develop a new procedure
had not been purchased from the vendor or could not be located.

Documentation inaccurate — Information about equipment, drawings, valve lists, or
design basis documents, for example, was out-of-date or wrong. As a result, work
packages were incomplete, procedures were incomplete or inaccurate, or training did not
address required KSAs.

ADDITIONAL RESOURCES ON COORDINATION AND CONTROL

U.S. Code of Federal Regulations, Part 50.65, Requirements for monitoring the
effectiveness of maintenance at nuclear power plants, Title 10, Energy (revised
periodically). Washington, DC: U.S. Government Printing Office.

U.S. Code of Federal Regulations, Appendix B to Part 50, Quality assurance criteria for

nuclear power plants and fuel reprocessing plants, Title 10, Energy (revised periodically).
Washington, DC: U.S. Government Printing Office.
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U.S. Nuclear Regulatory Commission (1978). Quality assurance program requirements
(Operation) (Regulatory Guide 1.33, Rev. 2). Washington, DC: U.S. Nuclear
Regulatory Commussion.

U.S. Nuclear Regulatory Commission (1997). Monitoring the effectiveness of
maintenance at nuclear power plants (Regulatory Guide 1.160, Rev. 2). Washington,
DC: U.S. Nuclear Regulatory Commission.

U.S. Nuclear Regulatory Commission {1985). Quality assurance program requirements
for nuclear power plants (Regulatory Guide 1.28, Rev. 3). Washington, DC: U.S.
Nuclear Regulatory Commission.

U.S. Nuclear Regulatory Commission (2000). Assessing and managing risk before

maintenance activities at nuclear power plants (Regulatory Guide 1.182). Washington,
DC: U.S. Nuclear Regulatory Commission.
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Glossary of Terms
An ability is the combination of knowledge and skill required to perform a task correctly.

An alarm system is an automated system consisting of processing and display hardware
and software, which processes or analyzes signals from plant sensors and alerts the
operator via visual and/or auditory displays when monitored parameters deviate from
specified limits (setpoints).

A barrier is any means used to protect personnel and equipment from hazards. There are
two types: physical and management barriers. Examples of physical barriers are fences,
guard rails around moving equipment, protective clothing and safety devices, or shields.
Examples of management barriers are risk and hazard analyses, supervision, training, or
procegures.

Barrier analysis is a root cause analysis method. It is performed once the basic facts of
an event or human performance problem are understood and asks the question, “What
physical or management barriers could have prevented this event or problem from
occurring?”

A causal factor is any action or condition that occurred or existed prior to the initiation
of an event and without which the event may not have occurred. The term "causal factor™
is synonymous with the term "cause,” and may refer to direct, contributing, programmatic
Or root causes.

Circadian rhythms are also known as “biclogical clocks” and are pattems in
physiological functioning over the course of a day.

Cognitive performance refers to mental activities and includes perception, interpretation,
judgment and decision-making.

A communication error is a failure in the exchange of information between a sender and
receiver, in which the receiver fails 1o receive or interpret a message consistently with the
sender’s intended meaning. The failure can occur in creating and sending messages or in
receiving and interpreting them.

Communication systems are physical systems that support communications, such as
between personnel in the main control room, between the main control room and local
sites within the plant, and across sites within the plant. The broad variety of
communication media may be generally categorized as speech-based and computer-based
systems.

Computer-based procedure system present plant procedures in computer-based, rather
than paper-based, formats.
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Compnterized operator support systems use computer technology to support operators
or maintenance personnel in situation assessment and response planning. They can
monitor status and provide recommendations or warmings.

A test has eontent validity if the test items are directly related to job performance by
ensuring they match the instructional objectives and are appropriately weighted.

A control is a mechanism used to regulate, and/or guide the operation of a component,
equipment, subsystem, or system.

A contributing cause is an action or condition that sets the stage for the event to occur.
A contributing cause may be a long-standing condition or a series of prior events that,
while unimportant in themselves, increase the probability that the event would occur.

A corrective action is an action authorized by and under the control of management
intended to solve problems identified as the result of an event investigation. Effective
cortective actions for an event prevent the recurrence of the same or a similar event.

A causal analysis is a systematic method for evaluating the evidence gathered about an
event from an event investigation. The purpose of a causal analysis is to identify the basic
set of actions and conditions that, if eliminated or modified, would prevent the same
event and similar events from happening again.

A cursor is a display graphic that is used to indicate the position of the user’s operation
on the display (such as an arrow or flashing bar).

A direct cause of an event is the actions or conditions immediately preceding the event
that caused or allowed it to occur.

The direct cause of an error is the actions or conditions immediately preceding the error
that caused or allowed the error to occur. Direct causes of errors are also known as
performance-shaping factors.

A test has discriminate validity if it differentiates between workers who have mastered
KSAs required to perform the job and those who have not.

A display is a specific integrated, organized set of information. A display can mmclude
several display formats (such as a system mimic which includes bar charts, trend graphs,
and data fields).

A display device is the hardware used to present the display to users. Examples include
video display units and speakers for system messages.

Display elements are the basic components used to make up display formats, such as
abbreviations, labels, icons, symbols, coding, and highlighting.
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Display format refers to the general class of information presentation. Examples of
general classes are continuous text (such as a procedure display), mimics and piping and
instrurnentation diagram (P&ID) displays, trend graphs, and flowcharts.

A display network is a group of display pages within an information system and their
organizational structure.

A display page is a defined set of information that is intended to be displayed as a single
unit. Typical display pages in a nuclear power plant may combine several different
formats on a single VDU screen, such as putting bar charts and digital displays in a
graphic P&ID format. Display pages typically have a label and designation within the
computer system so operators can assess them as a single display.

Documentary evidence includes paper and electronic information, such as records,
reports, procedures, work orders, memoranda, and vendor manuals.

Evidence reliability refers to whether or not different investigators would be able to find
the same information and reach the same conclusions from it. Conflicting storzes from
different interviewees is an example of unreliable evidence that requires further
validation.

Evidence validity refers to the accuracy of the information gathered in the course of an
investigation. Valid evidence is information gathered from more than one source that
supports the “truth” of an assertion.

Functional requirements analysis and allocation is an analysis for identifying the
plant's safety functional requirements and ensuring that the functions have been allocated
to support an acceptable role for plant personnel.

A general organizational improvement plan is developed by plant or corporate senior
management and is intended to make significant changes in how work is done and how it
is managed in order to improve operational performance and to reverse declining
performance trends.

The Help function in a software program refers to features that provide guidance to the
user (e.g., describes how the user interface works).

HFE program is 2 plan for ensuring that HFE considerations will be integrated into the
development, design, evaluation, and implementation of the HSIL

Housekeeping refers to activities performed to maintain a clean and orderly work
environment.

HSI design is the systematic application of HFE principles and criteria to translate the
user's function and task requirements into the details of the HSI design. It includes the



use of HFE tests, evaluations, guidelines, and design documentation in the development
of the HSI design.

Human errors are inappropriate or inadequate human actions, including failures to take
action when required.

Human factors is a body of scientific facts about human characteristics. The term
covers all biomedical, psychological, and psychosocial considerations; it includes, but is
not limited to, principles and applications in the areas of human factors engineering,
personnel selection, training, job performance aids, and human performance evaluation.

Human factors engineering (HFE) is the application of knowledge about human
capabilities and limitations to the design of a plant, system, and equipment. HFE ensures
that such designs, human tasks, and work environment are compatible with the sensory,
perceptual, cognitive, and physical attributes of the personnel who operate, maintain, and
support them {See human factors).

A human performance problem is a term used to collectively refer to human errors and
human performance trends.

A human performance trend is a pattern of related errors resulting from the same
causal factor(s).

Human reliability analysis is an analysis of the human error mechanisms relevant to the
design of the HSI, procedures, staffing, and training to reduce their likelihood and
consequences.

Human-system interface (HSI) is the means through which personnel interact with the
plant, including the alarms, displays, controls, and job-performance aids. Generically,
this also includes maintenance, test, and inspection interfaces.

Impairment refers to decrements in cognitive and physical capabilities that are usually
the result of substance abuse, fatigue, illness, stress or other factors that temporarily
affect an individual’s ability to perform tasks.

Information is organized data that users need to successfully perform their tasks.
Information can include (a) a representation of facts, concepts, or instructions in a
formalized manner suitable for communication, interpretation, or processing by humans
or automatic means; and (b) any representations, such as characters or analog quantities,
to which meaning is, or might be, assigned.

Integrated system validation entails performance-based evaluations conducted to ensure
that the integration of the HSI, procedures, and training adequately supports plant
personnel in the safe operation of the plant.



An intermediate corrective action plan is more limited in scope than a general
organizational improvement plan and focuses on erecting or strengthening barriers to
human performance problems.

Investigation methods are the techniques used to gather evidence about an event.
Investigation methods include establishing and pursuing lines of inquiry about the event
by gathering physical, documentary and testamentary evidence.

A job and task analysis (JTA) is the process used to systematically determine the jobs
that are assigned to workers and the tasks that must be performed in order to satisfactorily
complete the job.

Just-in-time training is training that is provided to workers immediately prior to
performing the job.

Knowledge is a set of facts, factual information, a method of analysis or the application
of methods and facts to successfully perform a task.

KSAs are the knowiedge, skills and abilities required for a job incumbent to safely and
competently perform a job.

Labeling and marking refer to the use of labels and demarcations to identify umnits of
equipment, modules, components, and parts.

Learning objectives provide a brief description of the training course material that must
be taught by the training program to ensure mastery of all KSAs required to perform a
certain job, task or to meet a training requirement.

Limited scope corrective action plans focus on fixing the direct cause of an error. For
example, a limited scope corrective action for an ambiguous step in a procedure that
confused a worker and caused her to commit an error would be to revise that step m the
procedure.

A local control station {(LCS) is an operator interface related to nuclear power plant
process control that is not located in the main control room. This includes multifunction
panels, as well as single-function LCSs, such as controls (e.g., valves, switches, and
breakers) and displays (e.g., meters) that are operated or consulted during normal,
abnormal, or emergency operations.

Maintainability refers to the design of equipment to support effective and efficient
maintenance activities.

Managing displays refers to actions performed by a user to control the way that
individual displays are presented on a device.



Managing errors refers to actions performed by a user to prevent, detect, or correct
eITOrS.

Managing information refers to the capabilities of software that allow the user to create,
change, store, and retrieve documents via the computer.

Mastery is the process of achieving the requisite knowledge, skills and abilities to
perform a job or task safely and competently.

A mental lapse is a momentary gap in recall for the correct knowledge or ability when it
is required to perform a job.

National Nuclear Accrediting Board is a body of experts chartered by the Institute of
Nuclear Power Operations (INPO) to review, accept and accredit the training programs at
every nuclear power station.

An operating experience review is a review of relevant operating history from the
plant’s on-going collection, analysis, and documentation of operating experiences.

Operational validity ensures that test items address the mental and psychomotor
activities that are performed on the job.

Performance-based training (PBT), also called the Systematic Approach to Training,
includes the following five elements:
1 Systematic analysis of the jobs to be performed
2 Learning objectives derived from the analysis, which describe desired
performance after training
3 Training design and implementation based on the learning objectives
4  Evaluation of trainee mastery of the objectives during training
5  Evaluation and revision of the training based on the performance of trained
personnel in the job setting.

Personal protective equipment (PPE) is equipment worn by a worker to minimize
exposure to specific occupational hazards. Examples of PPE are respirators, gloves,
aprons, fall protection, and full body suits, as well as head, eye and foot protection.

Physical evidence is matter related to the event, such as equipment, pasts, debris, liquids,
hardware or tools.

Procedures development refers to the integration of HFE principles and criteria in a
procedure development program to ensure that the resulting procedures: (1} support and
guide human interaction with plant systermns and plant-related events and activities, and
(2) are technically accurate, comprehensive, explicit, easy to use, and validated.

A programmatic canse is a deficiency in one of the licensee’s policies, programs and
processes for managing work activities at a site that allows human errors to occur. For



example, a deficiency in a licensee’s training program could set the stage for errors
because workers may not have the knowledge or required skills to perform a job
correctly.

The root cause of an event is the actions or set of conditions that, if eliminated or
modified, would keep the event from recurring as well as prevent similar events from
occurring. A root cause is often responsible for multiple human errors or hardware
failures, rather than single problems or fanlts. Root causes are more fundamental causes
than direct causes, and are typically programmatic or management weaknesses.

Root cause analysis is a structured, repeatable, systematic method for synthesizing
information about an event and its causal factors to identify the critical set of conditions
that, if eliminated or modified, would prevent the same event and similar events from
recurring.

Service points are equipment locations used for performing routine maintenance tasks,
such as adjusting, cleaning, or replacing components.

A loss of situational awareness occurs when a worker has mastered the relevant
knowledge, but fails to recognize that the knowledge applies to the task at time of
performance.

A skill 1s a motor or mental capability such as the ability to open a valve or operate a
controller.

A soft control is a control device that has connections with the control or display system
mediated by software rather than direct physical connections. As a result, the functions
of a soft control may be variable and context-dependent rather than statically defined.
Also, the location of a soft control may be virtual {e.g., within the display system
structure) rather than spatially dedicated. Soft controls include devices activated from
display devices {e.g., buttons and sliders on touch screens), multi-function control
devices (e.g., knobs, buttons, keyboard keys, and switches that perform different
functions depending upon the current condition of the plant, the control system, or the
HSD, and devices activated via voice input.

Span of control refers to the personnel and functions for which a job incumbent has
responsibility and authority. Higher management positions within an organization have
broader spans of control,

Staffing is the process of accessing, maintaining and scheduling the personnel resources
needed to accomplish work under normal and foreseeable off-normal conditions.
Staffing decisions consider regulatory requirements, operating costs, the range of
expertise required, the number of staff needed and scheduling.
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A staffing analysis is a systematic analysis of the requirements for the number and
qualifications of personnel based on an understanding of task and applicable regulatory
requirements.

Stress is a psychological and physiological response to a threatening situation. A
threatening situation is one that an individual has appraised as exceeding his or her
capabilities to cope. Stressful situations, or stressors, may be emotional, cognitive,
environmental or physiological.

System response refers to the manner in which the computer system behaves after
receiving inputs from the user.

System security refers to features that restrict personnel access to aspects of the
computer system to prevent accidental or deliberate damage.

Systematic Approach to Training (SAT) — See performance-based training.

Task analysis is a method of detailing the components of a task in terms of the demands
placed upon the human operator, the information required by the operator, the extent to
which the task requires reliance on or coordination with other personnel, and the relation
of the task o other tasks.

The task environment refers to the physical conditions in which work is performed, such
a noise and illumination levels, temperature, or radiation.

Task overload occurs when the number of tasks to be performed in a given period of
time exceeds the available personnel resources. Task overload may increase stress and
often results in the application of various work management strategies. These strategies
may include task deferral, delegation or increasing the work pace, all of which may result
in errors.

Testamentary evidence includes witness statements and the results of interviews.

Test equipment refers to diagnostic tools used to assess the status of equipment and
locate faults that may be present.

Test points are equipment locations used for conducting tests to determine the
operational status of equipment and for isolating malfunctions. Test equipment may be
connected at these points.

Training development refers to the use of a systematic approach in the development of
personnel training.

User-system interaction refers to the set of methods provided in a computer system
through which personnel and the computer communicate with each other.



Validation is: (1) The process of determining whether the design of machine elements
and the organizational design of human elements of a2 human-machine system are
adequate to support effective integrated performance of established functions. (2) The
capability of a system to check information entry items for correct content of format as
defined by software logic.

Verification is the process of determining whether procedures, instrumentation, controls,
and other equipment meet the specific requirements of the tasks performed by personnel.
The term is used in the following contexts:

HSI task support verification: The individual HSI components {e.g., control
and display devices) and characteristics (range, accuracy, and safety grade)
needed for the task are compared to those actually provided in the work
environment.

HFE design verification: The characteristics of the HSI, workplace, and HSI
support functions are reviewed by the licensee to determine whether their design
is consistent with accepted HFE principles, guidelines, and standards.

Human factors issue resolution verification: A check to ensure that the HFE
issues identified during the design process have been acceptably addressed and
resolved.

A workstation is the physical console at which a user performs tasks.
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Table 2.1 Problem Identification and Characterization

Document Identifier:

Problem Number:

Problem Number:

Questi Brief description
£5L10
N‘;nﬁ; e:' of the problem and
date(s) of occurrence:
Was the human performance Yes Notes: Yes Nates:
211 roblem identified? Flo Mo
p T ey NA NA
If not, was the human
performance problem Yes Yes
2.1.2 tangential to understanding MNo Neo
and resolving the issue under NA NA
review?
Were the individuals involved Yes Yes
2.1.3 in the problem identilied (by No No
iob role)? NA NA
Were the actions and decisions
or failures te act that Yes Yes
2.14 . No No
comprised the problem NA NA
described?
Were precursor €rrers or Yes Yes
215 earlier cvidence of 2 No No
developing irend identified? NA NA
Was the pmf;[em described in Yes Yes
enough detail to support causal
2.1.6 No No
analyses and the development
NA NA
of corrcetive actions?
Notes:

Total number of Yes's:

Total number of NA's: __
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Table 2.2 Investigation Methods

Probler: Nuinher: __

Problemn Number: __

I%if;tt::: Problem description:
Was the extent of the Notes: Notes:
211 investigation consistent with '\r;es :’es
- the importance of the Nz Nz
problem?
Were licensee criterla for
determining which Issues Yes Yes
222 require an tnvestigation No No
appropriately applied to this NA NA
problem?
Did the licensee validate the
informatton gathered about Yes Yes
213 the problem by sceking No No
information from more than NA NA
one source?
Did the licensee seek the Yes Yes
2.2.4 appropriate type(s) of evidence No No
for investigating the problem? NA NA
Pid the licensce gather enough
informalion te understand the Yes Yes
.28 sequence of evenls ang No Noe
conditions leading up fo the NA MNA
problem?
Notes:

Total number of Yes's:

Total number of NA’s:




Table 2.2 Investigation Methods (continued)

Problem Number: _

Problein Number: ___

g‘.ﬁgf? Problem description:
Did the lice}!scc _chct;k plant Yes Notes: Yes Notes:
136 records to idendify other No No
probiems that cccurred during NA NA
the same work actvity? .
Did the licensce tdel_-nt:fy the Yes Yes
227 programs that applied to the No No
joh{s} during which the human NA NA
performance probien: arose?
If the licensee found
weaknesses in the applicable
programs, were the Yes Yes
228 weaknesses investigated in No No
suffictent detail to understand NA NA
their scope and likely cffects, if
not corrected?
Were the [icensce’s conclusions Yes Yes
229 clearly supported by the No No
results of the investigation? NA NA
2210 Was lhcr.e a hasi's docemented };c: YNch
for stopping the investigation? NA NA
Notes:

‘Tatal number of Yes's:

Total number of NA's:

C4




Table 2.3 Causal Analyses

Problein number:

Problem Mumber:

%ﬁf‘tz? Problem description:

Were causal factors identified for Yes Notes: Yes Notes:

231 this human perfermance No No

problem? NA NA

Was mere than one causal factor Yes Yes

232 identified for the problem? No No

P i NA NA

Was the type of causal 2nalysis of Yes Yes

233 this problem consistertt with its No No

importance? NA NA

Was there enough information Yes Yes

2.34 provided to verify the accuracy of No No

the causal factors fdentifted? NA NA

Were several possible causes for Yes Yes

235 the problem investigated? No No

’ NA NA

Did the evidence suppaort the Yes Yes

2.3.6 licensce’s choice of causes? No No

) NA NA

Were the bases for rejecting Yes Yes

237 possible cavses for the problem No No

documented? NA NA

Notes:

Total number of Yes's:

Total number of NA's:
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Table 2.3 Causal Analyses (continued}

Problen: Mautber:

Problem Nuimmber:

Question Problem description:
Numbrer

Did the licensee analyze Notes: Naotes:
programmatic weaknesses to Yes Yes

238 determine if they could account No No
for more than one human NA NA
performance problem?
Did the licensee perform and Yes Yes
document a root cause analysis

239 . No No
vsing systematic raot cause NA NA
analysis techniques?
Was more than one roet cause Yes Yes

2.3.10 . No Mo
analysis technique used? NA NA
Was the rationale for terminating Yes Yes

2311 the reot cause analysis sufficient No No
and documented? NA NA
Were the roof causes idenfified Yes Yes

2312 No No
under management control? NA NA
If corrected, would the causes
identified reduce the likelihood of Yes Yes

2313 . No No
the same and similar problems NA N

A
from happcning again?
MNotes:

Total namber of Yes's:

Total number of NA's:
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Table 2.4 Corrective Actions

Problem Number: _

Prablem MNainber;

Question PP
Number | FYoblem description:
Were corrective actions for the Yes Notes: Yes Notes:
24.1 human performance problem No No
identificd? NA MNA
Woere the corrective actions
effective, or appear likely to be Yes Yes
24.2 effective, even if no causal No No
analysts was performed and/or NA NA
docur ted?
If a causal analysis wsrs Yes Yes
performed, were the links
24.3 No Mo
between the causal factors and
N NA NA
the corrective actions clear?
Was there a corrective action Yes Yes
for every causal factor? {aone-
2.4.4 No No
fo-ane correspondence is not
NA NA
required)
Was the scope of the Yes Yes
245 corrective actton plan No No
appropriate? NA NA
Were the desired
condition{s} that the Yes Yes
24.6 corrective actions are No No
intended to create clearly NA MNA
described?
Notes:

Total number of Yes's:

Total number of NAs:
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Table 2.4 Corrective Actions {continued)

Problem Number; __

Problein Mumber:

Q;f,ﬁ:::r Problem description:
Did the licensce define Y Notes: Notes:
cs Yes
247 measurable objectives to l?c No No
achleved from the corrective NA NA
actions?
Did the licensee define
cvaluation and Yes Yes
2438 acceptance criteria for No No
assessing corrective NA NA
action effectiveness?
Did the ticensce define an
implenentation process for the Yes Yes
249 corrective actions and No No
o speeific performance NA NA
indicaters for evaluating
success?
Did the licensce assign
responsibitity te specific, Yes Yes
2410 qualified individuals for No Mo
implementing the corrective NA NA
actions?
Did the Heensee de
far en-going monit‘;‘:‘[iig ‘:)ip o Yes Yes
2.4.11 No No
continued acceptable NA NA
performance?
Did the licensee review the
covrective actions hefore Yes Yes
2.4.12 implementation to ensure that No No
they will not cause nuintended NA NA
nepative consequences?
Notes:

Total number of Yes's:

Total number of NAs:
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Table 2.5 Summary Review Table

A. Number of human
performance problems
reviewed =

Tables

2.1 Problem
Identification and
Characterization

2.2 Investigation
Methods

2.3 Causal Analyses

2.4 Corrective
Actions

Number of questions in
each table

6

G

13

12

B. Multiply the aumber of
questions in each table by
the total number of
problems reviewed

6X___=(B)___

10X _ =(B)____

3X__=B)y__

12X__ =(B)___

C. Record the total
number of Yes answers
circled from each table

O=—"

C=—_

©C=_—

Cy=_——

D. Record the total
number of NA answers
circled from each table

Dy=__

By=__

=__

Dy=__

E. Subtract the total in
Row D from the total in
Row B

B __-D)___=B)

(B)_-(D)_=(B)

(B)_-(D)___=E)

(B)___(D)_=(E)

F. Divide the answer in
Row C by the answer in
Row E

(C)—_NE) __=(F)

(OB =)

(O AE)_=I)

B =(F

G. Multiply the answer in
Row F by 100 to obtain the
percentage of Yes answers
circled in each review
table

{F X100= %%

{F XIo0= Yo

(F)__ X100=__ %

(Fy__X100=__ %

Notes:
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Preface

The NRI Foundation conserves the knowledge created by the MORT programme. Between
1968 and 2002, the programme accumulated a wealth of material to support the U.S. nuclear
industry’s management of safety, health and environmental protection. Some materials are in
the public domain, but paper-based for the most part. The NRI Foundation exists to publish
an archive of the written material, and to supplement it where it will help to keep the knowl-
edge relevant.

Purpose of this document

The Noordwijk Risk Initiative Foundation has written this manual and will maintain it in the
public domain. The manual is intended to:

e help investigators produce accounts of incidents that are robust with regard to evi-
dence and completeness;
encourage stakeholders to share information about incidents;
provide a reference point for practitioners (of investigation), tool developers, re-
searchers and students.

This manual describes a method that is based on “Events and Causal Factors Analysis”,
ECFA (Buys and Clark, 1995). It includes rules found by experience as well as those derived
from published sources (see the bibliography). In order to distinguish this method from its
predecessor, it is called ECFA+, Events and Conditional Factors Analysis.

Structure of this document

ECFA+ is explained in three complementary ways. First, the ideas and conventions are intro-
duced (pages 9-18). Second, with the novice user in mind, ECFA+ is described as a set of
procedural steps (pages 20-25). Third, to support the more experienced ECFA+ user, sum-
mary instructions for ECFA+ are provided in a single-page aide memoire (Appendix 1, page
27).

Status of this document

This is the second edition of the ECFA+ manual. It contains the insights gained by the authors
during the last seven years of applying, reviewing and teaching ECFA+. NRI published the
first edition of the ECFA+ manual (2007) as a new method based on the procedure described
in the 1995 ECFA manual (Buys and Clark).
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1 Introduction

ECFA+ is a way to produce an account of an incident’ from the available evidence. This account
focuses on the events that comprise the incident. These events are put into the order in which
they occurred and then linked using the causal relationships between them. The links are tested
to ensure that each event is accounted for. When needed, conditions—passive circumstances
that affect the course of events—are included to make sure that the account is complete.

An ECFA+ analysis is built-up iteratively. An early analysis is done to help the investigator identify
lines of enquiry. These enquiries might be to fill gaps in detail, or to better prove the facts. There-
after, new information is added to the evolving ECF chart” and this often raises new topics for
further enquiries. Usually, each iteration of the analysis will take between one and two hours, de-
pending on skill and the quality of data.

To allow the whole analysis to be read at a glance, ECFA+ is done using paper and pencil. This
needs enough space in which to do the work: a blind wall, four metres wide is adequate for most
analyses. If confidentiality is an issue, you will need a secure space. At the end of the analysis, it
is normal to record the ECF chart. This can be done by hand, or by taking photographs. If report
quality materials are needed, the ECFA+ chart can be drawn-up using a flow-charting package or
other vector graphics software application such as Microsoft Visio. You will find Visio templates
for this purpose on the NRI Foundation website.

1.1 Team Approach

In most cases, working in a pair is better than working on your own. Working with someone else
encourages progress and can help in other ways too. If the people working on the ECFA+ have
complementary knowledge, they can help each other to spot relevant facts and opportunities for
further enquiries.

In a larger investigation—involving three or more people, say—you might consider using a facili-
tator. A facilitator can keep the analysis moving in a disciplined way, freeing the other team mem-
bers to concentrate on the content.

It is ideal to have the analysis reviewed by someone else. Although the ECFA+ rule set will help
you to be objective, a fresh pair of eyes provides useful challenge and review.

1.2 Benefits of ECFA+ to investigation

You can use ECFA+ analysis to:

e produce a simple, evidence-based description of an incident;

e identify gaps in evidence and to suggest further lines of enquiry;

¢ close off some lines of enquiry which are not relevant to the incident (especially where a
large number of potential withesses or events/conditions are being considered).

ECFA+ can be applied to any incident, but you will have to judge on the merits of each case
whether it is worthwhile. In larger investigations there is generally more appetite to invest time in
fact finding and analysis. On the other hand, even in simple occupational accidents, a detailed
look at the timeline can produce insights for prevention that would not be visible from a superficial
glance. Like all tools, ECFA+ should be your servant not your master, so only use it when you
believe that it is worthwhile. The main benefits of using ECFA+ are:

e to support subsequent root cause analysis. Methods like 3CA (Kingston, 2008) rely on
clear, robust descriptions of incidents;

o to make it easier to write a clear, evidence-based description in the investigation report;

e to keep an overview of what is known about the incident and the key areas of uncertainty;

o to assist briefing new investigators joining the investigating team, or for briefing those with
responsibility for the progress of the investigation.

! Throughout this text the authors will use ‘incident’ to include all unwanted events.
2 The phrase ‘ECF chart'(Events and Conditional Factors Chart) refers to any specific instance of apply-
ing ECFA+ rules to analyse an incident.
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Note that ECFA+ is just one tool in the ‘investigator’s toolkit’. ECFA+ can help to establish a clear
sequence of events, but other tools will be needed to analyse the barriers, controls and root
causes of those events. This is discussed fully in Frei et al. (2003).

2 The parts used in an ECFA+

ECFA+ is a set of rules about how to make a time sequenced model of an incident. Like any
model, it is a simplification of the real thing. An ECF model is made from three types of parts:
Events, Conditions and Arrows. You will also see Queries and dashed lines: two ways of
showing gaps and uncertainties in an ECF model. All of these features are explained in detail
in the subsections that follow.

The analysis includes some attributes, but not others. ECFA+ represents an incident as a set
of actions that move a situation from a controlled state to an uncontrolled state, and then back
again. In the real situation, many other things may be happening, but ECFA+ includes only
those actions that are relevant to control.

The analysis tries to keep things as simple as possible. In the real world, events flow
smoothly, but in an ECF analysis they are treated as moments of change. Like a silent movie
of the 1920’s, the action in an ECFA+ is jerky. However, there should be enough continuity to
allow the viewer to make sense of what is going on.

2.1 Events

The main task in ECFA+ is to identify changes of activity and to transcribe them as simple
phrases, referred to as “events”. In ECFA+, events have three attributes:

= the “actor” effecting the change; (e.g. Mr. Bloggs)
= the “action” of the actor on the object; and, (e.g. moves)
= whatis being changed — the object; (e.g. a valve handle)

Vague language, especially passive voice phrases such
as “the pump failed”, can hide the causal ‘mechanisms’ Evidence Time
at work in an incident. Making actor, action and object
visible helps the investigator to create a concrete de-

scription of the incident. Using the active voice® helps
investigators to spot gaps in the evidence—such as un- EVENT
known actors or ambiguous actions.

The general rule in ECFA+ is that an event should have
only one actor and one action. Sometimes the actor is
composed of several parts (e.g. a team) but it must work Uisa presant isnse. ane aclor, action and abject
as a unit to produce the action. TS

When doing ECF analysis using paper and pencil, it is
usual to write events onto yellow post-it notes. This al-

lows them to be moved around as the analysis develops, ECFA Anatys NRI Fourdaticn

. . {4y nitinls nn ST
and to see at a glance which items are events. Blank e S kbl
post-it notes are fine, but some investigators use a pre- e et (,J-:)

printed version (an example shown, right). Pre-printed
post-it notes remind users about the information needed
when stating an event. This, and the desire for a standard approach across several teams, is
why the artwork was drawn-up for the investigation of the disaster at Enschede (see page
35). Figure 2 (page 14) describes the artwork and its use.

% Active and passive voice are explained in Appendix 8 on page 3636
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2.2 Conditions

When accounting for the sequence of events—for why events unfolded as they did—events
alone are not enough. Investigators need to identify conditions which, had they been different,
would have altered the course of events. A match struck in an explosive atmosphere gives a
very different result to one struck in normal conditions. In ECFA+, the main distinction be-
tween events and conditions is that events are active, whereas conditions are passive; condi-
tions persist until acted upon.

ECFA+ analysis begins by identifying events. Conditions
are included into the analysis only when they are
needed to explain those events. This is one way of
keeping the analysis as simple* as possible. It also
helps to avoid force-fitting conditions that are not strictly CONDITION
relevant.

Evidence Tima

Although more difficult to prove than objective facts, in-
vestigators may want to include decisions, thoughts and
feelings in the analysis. ECFA+ uses conditions to de-
scribe subjective states like those. This is because it is Comments
difficult or impossible to state subjective states in a way
that can satisfy the criteria for events. Specifically, sub-
jective states cannot be visualised, nor can they be de-
scribed mechanistically.

E‘.Ed“ i;wl,-u NI Foundation
Ity L ML L T

When doing ECF analysis using paper and pencil, it is Format| 2 | m“

usual to write conditions onto pink post-it notes. This cenions o ff

allows them to be moved around as the analysis devel-

ops, and to see at a glance which items are conditions and which are events. As explained
earlier, blank post-it notes are fine, but some investigators use a pre-printed version (an ex-
ample shown, right). Figure 3 (page 15) describes the artwork and its use.

Sometimes, investigators want to include omissions in an analysis. An example of the general
form is “Actor does NOT do action”. In ECFA+, these omissions are called non-events, and
are discussed in the next section.

2.3 Non-Events

A non-event is a special type of condition. You can use it to describe something expected to
occur given the circumstances, but which did not happen in the incident. For example, if omit-
ting a5n action leads to an accident, you might view that non-event as an essential part of the
story”.

Non-events are passive, and that is why they are treated as conditions. However, unlike other
conditions, non-events are negative; they define a condition by what is not happening. ECF
analysis includes only the conditions that are needed to account for the sequence of events.
This test of relevance applies to non-events, as it does to any other condition. The breaking of
a workplace rule might be relevant to your investigation, but it might not be relevant in the
ECF analysis.

When describing a condition as a non-event, you need to state your basis for judging it to be
relevant to the incident. You do this by stating the standard against which you are comparing
the conditions and events in the incident. This means the procedure, good-practice or expert
opinion that justifies the behaviour implied by the non-event. If, for example, work was being

*In ECF analysis, the aim is to arrive at the simplest explanation that fits the facts of the incident. This is
an application of Occam’s razor: the principle that entities must not be multiplied beyond what is neces-
sary.

5 Appendix 5 contains a discussion of this issue; item (e) is of particular relevance.
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done without a permit, the non-event must specify the standard that required a permit. This
allows other people to verify the analysis.

Although ECFA+ allows non-events, you should consider whether the facts would be better
expressed in another way. Bear in mind that you should only include items that are neces-
sary, and without which the sequence of events would have been different. The risk of includ-
ing non-events is that they tend to exaggerate the responsibility of individuals and may ob-
scure other facts about the context.

In summary, a non-event is a negative condition. Before putting a non-event into your analy-
sis, make sure that it:

e applies in the specific case: you need it to account for an event;

e applies in the general case: the standard used to justify the non-event is valid in the
context of the incident;

e can be stated accurately only as a non-event. If you can say the same thing in posi-
tive terms, it is simpler to use a regular condition.

2.4 Arrows in ECFA+

In ECFA+, an arrow drawn between two items means that the earlier item—an event or condi-
tion—directly causes the later item. To keep their meaning clear, arrows must only be used to
mean direct cause.

2.5 Dashed lines

All events, conditions and direct causal relationships (shown by arrows) must be supported by
some evidence. However, ECFA+ uses dashed lines to mark where the facts cannot be
proved conclusively. Dashes are used as follows:

e adashed arrow means that there is some evidence for a direct causal relationship,
but not conclusive® proof;

e an event (or condition) enclosed by dashes means there is adequate evidence to jus-
tify its presence in the analysis, but not enough to treat it as a proven fact.

When enclosed by dashes, events and conditions are called presumptive. Usually, investiga-
tors accept events and conditions as presumptive only when it is clear that further enquiries
would not be able to prove the facts’. Before then, while the investigation is still live, it is nor-
mal to use the format status box on the post-it notes to show gaps in the evidence. Section
3.3 describes how to use the format status box.

3 How to construct an ECFA+

This section introduces the rules for describing an incident using ECFA+. Before you read the
rules in detail, please reflect for a moment on these three points. ECFA+ analysis is:

e iterative, and is usually built-up in two or more sittings;

e Dbest started early in the investigation and added-to as facts come to hand;

e an evidence-based description of the incident, which although useful is a simplifica-
tion of a more complex reality.

® Conclusive, that is, at whichever standard of proof the investigator needs to satisfy. This might be
‘more likely than not’ in civil matters, or beyond reasonable doubt in the context of criminal proceedings.
You can find a more detailed discussion of evidence in Appendix 6 on page 34).

7 Although not part of the ECFA+ rule-set, lines-of-enquiry need to be managed actively. This includes
making and recording decisions to curtail further enquiries..
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3.1 ECFA+ start and end points

The decision about where to start and end depends on the purposes of the investigation. It is
up to you what you model. Be aware, however, that other stakeholders to an incident will
have their own point of view and may see things differently. As a result, their ECF analysis
may differ from yours.

It is usual for the ECF chart to include the event that compromises control and the event that
makes the situation safe again. For example, the events shown in Figure 1 have created con-
ditions that are not under control. By default, the investigators would continue the time-line
forward and include in the analysis the events and conditions that show how control was re-
stored and the situation made safe. In the case of Figure 1, how the car fire was extinguished,
and the casualties (including the injured Officer-in-Charge, OiC) were stabilised.

Beginning and ending points are not always clear-cut, because control is generally a matter of
degree rather than absolute. The point is to reflect on whether the analysis has made it ade-
quately clear how control was lost and regained.

Si | 12:45+

Conditions are sometimes created by earlier >
events. When these earlier events (and their 1
associated conditions) fall outside of the time
frame of the incident, they are called secondary
event lines. Where it fits within the scope of your

investigation, you may need to include secon- o

dary events in your analysis. However, bear in o\\\ /,/
mind the practicalities and consider whether a

FF{W} switches cff
appliance engine

“5i ~
// Si N
[ No water for fighting \,
\

a2

secondary event line should be made the sub-
ject—the primary event line—of a separate ECF
analysis.

The answer to “how far back in time an investi-
gator may need to reach” depends on whether
we are discussing the primary or secondary
events. Primary events are generally close in
time to the unplanned outcomes which are the
focus of the investigation; in the order of min-
utes, hours, or days. Secondary events are in-
cluded to explain the coming into existence of
conditions; and these may reach back days,
weeks, or years.

3.2 lterative approach

51+4

OiC in path of
oncoming traffic

\d

§51+4 12:42+

Car 3 Hits OiC
{left leg)

Y

Was Car 1 fire
extinguished
before pump

turned-off?

S1+4

OIC lays supine an
verge of road

S1+4 12:42+

.

10

Car 3 Hits Car 2
(rear)

Figure 1. Excerpt from an ECF chart
(more at Appendix 2)

Usually, investigators begin the ECF analysis early
and build it up in two or more sittings. ECFA+, like many forms of analysis, help to structure
what is known and unknown. Spotting the unknowns early in the investigation helps to steer
further enquiries while the evidence is most easily collected.

There is no limit to how many events and conditions you include in a completed ECFA+. The
rule is that all of them should be necessary. However, to make progress at the start of the
analysis, you should include no more than 12 events. The first logic check (see section 3.4) of

this small set of events will reveal the need to include conditions and more events.

There are exceptions to this rule. Firstly, in large investigations, rather than building the
analysis in deliberate iterations, ECFA+ might be a continuous effort done in parallel with
other investigative activities. Secondly, when reviewing a completed investigation, or when
taking-over a nearly complete investigation, the analysis might be done in one sitting. In all of
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these situations, ECFA+ is being used to structure and confirm the facts about how the inci-
dent happened.

3.3 Format checking

Analysis involves manipulating data according to a set of rules. Without the rules, the analy-
sis becomes unsystematic and unreliable. This means that the analyst has to keep in mind
both the facts of the incident and the ECFA+ process rules. ECFA+ works well when it is
done rapidly with the focus on the content. To ensure that rapid progress results in a rigorous
analysis, two types of check are done at intervals: format checking and logic checking.

Format checking has two aspects:
1. Check for gaps in evidence;

2. Check for conformity with ECFA+ rules for the format of events and conditions.

In each iteration you will add some events and conditions to the analysis. In the first iteration,
you will go from a blank sheet to a set of up to 12 events with, perhaps, one or two conditions.
At this point you should check the format of every event and condition in the ECF chart. In
later iterations, the format check is performed on each item as it is added into the ECF chart.

Figure 2 summarises what you need to look for when checking the format of an event, and
how to record it. Sometimes, you might find that a condition is stated on an event post-it, or
vice versa. If so, decide which is appropriate and re-write if necessary.

The format check can have two outcomes. The first—shown by a tick in the “Format Status”
box—is satisfactory. The tick means that there is sufficient evidence to treat the event as a
fact, and all the needed details are included in the format specified in section 2. The second
outcome—shown by a Qn—is that you decide that more evidence is needed to corroborate or
to fill in missing details. The ‘n’ is the reference number of the relevant item on the further en-
quiries list (see Appendix 4).

A reference to specific items of The time when the event happened. If you don’t know the time,

evidence. It is usual for investi- but it is essential to the facts, put “?” and add an item to the fur-

gators to use a ready reference ther enquiry list. The result of the format check would be “Q,".

system. Otherwise, if not critical, an approximate time is adequate.

Can you visualise \ A phrase in the pre-

the event? If not, }"{"'"“ L1l il sent tense, making

the actor, action clear the:

or object may

need to be de- > ACTOR

scribed more EVENT > ACTION

precisely. // » OBJECT

\\ There should be only

one actor.

This can be blank. The verb should be

The investigator precise and con-

can use the com- Lz prmsant tenss_one acior, sctian and ciyect crete.

ments box to pOint = TR T e A

out some feature S Use “?” if you want

of interest. \\ to raise a further
enquiry about actor,
action or object.

This can be blank.

Events are num- e iy g ot e

bered attheend | —] gl Initials show who

of the first itera- FS"L;"L“; Lt I 5}' } \ added the item. If

tion (for ease of you work alone, this

reference). can be blank.

You record the result of the check here. A “¥"” means that this event is proven and that it conforms to
ECFA+ format rules. A “Q,” means that more information is needed, and a further enquiry has been
added as item 'n’ to the list of the Further Enquiries (see Appendix 4)

Figure 2. What to look for when checking the format of an event

ECFA+ Manual Page 14 of 39

NRI-4



A reference to specific items of The time when the condition started. If you don’t know the time,
evidence. It is usual for investi- but it is essential to the facts, put “?” and add an item to the fur-
gators to use a ready reference ther enquiry list. The result of the format check would be “Q,".
system. Otherwise, if not critical, an approximate time is adequate.

This can be blank, The condition should
unless the condi- *Qm Time be stated precisely.
tion is a non-event Where appropriate,
(see 2.3). If so, include numerical
refer to the rele- information (e.g. grid
vant procedure, references, speeds,
code or standard. CONDITION / amounts, weights

/ etc.)

If it is a condition

in the normal Although less critical
ECFA+ sense, than for events, it is
you can use the usual to state condi-
comments box to tions in the present
point out some Commants tense.

feature of interest. |  T——

Use “?” if you want
to raise a further

This can be blank: enquiry about a con-
Conditions are ECFA iy A Eernceeon

numbered atthe | ——] — Initials show who
end of the first Fomat Lesgic @ i

. ! St Siatus T——__| added the item. If
|t?ra?on (for ease _ - you work alone, this
of reference). can be blank.

You record the result of the check here. A “¥Y"” means that this condition is proven and that it conforms
to ECFA+ format rules. A “Q,” means that more information is needed, and a further enquiry has been
added as item ‘n’ to the list of the Further Enquiries (see Appendix 4)

Figure 3. What to look for when checking the format of a condition

Normally, fresh evidence allows you to revise ‘format status’ from ‘Q’ (needs more evidence)
to ‘v~ (satisfactory). However, two situations can make it happen the other way around.
Firstly, new evidence can force you to review items that you had thought satisfactory. Sec-
ondly, a reviewer may disagree with your interpretation.

Format checking is a critical routine in ECFA+. Events and conditions stated poorly or with
inadequate evidence can complicate or undermine the analysis. Furthermore, early checking
will give you the best chance of filling any gaps you find. Knowing which rules can be broken,
and under what circumstances, is part of being an expert. However, even if you are a su-
premely confident ECF analyst, always do the format checking!

3.4 Logic checking

The logic check finds the events and conditions that directly cause an item. The aim is to
make connections between the item being checked and those that happened earlier in the
timeline.

Checking the logic moves forward the analysis in three ways. It:

e finds gaps in the account of the incident;
e adds needed events and conditions;
e adds structure to the ECF chart of the incident.
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Starting with the last item—the post-it note to the far right—you will need to check the logic of
every event and condition in the analysis. Each item is checked using a six-step routine:

1) Select an item to account for.

2) Find the earlier events and conditions that directly cause the item.
3) If these earlier events and conditions occur, would the item in question always result?
4) If the item would not always result, add post-its with the missing facts to the ECF

chart:
a) add events or conditions, if the evidence allows;

b) check the format of any new events or conditions that you add;

c) If wanted, reposition all the related items;

d) draw arrows (solid or dashed) from the earlier events and conditions to the item;

e) add a Query note, if more evidence is needed;

f) add to your ‘further enquiries list’ the question asked in the Query note;
g) place any Query notes near the item, without drawing arrows (but a dashed line
can be used to connect the query with the item it relates to).

5) If the item would always result:

a) draw solid arrows from the earlier events and conditions to the item;

b) If wanted, reposition all the related items.

6) Record the outcome of the check (a tick or ‘Qn’) in the logic status box.

3.5 Dashed or Solid Arrows

When drawing an arrow, you need to decide whether to use a dashed line or a solid one. The
reasons were given in section 2.5 (page 12). As well as reflecting on the strength of evidence,
you will also need to make a note of any further enquiries that might be needed. The deci-
sions, bulleted below, amplify step 4(d) of the six—step logic check routine.

= If the evidence proves the logical relationship, the lines should be solid.

» |f the evidence is not strong enough,

o use a dashed line to show a presumed relationship, and;

o write a “?’ next to the arrow to show that there is a line of further enquiry
aimed at strengthening the evidence for a dashed arrow;

o there should already be a query note asking a question about the subject; if
not, add one and make a corresponding entry on the further enquiries list.

If sufficient evidence is forthcoming, the dashed line can be redrawn as solid.

3.6 Query Notes

Blue ‘Query notes’ are place markers that show the gaps in
the ECFA+ account of an incident. Arguably, a ‘Qn’ in the
logic status box would be enough to record a gap, but the
query note makes it easier to review this aspect of an ECF
analysis.

Every time you add a query note, you should make a cor-
responding entry in the further enquiries list. The further
enquiries list belongs to the investigation as a whole, and it
needs to be a complete register of all the uncertainties in it.

Usually, query notes are used only to show the more im-
portant gaps in the analysis. This is why most query notes
are added during logic checking. If every small question of
detail was written on a query note, the ECF chart would be
overcomplicated by blue post-it notes.

QUERY

What? Why? When? Where? How? Who?

Query posted MRI Foundation
on (date) Www.nri.eu.com

Ref. number on list Analyst ( a4 '
of further enquiries Initials !{
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3.7 Arranging events and conditions

In the early stages of the analysis, you might have grouped actors into horizontal rows. This
approach helps to organise the early part of the analysis and makes it easier to spot gaps in
the action. However, once each actor’s actions are accounted for in the first iteration of the
analysis, separate actor rows become less valuable.

Usually, the logic check is the time to move items; but it is optional. If you are content with
actor rows, the arrows between logically related events and conditions might have to dodge
around intervening items. The arrow between events (2) and (6) in Figure 4 is an example.

1 3 4 701 7

Figure 4. Schematic of an ECFA+ in which items are aligned by actor

So long as the arrows only link items that have direct causal relations, and the time order is
preserved, the analyst can suit themselves. However, some analysts find it more intuitive to
align causally connected items into horizontal rows, while keeping the time order of the items.
This is illustrated in Figure 5.

a

Figure 5. Schematic of an ECFA+ in which items are aligned by causal relationship
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4 Finalising the analysis

At the end of the first iteration of the analysis, every format and logic status box should con-
tain either a tick, or a ‘Qn’ cross-reference to the list of further enquiries. There should be no
blank boxes. After the first iteration, keep the analysis updated and available for review until
the investigation is closed.

Even in its final form, an ECF chart will still have some dashed lines, query notes and ‘Qn’
references in the check boxes. An analysis is finished not when all uncertainties have been
removed, but when the investigator has no further use for it. Some gaps will remain no matter
how much effort is invested in fact finding.

4.1 Independent Review

You should not accept an analysis as final until it has been reviewed. Even when sticking
close to the rules set out in this manual, there is still room for differences of interpretation and
for error.

You will need to consider how formal a review needs to be. Given the role of ECFA+ in finding
new lines of enquiry, rapid reviews done at intervals can add a lot of value.

Another factor is the independence needed by the reviewer. At the minimum, the reviewer
needs to bring a fresh pair of eyes, and this means someone who has not been involved in
the analysis. You might judge it best to involve someone who has not been involved in the
investigation. In either case, to engage critically, the individual will need enough technical
knowledge of the content to understand the items and relationships in the analysis. As well as
content knowledge, the reviewer will need to be able to verify the format and logic of all items
in the analysis. To ensure thoroughness, the reviewer should know how to do these checks
before they start the review.

4.2 Recording ECF Charts

You might want to make a record of a paper and pencil ECF chart for a number of reasons:

e to remove the chart and to put it up again later or somewhere else;
¢ to make a formal record of the ECF chart at the end of the investigation;
e to prepare the ECF chart to be drawn-up for a report or as a prop for briefings.

If you have little time, a series of photographs can capture the ECF chart. To make sense of
the analysis, you will need to be able to both read the detail and see enough of the chart at a
glance. This might require hard copies of the photographs.

Another option is to make a sketch of the analysis. This is surprisingly quick to do for even a
40-item ECF analyses. The first step is to make sure that every item in the analysis has a
unique reference:

ECFA
Rel

e

Use numbers for Use letters for

I ueries use the ‘Qn’ format
events conditions Q Q

Figure 6. Reference system for ECFA+ items

Next, write the references in the pattern they appear in the ECF chart. Then draw the arrows
between the references, being careful to reproduce dashed and solid lines. Similarly, dashes
enclosing events or conditions should be added to the sketch. The original post-it notes
should be kept with the sketch.
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Figure 7. Example sketch of an ECF chart
(allows the final state of the analysis to be recreated

using the original post-it notes)

If report quality materials are needed, the ECFA+ chart can be drawn-up using a flow-charting package or other vector graphics software application. You will

find Visio templates for this purpose on the NRI Foundation website.
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5 Procedure for ECFA+

This procedure is written with the new user in mind: detailed steps are provided together with guidance. Once familiar with this procedure, the one-page aide-

memoire (Appendix 1) should be enough to remind users of the key steps.

Task Steps

Description & Criteria

Guidance

1. Study all available infor-
mation about the incident

Start the analysis early. Applying ECFA+ helps to find gaps
in information. It is easy to update the ECF chart in the light
of new evidence.

Work in pencil (easier to amend).

2. Write out information
about actions onto ‘Event’
Post-it Notes (yellow).

(a) At the start of the analysis, write out no more than 12
events.

To make progress at the very beginning of an ECF analysis,
include no more than 12 events. There is no limit to how
many events and conditions you can include when you reach
step 5, although all must be necessary.

You can ignore this rule if using ECFA+ to review a com-
pleted investigation, or when taking-over a nearly complete
investigation.

(b) Describe each event as a single moment of change.

If you wish to transcribe an action that continues for some
time, consider breaking it down into its constituent actions
(separate Post-it Notes for each) or transcribe as a condition.

(c) Describe the event using just one actor and one action.

An actor can be a person or a thing. If the actor has more
than one part or member (e.g. “crew leave site”) these parts
must be acting as a single unit. If not, consider transcribing
events for each distinct actor.
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Task Steps

Description & Criteria

Guidance

2. (Continued) Transcribe
information about actions
onto ‘Event’ Post-it Notes
(vellow).

(d) Phrase the event using the present tense and active
voice (actor does action)

Use the active voice: make the actor the subject of the sen-
tence stating the event (e.g. Bloggs undoes the clip).

Use verbs that describe easily visualised, concrete actions.

The thing or person acted on (the object) must be obvious in
the event.

If you find yourself needing to use the progressive form of a
verb (e.g. with an ‘—ing’ ending) either identify the constituent
events or consider transcribing the activity as a condition.

(e) Avoid non-events. An example of a non-event is
“Bloggs did not close exit valve”;

Non-events are things that did not happen but which, accord-
ing to some ideal way of carrying-out a task, ought to have.

Transcribe non-events as conditions, using (pink) Post-it
Notes. State the standard you are relying on to make the
judgment (e.g. a specific written procedure, code, or stan-
dard). If you do not know the specific standard that applies,
make an entry on your list of further enquiries to find out.

(f) State the evidence for the event occurring (if you lack
proof, put a “?” in the evidence box and make a note
on your list of further enquiries;

It is essential that all events and conditions either cite evi-
dence or are connected explicitly to a further enquiry.

Cross-references to specific items of evidence can be
speeded up by using a systematic referencing system.

(g) State the time, if known;

Knowing the time helps to correlate different sources of evi-
dence for a given event or condition.

If you do not know the precise time the event occurred, use a
question mark. For example, if after 12:50, but before 13:00;
use “12:5?7”. If wholly unknown; put “?”. Consider adding a
corresponding entry to the list of further enquiries.
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Task Steps

Description & Criteria

Guidance

3. Put event Post-it Notes
onto a wall and position
them using these rules-of-
thumb:

(a) vertically — it can be helpful for each actor to have

his/her/its own row, but it is optional.

It is not essential to have a separate row for each actor but it
can be helpful if there is a lot going-on in the incident you are
analysing. Later in the ECFA+ process, you will probably re-

arrange events to emphasise certain sequences.

(b) horizontally — put events in time order, so that later

events are always to the right of earlier events.

ECFA+ does not use a fixed base for time (meaning equal
intervals of time marked on the horizontal axis of the ECF
chart).

4(a) Check the format of
every event.

(a)
(b)
(c)
(d)
(e)
()
(9)
(h)

Is the event stated in the simple present tense?
Is the event stated in the active voice?

Are the actor, action and object clearly identified?
Is the event a moment of change?

Can the event be visualised?

Is evidence cited?

Is the time stated?

Has it been initialled by the analyst?

Format checks are essential to ECFA+. Poorly stated events
can complicate or undermine the analysis. Also, finding gaps
allows further evidence to be collected.

Sometimes the object and the actor are the same (“Bloggs

walks to the door”, “the tank explodes”).

If the time is not stated, but it is essential to the facts, put “?”
and add an item to the further enquiry list. The result of the
format check would be ‘Q,’.

Visualisation: you should be able to form a mental image of
every event. If you cannot, there is either a problem with how
the event is stated or with your understanding of the action
described.

4(b) Check the format of
every condition.

(d)

(f)

Is it stated precisely?

Is numerical data given where needed?
Is evidence cited?

Is the time stated?

Has it been initialled by the analyst?

If a non-event, is the standard stated?

Anything you include in your analysis implies “after this,
therefore because of this”. Because non-events can exag-
gerate the role played by individuals, check these points:

e s itreally needed? If not, remove.

¢ Is a non-event the only way to state the facts accu-
rately? If not, use a regular condition.

e Does the explicit standard (e.g. a procedure) stated
in the “Comment box” apply in the context of the in-
cident?
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Task Steps

Description & Criteria

Guidance

4(c) Record the result of the
format check in the
“Format Status” box.

(a) Tick the box if all details are present and correct.

(b) If any data are missing, or the evidence is inadequate,
add a numbered entry to the further enquiries list. Re-
cord this number in the Format Status box as ‘Qn’
(where ‘n’ is the number of the entry on the further en-
quiries list)

A tick in the “format status” box means that the analyst is sat-
isfied that the event is an accurate factual representation of
the action described.

An example format for a further enquiries list is provided in
Appendix 4.

5. Check the logic of cause
and effect for every item
(event and condition).

Start with the last item.

Focus on the item (event or condition) to be checked for

logic:

a) identify the earlier events (or conditions) that directly
cause the item in question;

b) if these earlier events and conditions occur would the
item in question always result?

The ‘logic checking’ process identifies the chain of cause and
effect that links together the various events and conditions.

The logic check of an item looks for relationships with other
items, whereas the format check focuses on an item in isola-
tion.

c) If the item can be explained by earlier events and con-
ditions

i) draw linking arrows from the relevant events and
conditions to the event in question;

i) reposition the Post-it Notes to achieve the sim-
plest arrangement (but preserve time order);

iii) tick the “logic status” box.

A linking arrow between two Post-it Notes means that the
earlier “causes” the later to occur. You need to consider the
strength of evidence for this causal relationship.

When repositioning, try to avoid crossing lines. This is not
always possible, but the idea is to make the ECF chart as
clear as possible.

A tick in the ‘logic status’ box means that the event is ex-
plained.
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Task Steps

Description & Criteria

Guidance

5. (Continued) Check the
logic of cause and effect
for every item (event and
condition).

d) If the item cannot be explained by the events and con-
ditions present in the ECF analysis:

i) add needed events or conditions, if the evidence
allows;

i) check the format of any new events or conditions
that you add;

i) if wanted, reposition all the related items;

iv) draw (solid or dashed) arrows from the earlier
events and conditions to the item;

v) add a Query note, if more evidence is needed,;

vi) add to your ‘further enquiries list’ the question
asked in the Query note;

vii) place any Query notes near the item, without
drawing arrows;

viii) write ‘Qn’ in the logic status box (where ‘n’ is the
number of the entry on the further enquiries list).

The logic check will often trigger you to recognise the rele-
vance of events or conditions that need to be added to the
ECFA+ chart. This is especially true of conditions.

Arrows should be drawn from events and conditions to the
item in question, even when the item cannot be fully ex-
plained. If the item cannot be explained, each arrow still
represents a ‘necessary cause”. However, all of the arrows
taken together are ‘insufficient’ to explain the item.

When drawing an arrow, you need to decide whether to use
a dashed line or a solid one. The arrows represent direct
causal relationships and must be supported by some evi-
dence. Dashed lines show relationships that cannot be
proved conclusively. As well as reflecting on the strength of
evidence, you will also need to make a note of any further
enquiries that might be needed.

Query notes are blue and provide a way of “parking” an un-
certainty that needs to be kept visible in your analysis, but
without trying to resolve the issue there and then. This allows
you to keep making progress with the analysis.

Further enquiries should be numbered sequentially. A pro-
forma for recording these is provided in Appendix 4.

6. As new events and condi-
tions are added to the
analysis, apply the format
and logic checking rules.

(a) Add new events and conditions in the light of fresh in-
formation.

(b) Consider obtaining an independent review of the
analysis.

ECFA+ is usually done in two or more sittings. At each sit-
ting, new events and conditions are integrated into the ECF
chart using the format and logic checking rules.
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Task Steps

Description & Criteria

Guidance

7. Perform final revision

Challenge any events left in the analysis that do not satisfy
format or logic criteria:

a)

If any event or condition has a blank box (format or
logic status):

i) If you judge that the event or condition is not criti-
cal to the analysis, remove it.

ii) If the item is essential, decide what the status
should be and write it in.

b)

Remove, or outline with dashed lines, events or condi-
tions that have ‘Qn’ in their format status box:

i) If you judge that the event or condition is not criti-
cal to the analysis, remove it.

i) If the item is essential, but lacking detail or evi-
dence, enclose it in dashes.

When all evidence collection is finished, the ECF chart needs
to be finalised to show the final state of information, including
remaining uncertainties. Most investigations leave some un-
certainty. It adds to the value and credibility of your analysis
to be explicit about what was not explained by your investi-
gation.

‘Dashed’ events and conditions should be used sparingly in
ECFA+. Ensure that all dashed items are based on some
evidence and reasoned hypothesis (and not just unqualified
opinions).

8. Record the analysis

Make a suitable record of the analysis (e.g. by sketch,
storage of original materials, or photographs).

Investigations happen in many different settings, and what is
a suitable record in one situation might not be adequate or
convenient in another. Consider the following:

e Is the ECF chart to be taken down and put up again?

¢ s a permanent record of the analysis needed?

e Is a paper and pencil analysis to be drawn-up using
software?

You might seek advice about what is needed in your particu-
lar situation.
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Appendix 1: Aide Memoire

1.

Familiarise yourself with available information (including the site, if accessible).

2. Write up to 12 actions into Event (yellow) Post-it Notes.

3. An event (e.g. ‘Smith opens valve 2’) should conform to the following criteria:

10.

11.

It describes a moment of change.

It identifies the actor, action and object.

It describes the action simply, concretely and precisely.

It is written in the present tense using the active voice (sentence starts with the actor)
The event can be visualised.

A source of evidence (e.g. statement, photograph) is stated in the “Evidence box”.
The time (and date, if needed for clarity) is given in the “Time” box.

It is initialled by the analyst who put the event into the ECF chart.

Most conditions (e.g. ‘Solvent flows from the open flange of valve 2’) will be written at
step 8, but some will appear as a by-product of identifying events. Unlike events, condi-
tions endure and are passive. Conditions may be started and stopped by Events. A con-
dition (written using pink Post-it Notes), should conform to the following criteria:

It is described precisely.

A source of evidence (e.g. statement, photograph) is stated in the “Evidence box”.
If a non-event, is it justified?

All relevant quantitative data are given.

It is initialled by the analyst who put into the ECF chart.

"Park" queries on your list of further enquiries. Keep the analysis moving.
Put items (events and conditions) into chronological order.

Verify that all items conform to ECFA+ criteria. Note items requiring further enquiries. Use
the ‘format status box’ to record the result of the check.

Question causation item-by-item (more conditions are produced by this stage)

e Can you prove that there is a direct causal connection between the item in question
and earlier items? If yes, draw arrows from the precursor items to the item in ques-
tion. If no, make a note of the further enquiries required on a blue Query Post-it Note
and cross refer with the list of further enquiries.

e Are the precursor events and conditions stated sufficient to explain the event? Would
these precursors always produce this event — if not, note further enquiries, add-in and
connect the necessary events and conditions.

Review the analysis. Ideally, ask a colleague who hasn’t been involved to review the
analysis and try to visualise the event line. If they have trouble, there may be gaps.

Correlate with other techniques. Root cause methods often produce conditions, some of
which may be relevant in the ECF analysis. When integrating these into the ECFA chart,
ensure that the conditions meet ECFA criteria (for evidence and precision in particular).

Record the Chart: number all Post-it Notes

e Events: Numbers (1, 2, 3...)
e Conditions: Letters (AB,C...)
e Queries: Prefix “Q” plus the relevant entry in the further enquiries sheet (e.g. Q1)

Either photograph the analysis or make a sketch of the pattern of numbers and arrows on
a piece of paper. Remove and store the Post-it Notes.
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Appendix 3: ECFA+ Artwork for printed Post-it® Notes'.

EVENT: Print onto yellow

CONDITION: Print onto pink

Evidence Time Evidence Time

Use present tense, one actor, action and object

Comments Comments

ECFA Analyst NRI Foundation ECFA Analyst NRI Foundation

Ref. Initials WWW.Nri.eu.com Ref. Initials WWW.nri.eu.com
Format Logic | ( *4 ’ Format Logic (-—l)
Status Status | y Status Status y

CONDITIONS OF USE

This artwork is produced by the Noordwijk
Risk Initiative Foundation. It is provided
free of charge subject to the following con-
ditions:

e you may copy, print, or distribute these
images but only if you acknowledge the
NRI Foundation’s authorship;

o these images are subject to continuous
revision — you are asked not to put cop-
ies of them on the internet without the
prior permission of the Foundation -
please use a link and not a copy;

¢ this artwork, and any other content from
this document, must not be sold for
profit or given out in any way other than
as stated above.

t Post-it is a registered trademark of 3M
Company.

QUERY: Print onto blue

-
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-
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What? Why? When? Where? How? Who?

___________

NRi Foundation

Arabrat
Anaiysi

Initials
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Appendix 4: Pro-forma for Further Enquiries List

Ref.

Information required

Source of Info

Priority
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Appendix 5: Note on Causal Selection

This note is a condensed version of the chapter written by Germund Hesslow and published
in “Contemporary Science and Natural Explanation. Commonsense Conceptions of Causal-
ity”. D. Hilton (ed.), 1988, Brighton, Harvester Press.

The full text, which contains many examples, extensive discussion of the issues and a full
attribution of sources, can be obtained from:
http.//www.hesslow.com/qermund/philosophy/Problemselection.htm.

THE PROBLEM OF CAUSAL SELECTION
Introduction: the plurality of causes

Events, facts, states or properties have infinitely many causes. There are three reasons for
this:
1. an event will normally depend on the immediately preceding occurrence of several
different events;
2. it will usually be possible to trace a causal chain backwards in time;
3. itis generally possible to conceptualise the causes in infinitely many different ways.

Selecting one or more causes from a set of conditions is a special case of the weighting of
causes according to their relative importance. For instance, although we might explain some-
one’s alcohol problems by their biochemical susceptibility to alcohol dependence, we might
also concede that other factors, such as personal problems, were contributory. When the se-
lection criterion unequivocally picks out one condition we call this the cause, but when other
conditions come close to satisfying the criterion these are termed contributory, and the condi-
tion which best fits the criterion is considered more important than the others.

Two basic distinctions: “selection versus connection”, “individual versus generic”
The selection problem has two interrelated aspects:

= the "connection problem” — the existence of a causal relation between two events.
The connection problem is the problem of understanding the process by which we de-
termine that, say, the presence of oxygen, combustible material and a source of igni-
tion are all necessary conditions for houses catching fire.

= the "selection problem" — the relative importance of causes. The selection problem is
the problem of deciding which of the necessary conditions was the most important, in
a concrete individual case. We do not say that a fire was caused by oxygen, in spite
of the fact that we know that there is a causal connection between oxygen and fire.
Instead, we mention only the combustible material and the source of ignition.

There are two kinds of causal relationship, individual and generic:

= Individual causal relationships are those which obtain between concrete individual
occurrences of events, such as the house’s catching fire at 9.05 p.m. yesterday be-
cause of the explosion in the television set a moment earlier or the fact that Smith’s
recent death was caused by a heart attack.

= Generic causal relationships are those which obtain between kinds of events (generic
events) or between properties, such as the general propensity of explosions to cause
fires, or the fact that heart attacks cause death.

One view of the relationship between these two kinds of causal relation is that we arrive at
generic causal relations by generalising from individual cases of co-occurrence and then ap-
ply this general knowledge to other individual occurrences. Thus, since a large proportion of
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those who have heart attacks die, we conclude that the disease is deadly. If Smith has an
infarction and dies, we use our knowledge of the general causal relation to justify the belief
that his death was caused by the infarction. Note, however, that a general causal statement
can be true while a corresponding individual statement is not. Smith’s heart attack may not
have killed him and he may have been killed by something else.

Criteria which govern causal selections and weightings

There are many different criteria that can be applied to the task of selecting a relevant subset
of causes from the infinitely large set of causes that can be argued to precede any event or
state. It is not self-evident that any of the criteria described below, are "true" or "correct". Most
people, when confronted with this list of selection criteria, would probably find some truth in
each of them. To those of us who like compromises, it is tempting to conclude that all, or at
least most, of the criteria are true but that different criteria are used in different contexts.

(a) Unexpected conditions. According to Mill, “If we do not... enumerate all the conditions, it is
only because some of them will in most cases be understood without being expressed, or be-
cause for the purpose in view they may without detriment be overlooked. For example, when

we say, the cause of man’s death was that his foot slipped in climbing a ladder, we omit as a

thing unnecessary to be stated the circumstance of his weight, though quite as indispensable
a condition of the effect which took place”.

On this basis, some conditions are not mentioned because they are presumed to be already
known to the listener, and stating them explicitly would be superfluous. Consequently, we se-
lect as causes only such conditions that are unknown or unexpected.

We do not generally require explanations when things behave normally; we ask "why" mainly
when something unexpected happens. A relevant explanation will state events which were
both unexpected and would have enabled us to predict the surprising event if we had known
about them.

(b) Precipitating causes. It is often possible to divide the complete cause into more-or-less
permanent states and instantaneous changes or events. We usually select the events imme-
diately preceding the effect which we are trying to explain. In such cases, we explicitly use the
distinction between permanent conditions and the instantaneous event which came last into
existence.

(c) Abnormal conditions. This selects factors on the basis of making the difference between
an accident and normal functioning. In a railway accident there are conditions such as the
normal speed, weight of the train and routine stopping and acceleration. These conditions are
true both in the case where such accidents occur and in the normal cases where they do not,
and so we reject them as the cause of the accident, even though it is true that accident would
not have occurred without them. It is this consideration that leads us to conclude that to cite
factors which are present both in the case of disaster and normal functioning, would explain
nothing: such factors do not ‘'make the difference’ as would a bent rail.

There is substantial difference between unexpected and abnormal conditions: abnormality
refers to objective facts; things are normal or abnormal independently of our knowledge of
them, while unexpectedness refers to a subjective state.

(d) Variability refers to the selection of those conditions which are variable in contrast to more
permanent conditions. This is a blend of the first three criteria discussed.

(e) Deviation from theoretical ideal. Theoretical concepts often guide causal selections. For
instance, in explaining a deviation we select causes which are also deviations from an ideal
model of the system in question.

(f) Responsibility. Causal statements may have an evaluative component. Indeed, the Greek
word for cause, aitia, also means guilt. The ancient Greeks modelled their idea of causation in
nature by analogy using ideas about social organisation. A cause was thought of as some-
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thing that brings about a disturbance in state of harmonious equilibrium in nature, and the
effect as something that restores this equilibrium, much as a punishment restores the social
harmony after a crime. In general, we identify the cause of a tragedy before assigning blame.
However, it may be claimed that in selecting among the causal conditions we pick out those
events or actions which deviate, not from what is normal, but from what is good, reasonable
or appropriate. A cause will often be an omission which coincides with what is reprehensible
by established norms of conduct. Thus, when we say that a fire was caused by negligence of
the authorities (who failed to notice the special dangers in the building), we are not denying
that oxygen, a heat source etc. had something to do with it. Neither are we saying that negli-
gence is abnormal. We are, rather, specifying what went wrong.

(g) Predictive value. This holds that an explanation for a certain event consists of information
that, had we had access to it before the event to be explained occurred, would have enabled
us to predict it. In view of this, a natural and intuitively compelling selection criterion would be
that we select as the most important causes those that most effectively predict the effect.

(h) Replaceability and necessity. Most of us think about certain historical figures like Napo-
leon, Gandhi or Lenin as being important causal factors in history. Historians sometimes take
a different view and argue against the role of the individual in history — that even if the person
X had not done this or that, someone else would have done it instead, and therefore history
would not have been much different. This argument does not deny that X did bring about cer-
tain things, only that X was not necessary. However, if there were other people with similar
characters, motives etc., they could have achieved the same effects, hypothetically speaking.
X was, we might say, replaceable, and therefore not as important a cause for historical devel-
opments as causes which were irreplaceable.

There are similarities between the replaceability criterion and the criterion of predictive value:
a condition which could be replaced is also a bad predictor of the effect. However, predictive
value focuses on the probability that the effect occurs, whereas replaceability focuses on the
probability that the effect does not occur in the absence of the causal candidates.

(i) Instrumental efficacy. It is possible to consider causes as levers by means of which we can
produce or prevent certain effects. If causality is viewed in this way, it is very natural to think
that we select those conditions which enable us to manipulate effects. If we want to bring
about something, we will select conditions which come as close as possible to being sufficient
for a desired end, and if we want to prevent something, we select conditions which come as
close as possible to being necessary for whatever it is we wish to avoid.

(j) Interest. This holds that causal selections are governed by the particular interests of the
person giving an explanation. For example, explaining a road accident, a road engineer might
point out that the road had a poor surface and that the cause of the accident was the slippery
highway. A policeman might instead pick out some other factor, like the excessive speed of
the car, and a psychologist yet another factor such as the driver’s disturbed state of mind.
Each person looks at the situation from a special point of view and singles out that factor that
interests him or her most.
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Appendix 6: Standards of Evidence

ECFA+ has three levels of confidence, these are denoted by: solid lines (established as fact);
dashed lines (presumptions with some evidence, but not proof); and queries (queries need to
be justified by some reasoning). It is essential that the analyst ensures that all items and con-
nections shown in an ECF chart are supported by adequate evidence. What constitutes ade-
quate is a complex matter that needs to be decided in context. This paper highlights principles
for the reader to keep in mind during ECFA+; it does not advocate a particular standard of
proof or any particular methodology for acquiring and handling evidence®.

Reliability and validity

Reliability and validity are two qualities often associated with matters of measurement and
which provide insight into the more general topic of evidence. Validity is the extent to which a
quantity measures what it purports to. Reliability is the extent to which measurements of a
given phenomenon give consistent results and are uninfluenced by other factors. Applied to
evidence, reliability is about the way that the evidence was created, collected and relayed;
whereas validity is about the extent to which evidence is a true indicator of the fact asserted.
The two qualities are connected: evidence cannot be valid without being reliable; but reliable
evidence can be invalid. In practice, validity often implies interpretation on the part of the per-
son receiving the evidence.

Promoting reliability

Evidence can be seen as the link between a person such as an investigator and the specific
condition or event from the past that they are considering. In this perspective, evidence can
be seen as a process of communication between a particular historical state or action and the
investigator. Error and distortion can affect any stage of this communication, which can be
considered as a five stage process:

e Create — the change created in the witness plate® by the action or state in question;
e Collect — the collection of data from the witness plate;

e Conserve — the preservation of the data in or acquired from the witness plate;

e Convey— the transfer of the data to the investigator or other interested party;

o Consider — the examination of the data as evidence for the action or state in question.

Reliability is a necessary but not sufficient condition to consider when evaluating evidence.
However, highly reliable tests and assessments can give the impression of scientific credibility
which may seduce investigators into assuming that the data so produced are valid evidence
about the matter question.

Assuring Validity

Assessing the validity of evidence is a matter of gauging the extent to which the evidence
supports the assertion as fact of the event, condition or causal connection in question. The
following questions may be useful in stimulating critical assessment if the validity of evidence:

e Could the same evidence support another interpretation?

o What other evidence would we expect to find given the fact in question?

¢ What is the justification for asserting a relationship between the evidence and the fact in
question?

8 For readers interested in the consideration of evidence within systems of law, texts such as Tapper
(2003) and Giannelli (2003) are helpful guides. However, the detailed conventions developed in legal
systems do not constitute a complete solution for the complex issues of evidence.

° Witness plates, which can be people or things, “provide data about the events that changed them” ...
“One investigative task is to identify the people and things who or which were the witness plates to an
accident. Obtain the accident data, the signals, that the witness plates have captured, and then read the
data to reconstruct the events that produced the data. The witness plate idea helps locate and evaluate
sources of data recorded during an accident.” (Hendrick and Benner, page 73-74, 1987).
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Appendix 7: ECFA+ criteria developed to assist the investigation of the emergency
service response to the fire and explosion at Enschede, the Netherlands, 13 May 2000

On 13 May 2000, there was a large explosion in the town of Enschede in the Netherlands. To
advance the subsequent investigation, the emergency services needed to process substantial
quantities of data collected by several teams of investigators from a variety of sources. To
assist with this task, NRI worked with the investigators to develop criteria for identifying rele-

vant events and conditions. The criteria are listed below:

A. Communication
1. inter-agency (e.g. between Fire Brigade and Police)
2. intra-agency

3. external

B. Decision making
1. assessing the situation (to inform decision making)
2. to deploy resources
3. to disseminate information
4

. to enact a plan or procedure

C. Operation
1. actual deployment of resources (following decision making)
2. aplanned change
3. unplanned change (positive)
4

. unplanned change (negative)

The criteria have different bases: category “A” is needed to integrate data provided by the
various agencies and to bring into focus command and control; category “B” makes decision-
making visible to analysis, and; category “C” is an important catch-all that helps to identify

differences between theory and practice of disaster management.

The criteria were used to filter the data obtained by the various investigation teams. When
applied to reports, the investigators noted which criterion was relevant to each datum. This
ensured that the transformation of source reports and other material into ECF charts was
transparent. It also provided traceability between each item in the ECF chart and the evidence

that corresponded to it.

Lastly, when applying criteria to select-in relevant data, it is prudent for the analyst to watch
for instances where seemingly pertinent data are filtered-out. This “sense” check was applied
by investigators in the Enschede analysis to develop and refine the criteria as well as to en-

sure that relevant data were included.

Noordwijk Risk Initiative Foundation Page 35 of 39 NRI-4



Appendix 8: Glossary of Terms

Action: The means by which an actor changes
the state of an object. In ECFA+ actions are
described using transitive verbs.

Active Voice: Chambers (1996) states that “A
verb is said to be in the active voice when the
subject of the verb is performing the action or is
in the state described by the verb. ‘Voice' is
simply the technical word for that aspect of the
grammar of verbs that is covered by the terms
'active' and 'passive'. For example, in The boy
stroked the cat, the boy is the subject of the
verb stroked and it is the boy who is performing
the action of stroking; stroked is therefore in the
active voice.” ... “The opposite of an active
verb is a passive verb, as in The cat was
stroked by the boy...".

As well as a clearly identified actor, each event
need to be described using an accurate, clear-
cut verb. The verb should make it easy to visu-
alise the action, like a frame from a video. The
active voice makes it clear who or what is act-

ing; choosing an accurate action also needs to
be clear. the rule is to be sure that the event is
stated in a way that makes it clear what is act-

ing, how it is acting and the object affected.

Actor: A person or thing that acts on an object.

Condition: A passive state that endures for
some period of time. E.g. “40kph SE wind”,
“Valve shut”, “Road open to traffic”. Written
onto pink Post-it Notes, if available.

Dashes and dashed-lines are used to denote
uncertainty in ECF charts and can be applied to
both connecting arrows and to the outlines of
events and conditions.

ECFA+ is the acronym of the title “Events and
Conditional Factors Analysis”. The “+” charac-
ter is used to distinguish this method from its
predecessor “Events and Causal Factors
Analysis” (Buys and Clark, 1995).

ECF chart: Any diagram produced by applying
the ECFA+ procedure.

Event: A moment, generally of short duration,
characterised by a change of state. In ECFA+,
an event is described by the action of an actor
on an object (e.g. “Car enters smoke plume”,
“Smith moves PTO lever to ‘on’ position”). Writ-
ten on yellow Post-it Notes, if available.

List of Further Enquiries: an open-ended ta-
ble in which questions and uncertainties can be
noted as they arise during the investigation. An
example is provided in Appendix 4.

Non-event: an event that would be expected to
occur given the circumstances, but which in fact
did not happen. In ECFA+, non-events are
treated as conditions and the analyst is required
to identify the standard of judgement that they

are using — such as a procedure, custom or
practice, or theory). This approach enables
other stakeholders to challenge the judgement
of the analyst and reminds the analyst of the
need to justify their reasoning in such in-
stances.

Object: The person or thing receiving the ac-
tion of an actor.

Occam’s razor refers to the principle of mini-
mising the number of items in an explanation
to only those needed. It is also sometimes
called the principle of economy.

Primary Events/Conditions are generally
close in time (i.e. minutes, hours, or days) to
the unplanned outcomes in question. Primary
is defined in relation to Secondary (see Sec-
ondary Events/Conditions, below).

Query: The third type of item that can be used
in ECFA+ (the others are events and condi-
tions). Queries are used to denote areas of
uncertainty, especially where this has causal
relevance. Written on blue Post-it Notes, if
available.

Secondary Events/Conditions: Secondary
events are included to explain the coming into
existence of primary conditions; these may
reach days, weeks, or years back in time from
the unplanned outcomes which are the focus
of investigation.

Simple Present tense: Chambers (1996)
states that “The present tense of a verb is the
tense which refers, among other things, to
actions going on or states existing at the pre-
sent time or in general”. This is in contrast to
the progressive or continuous form of the pre-
sent tense which “...consists of the -ing form
of the verb in combination with the auxiliary
Verb to be”.
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Appendix 9: Changes (2014 ECFA+ manual compared to the 2007 version)

1. No blank check boxes

This version introduces a new way to manage further enquiries. In the previous version, the
format and logic checking boxes would be ticked to show completeness, or else left blank. After
further enquiries, the analyst would review these blank items. However, blank boxes can have
several meanings, leaving the status of an analysis unclear. Blank boxes could mean that the
item:

e has not been checked,;
¢ has been checked and a problem found (e.g. missing data or lacking evidence);
e has been checked and found satisfactory, but the decision was not recorded.

2. Artwork has changed

The artwork of events and conditions has been changed to encourage analysts to record the
results of checking format and logic. The boxes have been enlarged and the labels changed.

The labels of the boxes now read:

o “Format Status” (previously, “Format Check Passed”)
o “Logic Status” (previously, “Logic Check Passed”)

The enlarged boxes allow the analyst space to write a cross reference to a further enquiry.
This takes the form ‘Qn’, where ‘n’ is the reference number of the entry on the further enquiry
list.

3. Firstiteration: Maximum 12 events

Previously, the analyst was free to write out an unlimited number of events and conditions.
This remains true, but an arbitrary maximum of 12 has been set on the number of events that
can be written at the start of the analysis. As soon as the analyst reaches the stage of check-
ing the logic, they are free to add more events and conditions.

This rule prevents the process being overwhelmed by too many items at the start of the analy-
sis. Limiting the number avoids the following problems:

slow progress, which discourages the investigator and costs time;

unreliable format and logic checks, which allow errors and miss gaps;

overcomplicated ECF charts, which limits their value to the investigation;

stating events at a level of description that is unnecessarily low, which creates long chains
of events where just one would be enough;

¢ analysis that is disconnected from the terms-of-reference of the investigation, in essence
becoming the master rather than the servant of the investigator.

4. Readability

The main body of the text (i.e. pages 9-24 of the 2014 version) was re-written to bring it up-to-
date and to improve readability. The authors checked the effect on readability using specialist
software (Readability Studio). The software uses several measures, including the ‘Flesch
Reading Ease’ which measures readability on a scale of 0-100, where 100 is the easiest. The
main body of the 2007 ECFA manual scored 46, whereas the new manual scored 57.

The software estimated how easy the text would be for 'English as a second/foreign language'
(ESL/EFL) readers. Using the McAlpine EFLAW test (McAlpine, 2006), the software predicts
that ESL/EFL readers would find the 2007 manual “very confusing to read”. In contrast, the
software predicts that these readers should find the 2014 manual “very easy to read”.

At the time of writing, NRI plans to release a Dutch version of the revised manual by 2015.
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Preface to the first edition

In 1971, William G. Johnson and I started the "trials at Aerojet": proving and further developing
ideas that would eventually comprise the MORT Safety Assurance System. These trials were part
of a project headed by Bill, which aimed to improve safety management in the US nuclear
industry. We produced a system of ideas that sought to draw together Bill's lifetime of
experience and the best practices of organisations such as those in the National Safety Council
(NSC) network, a web in which Bill was richly connected. Using the expertise of our team and
the test-bench of the Aerojet trials, we wove this into a coherent model of safety management.
Bill wrote the result up in a report entitled "MORT: The Management Oversight and Risk Tree"!.
This document succeeded in capturing much of the content of the project but only a little of the
dynamism that animated the ideas. Nonetheless, it was enough to establish the organisation -
the Safety System Development Centre (SSDC) - that served as the platform for our subsequent
work in the industry and beyond. Initially, the mission of SSDC was the subject of a contract
with the Atomic Energy Commission (AEC) and continued with ERDA, the Energy Research and
Development Agency, and ultimately, DOE - the US Department of Energy.

The contract from the AEC is worthy of comment, it placed on us a requirement to make
available in the public domain the knowledge developed within the project; this was a visionary
step. It created a motor that drove innovation, in which success bred success. Through our tools,
documents, training and consultancy, we established a reputation beyond the nuclear industry
and attracted opportunities to help solve new problems through collaboration with the Military,
World Bank and others. The experience we gained and the ideas that we jointly developed, were
fed back directly into our mission and this was reflected in our public domain output. We used
"MORT" as the collective term for this canon of work on risk management, to which the MORT
diagram is the index.

From an early stage, MORT, the investigation method, developed a life of its own. During the
original project (1969 to 1972), both senior line management and safety specialists warmly
welcomed the investigation method. The public domain orientation of the SSDC meant that
people outside the nuclear industry got to hear of MORT. In 1975, when the AEC was replaced by
ERDA, and the mission broadened from nuclear to strategic energy (including oil and gas
reserves), the international networks of these industries brought many new people to our door
and several fruitful collaborations.

My connection to NRI has a number of strands. In 1975, I met Rudolf Frei at the Los Alamos
National Laboratory. His PhD was the first connected to MORT, another was produced by John
Kingston ten years later; both of these gentlemen later joining the board of the NRI Foundation.
These two examples of collaboration are drawn from a pool of similar instances that affirm my
view that intellectual generosity is in fact a wise investment! Since its inception in 1998, I have
been pleased to advise the Foundation and to continue the dialogue about risk management. I
am delighted that these investments are still showing a good return and look forward to the
reading the ensuing chapters of the MORT book of knowledge that myself, Bill Johnson and our
colleagues started penning some thirty years ago.

Dr Robert J. Nertney
December 2002

" MORT - The Management Oversight and Risk Tree, Prepared For The U.S. Atomic Energy Commission,
Division of Operational Safety, Under Contract No. AT(04-3)-821, Submitted to AEC February 12, 1973 (San
821-2). Downloadable from www.nri.eu.com
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Preface to the Second Edition

When NRI published the first edition of MORT User’s Manual and Chart in 2002, the
only version of the manual then available in the public domain was that written for the
United States Department of Energy. Understandably, the DoE edition of the manual
was written in American English and referred to documents and organisations that
were relatively unknown to people outside of the intended readership. The manual was
also ten years old.

The first edition of the NRI MORT User’s Manual provided European users of MORT with
a question set in British English. The revisers kept to the structure of the 1992 version
of the MORT Chart and stayed close to the concepts of the original (1973) MORT text.
The publication of the first edition also meant that the MORT method stayed available
in the public domain and accessible via the internet.

This second edition arose from a project to translate the MORT user’s manual and
MORT chart into Dutch. This project was undertaken by the NRI Foundation in
partnership with the Royal Dutch Navy. Early on in the project, the members of
translation team realised that they were investing considerable effort to clarify - in
English - the concepts behind some of the questions posed in the manual. In effect,
the team were revising the English manual as a necessary prelude to producing a
Dutch text. Furthermore, some of these clarifications suggested that changes were
needed to the structure of the MORT Tree. To consider these structural changes, the
Foundation formed a second team. Over a period of two years, these two teams have
reviewed each other’s ideas until consensus was reached about the changes to the
MORT tree and the phrasing of the questions in the manual. In this way, a translation
became a revision with a scope wide enough to justify the result as a second edition
rather than as a minor revision.

The Board,
Noordwijk Risk Initiative Foundation
1°* October 2009
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Users Manual Part 1:
MORT and its Application

1 Introduction

The Management Oversight and Risk Tree (MORT) method is an analytical procedure
for inquiring into causes and contributing factors of accidents and incidents. The MORT
method reflects the key ideas of a 34-year programme run by the US Government to
ensure high levels of safety and quality assurance in its energy industry. The MORT
programme started with a project documented in SAN 821-2, W.G. Johnson, February
19732

The MORT method is a logical expression of the functions needed by an organisation to
manage its risks effectively. These functions have been described generically; the
emphasis is on "what" rather than "how", and this allows MORT to be applied to
different industries. MORT reflects a philosophy which holds that the most effective
way of managing safety is to make it an integral part of business management and

operational control.

This document describes how to apply MORT to incident and accident investigation. It
is intended for use with the NRI MORT diagram, dated August 2009 available from
"www.nri.eu.com". This manual is provided as a general guide to the investigative use
of MORT, but it is in no way a replacement for a proper training in accident
investigation. It is published to encourage the use of MORT and to promote the

discussion of root cause analysis.

2 SAN 821-2 can be downloaded from www.nri.eu.com
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1.1 What is MORT

The acronym MORT is used to refer to four things:
1. a safety-assurance programme which ran between 1968 and 2002;
2. the body of written material which documented the programme;
3. a logic tree diagram: the Management Oversight and Risk TREE;
4. a method for helping investigators probe into the systemic causes of accidents
and incidents.

This manual describes the item 4, the MORT Method, and is designed to be used with
the MORT TREE (which can be found on the internet at www.nri.eu.com/NRI2EN.pdf).

The connection between these various senses of the term MORT is as follows. The
project which started the MORT programme was documented in a report written by
W.G. Johnson in 1973 (it is often referred to by its reference code, SAN 821-2; it is
available from the NRI website). In the report, Johnson sets out the ideas that were
incorporated into the MORT programme after a very wide survey of risk management
practices in different industries around the world. Historically, the MORT diagram
served as a graphical index to that report, arranging the ideas hierarchically in
functional groups. This diagram was used by investigators and quality assurance
specialists to systematically review a work activity or process. They were expected to
know the material in SAN 821-2, and the body of documentation that accrued during

the lifespan of the MORT programme, to which the chart was a ready-reference.

To help investigators, especially novices, the 500+ pages of the original report were
distilled into question set of 40 pages. The questions are the main component of the
MORT User’s Manual. MORT as a method is now independent of MORT as a
programme, certainly in Europe. In practice, the MORT programme documents
(especially, SAN 821-2) have become disassociated from the MORT chart, leaving the

MORT User's Manual as the most common reference for applying the MORT tree.

1.2 How is MORT applied to accidents and incidents

The MORT method consists of three steps:

Step 1: define the events to be analysed;
Step 2: characterise each event in terms of unwanted transfers of energy;
Step 3: evaluate the hypothesis that the unwanted transfers of energy

were the result of how risks were being managed in the activity in

which the accident occurred.
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Step 1 is supported using a procedure called Energy Trace and Barrier Analysis, which
you will find described on page xix. In this step the analyst is trying to identify a
complete set of events comprising the incident or accident, and to define each event
clearly. It is very difficult to use MORT, even in a superficial way, without first

performing an Energy Trace and Barrier Analysis.

In Step 2, the analyst looks at how the energy was exchanged with the person or
asset. This way of characterising accidents - as a series of ‘energy exchanges’ -was
proposed by William Haddon® as a means of analysing accidents scientifically. There
may be several different energy transfers that need to be considered in the same
investigation. In this step, the analyst aims to understand how the harm, damage or

danger occurred.

In Step 3, the analyst considers how the activity was managed. This step involves the
analyst looking at the ‘local’ management specific to the activity and resources. The
analyst also looks “upstream” to find management and design decisions about people,
equipment, processes and procedures that are relevant to the accident. To help make
this analysis systematic, the analyst uses the MORT chart; this lists the topics and
allows an analyst to keep track of his/her progress.

Each topic on the MORT chart has a corresponding question in Part 2 of this manual.
The questions in MORT are asked in a particular sequence, one that is designed to help
the user clarify the facts surrounding an incident. The analyst, focussed on the context
of the accident, identifies which topics are relevant and uses the questions in the

manual as a resource to frame his/her own inquiries.

Like most forms of analysis applied in investigations, MORT helps the analyst structure
what they know and identify what they need to find out; mostly the latter. The accent

in MORT analysis is on inquiry and reflection by the analyst.

3 This was reprinted in: Injury Prevention 1999;5:231-236.
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2 Description of the MORT Tree

The MORT tree shares some of the conventions of Fault Tree Analysis, but other

symbols and systems are also used.

2.1 Inputs, outputs and logic gates

Fault Trees are composed of inputs connected to outputs through logic gates. These
inputs and outputs are generally called events. For example, in Figure 1, the output
event, “Fire” is connected to the three input events, “Fuel Present”, “Source of

Ignition”, and “Oxygen present”.

Fire

8

Source of
Fuel Ignition Oxygen

[

Pyrophoric Heat Catalytic

0

Hot Surface Spark Chemical

Figure 1. Example of Hierarchical Logic

The MORT chart uses logic gates. However, when using MORT in an investigative
setting, the logic gates make little contribution to the analysis: they can safely be
ignored.

In a theoretical setting, the logic gates have more significance. There are 93 logic
gates in the MORT chart®, only two of these are AND gates. The first of these AND
gates remind the reader that although accidents are often produced by “Oversights
and Omissions” these problems arise not just in the specific control of the activity, but

also in the relevant management systems. This is illustrated in Figure 2.

® Not counting gates that are repeated by transfers (which account for another 180 or so)
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Oversights
& Omissions
SIM
Specific Management
Control Factors System Factors
LTA LTA
s | Mmoo

Figure 2: Oversights & Omissions arise from
Specific Control Factors AND Management System Factors.

2.2 Sequences of energy exchanges

The second AND gate in the MORT tree comes from Haddon’s energy exchange model

of accidents, introduced earlier (page x).

Accident
SA1
| | | 1
Potentially Vulnerable c Events and Energy |
ontrols &
Harmful Energy People Barriers LTA | Flows Leading to |
Flow or Condition or Objects | Accident/Incident |
_______ —
SB1 SB2 SB3 SB4

Figure 3. The elements of accident causation

In Figure 3, the AND gate is used to emphasise the point that an accident will occur
only if certain elements are present; the accident would not happen were any one of
these elements absent. Haddon’s concept of “energy exchange” is shown as a triad in
which

a potentially harmful energy flow is present, when

vulnerable people or objects are exposed, and

barriers and controls are not adequate to achieve protection.

Energy exchanges, Haddon argued?, occur in sequences. This requirement is included
as the fourth event input: Events and Energy Flows Leading to Accident/incident.
Figure 3 shows this text enclosed within a dashed rectangle. These dashes symbolise

two points for the analyst: first, that this input event is not analysed as part of the
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MORT tree, but that; second, all of the events and energy flows need to be identified.
This identification is done using Energy Trace and Barrier Analysis; described in in sub-

section 3 (page xviii).

2.3 Systems of reference

The MORT chart uses several types of referencing: to link one part of the chart to
another; to refer to the questions in Part 2 of this manual, and; to allow every item in
the chart to be identified uniquely. All of these types of references are illustrated in

Figure 4.

Triangle to the side
(or above) shows a
transfer from elsewhere

in the MORT tree

Numbers refer to the
page number of the
question set in the MORT
User's Manual, In this case
Page 7 will contain a
description of branch 583

An identifier: this is
Branch “5C17 of the
MORT Tree (note, capitals)

Ak

An i

identifiar: . i

this is event Arrows point

“al"of “sC2" branch of to a transfer in

the MORT Tree (note, the same branch.

lowercase; al) in this case,
everything undes
alis repeated

An oval with under ad

an R marks where
arisk has been assumed, B e tranhes
In practice, the analyst would to elsewhere in the
investigate whether the risk had MORT tree

been assumed in an adequate way.

Triangle below

Figure 4. Examples of different reference types
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Every item on the MORT diagram has two references, an identifier
(e.g. "SC2" is the identity of the MORT branch “Barriers LTA”) and a
reference to the relevant page of this manual. MORT identifiers
follow a hierarchical scheme, reflecting the structure of the chart.
The MORT chart can be divided into halves, “Specific Control” and
“Management System”. Identifiers use capital letters to show that the item is the top
of @ main branch. A main branch is one that can be regarded as having a distinctive
theme, its own identity as it were. For these branches, a two-letter code is used. The
first letter will be an 'S’ or ‘M’ depending on whether it is the ‘Specific Control’ or the
‘Management System’ half of the MORT tree. The second letter will be an A, B, Cor D,
these letters corresponding to the tier, or level, of the branch in the tree. ‘A’ denotes a
branch that is one tier down, ‘B’ a branch that is two tiers down, and so on. For
example, in the case of MORT branch SC2, these conventions mean that it is a main
branch that is three tiers down in the ‘Specific Control’ half of the MORT tree. The
number 2 (of SC2) means that it the branch starts second from the left at the C-tier of
the ‘Specific Control *half of the MORT tree. The numbering is methodical, and reflects
the sequence in which the branches should be considered by the analyst. The main

branches of the MORT tree are shown in Figure 5 on page xvii.

- Within the branches of the MORT tree, the twigs or leaves are
distinguished using lower case letters, ‘a’, 'b’, 'c’, and so on. As
before, the choice of letter reflects the level in a hierarchy: ‘a’
identifies items at the first tier of a main branch, ‘b’ the next, and so
on. The identifiers also have a number which reflects the sequence in
which the analyst should work through the branch. For example, in Figure 4, ‘b3’
“Barrier Failed” is the third item in its tier. Most of the identifiers at the ‘twig and leaf’
level of the MORT tree are used many times in the tree as a whole. For instance, there
are twelve instances of items called ‘b3’. However, each instance is unique to its main
branch. Hence, to refer to a specific ‘twig or leaf’, the identifier of the main branch is

also given. In the case of leaf ‘b3’ “Barrier failed”, this would be referred to as b3-SC2.

Transfers are another important type of reference system used in the
MORT tree. In common with Fault Trees, the MORT tree contains
branches that are repeated several times. Rather than draw the
repeated branches in full, it is the convention to draw the branch just
once and indicate where it is repeated with a triangle. The triangle is
used because it resembles the shape of a fault tree. Figure 4, contains a number of

transfers; item ‘c2’ (Task Performance Errors) serves as an example. Item ‘c2’ deals
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with the possibility that people did not use a barrier, even though it was provided.
There may be many explanations for this, and the analyst needs to look into the
relevant possibilities. To help the analyst, a set of questions has been developed; these
correspond to the ‘twigs and leaves’ of the tree referred to as b3-SD5 (a different
branch of the Tree from c2). The triangle below *c2’ is labelled “b3-SD5"; this means

that the ‘twigs and leaves’ below c2 can be found at b3-SD5.

Triangles below an item like c2, are called “transfers-out” and every
transfer-out to another part of the MORT tree has a corresponding
“transfer-in”. In Figure 4, two transfers-in are shown by the triangles

connected by lines to ‘SB3’, "Controls & Barriers LTA".

A variation on the use of triangles-to-show-transfers occurs when the ﬂ
repeated part of the tree is within the same branch as the transfer-

out. In Figure 4, there is a triangle below ‘a4’, “Separate Time and

Distance”. This triangle, which is labelled “al”, has a left-pointing

arrow drawn underneath it. The arrow is a reminder that the transfer is to another twig
in the same branch, in this case ‘al’. Hence, at ‘a4’ when considering why a “separate
time & distance” barrier (e.g. segregation of pedestrians from an area traversed by
forklift trucks) did not prevent an incident, the analyst would take into account all the
items mentioned below ‘al’, namely b1, b2, b3, c1 and c2. Within-branch transfers-out

do not have a corresponding triangular symbol showing the transfer-in.

The last type of reference used in the MORT tree is for “"assumed
\ risks”. These are marked using an oval containing an ‘R’ plus a
number; there is an example at ‘cl’ in Figure 4. At its highest level,

MORT has two hypotheses to explain why loss may have occurred.

The first is the “oversights & omissions” hypothesis, in which the
analyst investigates whether the system, in its broadest sense, has not controlled its
risks adequately. The second is the assumed risk hypothesis, in which the analyst
investigates the possibility that the loss is the manifestation of a risk that had been
properly managed and controlled, albeit at a probability greater than zero. In MORT
tree analysis, the analyst may find one or more instances where an “assumed risk
hypothesis” needs to be evaluated. A typical example can be seen at c1-SC2 in Figure
4, which deals with the possibility that a barrier was deliberately not provided. If the
analysis reveals that c1-SC2 is relevant, the analyst needs to investigate the adequacy

of the relevant decisions (i.e. to not provide the barrier and, probably, to control the
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risk in other ways). The analysis of assumed risks is discussed further in the next sub-

section.

2.4 Provisional Assumed Risks

In MORT analysis, losses can arise from two distinct sources: risks that have been
identified and accepted correctly (called “assumed risks”) and risks that have not been
managed correctly (so-called “oversights and omissions”). In some accidents, there

will be contributions from both of these sources.

MORT contains several referrals to the "Assumed Risk” branch. As you can see in
Figure 5 (page xvii), the assumed risk branch occurs at the highest level in the MORT
tree. In sub-section 2.3, it was described how the analyst might identify relevant
assumed risks and that the decision-making surrounding these needs to be
investigated. To avoid interrupting the analysis, the analyst can record assumed risks

in the table provided on the MORT chart and follow them up later.

MORT Ref. Description Adequacy of Decision-

making?

Corrosive effect of salt water on steel

b2-SB1 :
pipework

Did not coat outside of pipe with salt-proof

cl-a3-SC2
layer

Did not undertake a job safety analysis
d9-SD5 because job judged to present only low
potential risks

Table 1. Example of entries in a Provisional Assumed Risk Table

2.4 Structure of the MORT Tree

The MORT tree structure is derived from a fault tree analysis of the event “losses”.
Note that loss is a very general term can apply to anything of value and any type of
risk. The first tier answers the general question, “what types of risk would produce
losses”? There are two possibilities: risks that were not adequately managed
(Oversights and Omissions) or, risks that were adequately managed. Because the tree
structure is explored in a set order — top to bottom, left to right — the next question is,
“what would produce oversights and omissions”? The answer is given in the second tier
of the tree: oversights and omissions arise from the control of the activity (Specific
Control Factors) and how the risks of the activity are managed in general
(Management System Factors). The rest of the tree is derived in the same way, with

each tier “producing” the tier above it. Figure 5 is an overview of the main structure.




Losses
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& Omissions Risks
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Information  Readiness LTA LTA & Staff Supervision
Systems LTA LTA Performance LTA LTA

Figure 5.The Main Branches of the MORT Tree
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3 Application of MORT to Investigations

Good investigations are built on a secure picture of what happened. MORT analysis
needs this as a basis. Analysis using an appropriate “sequencing” method such as
Events & Conditional Factors Analysis (ECFA+) can be effective and provides a detailed
picture of the events comprising the accident. Using Energy Trace and Barrier Analysis
is the way to connect MORT analysis to the events of the accident. Therefore, as soon

as the factual picture allows it, carry out an Energy Trace and Barrier Analysis.

3.1 Energy Trace & Barrier Analysis

Energy Trace & Barrier Analysis (ETBA), or “Barrier Analysis” as it is usually called, is
used to produce a clear set of episodes, or subjects, for MORT analysis. It is an

essential preparation for MORT analysis.

Energy Flow Target Barriers & Controls
or harmful Agent, adverse | Vulnerable person or thing to separate Energy and
environment condition Target

Table 2. Barrier analysis format

“Energy” refers to the harmful agent that threatens or actually damages a “Target”
that is exposed to it. Although “Energy” and Energy-Flow are the terms most often
used, harmful agents can include environmental conditions (e.g. biohazards, limited

oxygen).

“Targets” can be people, things or processes - anything, in fact, that should be
protected or would be better not disturbed by the “Energy”. MORT defines an accident
in terms of loss, so at least one of the targets in the accident sequence has to be
valuable. However, incidents (sometimes called near-misses or near-hits) are also of
interest.
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The “Barrier” part of the title refers to the means by which “Targets” are protected
from “Energies”. As well as barriers (the nature of which is purely protective), the
analysis also focuses on work/process controls as these also provide protection by

directing energies (and targets) in a safe manner.

Very often, an accident reveals a number of events where energies met targets in
unwanted interactions; Barrier Analysis seeks to trace meticulously all of these
interactions and make them available to analysis. This means that a Barrier Analysis
table may have have several rows, each row corresponding to a distinct episode of

energy interaction with a target.

3.2 Procedure for Barrier Analysis

Requirements: Technical understanding of the system in which the incident occurred

and enough information about the sequence of events to allow analysis to begin.

Objective: To account for all unwanted exchanges of energies and to make these

available to subsequent analysis within the investigation.

Description:

1) Familiarise yourself with available information (including site if accessible)

2) Determine scope: limit to just those interactions producing harm/damage or
include near-misses as well?

3) Create three columns (as shown in table 3)

4) Start in the TARGET column and identify a target that was harmed or damaged
(or, if you are looking at near-misses, a target exposed to harm). ldentify the
energy flow (or harmful agent...) that is acting and describe it simply and with
precision in the ENERGY FLOW column.

5) Next, consider the BARRIERS and CONTROLS that should have stopped or
limited the interaction between Energy and Target.

6) Repeat this process for another unwanted energy exchange.

7) Review the list of targets for any omissions.

8) Number rows (each row is an episode of energy flow threatening or damaging a
target) in chronological order. There should be continuity: do the events follow
from one another?

9) Prioritise rows for analysis using MORT (e.g. *** = most important, * = least

important)
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Energy Flow
or harmful Agent,
adverse environment

condition

Target

Vulnerable person or thing

Barriers & Controls
to separate Energy and

Target

These may be energies
(and harmful agents...)
designed to do work in
the work process or
extraneous energies
that act from outside

the process.

Be meticulous as this

stage of the analysis.

Energy exchanges can
be in the ‘reverse
direction’ (e.qg.
exposure to cold, loss

of pressure).

If there are multiple
targets for a given
energy flow, state
each interaction in a

separate row.

Targets can be valuable (i.e.
a person or asset) or not.
The reason for including
targets that have no
intrinsic value is to ensure
the continuity and
completeness of the
analysis. Try to identify all
targets involved in the
incident (this leads to a
clear insight into the state

of risk control).

Every target mentioned
should be accompanied by a
word or phrase that
identifies the attribute
altered. E.g. “Smith
(bruised arm)”, or “Car

(near-side door crumpled)”.

Note that the object or actor
that corresponds to a target
at one point in the analysis

may also play other roles.

Barriers are means of
separation present solely
for protective purposes.
Controls are means of
channelling energy or
substances to do work
(and provide protection as
a by-product). Controls
also limit the exposure of

targets.

It is most effective to
identify physical barriers
(including time & space
barriers) and controls that
have their effect at the
coal face/shop floor. MORT
analysis will tease out the
procedural and upstream

issues; do not force them.

Include absent barriers &
controls that should have
been present according to
an explicit standard or

justification.

Table 3. Barrier Analysis Headings, annotated with guidance
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3.3 Procedure for MORT Analysis

Requirements:

e Two people (ideally)

e Technical Understanding of system in which incident occurred

o Sufficient description of sequence of events to allow analysis to begin
e MORT Charts and coloured pens - Red, Blue, Green

e Means to keep notes of: “blue” items for further enquiry; justification for*red”
and “green” items.

Objective: To understand how specific targets were exposed to harm, damage or
unwanted change and to explain this in terms of risk management.
Description

1) Choose an event from your Barrier Analysis and write it on the MORT chart above
SA1l “Incident”

2) Perform SA1l analysis
a) Begin at SB1 ("Harmful energy flow...")
b) Above SB1, state the energy flow
c) Proceed through chart top to bottom, left to right, as shown in Figure 6

i) Code RED or GREEN only with evidence and an explicit standard of
judgement

ii) Code BLUE if evidence or required standard is uncertain
iii) Maintain your list of further enquiries as you go
iv) Write any provisional Assumed Risks into the table on the MORT Chart
d) Explore M-branch either
i) Ad-hoc, during SB3 analysis, or
ii) When SB3 ("Controls & Barriers LTA") completed
3) If needed, choose another event from your Barrier Analysis
a) Use fresh MORT chart
b) Repeat step 2
4) When all required SA1 analyses are complete

a) Note on the barrier analysis an events that have not
been subject to MORT analysis

b) Move to SA2 - Amelioration

c) Move to M-Branch and explore (ad hoc or in sequence)
in the light of the SA2 analysis

d) Review Provisional Assumed Risks

5) Review MB4 (Risk Management Assurance Programme) in the light of the analysis
so far

6) Review the M-branch issues, taking the overview
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Consider MORT
element in
context of

situation

Is MORT
element
relevant?

Yes

Enough
data to assess
element?

Yes

Does this
element reveal
a problem

Yes

I

Code element
RED
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Move to next
MORT element

No—p»

No P Make entry on list of — P>

T

Cross-out element

Code element
BLUE

further enquiries

o

Code element
GREEN

v

Note element

1. State problem
2. |dentify evidence
3. State basis of
judgement (e.g.
ACOP, procedure)

S

Figure 6. Sequence for work though the MORT Chart
(Note: ACOP, Approved Code of Practice)
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CONTEXT SM [R]
.

T Fundamental questions [8A1[sA2] [MAT[MAZ[MA3]

S/M OverSIgPts and Omissions [sB1[sB2[SB3[8B4] [MB1[MB2]MB3|MB4]

S The Accident

SB1 The potentially harmful energy flow/environmental — [SD1]8D2[sD3[sD4[sD5[sD6]
condition

T Fundamental Questions (the Top event)

e What happened?
¢ What was the sequence of events including the initiating event that marked the
movement of the work/process from adequately controlled to uncontrolled?

e Describe the extent of harm and losses (including intangible assets such as reputa-
tion, customer confidence, employee morale).

Subsequent analysis will seek to establish

< why the harm or loss occurred;
< what future undesired events could result from the problems identified.

S/M. Oversights and Omissions

This tree considers two explanations for the incident. The first explanation to be evalu-
ated is that the incident was due to problems in the planning, design or control of
work/process. The second explanation considered in this branch is that the incident was
an acceptable outcome of the risk management process — an assumed risk.

S. Specific Control Factors

This half of the MORT tree addresses: As you go through the

the specific controls upon harmful energies analysis, cqnsider the
the specific controls upon vulnerable people and assets  future possible effects

e

%

5

%

% the barriers between energies, and people and assets of the control problems
% how emergency actions contributed to the final out- identified. This helps to
come of the accident. assess the seriousness

of the control problems.
SAl. Accident

MORT analysis may involve more than one sweep through

SA1. You are advised to decide at the outset how many energy-flow/target interactions
(also called ‘energy transfers’) you intend to include in your analysis.

SA1 analysis leads naturally to:

®,

% consideration of the Management System Factors, and
% judgement about whether decisions to accept risks were appropriate or not.

SB1. Potentially Harmful Energy Flow or Environmental Condition

This branch considers the harmful energy/environmental condition in question. The pur-
pose here is to gain a clear insight into the control issues.

To make this applicable to a wider range of circumstances, ‘energy flow” has been ex-
tended to include harmful environmental conditions, e. g. a lack of oxygen in a confined
space.

SB1 is considered for one energy flow (and associated barrier failures and damage) at a
time. The analysis will need to be repeated for other energy flows within the event se-
guence describing the accident.

MORT User’s Manual Page 1



SM (R CONTEXT
[SA1]sA2] [MA1[MA2[MAS | SA1 The Accident
[5B1]sB2|sB3[sB4| [MB1]MB2|MB3|MB4]
SB1 The potentially harmful energy flow
8D1[8D2|SD3|SD4[SD5[SD6 | /environmental condition

al. Non-functional Energy

Consider this branch if the energy flow or environmental condition causing the
harm was not a functional part of or product of the system.

A non-functional energy flow is an energy flow which is not meant to be there or
did not contribute to the intended purpose or function of the system.

When deciding whether the energy flow was or was not intended, you will need to
consider whose perspective to adopt. For example, the intentions of designers,
managers, operators and observers may differ.

bl. Control of Non-functional Energy LTA

= Was there adequate control of non-functional energy J??#knaebegul;owhat
flows and environmental conditions? :
is adequate
given the cir-
b2. Control Impracticable cumstances.

=  Was such control practicable?

Note that event b2 is flagged with R1 assumed risk symbol. If the control was not used
because it was judged impracticable, the decision to leave the risk uncontrolled needs
to have been “assumed” correctly. A decision to assume the risk must have been taken
by an appropriate person in a suitable manner.

If you are using colours to mark-up a MORT chart, this event should be provisionally
coded blue; and an entry made in the “Provisional Assumed Risk” table drawn up for
this investigation (see page 56, and section 2.4, page xvi in the introduction).

The event cannot be closed until justification for assuming the risk has been evaluated.
Justification may be very different in different circumstances.

a2. Functional Energy

Consider this branch if the energy-flow (or environmental condition) was func-
tional, but was used without adequate barriers in place.

Functional energy flow is an energy flow which is meant to be there and contrib-
utes to the intended purpose or function of the system.

MORT assumes that energy should only be applied if the barriers are adequate, if
the barriers are inadequate, energy should not be applied or used only in reduced
amounts.

Page 2 MORT User’s Manual



CONTEXT
SA1 The Accident [8A1]3A2] [MA1][MAZ|MA3]

S [R]
[M]

[6B1[sB2[sB3[sB4| [MB1]MB2|MB3|MB4]

SB1 The potentially harmful energy flow /environmental
|5D1]5D2[SD3]504]505]5D6]

condition, a2 Functional energy

b3. Control of Use LTA

= Was the energy applied at the right time and in the right amount?
= If not which controls of the energy were less than adequate?
b4. Diversion LTA:

= This branch considers diverting harmful functional energy away from vul-
nerable people or objects.

cl. Control of Functional Energy LTA

» Was there adequate diversion of harmful energy flows or environ-
mental conditions?

c2. Diversion of functional Energy LTA Mg el

=  Was diversion impracticable? flagged with an R2
assumed risk sym-
bol. See page 56, and

section 2.4, page xvi
in the introduction.

MORT User’s Manual
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sM [R]
[m]
|5B1[SB2[563[5B4| [MB1]MB2[MB3]MB4]

sc1[scz
|8D01]8D2|8D3]5D4] 505506

w

CONTEXT
SA1l The Accident

SB2 Vulnerable People or Objects

SB2. Vulnerable People or Objects

This branch considers who or what was ex-
posed to the harmful energy flow or environ-
mental condition. The purpose here is to gain a
clear insight into the control issues.

SB2 is considered for one energy flow (and as-
sociated barrier failures and damage) at a
time. The analysis will need to be repeated for
other energy flows within the event sequence
describing the accident. Section 2.1 in Part 1,
discusses the number of energy flows to be
considered.

al. Non-functional

Consider this branch if the person or object ex-
posed to harm was not a functional part of the

system.
bl. Control LTA

= Was there adequate control of non-

functional persons and objects?

b2. Control Impracticable?

= Was such control practicable? (Note that
event b2 is flagged with R3 assumed risk

symbol)

a2. Functional

Consider this branch if the person or object was
functional, but was exposed without adequate

barriers in place.
b3. Control of exposure LTA

= Were the people or objects in place at the

right time?

= If not, what controls to prevent persons or

For loss to occur something of value must
be damaged or someone must be hurt.
However, MORT can also be used to con-
sider incidents where loss does not occur
(e. g. near misses) but where energy was
out of control.

A non-functional person or object
is one which was not meant to be
there. That is, someone or some-
thing that did not contribute to the
intended purpose or function of
the system or is not intended to
be part of the system under con-
sideration.

Example - personnel passing
through a worksite to reach an
adjacent worksite

When deciding whether the
presence of the person or object
was or was not intended, you will
need to consider whose perspec-
tive to adopt. For example, the
intentions of designers, manag-
ers, operators and observers
may differ.

objects from being exposed were less than

adequate?

b4. Evasive action LTA

= This branch considers the evasion of harmful energy flows and environ-

mental conditions.

cl. Means of Evasion LTA?

» Given that people and assets could be present, were the means pro-
vided to allow people or assets to avoid the harmful energy flow or

dangerous conditions adequate?

c2. Evasion Impracticable
» Was evasion impracticable?

Page 4
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S [R]
CONTEXT [M]
. [5A1]sA2] [MA1[MA2|MA3|
SB3 Barriers & Controls [5B1][5B2[SB3[SB4] |MB1]MB2]MB3|MB4]
SC1 Control of Work & Process, SD1 Technical Informa-
tion Systems [SD1]5D2[5D3]5D4]5D5] 506

SB3. Barriers and Controls LTA

This branch considers whether adequate barriers and
controls were in place to prevent vulnerable persons

Barriers are purely protective. They
need to be designed to fit the charac-

and objects from being exposed to harmful energy teristics of the energy flows involved
flows and/or environmental conditions. and the targets that could be ex-
posed. Examples include machinery
SC1. Control of work and process LTA guards, PPE, firewalls, blast walls
This branch considers the adequacy of the control and pipe-work integrity.
system for the work activity or process in question.
Six aspects of the control system are considered: Controls are “controls of work and
process” which may also serve to
< Technical information systems [SD1] offer protection. Examples include
< Verification of operational readiness [SD2] safe operating procedures, toolbox

e

%

53

%

5

%

7
°

Inspection [SD3]
Maintenance [SD4]
Supervision [SD5]
Supervision support [SD6]

talks, permits to work and isolations.

At this point, you should be able to clearly describe the work activity, equipment
or process in question. Diagrams and technical expertise may be needed to
support this.

SD1 Technical Information Systems LTA

This branch is about the adequacy of the information system designed to support the
work/process in question. This is considered in three ways:

®,
0.0

Providing information about the technology, activities and materials deployed;
Examples — Toolbox talks, formal operator routines, task work pack containing
necessary information on codes, standards and safety critical issues.

The monitoring systems that measure the behaviour and efficiency of the "work
flow process”;

Actions triggered by the results of the monitoring process (e.g. triggering of Risk
analysis).

al. Technical Information LTA:

This branch considers the contribution of technical information to the control of
the work flow process in question.

You need to consider:

53

%

the timing of information;

the format of information;

the capability for triggering necessary actions;

who will be receiving/exchanging information;

the availability of expertise and technical guidance.

e

%

o,
o

53

%

e

%
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SM

T
@ CONTEXT

[5D1]sD2[503

5D4]5D5]5D6]

SC1 Control of Work & Process

SD1 Technical Information Systems

bl. Knowledge LTA:

This branch is about whether the people
making decisions about this work/process

This includes people managing

were adequately knowledgeable or had ac-  Or supervising the work and
cess to adequate knowledge. people doing the work.

cl1. Based upon existing knowledge
This branch considers the application of ~ You will need to find out

existin

g knowledge about the energy whether or not there is prece-

flow and/or problem in question. dent for the unwanted energy

flow.

d1. Application of Codes and

d4.

c2. If

precedent:

= (meaning: no known precedent
for the unwanted energy flow

a

Manuals, LTA?

Were the work/process and related issues adequately addressed by
codes and manuals; and,

Did individuals making decisions adequately apply the knowledge
from codes and manuals?

. List of Experts LTA

Was the list of experts (to contact for Viaen decioing fhe

knowledge) adequate? adequacy of the list
of experts, you need

. Local Knowledge LTA to consider:

Was any relevant but unwritten knowl- . L

edge about the work flow/process known % Accessibility

to the "action" person (the action person s Availability

is the individual, or individuals, under- < Applicability

taking the work task/process)? % Any constraints

Solution Research LTA

Was there any research directed to the
solution of known work flow/process problems and was this ade-
quate?

there was no known

Consider this branch if the prob-
lem in question has not been
experienced before within the

nd its prevention)
organisation or elsewhere.

d5. Previous investigation

and analysis LTA?

Have there been previous similar accidents or incidents, or risk as-
sessments of this work/process?

Were these investigations or assessments adequate?

d6. Research LTA?

Was there any research directed to the identifying and solving work
flow process problems? Was this adequate?

Page 6
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S [R]
[ M]
CONTEXT [sA1]sA2] [MA1[MA2[MAS]
|5B1]5B2[563[5B4| |[MB1]MB2[MB3|MB4]
SC1 Control of Work & Process
SD1 Technical Information Systems [8D1]5D2] 8D3[SD4| 505 SD6
b2. Communication LTA: Consider:
This branch considers the adequacy of % the magnitude of hazard involved;

communication of knowledge about the

specific problem in question « the relevant people, and their differ-

ent roles in relation to the

c3. Internal Communication LTA work/process;

This branch considers the adequacy # the range of communication chan-
of internal communication of nels e.g. procedures, training, su-
knowledge about the specific pervision, task risk assessment, efc.

problem in question

d7. Internal Network Structure LTA

»  Was the structure of the internal Consider:

communication network adequate?
% all types of network, for-

d8. Operation of Internal Network mal/informal, including ver-
LTA bal, written and IT

= Was operation of the internal com- s Who needed to know what
munication adequate? information and when?

% Did people know how to get
information if they had a
problem?

c4. Was the external communication
LTA?

= This branch is about the adequacy of
communication between the organisa-
tion and any relevant external sources
of knowledge.

d9. External Network Definition LTA?

= How well had the organisation identified external sources of knowl-
edge relevant to the work/process?

= How well was the organisation connected to any relevant external
sources of knowledge?

d10. External Network Operation LTA

= Was information obtained from these external sources in an effec-
tive way?
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SM E
(M|
SA1 MAT CONTEXT

|5B1]SB2|SB3[SB4] [MB1|MB2[MB3]MB4|
8C1|sc2
[SD1]sD2[5D3]5D4 305

SC1 Control of Work & Process

SD1 Technical Information Systems, a2 Data Collection

SD6]

a2. Data collection LTA

This branch considers how the organisation cap-
tures data about its own operating experience.

b3.

b4.

b5.

b6.

b7.

Monitoring Plan LTA?

Was there an adequate plan for monitoring
the workprocess and conditions?

Independent Review LTA?

Did an independent organisation/person
review the work/process to identify high
potential hazards? Was the review done
adequately?

If no review, should one have been under-
taken?

The purpose of collecting
this data is to provide feed-
back to improve the
work/process.

The focus here is not only
data current to the problem
under consideration but also
the collection of relevant
data before the incident to
detect problems at an early
stage.

Use of Previous Accident/Incident Information LTA?

Was information about relevant problems from earlier incidents/accidents

used adequately?

When there are relevant previous incidents:

e had the work/process been improved in the light of findings and

recommendations?
e were improvements documented?

e had relevant information been made available to people employed

within the work/process?

Learning from employee/contractor's
personnel experience LTA

Was there an adequate method for gaining
insights into operating experience of the
work/process?

Might it have provided information to iden-
tify the problem in question?

Was there a plan for undertaking research
to identify insights? Was it adequate?
Was there an adequate system for collect-
ing and using employee suggestions?

Were routine inspections of the
work/process LTA?

Did they adequately consider safety, health
and protection of the environment?

It is rare that problems are
entirely new, but awareness
of them may not have
reached people in a position
to solve them. In view of
this, methods such as critical
incident studies aim to pro-
vide an opportunity to oper-
ating personnel to relay their
concerns relating to a spe-
cific work activities and
processes.
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CONTEXT
[sA1]sA2] [MA1[MA2[MAS]
SC1 Control of Work & Process [sB1]5B2[5B3[5B4| [MB1]|MB2|MB3[MB4]

SD1 Technical Information Systems,
a3 Data Analysis

[8D1]sD2[5D3]5D4 505506

b8. "Upstream" process audits LTA
= Was an adequate system in place to “Upstream” work processes include de-
assure the quality of the planning sign, construction, selection and training,

and design of the work/process? etc.

Audits of planning and design these
o processes need to include examination
*  Was the monitoring of the general of the three basic work ingredients -

health of operational personnel in hardware. procedures. and people
the work/process LTA? » P ’ people.

b9. Health monitoring

a3. Data analysis LTA

This branch considers whether data relevant to

the work/process had been adequately ana- Data are not informative

lysed. without analysis. Further-
more, certain forms of analy-
b10. Priority problem list LTA? sis can detect patterns not

otherwise discernible, for ex-
ample trend analysis and
other forms of projection.
Graphical analyses are par-

= Is the problem in the work/process included on
the priority problem list?

= Should it have been?

= s the absence of the problem in question from

the list, an indication that the list is not up-to- ticularly useful.
date? Analyses should provide de-
cision-makers with adequate
A priority problem list (a list of the highest risks) is a information and interpretation
statement of the most serious risks assumed within the to make appropriate deci-
organisation. These are residual risks that have been <ions abotl risk.
accepted for on-going operations after review and re-
duction measures. The purpose of this list is to main- Analysis is a continuous
tain awareness of these problems at the appropriate process that should aim to
management level. provide the best understand-
ing based on the most cur-
Each level of management may have its own priority rent and relevant information.

problem list. You should consider whether this is ap-
propriate in the organisation that you are considering.

b11. Statistics and Risk projection LTA?

=  Were the available status statistics, predictive statistics and projections
adequate? Would they have alerted management to the problem in the
work/process?

b12. Status Display LTA

= Was there an adequate single information display point for managers to
help them keep abreast of current problems, analyses, and results?
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CONTEXT
\SA1\SA2\ \MA1|MA2\MA3\
|SB1]SB2[SB3[SB4] [MB1[MB2|MB3|MBA4| SC1 Control of Work & Process

[8D1]sD2[5D3]5D4]5D5]5D6]

SD1 Technical Information Systems,

a4 Triggers to Risk Analysis & a5 Independent Audit

a4. Triggers to Risk Analysis LTA

This branch considers whether problems

in the work/process should have triggered

Triggers are related to change.

the risk analysis process before the inci- Planned change will involve pre-
dent in question. set triggers, for example introduc-

ing new equipment or new work-

b13. Sensitivity LTA ing methods should be informed

by risk analysis. Unplanned

Was the technical information system
change needs to be detected by

sensitive enough to trigger risk analy-

sis for the individual problem (within monitoring and analysis, these in
the work/process in question)? turn need to be designed to trigger
risk analysis where appropriate.
b14. Priority Problem Fixes LTA: Risk analysis should then initiate
= If this was a problem on the Priority appropriate action to reduce risk.

Problem List? Did the technical infor-

mation system trigger the risk analy-

Sis process?

If not, does this indicate less than adequate trigger arrangements?

b15. Planned Change Controls LTA

If there had been a planned change in

the work/process, did the people Planned changes relates both to
volved in making that change ade- changes to plant and procedures
quately recognise the need for risk

analysis?

Were the pre-set triggers to initiate risk analysis adequate?

Was the fact that the risk analysis process was not used, evidence of in-
adequacies in the change control process?

b16. Unplanned Change Controls LTA

If there has been unplanned change in the work/process, were the people
involved in making that change adequately aware of the need for risk
analysis?

Were there adequate pre-set triggers to initiate risk analysis?

Was the fact that the risk analysis process was not used, evidence of prob-
lems in the change control process?

b17. New Information Use LTA

Were risk analysis process triggers from research, new standards, etc. ,
adequately recognised and used?

a5. Independent Audit and Appraisal LTA:

= Was the technical information system subject to adequate review?

Page 10
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CONTEXT

SC1 Control of Work and Process

SD2 Operational Readiness

S E
[sA1]8A2] [MA1[MA2|MA3|
[5B1][5B2[5B3[SB4] [MB1[MB2[MB3|MB4]

|SD1]8D2[SD3]5D4]5D5] 506

SD2. Operational Readiness LTA

This branch considers the adequacy of efforts to ensure that
work/process or site was ready to be used or occupied. If

operational readiness was not assured, control of the

work/process may have been inadequate. Consider readiness

in terms of:

-,

% plant/hardware;
% procedures/management controls; and,
% personnel.

*

This branch deals with “Here
& Now Readiness” the pur-
pose of which is to ensure
that the requirements speci-
fied by planners and design-
ers are met when the
work/process or equipment

al. Verification of operational readiness LTA

This branch considers whether verification of the opera-
tional readiness of the facility and work process was

adequate.
b1.

a2.

a3.

a4.

b2.

b3.

b4.

b5.

Did not Specify Check
Was an operational readiness check specified
for this work/process?

Would an adequate operational readiness
check have identified the problem in question?

Readiness Criteria LTA

Were the criteria used to check operational
readiness, adequately specified?
Verification Procedure LTA

Was the required procedure for determining

operational readiness adequate? Was it fol-
lowed adequately?

Competence LTA

is actually used.

Examples — isolation certifi-
cates, hand-over certificates,
work permits and inspection
of the worksite.

Later in the M-branch
(branch b14-MAS3), you will
consider the second compo-
nent, “Specification of Op-
erational Readiness”. This is
the outcome of a task,
equipment or process design
activity.

Were the personnel who made the decision on operational readiness ade-

quately skilled, competent and experienced?
Follow-up LTA

Were all actions - identified through operational readiness checks - ade-

quately followed up?

Were all outstanding actions resolved before start-up of the work/process?

Technical Support LTA:

Was adequate technical support provided to
assuring the readiness of the work/process?

Interface between Operations and Main-
tenance or Testing Activities LTA:

Technical support (e.g. by scien-
tists and engineers) at the work
site is particularly important to
ensure readiness.

Was the interface between operations personnel and testing or maintenance

personnel adequate?

Could procedures have prevented misunderstandings about the state of opera-

tional readiness?
Configuration LTA:

Was the actual physical arrangement or configuration of the work/process iden-
tical with that required by latest specifications and procedures?

MORT User’s Manual
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S [R]
[sA1]sA2] [MA1[MA2|MA3] CONTEXT
[5B1][5B2[5B3[SB4] [MB1[MB2[MB3|MB4]
SC1 Control of Work and Process
sD1]8D2[8D3[SD4] SD5| SD6 | SD3 Inspection & SD4 Maintenance

SD3. INSPECTION LTA

Inspections are done to determine the state of equipment,

processes, utilities, operations, etc. Maintenance or in-

Questions are the same as Maintenance LTA (SD4) spections may be car-
ried out by the organi-

SD4. MAINTENANCE LTA sation directly or by

agents (e.g. contrac-

This branch considers the contribution of maintenance (or in- ; .
tors) acting on its be-

spection) of equipment, processes, utilities, operations, etc re-
lating to the problem in question. half.

al. Planning Process LTA:

This branch considers whether the scope of the (inspection or) maintenance plan
adequately considered all the areas relevant to the problem in question.

Was management aware of any aspects relevant to the problem in question not
included in the plan?

bl. Specification of Plan LTA:

This branch considers whether the problem in question is related to how the
maintenance (or inspection) plan was specified.

c1. Maintainability (Inspectability) LTA:

= Is the problem in question a result of inadequate maintainability (in-
spectability)?

c2. Completeness of the Plan LTA:

= Is there an adequate inventory of what is to be maintained (or in-
spected)?

c3. Schedule LTA:
= Did the plan schedule maintenance (inspections) frequently enough to
prevent or detect undesired changes?

»  Was the schedule readily available to the maintenance (inspection)
personnel?

c4. Co-ordination LTA

= Did the (inspection or) maintenance plan adequately address methods
for minimising problems with disruption to equipment, processes, utili-
ties, operations, etc. when they are undergoing maintenance (or being
inspected)?

= Was the schedule co-ordinated with operations to minimise conflicts?

c5. Competence LTA:

= Was personnel competence adequately specified/developed for the
maintenance tasks (inspection tasks) in question?
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sM (R |
[ M]
CONTEXT [sA1]sA2] [Ma1][MAZ[MA3]
|5B1]5B2|SB3|564| [MB1]MB2|MB3|MB4]
SD3 Inspection & SD4 Maintenance

|5D1]sD2[8D3[8D4] 505506

al Planning Process, and a2 Execution

b2. Analysis of Failures LTA:

= Have previous relevant failures of equipment/process Previous near-miss or
been subject to adequate analysis for cause? incident investigations

= Were such analyses adequately specified by the plan? may also have high-

= Did an appropriate individual or group adequately act lighted the need for

upon the results of such analysis? maintenance (or in-
spection) plans to be
a2. Execution LTA: modified.

This branch looks at whether the problem in question is a
result of how the maintenance (or inspection) plan was exe-
cuted.

b3. "Point of Operation” Log LTA:

= Is the problem in question connected to whether a log of maintenance (in-
spections) was available at the point of operation of the piece of equip-
ment, process, or activity?

A "point of operation log" can be a document that is kept with the equipment
concerned to allow ease of examination. Alternatively, the log can be made
available using e.g. handheld computing devices that provide local (to the
equipment) access to the necessary records.

Logs need to be read out in order to function.

b4. Failure caused by maintenance (inspection) activity:

= Was the problem in question the result of a failure introduced by mainte-
nance (inspection) of the work/process?

b5. Time LTA:

= Was the time specified in the plan's schedule sufficient to adequately per-
form each task?

= Was the time allocated for personnel adequate to fulfil the schedule? Was
the time actually made available?

b6. Task Performance Errors:

= Were the individual tasks (as set out in the plan) performed properly?

= If not, identify who is performing which task and the nature of the errors
made. Then refer to further questions in Task performance errors (SD5 ,
this begin on page 18).
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S [R]

(]
CONTEXT

[5B1[5B2[SB3[5B4| |[MB1[MB2|MB3|MB4]
SCi|sc2
|5D1]sD2[SD3|SD4[SD5| 506 SD5 Supervision and Staff Performance

H

SC1 Control of Work and Process

SD5. Supervision and Staff Performance LTA

This branch is about the role of supervision and staff performance in the control of
work/process in question.

al. Time LTA:

e Did the supervisor have sufficient time to The purpose of supervision is to
thoroughly examine the work/process? ensure that an activity or process

a2. Continuity of Supervision LTA: is working, or will work, smoothly.

e Were there any gaps or confusions in the It is supervision that is under ex-

transfer or hand-over of supervisory tasks

related to the problem in question? .
e If the supervisor was recently transferred What.not who. You ‘_M” need to

to the job, was there procedure for trans- consider what constitutes super-

fer of risk information from the old to the vision, in terms of:

new supervisor?

amination - the emphasis is on

< Hierarchical levels

<+ Boundaries and interfaces

. . of supervision
Hand-over includes shift changes, new P

employees and hand-over of responsi- % Duties and motivations
bility for a location. Examples include: « For any one supervisor, the
prevailing circumstances at
¢ hand-over logs between supervi- the time in question. This
sors back-to-back on shifts will often include exploring

the supervisor’s workload

< transfer of responsibility on a
ponsivily around the time in question

permit-to-work, or suspension
and re-instatement of permits.

a3. Detection/Correction of Hazards LTA:

This branch considers whether the supervisor's efforts in detection and correction
of hazards were systematic and adequate.

b1l. Detection of Hazards LTA:

This branch considers whether the problem in question was related to pre-
existing hazardous conditions which went undetected by the supervisor.

cl. Checklists LTA:
= If there was a checklist of hazards in the specific work/process, was it
used correctly?

* Did the absence of such a checklist contribute to the problem in ques-
tion?
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CONTEXT

SD5 Supervision and Staff Performance

a3 Detection/Correction of hazards

SIM [R]
[5A1]8A2] [MA1[MAZ|MA3]
|5B1]SB2|5B3[5B4| [MB1]MB2|MB3|MB4]

|8D1]5D2]|5D3]5D4 |85 56|

c2. Detection Plan LTA:

This branch considers whether there was a systematic approach to
uncovering hazardous conditions in the work/process.

dil.

d2.

d3.

d4.

Logs, Schematics LTA:

Was there adequate information
available at the point-of-operation
to help the supervisor to inform
his risk detection?

Were maintenance and inspection
logs available at the equipment
concerned adequate?

Were work diagrams adequate?
Was the use of labels/tags to sig-
nify changed equipment or set-
tings adequate?

Was the point-of-operation post-
ing of warnings, emergency pro-
cedures, etc., provided for?

Supervisor’s Monitoring Plan
LTA:

“Point-of-operation” means the
equipment, workstation or area in
question.

If relevant, a permit-to-work system
should feature the posting of warn-
ings and emergency procedures.
Where PTW is not relevant, “Gen-
eral Detection Plan” is the catch-all
phrase for ensuring that warnings
and emergency information is es-
tablished and maintained at the
point-of-operation.

Would the problem in question have been detected by a planned
approach to inspecting and monitoring the status of the
work/process (i.e. equipment, procedures, and personnel)?

In evaluating this issue you need to consider how the organisation
guided and supported the supervisor’s efforts. Also consider whether
he was given guidance on detection of individual personnel problems,
such as alcoholism, drug use, personal problems etc.

Review of Changes LTA:

Were any changes involved in the work/process, whether planned
or unplanned, known to the supervisor? Was his response ade-

quate?

Was the supervisor's method of detecting and reviewing change

adequate?

Did not Relate to Prior Events:

If there were problems in the
work/process before the incident,
did the supervisor consider the im-
pact these might have on quality
and safety?

Was the supervisor aware of other

For example, a machine that
continuously blocks may provoke
users to clear the blockage with-
out turning off the machine.

signs or warnings that the work/process was moving out of control?

MORT User’s Manual
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W
CoNTExT
|5B1]5B62|5B3[5B4| [MB1]MB2|MB3|MB4]

[5D1]8D2[8D3] 504 [8D5 SD6]

SD5 Supervision and Staff Performance

a3 Detection/Correction of hazards

c3. Time LTA:

If the problem in question was not identified before the incident, had
the supervisor adequate time to detect the hazards?

Consider the supervisor’s workload, especially if this is spread over a number
of locations. It may be necessary to find out when the supervisor last in-
spected the area, and if any unsafe condition present in this accident/incident
was also present at the time of this inspection.

c4 Workforce Input LTA

If the workforce already knew about the problem in question, was this
information passed on to the supervisor?

Knowledge of hazards is often available from the work force. The supervisor
must be receptive, accessible and must act constructively on suggestions.

As a rule, it is preferable to involve the people who will be involved or who are
already familiar with the work/process in question in task specific risk as-
sessment.

b2. Correction of Hazards LTA:

This branch considers whether the problem in question was related to detected
hazards which went uncorrected by the supervisor.

c5. Interdepartmental Co-ordination LTA:

If the work/process involved two or

more departments, was there suffi- Interdepartmental co-ordination is
cient and unambiguous co-ordination a key responsibility supervision
of activities between the depart- and line management. It should
ments?

not be left to work level personnel.

c6 Postpone

Was the supervisor’s decision to accept the risk associated with post-
poning the correction adequately reached?

Event c6 is flagged with R5 assumed risk symbol. It was an assumed risk
only if it was a specific named event, analysed, calculated where possible,
evaluated, and subsequently accepted by the supervisor who was properly
exercising management-delegated, decision-making authority.

The event cannot be closed until justification for assuming risk has been
evaluated. If you are using colours, this event should be provisionally coded
blue.

Page 16
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(M ]
CONTEXT [sa1[sA2] (a1 [Maz[Ma3]
o |5B1]sB2|sB3[sB4| [MB1]MB2|MB3|MB4]
SD5 Supervision and Staff Performance
a3 Detection/Correction of hazards 8D1]8D2|8D3[SD4 [SDE[SD6 |

c7. Did not Correct in Time:

This branch considers whether the problem in question could have been
corrected if the supervisor had acted in time. The scope of action includes
acting directly or referring the problem to an appropriate authority.

d5. Authority LTA

= Was the supervisor’s decision to delay hazard correction made on
the basis of limited authority to stop the work/process?

d6. Budget LTA

= Was the supervisor’s decision to delay hazard correction made on
the basis of budget considerations?

d7. Time LTA

= Was the supervisor’s decision to delay hazard correction made on
the basis of time considerations?

c8. Housekeeping LTA:

»  Would adequate housekeeping have prevented the problem in ques-
tion?
= Was the storage plan for unused equipment adequate?

c9. Supervisory Judgement:

* Was the judgement exercised by the
supervisor (not to correct the detected

Review the supervisor’s deci-
sion not to act on the hazard.

hazard) adequate considering the level Reasons include perceived
of risk involved? ownership, authority to act on
= Has a precedent been established that hazard, risk perception (un-
the supervisor does not act in such cir- derestimating risk, over-
cumstances? estimating cost of correction).
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M ]
[sA1]5A2] [MA1][MAZ|MA3] CONTEXT
|5B1]SB2|SB3[SB4] [MB1|MB2[MB3]MB4| L
SD5 Supervision and Staff Performance
[3D1]502[ D3] 504 B8] 506 | a4 Performance errors

a4. Performance Errors:

This branch considers how errors made by front-

line personnel contributed to the problem in There are few "unsafe acts" in the
question. sense of blameworthy frontline
b3. Task Performance Errors: employee failures. Assignment of

"unsafe act" responsibility to a
frontline employee should not be
made unless or until the following
preventive steps have been shown

When using this branch, you need to have in
mind specific errors that contributed to the
problem in the work/process.

c10. Task Assignment LTA: to be adequate:

= Was the problem in question a result . )
of how the task was assigned by the “ risk analysis;
supervisor to the member of staff? .

**» management of supervisory

= Was the assigned task properly detection: and

scoped with steps and objectives

clearly defined? % review of procedures for work-
= Was the task one an employee ing safely;

should undertake without specific in-

structions from the supervisor? < Human factors review of

cl1. Task Specific Risk Assessment
Not Performed:

This branch considers whether a task specific risk assessment should have
been carried out for the work/process in question. This is of particular
concern in situations where a task specific risk assessment has not been
applied despite the existence of significant risks.

MORYT analysis proceeds on the premise that a task specific risk assessment
should always be made for tasks assessed as having high hazard potential.
Pre-Job Analysis is an example of how tasks can be surveyed step-by-step to de-
termine hazard potential and therefore the level of risk assessment to be applied
to the task/job.

d8. High Potential was not Identi-

fied Ordinarily, MORT assumes that a
This branch assumes that a high po- structured process e. g. Pre-Job-
tential for harm or damage arising Analysis should be applied to
from the work/process in question has screen the work/process for haz-
not been identified by screening. ards and identify the need for a

risk assessment. The structured
process should identify the poten-
tial for error, injury, damage, or for
encountering an unwanted energy
flow

el. Task Analysis Not Required

¢ Did management require a pre-
job-analysis to be performed
for the work/process in ques-
tion?
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CONTEXT ™|
o [sA1]sA2] [MA1][MAZ|MA3]
SD5 Supervision and Staff Performance [5B1]sB2[sB3[sB4] [MB1[MB2[MB3[MB4]
a4 Performance errors,

[5D1]8D2[8D3] SD4[SD5 506 |

c11 Task-specific risk assessment not done

e2. Task Analysis LTA

e If required, was the pre-job-analysis Task Analysis is an exam-
adequate for the work/process in ques- ple of how tasks can be
tion? surveyed step-by-step to

determine hazard potential
and therefore the level of
risk assessment to be ap-
plied to the task/job.

e3. Task Analysis Not Made:

e This branch considers the failure to do a
pre-job-analysis that was required for
the work/process in question.

f1. Authority LTA

e Was the Task analysis not carried out because of lack of au-
thority or because the duty had not been assigned for the
work/process in question?

f2. Budget LTA
e Was it because of budget reasons?

f3. Time LTA
e Was it because of time constraints?

f4. Supervisory Judgement LTA

e Was the pre-job analysis not carried
out for the work/process in question
because of an inappropriate deci-
sion by the supervisor?

You will need to consider
who was in a position to
do the analysis and when
they could have done it.

d9. Low Potential:

= Was the work/process in question identified as one involving low
risk potential? Was this a reasonable assessment?

= Was the supervisor the right person to make this decision?

= Note the event is flagged with R6 assumed risk symbol.

Event d9 is flagged with R6 assumed risk symbol. If the criteria for risk
identification and assessment were properly met, this event transfers to the
Assumed Risk branch.

The event cannot be closed until justification for assuming risk has been
evaluated. If you are using colours, this event should be provisionally
coded blue. See page 56, and section 2.4, page xvi in the introduction.
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sM (R |
] CONTEXT
[5B1[S52[SR3[SB4| [MB1]MB2[MB3|MB4] SD5 Supervision and Staff Performance
g8l 5c2 a4 Performance errors,
8D1]sD2]|8D3|SD4 [SDS[ SD6| c12 Task-specific risk assessment LTA

c12. Task Specific Risk Assessment LTA:

This branch considers whether the task specific

risk assessment for the work/process in question The effort that is directed

was adequate and scaled properly for the hazards to task specific risk as-
involved. sessment, should be pro-
portionate to the magni-
d10. Task Specific Risk Analysis LTA: tude of the risk posed by
This branch considers whether the quality of the task. In order to de-
the task specific risk analysis contributed to termine the magnitude of

the problem in question. the risk, some sort of

e4. Knowledge LTA: analysis, e.g. pre-job

e This branch considers whether there e /.7eeds .
was adequate knowledge available to been carried out.
the task specific risk analysis in ques-
tion.

f5. Use of Workers’ Suggestions
and Inputs LTA:

e Were workers' suggestions and inputs adequately used in
the task specific risk analysis?

f6. Technical Information Systems LTA:

e This branch considers whether the task specific risk analysis
was adequately supported by technical information.

e Analysis of the possible reasons for inadequacy is shown un-
der SD1.

Technical information relevant to risk aspects of the work/process
often exists but is not available to the "action" persons carrying out
the task specific risk assessment.

Your evaluation of SD1 should be from the perspective of develop-
ing a risk assessment.

e5. Execution LTA

e This branch considers the quality of the task specific risk analy-
sis.

f7. Time LTA:

e Was there sufficient time to adequately perform the task
specific risk analysis for the work/process in question?

f8. Budget LTA:
e Was there a sufficient budget?
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CONTEXT ™|
SD5 Supervision and Staff Performance [sB1]5B2[SB3[SB4] [MB1[MB2[MB3 M4

a4 Performance errors,
c12 Task-specific risk assessment LTA

|8D1]8D2|8D3]5D4 8D5] D6

f9. Scope LTA:

e Were the scope and detail of the task specific risk analysis
sufficient to cover all risks related to the work/process in
question?

f10. Analytical Skill LTA:

e Were the experience and skill of the supervisor and other
participants adequate to accomplish the required task spe-
cific risk assessment?

fi11. Hazard Selection LTA:

This branch considers the omission of a hazard relevant to the
problem in question. Hazard selection is critical to the adequacy
of the task specific risk analysis.

gl. Hazard Identification LTA
e Were the criteria used to identify hazards for adequate?

g2. Hazard Prioritisation LTA

e Were the methods used in prioritising the identified haz-
ards adequate?

d1l1l. Recommended Risk Controls LTA:

This branch considers whether the problem in Risk controls ”.7 the
question was related to the adequacy of con- V‘_/Ofk/ P rocgss n ques_-.
trols recommended by the task specific risk as- tion could involve facili-
sessment. ties, equipment, proce-
dures and personnel.
e6. Clarity LTA:
e Were the recommendations from the
task specific risk assessment sufficiently clear to permit their
easy use and understanding?

e7. Compatibility LTA:

e Were the recommended controls compatible with existing con-
trols and requirements that apply to the work/process in ques-
tion?

e8. Testing of Control LTA:

e Were recommended controls tested in situ for effectiveness be-
fore being implemented?

e9. Directive LTA: Was the directive ex-
e Was the directive for use of the recom- plicit and impossible to
mended controls adequate? misunderstand?
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a4 Performance errors

el0. Availability LTA:

¢ Were the recommended controls available for use by personnel
involved?

ell. Adaptability LTA:

¢ Were the recommended controls designed in a way that allowed
them to be adequately adapted to varying situations?

el2. Use Not Mandatory:
e Was use of the recommended controls mandatory?

Event e12 is flagged with the R7 assumed risk symbol. If use of the
recommended controls was optional, you need to evaluate whether the
failure to use them was a correctly assumed risk or a management sys-
tem failure.

The event cannot be closed until justification for assuming risk has
been evaluated. If you are using colours, this event should be provi-
sionally coded blue; and make an entry made in the “Provisional As-
sumed Risk” table drawn up for this investigation.

c13. Pre Task Briefing LTA:

=  Was the workforce given an For example, did the briefing include new
adequate pre-task briefing hazards, the effect of recent changes,
(prior to performing the task)? such as changes arising through main-

tenance, new equipment, etc.?

c14. Fit between Task Proce-
dures and actual Situation LTA

= Did the procedure, whether oral or written instruction, fit with the ac-
tual requirements or circumstances of the work/process in question?

Aspects of the situation that were not adequately addressed by the pro-
cedure should be noted. In practice, you will need to review the relevant
procedure.
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a4 Performance errors,
c15 Personnel performance discrepancy

|8D1]8D2[8D3] 504 [8D5 SD6 |

c15. Personnel Performance Discrepancy:

This branch considers whether the failure of
individuals to perform their individual task
assignments contributed to the problem in question.

Possible causes of per-
formance discrepancy
should be considered for
each individual whose

d12. Personnel Selection LTA: performance was judged
This branch considers how selection contributed to vary from correct
to the problem in question. practice.

el3. Criteria LTA:

e Did the definition of job requirements result in the selection of an
individual who was unable to perform the task in question reliably?

el4q. Testing LTA:

e Was an adequate (i.e. valid and reliable) method used to test the
candidates against the criteria established for the job.

e Had there been a timely re-examination of the individual against
the requirements established for the task?

d13. Training LTA:

This branch considers whether the training of the individual contributed
to the performance error.

el5. No Training

e Was the individual trained for the
task he or she performed?

Event e15 is relevant if the task
required training to achieve reli-
able performance

e16. Criteria Training LTA:

e Was the individual unable to perform the task in question correctly
because of inadequate definition of his or her training needs?

el7. Methods LTA: Consider methods such as

e Did the methods used in training ade- realistic simulation, pro-
quately prepare the individual to meet
the requirements established for the
task?

grammed self-instruction,
and other special training in
addition to basic initiation,

el1l8. Trainer Skills LTA: plant familiarisation, etc.

e Did inadequacies in the professional
skills of the trainers compromise the

. P
performance of the task in question Did the verification process

e19. Verification LTA: include initial testing and

e Was the verification of the person's later assurance of task per-

current competence adequate? formance to ensure that the
e Were re-training and re-qualification standards established for
requirements of the task adequately the task were met?

defined and enforced?
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d14. Consideration of Deviations LTA:

This branch considers whether the supervisor was adequately alert to
earlier personnel performance and variability.

€20. Normal Variability:

e Was the individual’s performance Some degree of variability is
within the range of normal variabil- normal and expected. Normal
ity? personnel performance vari-

ability is viewed as manage-

e21. Changes: able through appropriate

e Did the supervisor detect individual . .
personnel problems, such as alco- equipment design, good plan

holism, drug use, and personal ning, training, and application
problems? of human factors.

Consider this question (e21) if the individual’s performance in the task in
question was significantly different from the performance standard needed
for the task.

Some degree of change is normally expected to occur. Significant change

may be associated with illness, fatigue, personal problems, etc. These fac-
tors may result in individual performance beyond the normal range of vari-

ability. MORT assumes that the supervisor will be alert to such changes.

e
e22. Supervisor Observation LTA:

e Did the supervisor observe the individual performing incorrectly
(i.e. extreme variability or significant change in the individual)?

e23. Supervisor Correction LTA:

e This branch is concerned with whether the supervisor’s actions to
correct the individual’s performance were adequate.

f12. Re-instruction LTA:

e Did the supervisor adequately re- Enforcement —You need to
instruct the person as to the cor- consider the work environ-
rect performance? ment. Where rule-breaking

has become acceptable,
isolated enforcement action
by the supervisor may not
be either effective or fair.

f13. Enforcement LTA:

e Did the supervisor enforce estab-
lished correct rules and proce-
dures?

e Were disciplinary measures ordi-
narily taken against personnel who wilfully and habitually
disregarded rules and procedures?
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|8D1]5D2]|5D3]5D4 |85 56|

d15 Employee motivation

d15. Employee Motivation LTA:

This branch considers whether employee motivation contributed to the

incorrect performance of the task in question.

You may better understand how the organisation failed to motivate the individ-
ual to perform the work to the required standard by looking at why the individ-
ual made the choices he or she made. To do this we need to consider the
situation, in particular the rewards and punishments, from the individual’s per-

spective.

e24.Leadership and Example LTA:
e Was the individual poorly led?

e25. Time Pressure:

e Was enough done to limit time pres-
sure and workload to a for the individ-
ual acceptable level?

Consider this question if time pressure
was perceived by the individual who
made the performance error.

e26. Correct Performance is Pun-
ished:

¢ In the past, was the employee “pun-
ished” for performing the task in ques-
tion correctly?

e Was the supervisor sufficiently alert to
this factor?

From the viewpoint of the employee,
sometimes there is an undesirable
consequence to the person doing a
good job.

Punishment does not have to be
something intended by supervision, it
can be the product of poorly designed
work and processes. To understand
this, you will need to consider the
situation from the individual’s perspec-
tive.

Leadership and example
are difficult to measure but
you will need to consider
their adequacy, particularly
within the line organisation.
Aspects of leadership rele-
vant to the task perform-
ance issue might include:

% the consistency
through different levels
of management;

* whether managers
decisions and actions
match the values they
espouse, do they they
‘walk the talk’

% the visibility of man-
agement concern to
the individual whose
task performance you
are considering; and

s the vigour with which
management ex-
presses its concern.
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c15 Personnel performance discrepancy

|8D1]5D2[8D3]5D4 [ 8D5] 506 |

d15 Employee motivation

e27. Incorrect Performance is Rewarded:

e Did the employee find the consequence of doing the task in
question incorrectly more favourable than doing it correctly?

e Was the supervisor sufficiently alert to this factor?

e28. Job Interest Building LTA:

e Does performing the task well really matter to the individual per-
forming it?

¢ Did management adequately foster the individual's interest in
the work?

€29. Group Norms Conflict:

¢ Did management make adequate efforts to actively engage the
individual/group in activities likely to promote agreement about
what is important (i.e. policy issues and goals of task perform-
ance)?

Consider the question of group norms conflict (€29) if there was
disagreement between management and the workforce about the
performance of the task

Activities might include participation in implementation of new
equipment and working practices, training, projects and investiga-
tions.

Attitudes and experiences, particularly those held in common
within a peer group (norms), will influence how people interpret
task requirements. Performance errors may result from differ-
ences in norms between those designing or managing task re-

e30. Obstacles Prevent Performance:

e Were there obstacles that prevented the individual from perform-
ing the task to an acceptable level?

Obstacles need to be considered from the individual’s perspective.
They might be physical or situational in nature.
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d15 Employee motivation, e32 Motivation programme

e31. Personal Conflict:

This branch considers the contribution of You will need 'to explor e
individual personal conflicts to the per- the work relationships be-
formance error in question. tween the individual con-

cerned and co-workers

and supervisors.
f15. [Conflict] with Supervisor:

e Was the relationship between the L e
individual and the supervisor ob- that there may.b.e d [dilge
structive to adequate performance of people providing super-
of the task in question? vision to this individual.

f16. [Conflict] with Others:

e Was the relationship between the individual and other work-
ers in the work environment obstructive to adequate per-
formance of the task in question?

f17. Deviant:

e Were the psychological traits exhibited by the individual
judged acceptable when considered in the context of the
task requirements and related risks?

Event f17 is flagged with the R8 assumed risk symbol. Individuals
exhibiting high levels of social maladjustment, emotional instability,
and conflict with authority may be more unpredictable and unreli-
able than others. You need to evaluate whether the decision to
employ the individual was a correctly assumed risk or a manage-
ment system failure. The event cannot be closed until justification
for assuming the risk has been evaluated.

If you are using colours, this event should be provisionally coded
blue; and an entry made in the “Provisional Assumed Risk” table
drawn up for this investigation. See page 56, and section 2.4, page
xvi in the introduction.

e32. General Motivation Programme LTA:

e Was there adequate use of motivational programmes to develop
desired behavioural change in individuals?
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b4. Performance Errors in unrelated tasks:

This branch considers whether the control of the work/process in question was
compromised by activities that are not directly part of the task.

c16. Allowed activities: “Allowed” meaning that the activity was
= Did an allowed activity, unre- not in conflict with the rules. Examples
lated to the work/process in are going to or from the work area,
question, contribute to a prob- authorised work break, lunch, etc.
lem in the control of the
work/process?

A prohibited activity is one in violation of

c17. I.?rohibitt_ec! activi.tit.es: rules, such as horseplay. If the prohibited
* Did a prohibited activity, unre-  activity been performed in the past without
lated to the work/process in impinging on the control of the work/

question, contribute to a prob-
lem in the control of the
work/process?

process, you will need to consider what
was different that made it a problem on
this occasion.

b5. Emergency Shutoff Performance Errors:

Use this branch if an emergency was in progress at the time in question.
It considers the contribution of errors made during emergency shutdown
resulting in:

failure to restore control of the work/process in question; and/or

interference with the control of other work/processes (i.e. shut-
down causes a new problem).

®
0.0

R/
0.0

c18. Task Performance Errors:
] Did the incorrect execution of an intentional shutdown contribute to
the control failure in the work process?

= If the emergency shutdown was not error-free, what were the per-
formance errors? Consider these errors using the questions in branch
SD5 b3 (Task Performance Errors). These begin on page 18.

c19. Unrelated Task Errors:

= Did an error in an unrelated activity compromise the execution of a
planned shutdown sequence?
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SD6. Support of Supervision LTA

This branch considers whether upper level management supported their organisation
adequately.

Consider the following questions in the light of any supervisory problems identified
through earlier stages of your analysis.

al.

a2.

a3.

ad.

a5.

Help and Training Supervisors LTA:

Is the problem in question connected to the on-going help and assistance
given to supervisors to enable them to fulfil their roles?

Was the feedback to the supervisor about his/her performance adequate?
Had the supervisor been given adequate training in general supervision?
Had the supervisor been given adequate training in safety and risk manage-
ment?

Research and Fact-Finding LTA:

When needed, was information concerning the control of the work/process re-
searched and provided for the supervisor?

Information Exchange LTA:

Did a lack of open and frank communication between upper and lower levels
contribute to problems in the control of the work/process in question?

Was communication always verified through feedback?

Is there a history of shared responsibility (between the supervisor and people
providing support) for resolving problems?

Standards and Directives LTA:

Where codes, standards, and regulations (internal or external) did not cover

the control of the work/process in question, did management develop adequate

standards and issue appropriate directives?

Resources LTA:

This branch considers whether inadequate resources for supporting the supervisor
contributed to the problems in the control of the work/process in question.

b1l. Training LTA:

=  Was there sufficient training to update and improve needed supervisory
skills?
b2. Access to Expertise

= Did supervisors have their own technical staff or access to individuals with

technical expertise?

=  Was technical support adequate for their needs?

b3. Access to Equipment & Materials LTA:

= Did supervisors have sufficient access to relevant equipment, materials
and other services?

b4. Co-ordination of Resources LTA:

=  Were resources adequately managed to avoid conflicts between different
users and prevent duplication of effort?
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a6. Deployment of Resources LTA:

= Did ineffective use of the avail- .
able resources contribute to the Event b21-MB3 (see page 53) considers

problems in the control of the management arrangements for immediate
work/process in question? action on hazardous and otherwise seri-

* Was the means of prioritising the ous problems
use of resources adequate?

a7. Referred Risk Response LTA:

e Was management adequately responsive to problems referred from lower lev-
els?

e Should the issue in question have been dealt with as a matter of urgency?

e Was there a process for dealing with urgent situations or high risks that had
been newly recognised? Was the control problem in question already the sub-
ject of a referral from lower levels to management?
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SC2. Barriers LTA

This branch will prompt you to identify each barrier that A Barrier is any device or method
was in place, or that should have been. MORT considers designed to protect vulnerable
four classes of barrier, but you do not need to be overly
concerned with the accuracy of your classification, as
the classes are just there help you consider the range of ~ Targets include people or objects.
barriers that could have been used. Vulnerability of a target is specific

“targets” from sources of harm.

If a barrier was absent or not used you need to state the to the energy or particular envi-
reference that requires it. References may include a
technical standard, a regulation, a risk assessment.

An ETBA (barrier analysis) will facilitate the identification
of barriers that you will consider in this branch.

ronmental condition concerned.

al. On Energy Source

This branch considers the adequacy of barriers on the energy source.

Barriers of this type are protective devices and systems that were or could be applied to the
energy source or environmental condition. The adequacy of the barrier depends upon the
nature of the energy and vulnerable target in question.

Note all lower tier development under this event also transfers to events a2, a3, and a4.
This means that, if needed, you should ask the questions stated in events b1 to b3, ¢1 and
c2 when evaluating a2, a3 and a4.

Examples — isolations, insulation, fall protection.

b1. Barriers None Possible:

= Was such a barrier impossible?

Event b1 is flagged with R9 assumed risk symbol. This indicates that the appropriate
management must assume the risks when they accept work/processes where no barri-
ers were possible.

The event cannot be closed until justification for assuming risk has been evaluated.
If you are using colours, this event should be provisionally coded blue; and an entry

made in the “Provisional Assumed Risk” table drawn up for this investigation. see page
56, and section 2.4, page xvi in the introduction.
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a2 Between the energy source and the target

If the barrier did fail, you will need to have a clear

b2. Barrier Failed: understanding of how it failed. As well as necessary

= Did the barrier func- for your investigation report, this understanding will
tion as intended? be necessary for later MORT analysis (especially at
MB3, when risk assessment and design will be

b3. Did not Use: considered).

The branch applies to barriers that were possible but were not used.

c1. Did not Provide:
=  Were barriers provided where possible?
= Note the event is flagged with R10 assumed risk symbol.

Event b3 is flagged with R10 assumed risk symbol. This indicates that the
appropriate management must assume the risks when they accept
work/processes where no barriers were possible.

The event cannot be closed until justification for assuming risk has been
evaluated. If you are using colours, this event should be provisionally
coded blue; and an entry made in the “Provisional Assumed Risk” table
drawn up for this investigation. See page 56, and section 2.4, page xvi in
the introduction.

c2. Task Performance Errors:
The branch considers errors associated with using provided barriers.
Note that all the lower tier development under event SD5 b3 transfers to

this event also. If the barrier failed due to task performance errors, you
should ask the questions stated under SD5 b3, these begin on page 18.

a2. Between energy source and target

This branch considers the adequacy of barriers between the energy and the tar-
get. The events and questions associated with this branch transfer from al.

Barriers of this type are protective devices and systems that have been or that could
be applied between the energy source or environmental condition and the per-
son/object. The adequacy of the barrier depends upon the nature of the energy and
vulnerable target in question.

Examples — handrail, fire wall, machinery guards.
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a3. On persons or objects

This branch considers the adequacy of barriers on persons and/or objects.

The events and questions associated with this branch transfer from event al.

Barriers of this type are protective devices/systems that have been or could be applied to
the person or object. The adequacy of the barrier depends upon the nature of the energy

and vulnerable target in question.

Examples — PPE, paint, armour.

a4. Separate time and distance

This branch considers the adequacy of “time and space” barriers.

The events and questions associated with this branch transfer from al.

Barriers of this type work by ensuring the separation of energy and targets in time or space.
Obedience to a procedure may accomplish separation by time or space. The adequacy of
the barrier depends upon the nature of the energy and vulnerable target in question.

Examples — clearing people from an area for pressure testing, an evacuation, a traffic light.

SB4. Events and Energy Flows Leading to Accident Incident

In analysis of an accident or incident, there are usually several en-
ergy/target interactions to analyse. When using MORT, each inter-
action needs to be analysed separately. The various interactions
that could be analysed with MORT are identified via ETBA (barrier
analysis). This branch serves as a reminder to the analyst of the
need to account for these precursors. At this point in your analysis,
you need to decide which (if any) further energy/target interactions
you wish to consider next. See page xxi for help on this subject.

SC3. Barriers and Controls LTA

Were barriers and controls on energy transfers and other
events (leading to conversion of a hazard to an actual accident)
less than adequate?

These events need to be identified via ETBA (barrier analysis).

SCA4. Energy Transfers

What were the precursor energy transfers that resulted in the
conversion of a hazard to an actual accident?

These energy transfers need to be identified via ETBA (barrier
analysis).

Whereas branches SB1
to SB3 were concerned
with a specific energy
flow, branch SB4 refers
to any other energy
flows which may also
need to be analysed.

On the MORT diagram,
branch SB4 is shown
enclosed in a dotted
box. This is because
the analysis of each
energy flow should be
done using a fresh
chart.
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SA2. Stabilisation and Restoration LTA

This branch is intended to evaluate events following a serious accident.

After an accident, efforts should be directed to limiting the consequences the accident
and, whenever possible, to reducing the impact of those consequences.

When evaluating this branch, consider whether actions were pre-planned as opposed to
occurring fortuitously at the time of a particular accident.

al. Prevention of Follow-on Accident LTA:

This branch considers the adequacy of actions

to prevent a follow-on accident. Note all lower tier development

under this event also transfers to

bl. Plan LTA: events a2 and a3.

=  Was the plan for stabilisation and res- For example a second person en-
toration adequate? tering an enclosed place without

= Was the performance of people and adequate preparation to rescue a
equipment significantly different from first.

the assumptions made in the plan?
b2. Execution of Plan LTA:
This branch considers whether the plan was executed as intended.

cl. Notification LTA (Trigger):
= Was notification made to relevant services correctly and without de-

lay?

= Were employees adequately in- Consider whether the notification
structed on how to notify these process was easy to do, especially
services? during the stress of an emergency.

= Was there an alternative means of
notification and was this pre-planned and trained for?

c2. Training & Experience LTA:

= Was there adequate training and experience of the various assign-
ments required by plan?

] Was it realistic?

c3. Personnel and/or Equipment Changes:
» Had adequate counter-changes

been considered and introduced to Some degree of change is nor-
balance any changes in personnel mally expected to occur. MORT
or equipment? assumes that managers and su-

pervisors will be alert to relevant
changes outside the norm.
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SA2 Stabilisation and Restoration

c4. Logistics LTA:

»  Was there adequate availability of transport

for services to and from the accident scene You need to consider

(and injured people to medical facilities)? whether logistics, including
= Did logistical arrangements worsen the harm  the provision of catering
suffered by victims of the accident? and hygiene facilities, was
handled adequately.

c5. Task Performance Errors:

This Branch considers errors in the performance

of the plan. Consider these errors using the questions in branch SD5 b3
(Task Performance Errors). These questions begin on page 18.

c6. Response delay:
= Was the response time adequate?

Event c6 is flagged with R10 assumed risk symbol. If the response was likely to
involve a delay (e.g. because of the form of transport chosen and the distance ac-
cepted) the risk involved in this response plan needs to have been “assumed” cor-
rectly. A decision to assume the risk must have been taken by an appropriate per-
son in a suitable manner.

The event cannot be closed until justification for assuming risk has been evalu-
ated. If you are using colours, this event should be provisionally coded blue; and
an entry made in the “Provisional Assumed Risk” table drawn up for this investiga-
tion. See page 56, and section 2.4, page xvi in the introduction.

a2. Emergency Action (Fire-fighting, etc.) LTA:

This branch considers whether the emergency response to the first incident was
prompt and adequate. The events associated with this branch transfer from al; you
will need to use those questions to evaluate the adequacy of emergency action.

a3. Rescue and Salvage LTA:

This branch primarily considers whether victims were satisfactorily removed to a

safe area. The events associated with this branch transfer from al; you will need
to use those questions to evaluate the adequacy of rescue and salvage after the

accident.

You should also consider:

« the salvage of objects and policy of resolving conflict between rescuing people vs.
objects and associated insurance concerns

« how rescuers balanced the risk of a follow-on accident against the ability to lessen
the severity of injuries to victims, before entering a hazardous area

«»+ the evacuation of employees or the public from potentially hazardous areas
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a4. Medical Services LTA:

This branch considers the adequacy of medical assistance and the harm suffered
by victims of the accident. The events associated with this branch transfer from
al; use those questions to evaluate the adequacy of medical services.

Medical services include: near-by hospitals, on-site first aid, ambulance services, or
general practitioners.

You should consider whether:

< adequate First Aid was immediately available at the scene
% adequate medical treatment was available en route and at the medical
facilities

a5. Dissemination of information LTA:
You should consider in particular

whether the following people and
groups were adequately informed:

This branch considers the contribution
made by the organisation informing ade-
guately all relevant parties about the acci-
dent.

The events associated with this branch
transfer from al; use those questions to
evaluate the adequacy of information dis-
semination.

R/
0.0

Relatives of those injured
Employees

Officials

Customers and Suppliers
Public and Media

Other Stakeholders

X3

S

5

0!

>

o
!

X3

25

3

4!

a6. Restoration and Rehabilitation LTA

This branch considers whether people and assets were adequately returned to
their pre-accident condition.

b3. Operational Continuity LTA

= Were actions to maintain a basic level of operational continuity adequate?
b4. Rehabilitation LTA

= Were people given adequate support to restore them to full health and
employment?

=  Were they provided with equivalent employment?

b5. Restoration LTA

=  Were assets, including third party, returned to their pre-accident condition
or replaced with equivalent alternatives?

b6. Absorb Loss

=  Were the losses resulting from the accident accepted before the accident?

= Note the event is flagged with R12 assumed risk. The event cannot be
closed until justification for assuming risk has been evaluated.
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