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FOREWORD

The TAEA implements safeguards pursuant to agreements concluded with States. It is in the
interests of both States and the IAEA to cooperate to facilitate the practical implementation of
safeguards. Such cooperation is explicitly required under all types of safeguards agreement.

Effective cooperation depends upon States and the TAEA sharing a common understanding of
their respective rights and obligations. To address this, in 2012 the IAEA published Services
Series 21, Guidance for States Implementing Comprehensive Safeguards Agreements and
Additional Protocols, which aimed at enhancing understanding of the safeguards obligations
of both States and the IAEA and at improving their cooperation in safeguards implementation.
States may establish different processes and procedures at the national level, and set up
different systems as required to meet their safeguards obligations. Indeed, a variety of
approaches are to be expected, owing to such differences as the size and complexity of States’
nuclear programmes and their regulatory framework.

The purpose of this Safeguards Implementation Practices (SIP) Guide is to share the
experiences and good practices as well as the lessons learned by both States and the IAEA,
acquired over the many decades of safeguards implementation. The information contained in
the SIP Guides is provided for explanatory purposes and use of the Guides is not mandatory.
The descriptions in the SIP Guides have no legal status and are not intended to add to, subtract
from, amend or derogate from, in any way, the rights and obligations of the IAEA and the
States set forth in The Structure and Content of Agreements between the Agency and States
Required in Connection with the Treaty on the Non-Proliferation of Nuclear Weapons (issued
as INFCIRC/153 (Corrected)) and Model Protocol Additional to the Agreement(s) between
State(s) and the International Atomic Energy Agency for the Application of Safeguards
(issued as INFCIRC/540 (Corrected)). This SIP Guide provides information which States may
find useful in implementing their safeguards agreements with the TAEA.

The TAEA wishes to acknowledge the many safeguards practitioners from Member States
who have contributed to the creation of this SIP Guide. The IAEA appreciates the Member
State Support Programmes that participated in Task JNT C01959: Member State
Contributions to IAEA Topical Guidance on Safeguards Implementation, which facilitated the
participation of external experts in providing input to the SIP Guides. The IAEA officer
responsible for this publication was C. Mathews of the Division of Concepts and Planning.
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1. INTRODUCTION

1.1.Purpose, scope and structure

The purpose of Safeguards Implementation Practices (SIP) Guides is to share information
about effective safeguards implementation practices for the benefit of all States, particularly
with the aim of enhancing their capacity and capabilities in the area of safeguards
implementation. States with Small Quantities Protocols are advised to refer to the Safeguards
Implementation Guide for States with Small Quantities Protocols (IAEA Services Series 22)
found on the IAEA Resources and Assistance for States webpage

This SIP Guide addresses the activities undertaken by States and operators/licensees to
effectively facilitate IAEA verification activities that are carried out both in the State and at
IAEA headquarters, to meet safeguards objectives.

The Guide primarily addresses the activities undertaken by the IAEA and States pursuant to a
comprehensive safeguards agreement (CSA) based on INFCIRC/153 (Corr.) and an

additional protocol based on INFCIRC/540 (Corr.). However, States that have concluded a

voluntary offer safeguards agreement (VOA) and States that have concluded item-specific

safeguards agreements based on INFCIRC/66/Rev.2 could also use this Guide to facilitate the
implementation of IAEA activities under their safeguards agreements.

SIP Guides belong to a series of guidance prepared by the IAEA with the assistance of
experts from Member States and are focused on facilitating safeguards implementation in
States with CSAs. The Guides that have been published as well as those that are planned for
this series are shown in Figure 1. The SIP Guides further elaborate on the content of the
Guidance for States Implementing Comprehensive Safeguards Agreements and Additional
Protocols(IAEA Services Series 21). This SIP Guide describes the communication channels,
roles, responsibilities and specific arrangements that support the verification activities
conducted by the IAEA. Design information examination and verification, inspections, and
complementary access are explained, as well as the specific support the SRA and operators
may provide to each of these IAEA activities. The different kinds of IAEA equipment are
also described in some detail. Finally, the general support by States and operators to IAEA
verification activities is addressed. Several annexes included in this SIP Guide provide case
studies and examples of such support and good practices.

Key points are provided in coloured text boxes such as this one.

Implementation practices and examples are contained in white text boxes with italicized text.

The diagram shown in Figure 1 indicates the subjects of each of the four SIP Guides, and
their relationship with the higher level Guidance for States Implementing CSAs and APs

(IAEA Services Series 21). IAEA Services Series 11 and 15 are also shown, which provide
guidance on additional protocol declarations and nuclear material accountancy, respectively.

! www.iaea.org/safeguards/resources-for-states/guidance-documents.html



Guidance documents and many other resources can be foumgwataea.org/safeguards
under the ‘Resources and Assistance for States’ tab.
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FIG 1. IAEA safeguards guidance related to comprehensive safeguards agreements

1.2.The SRA and the State/regional system of accounting for and control of nuclear
material (SSAC/RSAC)

The IAEA and the State must cooperate to implement safeguards, as specified in the State’s
CSA. CSAs also provide for the establishment and maintenance of a State (or regional)
system of accounting for and control of nuclear material (SSAC/RSAC).

The SSAC and the Statauthority responsible for safeguards implementation, or SRA, are
described below.

The State authority responsible for safeguards implementation (SRAs the authority established

at the national level to ensure and facilitate the implementation of safeguards. In addition to its
safeguards functions, the SRA (if established within a broader nuclear authority) may have additional
responsibilities associated with nuclear safety, security, radiation protection and export/import
controls. One of the primary responsibilities of an SRA is to establish (initially) and maintain
(continuously) a State system of accounting for and control of nuclear material (SSAC).

2 Here and in the rest of this document, the word ‘State’ is used in relation to either a single State or, as
applicable, a group of States which have agreed to establish a regional organization with nuclear material
accounting and control responsibilities or other responsibilities relating to the implementation of safeguards.



An SSAC as a systens comprised of all of the elements that enable the SRA to carry out its nuclear
material accounting and reporting responsibilities. These elements include information systems
(computerized or paper-based); nuclear material accounting systems that produce the accounting data
at facilities and other locations; various processes, procedures and administrative controls |(such as
license requirements including import and export; collection and submittal of design information);
guality checks; and oversight activities conducted by the SRA to ensure all requirements are
satisfactorily met.

It is recommended that all safeguards responsibilities in a State (pursuant to a CSA as well as
an additional protocol) be assigned to the same State authority. However, sometimes a State
may assign some safeguards responsibilities to one authority (such as nuclear material
accounting and reporting) and some to another authority (such as preparing and submitting
AP declarations). This could be based on legal or practical reasons related to the scope or
competencies of certain authorities. In such a case, the responsibilities of an SRA are fulfilled

by two or more authorities, and those authorities should coordinate with one another as

necessary to ensure effective safeguards implementation.

1.3.Overview

The IAEA and the State must cooperate to implement safeguards. The IAEA’s verification
activities are carried out in States (at facilities and other locations) and at IAEA headquarters
in Vienna.

INFCIRC/153 (Corr.) Paragraph 3
The Agreement should provide that the Agency and the State shall co-operate to facilitate the
implementation of the safeguards provided for therein.

In order for IAEA inspectors to conduct verification activities in States, they need the support
and cooperation of the SRA and the facility operators. Effective support and cooperation
require adequate State infrastructure.

States need to develop a safeguards infrastructure addressing three fundamental areas:

1) Establishment of laws, regulations and a system of accounting for and control of
nuclear material at the national level (and regional level, if applicable) which ensure
that the requirements of the safeguards agreement and associated protocols and
Subsidiary Arrangements are fully met;

2)  Provision of timely, correct and complete reports and declarations to the IAEA; and

3) Provision of timely and adequate access and support for IAEA inspectors to
locations and information necessary to meet States’ obligations under the safeguards
agreements.

This SIP Guide focuses on the third of these three areas. Effective planning, coordination and
preparation are needed to provide timely access and adequate support to IAEA inspectors.



For example, advance planning is often needed to provide inspectors with information and
support necessary to carry out their activities at facilities and other locations, including

escorts, radiation protection personnel and equipment, technical and operational staff, and
training.

INFCIRC/153 Paragraph 9

The Agreement should provide that the State shall take the necessary steps to ensure that Agency
inspectors can effectively discharge their functions under the Agreement. The Agency shall secure the
consent of the State to the designation of Agency inspectors to that State. If the State, either upon
proposal of a designation or at any other time after a designation has been made, objects to the
designation, the Agency shall propose to the State an alternative designation or designatjons. The
repeated refusal of a State to accept the designation of Agency inspectors which would impede the
inspections conducted under the Agreement would be considered by the Board upon referral by the
Director General with a view to appropriate action. The visits and activities of Agency inspectors
shall be so arranged as to reduce to a minimum the possible inconvenience and disturbance to the
State and to the peaceful nuclear activities inspected, as well as to ensure protection of jndustrial
secrets or any other confidential information coming to the inspectors' knowledge.

As described in Sections 9 and 10 of IAEA Services Series 21, IAEA activities in the field
are carried out during design information verification; inspections; and complementary
access. The activities that inspectors may carry out are explained in detail in subsequent
sections of this Guide. The efforts undertaken by SRAs and facility operators to facilitate the
effective performance of such activities are also described. Examples of activities carried out
by inspectors include: reviewing documents and records, using containment and surveillance
(C/S) devices and measurement equipment, collecting samples, reviewing surveillance,
checking seals, verifying inventory items and visual observation.

Facilitating IAEA verification activities requires effectivaordination, communication
and planning at facilities and other locations in the State. Each State’s obligation to provide
access and support to IAEA verification activities should be addressed in its infrastructure.

This SIP Guide shares information about State practices that have been helpful in this respect.

2. ESTABLISHING THE FRAMEWORK TO FACILITATE IAEA ACCESS

2.1. Communication, roles and responsibilities

Communication is a two-way process: safeguards information is exchanged between the
IAEA and the SRA and/or operators. When a State submits information to the IAEA, the
IAEA acknowledges its receipt and responds with questions or requests for
clarifications/amplifications of such information as needed. When the IAEA sends
correspondence to a State, the SRA should acknowledge its receipt and respond accordingly
and within the requested timeframe.

Some important steps need to be taken to facilitate communication. First, the name, address,
email and phone/fax number of the key point(s) of contact in the SRA need to be provided to
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the IAEA. Formal contact information and communication protocols are exchanged
following the provisions of the General Part of the Subsidiary Arrangements. The SRA plays
a key role in transmitting relevant information regarding safeguards to operators of facilities
and locations outside facility where nuclear material is customarily used (LOFs).

To facilitate IAEA activities in the State, thmles and responsibilities of the various
stakeholders (e.g. SRA and operators) need to be clearly defined.

The management and staff of the SRA, the operators of facilities and LOFs, the staff of other
government agencies in the State, and the staff of a State’s Mission or Embassy may all have
some responsibilities associated with safeguards implementation. Their roles and
responsibilities should be clearly understood by all of them and by the IAEA.

2.2.Inspector designation

In order for IAEA safeguards inspectors to carry out verification activities in a State, they
must be designated for that State. The IAEA is responsible to request that specific IAEA staff
members be designated for a State. The State is required to respond to the IAEA’s request.
Most States accept tacitly the proposed designations; the State communicates only in cases
where the State decides not to accept a designated inspector. In such cases, no response
eguates to acceptance of a designated inspector.

Having a sufficient number of inspectors designatedfor a State helps the IAEA
significantly to efficiently plan verification activities and in discharging its functions under

the agreement. It is a good practice for States to accept the inspectors that are requested by
the IAEA to be designated.

2.3. Subsidiary Arrangements

Subsidiary Arrangements to a safeguards agreement are concluded between the IAEA and the
State to specify the detailed procedures for implementing the provisions specified in a
safeguards agreement or an additional protocol. They specify, for example, what information
is to be provided by a State to the IAEA, in what format, and at what frequency.

INFCIRC/153 (Corr.) Paragraph 39
The Agreement should provide that the Agency and the State shall make Subsidiary Arrangements
which shall specify in detail, to the extent necessary to permit the Agency to fulfil its responsibilities

under the Agreement in an effective and efficient manner, how the procedures laid down in the

Agreement are to be applied. Provision should be made for the possibility of an extension ol change
of the Subsidiary Arrangements by agreement between the Agency and the State without amendment
of the Agreement.

Subsidiary Arrangements to a CSA consist of a General Part that is applicable to all nuclear
activities in the State, and separate Facility/LOF Attachments that are applicable to individual
facilities or LOFs in the State. The General Part is typically divided into ten parts and a code



is assigned to each part. Annex 1 provides the table of contents of the General Part of Model
Subsidiary Arrangements to a CSA.

Facility Attachments form part of the Subsidiary Arrangements and specify impoftant
details about how IAEA activities are carried out in a particular facility or LOF.

Subsidiary Arrangements are negotiated with the SRA on the basis of model text designed to
enable the IAEA to fulfil its responsibilities under the CSA in an effective and efficient
manner, although the details of such Arrangements will vary according to the State. The
Subsidiary Arrangements, General Part are negotiated between the IAEA and the SRA during
or soon after the entry into force of a CSA or the rescission of a small quantities frotocol
(SQP) and do not require approval of the Board of Governors. Technical and administrative
procedures related to the implementation of an additional protocol may also be specified in
the Subsidiary Arrangements, General Part, if deemed necessary by the State or the IAEA.

The reporting formats and timing for submission of, for example, nuclear material accounting
reports, are based on Code 10 of the Subsidiary Arrangements, GeneranBaare an
important consideration in setting up the accounting structure at a facility, to ensure that the
accounting codes and database fields are consistent with those established by the IAEA, and
the procedures are defined and effective. Facility/LOF Attachments contain information
about, for example, submission of reports (including special repoits}allation of C/S
devices, number and mode of routine inspections, safeguards activities during routine
inspections, costs associated with safeguards activities, and provision of statements on
IAEA’s verification activities.

The IAEA has developed Model Facility Attachments for different types of facilities such as
research reactors, power reactors, fuel fabrication plants, or storage locations. The IAEA
negotiates with the relevant SRA to develop and finalize a Facility/LOF Attachment. An
example Model Facility Attachment for a nuclear power plant can be found on the Resources
and Assistance for States webpége.

2.4.Receiving and responding to IAEA notifications

The IAEA typically faxes or emails a notification letter informing the SRA of an upcoming
verification activity. The IAEA expects to receive a response from the SRA indicating that
the correspondence was received (within the time frame specified in the notification letter),
and that arrangements will be made to facilitate the access, within the timeframe and at the
location specified in its notification. The SRA response should be sent by the State contact
point specified in the Subsidiary Arrangements, with copies to other relevant organizations
such as the Ministry of Foreign Affairs and the relevant operator(s).

% For more information about SQPs, please seeGihide for States with Small Quantities Protocd SEA

Services Series 22.

* Model Code 10 can be found at the Resources and Assistance for States webpage at www.iaea.org/safeguards.
> A special report is a report submitted by the State following an unusual incident, such as a situation where
integrity of containment of nuclear material may have changed, or nuclear material is or may have been lost. See
paragraph 68 of INFCIRC/153 (Corr.).

® See http://www.iaea.org/safeguards/resources-for-states/overview.html
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Communication can be improved by the IAEA following up on its email/fax notification with

a phone call to the SRA to confirm that the notification has been received. The SRA may use
this opportunity to inform the IAEA of specific details regarding the access, including any
circumstances that could potentially impact the objective of the access (e.g. health and safety
conditions at the facility, construction work or equipment failure). This discussion can be
used to identify possible solutions to ensure that the planned verification activities can be
carried out and the associated objectives can be achieved.

2.5. Planning for IAEA in-field verification activities

IAEA access to locations and information is essential for carrying out verification activities.
Each in-field verification activity involves various tasks undertaken to achieve specific
objectives. They may involve access to a variety of buildings or places within a facility, site
or other location in a State. Many activities involve the use of equipment — for example to
make measurements, apply C/S devices, monitor nuclear material movements and take
samples. The use of equipment often requires the support of the State and/or operator, as well
as infrastructure such as electricity, liquid nitrogen cooling, calibration standards, lifting
equipment, protective gear and other support. The use of IAEA equipment and the associated
support are addressed in Section 7.

3. IAEA ACTIVITIES IN STATES — DESIGN INFORMATION EXAMINATION
AND VERIFICATION

3.1. Introduction

The IAEA needs to understand a facility and its operations and processes in sufficient detalil
to design an effective safeguards approach for that facility. Information about a facility and
its characteristics and processes is referred to as design information, and it is provided using a
form called a Design Information Questionnaire (DIQ). T3I® Guide on Provision of
Information includes a completed DIQ for a research reactor.

Preliminary design information is provided when a State has taken the decision to construct
or to authorize the construction of a facility with further information on designs provided at
the earliest stages of constructionwhen the site is being prepared and utilities, roads and
other infrastructure are being developed. Such information includes, for example,| plans,
design drawings, process maps and equipment specifications.

Design information examination (DIE) refers to the IAEA’s analysis of information provided
by a State about a facility. DIE begins for a new facility long before concrete is poured, so
that inspectors can verify features of the facility that will no longer be accessible after the
walls, floors, ceilings and other structures are complete. Early dialogue between the IAEA
and the SRA and facility operators is important for creating a shared understanding amongst
all parties about all aspects of the safeguards approach, the equipment the IAEA will be



using, the placement of cameras and conduits for wiring. This dialogue helps to avoid costly
retrofitting after a building has been constructed.

INFCIRC/153 Paragraph 48
The Agreement should provide that the Agency, in co-operation with the State, may send inspgctors to
facilities to verify the design information provided to the Agency pursuant to paragraphs 42—45

above for the purposes stated in paragraph 46.

Design information verification (DIV) is performed at a facility during all of its lifecycle
stages, from construction, commissioning, operation, modification, shutdown and closure to
decommissioning. Figure 2 depicts an IAEA inspector verifying storage capacity of a
location at a facility. Of course, many other safeguards activities are carried out through the
lifecycle stages of a facility; a summary of the activities carried out by the IAEA and by the
SRA during each lifecycle stage is provided in Annex 2. It is the State’s responsibility to
facilitate inspectors’ access in order that the objectives of the DIV can be met.

The access needed by inspectors to perform &¥nds beyondthe strategic points at
which the IAEA has access during a routine inspection.

FIG. 2. IAEA inspectors verify the storage capacity for nuclear material items during DIV

3.2.Objectives of design information examination

Design information is examined by the IAEA for several purposes, including, for example,
to:

* Identify the features of facilities, equipment and nuclear material relevant to the
application of safeguards in sufficient detail as to facilitate verification of their design
(see Figure 3);

» Establish the facility safeguards approach and draft the Facility Attachment;

» Determine material balance areas (MBAS);



» Select strategic points that will be key measurement points (KMPs) and other strategic
points that may provide information necessary to support the KMPs and that may
include containment and/or surveillance (C/S) measures;

» Establish the nominal timing and procedures for the operator's physical inventory
taking (PIT) for accounting purposes;

» Establish the records and reports requirements and examination procedures;

» Establish requirements and procedures for verification of the quantity and location of
nuclear material,

» Select appropriate combinations of C/S methods and techniques and their location;

» Establish indicators that could be used to confirm the operational status of the facility;
and

» Establish a facility-specific list of items (e.g. equipment, systems, structures) essential
for the declared operation of the facility (called an essential equipment list or EEL).
EEL is covered in more detail below.

The primary objective of DIE is to developsafeguards approachfor the facility, and to
plan for design information verification (DIV).

FIG.3. Verifying facility layout

3.3. Objectives of design information verification

An initial DIV is performed in order to achieve several objectives, including:

» Confirming the correctness and completeness of the information provided in the DIQ;

* Obtaining additional information about the facility through visual observation (which
may include the taking of photographs) and discussions with the SRA and operator;

» Confirming and documenting the design features of the facility that are relevant to
IAEA safeguards;

» Contributing to the development of the safeguards approach for the facility;

" An initial DIV is the first DIV at a new facility, and this is conducted early in the construction process, long
before nuclear material is introduced into the facility.



* Providing assurance that the facility has been designed and used according to its
declared purpose, and identifying possible diversion or misuse scenarios; and

» ldentifying sensitive design-related information, documents, records and diagrams or
photos that must be kept on site under C/S for future re-examination and verification
of design information.

DIV is performed periodically at a facility throughout all of its lifecycle stages, to confirm

that design information upon which the safeguards approach is based remains correct and
complete, to provide assurance that no undeclared modifications to the facility or the
processes have occurred, to confirm the operational status of the facility, to resolve any
outstanding anomalies or discrepancies, and to evaluate the safeguards approach and current
IAEA resource expenditures.

DIV is also performed as a result of revisions to design information to reflect planned

changes to the facility, its processes or other safeguards-relevant features. These DIVs need
to be carried out in advance of changes being made, during the process of changes being
made, and/or immediately following the changes that were made, depending on the nature of
the modifications. These DIVs are performed to assess if the safeguards approach and
measures continue to be appropriate or require modifications, such as application of a new
sealing system or containment measures, additional surveillance cameras or NDA detectors.

3.4.1AEA activities carried out during DIV
Activities that are undertaken during DIV include, for example:

» Examination of documentation regarding the facility, such as

o the site, plant and building design;

0 the process and containment design;

o the utility and support systems;

o0 characteristics, flows and locations of nuclear material;

o0 integrity of the containment (including a review of penetrations such as vents,
piping and ports);

0 nuclear material and process measurement systems;

0 operating procedures and records; and

0 nuclear material accounting procedures and records;

» walking through the facility and comparing DIQ drawings with the actual layout of
the plant;

» assessing the nuclear material accounting system, including operator measurement
system (measurement control programme information, calibration standards,
frequency of measurements, procedures, expected uncertainties);

e examining operational parameters and records (reading parameter values in the
control room);

» performing environmental sampling (such as in a hot cell, as shown in Figure 4),
NDA and photography to confirm that the facility is used as declared (sensitive
photos may be kept at the facility under IAEA seals);

10



» taking physical dimension measurements (may use laser range finder, or make a 3-D
image of a room);

» assessing the declared capacity of the facility and the declared throughput (volume of
vessels, shipping containers, piping connections);

» assessing access routes and flows of nuclear material (large ventilation system, ducts,
maintenance hatchways);

» sealing limited access areas (rooms that may not be accessible at a later time due to
high radiation levels); and

» verifying the facility layout (e.g. to confirm the GPS coordinates for the facility).

FIG.4. Verifying hot cell configuration

It is not always possible to notify the SRA in advance of the exact location in a facility that
the inspectors will need to visit during a DIV. During the construction phase, the DIV and
construction plans need to proceed in a coordinated way, so that DIV takes place while access
is available to areas that will be inaccessible at later phases. The primary objectives might be
different from one DIV to another; the focus may shift from, for example, equipment and
processes to general plant layout to accounting and measurement systems, or a particular
aspect of the process. The facility should ensure that the necessary technical experts are
available to answer questions as needed.

To achieve the objectives of any DIV, inspectors need to verify safeguards-relevant aspects
of the facility and its operations, which often requires access to locations where there is no
nuclear material, and to locations where there is nuclear material but which are typically not
accessible when the facility is operating (e.g., due to prohibitively high radiation levels).
Locations that inspectors visit during DIVs include, for example, multi-purpose rooms,
storage rooms and control rooms. DIV is often conducted in conjunction with physical
inventory verification (PIV).

DIV activities also include the verification of the facility design information submitted by the
SRA and efforts to confirm, for example, that the facility is not being (or could not be
without being detected) misused to produce undeclared nuclear material. The IAEA also

11



verifies the design and capacity of important equipment such as fuel handling equipment and
processing tanks at a facility.

During an initial (or early) DIV, IAEA inspectors may be on site to inspect and photograph
the concrete forms before concrete is poured into them. In later DIVs, the IAEA inspectors
may walk through the facility with detailed building plans to confirm the as-built design and
to look for design features not shown on the drawings.

Example: The design information for a geological repository has to be verified frequently since the
shape and capacity of the facility changes continuously. Casting, construction and backfilling of parts
of the facility will take place during the operational phase of the disposal facility.

New types of instruments may be needed to support DIV at new kinds of facilities. For
example, 3D laser scanners may be used by inspectors to create a map of the configuration of
piping. It is helpful for the operator to understand the equipment and its uses, as this may
assist the operator to avoid situations that would impede the equipment’s function (doors,
locks, etc.) and to ensure compliance with facility safety requirements (e.g. the power of the
laser).

Example: During DIV, an inspector might observe an abnormal situation and ask questions. For

example, a flask may be located in an unexpected place. The inspector is required to follow|up with
the SRA and/or operator to determine why the situation has occurred. This follow up may |happen
during the DIV (preferred) but also could be reported and followed up later.

Example: During a DIV at a research reactor site in a State, the IAEA inspectors collected swipe
samples from inside of hot cells located in an auxiliary building.

3.5. Essential Equipment List (EEL)

The IAEA prepares a list of the equipment and systems at the facility that are essential to its
function and/or influence its operational status, throughput, capabilities and/or inventory of
nuclear material. This list is called asSential equipment list(EEL).

Changes to the equipment and systems on the EEL may impact the safeguards approach so
any changes need to be communicated to the IAEA in advance of such changes being made.
The EEL plays an important role in determining the operational status of a facility; its
primary purpose is to support the evaluation of the decommissioned status of a facility.
Before a facility can be considered by the IAEA to be decommissioned, all items on the EEL
must be removed or rendered inoperable and all nuclear material must also be removed from
the facility. The following criteria are used in establishing the EEL:

* Whether the equipment, system or structure is essential with respect to the main
procesS

* Whether the equipment is commercially available and easily acquired,;

* Whether the equipment is complex to modify, re-install or repair;

® The main process is facility-specific and comprises all steps and unit operations necessary to generate or
manufacture the product for which the plant is operating.
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* Whether such modification, re-installation or repair is easily detectable;

* Whether the equipment has high significance from the safeguards point of view; and

* Whether the equipment is especially designed or prepared for the processing, use or
production of nuclear material (the equipment listed in Annex Il of the additional
protocol or in the trigger list annexed to the Nuclear Suppliers Group Guidelines
(reproduced in INFCIRC/254/Part 1).

In addition to the essential equipment which is selected because of its direct contribution to
the facility’s main process, there are often other items with less direct contributions but which
are essential due to their role in nuclear material flow pathways, handling and transportation
(e.g. the fuel handling items, the spent fuel storage pond, the fuel transport containers, the
fresh fuel storage racks, etc.).

3.6.Example of DIV at facilities under construction or modification

DIV for a new, complex facility that will process nuclear material in bulk form requires
technical expertise in both the IAEA and the State and may continue for several years. The
analysis of the design information requires expertise in facility design and nuclear material
processing. The IAEA will require detailed information from the operator in order to develop

its safeguards approach. Meetings are held with the SRA and operator to clarify the
information received. Such meetings can be made more productive by preparing a detailed
agenda in advance that helps the operator to ensure the right people are available at the
meetings to answer questions.

Example: In one case, a large bulk processing facility was being constructed. To support deveglopment
of the safeguards approach, experts at the IAEA analysed process documents to understand the
facility processes and design, produced engineering and process diagrams at a level of detail useful
to understand nuclear material flows and characteristics. Facility layouts were analysed| using
drawings provided by the operator to the IAEA. Nuclear material flows and accountancy systems
were analysed to identify locations for installation of IAEA measurement and monitoring equipment,
and to design the MBAs and key measurement points for the facility. To support the IAEA’S| efforts,
DIE meetings were held in the field involving the relevant IAEA staff (e.g. IAEA facility officer, the
IAEA facility safeguards design project manager), the SRA, the operator, process engineers|and the
nuclear material accountancy manager. Design experts were also available upon request (e.g., when
discussing blending of the nuclear material, the blending engineer was invited to participate in the
meeting).

During meetings with the SRA and operator, the IAEA will review drawings, answer
guestions regarding anticipated equipment and installed systems, and the SRA may have
qguestions regarding compatibility of IAEA equipment with national or international
certification standards. It is helpful to document the version number of the documentation
provided to the IAEA. Examples of drawings that will need to be reviewed by the IAEA
include:

* Floor layouts, for the entire facility including process and utilities;
* Process flow diagrams;
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* Process descriptions (block diagrams); and
* Equipment and containers that indicate the material type and quantity/capacity.

Other information that needs to be provided to the IAEA includes regular schedule updates
for the construction, engineering and manufacturing design work, and equipment
development schedules. This allows for planning of DIV activities. There may be situations
when the IAEA will need to perform technical visits to supplier sites if equipment needs to be
viewed prior to installation in an inaccessible location.

The IAEA will also need to evaluate information regarding the nuclear material accounting
procedures, detailed descriptions of all nuclear material flows, including solid/liquid waste,
sampling, recycled material, analytical laboratory, production regimes, storage, estimated
residence times and process capabilities. This will help in determining relevant safeguards
measures.

Example: A spent fuel storage facility at a nuclear power plant was being constructed. In this facility,
DIE involved the review of design and operating information contained in the DIQ and all|other
information provided to the IAEA, such as design drawings, electronic copies of relevant |design
documents and accounting information, sketches, photographs and publications (such as marketing
brochures or technical reports). These activities were performed from the beginning of the
development of the design, continued during the operation of this facility and will continue during all
future phases of the facility’s lifecycle. One of the main objectives of these activities |during
construction was to ensure that diversion of nuclear material through the concrete containment body
of the facility was not possible.

DIV at facilities where modifications are planned are equally important, and can be
complicated by the presence of nuclear material which must continue to be verified during
the modification process.

Example: A spent fuel storage facility was modified to increase the storage capacity by constructing
additional storage ponds. This project was complex due to the presence of subcontractors, the
continued storage of nuclear material in existing ponds, and the on-going construction at the site.

The SRA submitted advance information to the IAEA on the operator’s plan to expand the spent fuel
store. The DIQ was updated with the preliminary information such as drawings for the completed
storage with the new ponds, a project timeline and the estimated new storage capacity. As g result of
the IAEA’s examination of the design information, a question was raised regarding how the integrity
of the existing C/S system could be maintained during the expansion work and how the IAEA could
verify that no new penetrations were added to the spent fuel storage facility.

The modification work involved site preparation, pouring of a foundation, construction of additional
ponds and construction of the building enclosing the ponds. The DIV was performed ingide and
outside the facility to confirm that the progress was consistent with the design information provided.
In the course of performing DIVs, the operator was requested to instruct subcontractors about the
importance of safeguards measures in place at the facility and the connections between the work
schedule and the verification activities.

14



One of the verification challenges was the need to cover one of the ponds in the existing
while the construction work was underway. (Figure 5 shows the temporary cover on the p
temporary wall was built to maintain the integrity of the C/S measures.

During the DIV at the beginning of the project, the absence of spent fuel in the pond was cg
During the construction of the temporary wall, the surveillance system was used to confirm

building
pnds.) A

nfirmed.
that no

nuclear material was moved into or out of the facility. Some of the construction activities interfered

with the C/S system. For example, the ventilation system inside the building was upgraded ar]
ventilation tubing was removed to allow installation of a new ventilation system designed
entire capacity of the modified store. During this work, a lift crane that was placed close
temporary wall obstructed the view of the surveillance system. The challenge for DIV was to
that the access routes for nuclear material were not modified. This was accomplished throug
observation of the dimensions of the storage and comparison with the design information.

After the new building was in place and the additional ponds built, the temporary wall betw
old part of the storage and the new part was removed. The C/S system was re-evaluated for
spent fuel storage building. The adequacy of the camera views was assessed, the integrity ¢
walls was confirmed during a walk-through and the absence of new penetrations was also col

During the entire expansion work, regular DIVs were conducted and the status of the expansi
storage ponds was assessed. Camera views were made suitable for the expanded spent fuel
applying a wider-view lens.
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FIG. 5. Temporary cover over storage pond. (Courtesy of TVO, Finland)
3.7.Scheduling of DIVs

IAEA access for DIV is provided for under paragraph 48 of INFCIRC/153 (Corr.)

, and

continues until the IAEA verifies and confirms that the facility has been decommissioned for
safeguards purposes. Under an additional protocol, the IAEA may carry out complementary

access to a decommissioned facility to confirm that status; this may include ac

cess to

facilities that were decommissioned before a State’s CSA entered into force. The IAEA may
carry out both DIV and complementary access to a facility during its decommissioning

process.
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DIVs are typically performed annually, and are often scheduled in conjunction with a routine
inspection (e.g. during a physical inventory verification or PI1V). The IAEA requires a good
understanding of the operator’s schedule, because some activities carried out at the facility
may need IAEA presence or monitoring, such as shipments of large empty containers (e.g.
empty shipping casks) to verify that they do not contain nuclear material. The IAEA will send
a notification for a planned DIV to the SRA, and the SRA then should notify the operator.
There may be a case where an operator might inform the SRA that a situation at the facility
might prevent the IAEA from carrying out the planned DIV. For example, during a
modification to a spent fuel storage facility, the ponds are covered to ensure nothing
accidentally falls into the pond. In such a case, the IAEA would be unable to verify the
capacity of the ponds. The IAEA, SRA and operator can work together to determine how best
to respond to such a situation.

The IAEA’s notification describes the scope of the DIV. A pre-meeting on the first day of the
DIV provides an opportunity to discuss the planned activities, establish a shared
understanding, and identify the support needed to facilitate the IAEA’s work. When detailed,
relevant information is provided in the DIQ, the IAEA can effectively and more specifically
define the activities it plans to carry out and the associated locations. When the IAEA can
specify the activities clearly, the operator has an easier task to support the IAEA.

3.8. State support to DIV activities

The cooperation and support of the SRA and operators are very important during DIV. Some
support that is particularly important to ensuring smooth implementation of planned activities
includes:

* Providing the requested information at an adequate level of detail and in a timely
manner;

« Providing experts that are needed to meet the objectives;

« Working in a cooperative spirit, recognizing that everyone is learning;

« During particularly busy times in the construction process (such as cold testing or
preparing for commissioning), identifying people that are available to work with and
assist the IAEA inspectors;

« Providing timely updated schedule information to facilitate verification or
examination activities; and

« ldentifying key milestones (also called hold points) in the schedule where a
comprehensive review by the SRA and IAEA will be important to ensure safeguards
objectives have been adequately addressed.

The operator plays an essential role in supporting DIV by providing information such as an
updated facility layout, floor plans and site plan, and by assisting the IAEA inspectors in

gaining access to meet the objectives of the DIV. The IAEA may use some equipment during
a DIV that is not typically used during inspections.
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3.9. Benefits of effective State-IAEA cooperation during facility construction

Effective IAEA-State cooperation during DIE and DIV for a facility under construgtion
results in aroptimized safeguards approactthat facilitates installation of IAEA equipment
at locations most suited to the process specifics, and facilitates the cost efficient
implementation of safeguards.

The importance of addressing safeguards early in the facility design process is a fundamental
tenet of systems engineeringand is encouraged in tHéuclear Power Plant Exporters’
Principles of Condugtwhich is an industry code of conduct aimed at enhancing national and
international governance and oversight, and incorporating best prattices.

4. |IAEA ACTIVITIES IN STATES - INSPECTIONS

The IAEA may conduct three types of inspections pursuant to comprehensive safeguards
agreements — ad hoc, routine and special inspections.

4.1.Ad hoc inspections

Ad hoc inspections are carried out to verify information in connection with the initial report
on nuclear material, or to verify nuclear material before it is exported out of the State or upon
receipt in an importing State. Such inspections may be carried out before and after Subsidiary
Arrangements have been concluded between the IAEA and the State. During ad hoc
inspections the IAEA has the right of access to any location where nuclear material is present
in order to confirm the initial report of nuclear material and identify and verify changes in the
situation which have occurred since the date of the initial report.

4.2.Routine inspections

Routine inspections are conducted after the Subsidiary Arrangements have been concluded
and specific provisions for MBA structure, KMPs, strategic points and other specifics are
established. Access for routine inspections is limited to strategic points specified in the
Subsidiary Arrangements (Facility/LOF Attachments) and to accounting and operating
records. Routine inspections may be announced or unannounced. Announced inspections are
notified to the State pursuant to paragraph 83 of INFCIRC/153 (Corr.).

The IAEA periodically communicates to the Stategésieral programme of inspectiongo
help minimize impacts on the facilities.

® INCOSE, 2007, Systems Engineering Handbook — A Guide for System Life Cycle Processes and Activities,
Version 3.1. Seattp://www.incose.org/ProductsPubs/incosestore.aspx.
% The Nuclear Power Plant Exporters’ Principles of Conduct are available online at www.nuclearprinciples.org.
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Advance notification is transmitted to the SRA in most cases one week before the inspection,
but it can be from a month to 24 hours in advance or less, or unannounced, depending on the
facility type and what has been agreed for that facility.

Example: For an announced inspection at one State’s research reactor that uses low enriched
uranium fuel, a fax and email are sent by the IAEA through the official channel at least ong week
before the inspection. Announced inspections at this reactor usually occur more than a year apart
from one another. When the notification is received, the SRA contacts the operator of the fesearch
reactor immediately and because the inspections occur so infrequently, the SRA discugses the
expected activities with the safeguards manager at the reactor and answers any questions in advance.

4.2.1. Unannounced routine inspections

Unannounced routine inspections may be carried out as provided for in paragraph 84 of
INFCIRC/153 (Corr.). The relevant provisions are typically specified in a Facility
Attachment. Sometimes facility-specific procedures will need to be developed to support the
conduct of unannounced routine inspections, because providing access for IAEA inspectors
without advance notification will often require a non-routine entry process.

Example: For some facilities, the IAEA inspectors arrive at the facility gate with a notification that is

presented to the facility operator. Access is then provided according to procedures that had been
previously approved by the SRA. This process required prior agreement to be reached Wwith the
operator that allows for the SRA’s functions to be delegated to a representative at the facility until the
SRA representative arrives.

In order for the IAEA to plan and conduct unannounced routine inspections, initial
discussions between the IAEA, SRA and operator are needed to agree on practical
arrangements to implement them. Procedures need to be established to support the
implementation of unannounced inspections, to ensure that all parties are aware of their roles
and obligations. Discussions with the operator help the IAEA to identify potential obstacles
and determine how unannounced inspections can be conducted at that facility.

A State may need to modify its laws to enable the implementation of unannounced
inspections. Although presence of a SRA during IAEA safeguards inspections is not required,
some States’ laws require that a SRA representative be present during all inspections. In such
a situation, unannounced inspections would be difficult if the SRA representative is not
located close to the facility or has not designated a point of contact at the facility (e.g. a
resident representative) that could accompany IAEA inspectors during unannounced
inspections. The law may need to be amended to allow the facility operator to act as the SRA
representative until the SRA representative reaches the facility. Initial discussions between
the IAEA and the SRA regarding implementation of unannounced inspections will include a
review of any legal constraints; in several cases, States have modified their legislation to
facilitate the implementation of unannounced inspections at certain facilities.

Once procedures are in place, a transition period for the implementation of unannounced
inspections is beneficial and may include field trials. In some cases, surveillance equipment
may need to be installed at the facility, in which case the IAEA, operator and SRA can
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discuss a practical timeline for starting the implementation of such inspections in a routine
manner. The operator’s ability to provide timely information, access and technical support are

all critical to the successful implementation of unannounced inspections.

During the transition period for unannounced inspectibekl trials have been used to te
the process, to help ensure that when inspectors arrive at the facility without advance
the operator is able to facilitate access within the agreed timeframes. During field trig
operator can assess its ability to provide timely access and support the implement
unannounced inspections.

st
notice,

als, the

ation of

Field trials also serve asnaechanism to identify issueshat need to be resolved. Once there
is confidence in the outcome of field trials, the transition can be made to full implemenl:ltion.

Implementing unannounced inspections in a State could result in an overall reduction in the

frequency of routine inspections and a reduced impact on facility operations.

Example: Prior to the implementation of unannounced inspections in a facility, considerable
effort was spent in verifying the transfer of spent fuel to dry storage at reactor sites. P
implementing unannounced inspections, all transfer activities at reactor and dry storagg
required the continuous presence of IAEA inspectors. Resources were further strained in the
unforeseen breakdown of facility transfer equipment. Without knowing when equipment cou
back on line, the IAEA inspectors either returned to the office or remained on “stand-by” f
duration of the equipment repair which could take many days or even weeks. With the implem
of unannounced inspections, considerable resource savings were realized for both the IAEA
SRA/operator while maintaining the effectiveness of safeguards implementation.

To ensure the successful implementation of unannounced inspections, it is important
the following elements in place:
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Agreed procedures (practical arrangements) are established and adhered to by the
SRA, operator and IAEA and are exercised periodically (especially in cases when a
long period of time may pass between IAEA inspections);

Necessary surveillance equipment is installed properly and an electronic mailbox
reporting system is used (or equivalent form of information transfer); and

Entrance procedures and internal communications facilitate access and support short

notice access.

Example: Major benefits to the State in the case of the example described above are liste
Considerable cost savings were realized for the SRA, the operator and the IAEA, while mai
the effectiveness of safeguards implementation, including:

1. The replacement of the continuous presence of IAEA inspectors during transfer campaig
combination of measures including surveillance, remote monitoring and unanng
inspections;

2. With a reduced inspector presence on site, the operator's resources were otherwis
providing access, escorting and supporting IAEA on site activities were allocated to
priorities;
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3. The operator no longer had to wait for IAEA inspectors to arrive to perform routine transfer
activities; transfer activities were instead communicated in advance using an electronic mailbox
reporting system; and

4. Last minute changes to the transfer schedule and equipment maintenance were communicated in
near-real-time using an electronic mailbox reporting system, thereby ensuring the IAEA was
aware of on-going activities without having to be present in the field.

4.2.2. Short-notice routine inspections (SNRISs)

SNRIs are routine inspections that are scheduled by the IAEA using randomization methods,
and with short notice to the SRA/facility (typically less than 48 or 24 hours, but as agreed
between the IAEA and the SRA in advance). SNRIs are extensively used at fuel fabrication
plants, to enable the IAEA to verify nuclear material transfers in and out of the facility
(inventory changes) efficiently and effectively. The implementation of SNRIs requires the
facility operator to provide declarations to the IAEA at an agreed frequency (normally on a
daily basis or as agreed with the IAEA) and to retain and make available for verification the
nuclear material at the facility for a period of time agreed in advance with the IAEA
(normally between 1 and 3 working days). Often these declarations are made using a secure
electronic mailbox system. The operator retains items that have been received or are planned
for shipment and are subject to verification (typically UF6 cylinders, UO2 powder, and
produced fuel assemblies or rods) for an agreed period of time after they are reported. More
information is provided in section 4.2.4 on the use of electronic mailboxes.

4.3.1AEA activities conducted during inspections

IAEA inspectors carry out verification activities during inspections in order to achieve
specific technical objectives, for example, to verify that there was no misuse of the facility
and no diversion of declared nuclear material. Inspectors typically verify the nuclear material
inventory by reviewing the facility nuclear material accounting documentation (reports and
records); selecting items for verification using statistical random sampling techniques; and
performing activities to confirm that there was no misuse of the facility. The following kinds
of activities are carried out during inspections:

» Checking consistency between facility records and submitted reports;

* Verifying nuclear material in the facility, identifying items and their location (see
Figure 6), performing NDA measurements, collecting samples for analysis;

* Confirming the calibration of operator measurement systems;

» Servicing containment and surveillance (C/S) systems and unattended monitoring
systems, and verifying the sealing systems;

» Taking environmental samples (see Figure 7) and samples for destructive analysis;
and

» Checking the operational status of the facility.
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FIG.6. Identifying items and their location FIG.7. Taking an environmental swipe sample

It is helpful for operators to be familiar with the IAEASafeguards requirementdor their
facility type. The IAEA ‘safeguards by design’ guidance series explains some of the

safeguards measures that might be applied at various facility types. These documents can be
found at http://www.iaea.org/safeguards/resources-for-states/additional-documents.html.

The verification measures during unannounced and announced inspections are generally the
same but some activities may differ depending on the facility type and the technical
objectives of the inspection. Inspection activities conducted at a research reactor could
include, for example:

* Examining the accounting reports (general ledger, list of itemized inventory, material
balance report, physical inventory listing, inventory change reports and the related
source documentation);

» Checking the operating logbook of the reactor which indicates the power, duration of
operation, and the fuel core map and the spent fuel pond;

» Checking the target irradiation records (to show where targets had been placed, how
long they had been irradiated, when they were removed);

» Performing measurements using Cerenkov viewing device in the core or spent fuel
pond or selecting some fuel elements for performing NDA measurements (using
equipment such as is shown in Figure 8);

» Servicing cameras (see Figure 9) and checking or replacing seals;

» Carrying out criticality tests;

* Verifying fresh fuel elements;

» Checking seals placed by the IAEA on fresh fuel that remain in storage.

FIG.8. Portable gamma NDA device
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4.3.1. Review of nuclear material accounting reports and records

During inspections, IAEA inspectors will review facility records regarding the nuclear
material inventory for each MBA. Facility operators will need to produce up to date
documentation in a timely manner. The manner in which documentation is provided (e.g.
accuracy, timing, content, format, structure) can have a significant impact on the duration of
the inspection.

Documentation that needs to be provided to inspectors includes the general ledger (this is
required irrespective of whether or not any inventory changes occurred in the material
balance period under review); the list of inventory items or LIl (also called an itemized
inventory list or IIL), which is provided immediately upon arrival of inspectors or in advance,

to enable inventory stratification for sampling and measurements; and the source documents
that provide the basis for inventory records (such as shipping manifests and measurement
results).

The Nuclear Material Accounting HandbodkAEA Services Series 15) provides detailed
guidance regarding accounting, and information is also provided irSilReGuide on
Provision of Information to the IAEA

When providing documentation to inspectors, the facility operator should clarify which
inventory changes are reflected in the reports and records and which have yet to be updated in
the facility’s system of accounting for and control of nuclear material. In many cases, the
inventory changes that have occurred one day prior to the inspection may not be reflected
until the system is updated (which could occur overnight with a 24 hour delay, for example).

It is useful for IAEA inspectors to receive inventory data in an electronic format, to facilitate
the development of a sampling plan. For lists with a variety of items, it is particularly helpful

if the electronic data can be provided in advance (e.g. a day before the inspection) so the
inspector can stratify the inventory to create a sample plan. It is useful if the facility or SRA
provides the list of inventory items (LIl) to the inspectors with the items that belong to a
particular stratum grouped together. A map of the facility showing the locations of items on
the LIl is also needed to help the inspectors organize their measurement activities, and can be
provided when the inspectors arrive on site.

Depending on nuclear material items and storage characteristics, inventory lists may have
multiple levels. For example, a list might initially be provided at the level of boxes, where
each box contains several fuel bundles, and each bundle contains several fuel rods. The list of
items in a particular box would be requested by the inspector if that box was selected for
verification. Some reports generated by the operator contain hundreds of pages of records,
and may take a considerable amount of time to generate.

Some reports depend on calculations such as determining the burn-up of spent fuel
discharged from a reactor in order to account for its plutonium and uranium content. The
operator may need to provide the results of these calculations to the IAEA as soon as they are
completed. Other data that is readily available should be provided immediately.
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The operator needs to supply a range of supporting documentation for evaluation of
information contained in the accountancy reports. For bulk handling facilities there can be
many different methods for determining nuclear material amounts, including sampling and
destructive analysis, non-destructive assay, weighing and volume measurements. A range of
documentation must be supplied to aid verification activities. Appropriate quality checks on
the accountancy calculations and the documents supplied should be carried out before
transmittal to ensure completeness and consistency.

Operators may benefit from establishing an information-sharing mechanism with the SRA
and/or IAEA, such as an electronic mailbox or shared virtual network. Information, such as
that listed below, can then be securely and quickly transmitted to inspectors prior to, or
during, the inspection:

» Site plans and building layouts;

» List of inventory items (LII);

* Accounting records and book balances;
» Pond maps and visual representations of areas;
* Scale (weight measurement) printouts;
» Calibration curves;

* Lab sampling records;

* Flow sheets calculation;

* Non-destructive analysis results;

» Calibration certificates;

* Measurement control programmes;

* Plant estimation calculations;

* Quality control information; and

* Technical papers.

4.3.2. Evaluation of an operator's measurement system

Nuclear material accounting involves accurate and precise measurements of nuclear material
guantity, isotopic and elemental composition, volume, and other characteristics. Paragraph
32(a) of INFCIRC/153 (Corr.) requires States to establish a measurement system for the
determination of the quantities of nuclear material received, produced, shipped, lost or

removed from inventory, and quantities on inventory. The measurement quality should meet

current international quality standatisDuring IAEA verification activities, the performance

of the operator’s accounting and nuclear material measurement systems is evaluated.

All facilities where measurements of nuclear material are made should ha@&sarement
quality control programme in place.

1 Zhao, K. et al, International Target Values 2010 for Measurement Uncertainties in Safeguarding Nuclear
Materials, STR-368, IAEA, Vienna (2010).
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The measurement control programme needs to be established and audited before the facility
starts operating or before a piece of measurement equipment is used operationally. The
system needs to undergo comprehensive testing using certified reference materials in order to
determine the actual measurement uncertainties associated with the methods used at the
facility. Procedures for calibration should be prepared and provided to the IAEA for
evaluation. The technical documentation that explains the derivation of the declared
uncertainties should be maintained.

Through the facility’s operations, the measurement systems must be maintained and
calibrated. The SRA might establish a license requirement for the nuclear material
measurement control programme to comply with relevant ISO quality standards or more
specific standards, such as the ANSI N15 sErid@he DIQ is used for reporting to the IAEA

the measurement uncertainties and approaches for each measurement method used.

Facilities should strive to achieve appropriate measurement performance, as specified in the
relevant international standards and target values. The procedures and activities should be
documented and maintained, to ensure that measurement processes generate results of
sufficient quality for their intended purpose.

A measurement control programme should include descriptions of processes, roles and
responsibilities, training and qualifications, development and use of models, calibration
methods, statistical analyses, records and reports, inventory calculations and quality control.
Additional details can be considered for understanding the system, calibration, routine
operation measurements, verification, control charts, non-conformance and physical
inventory measurements. It is recommended that all measurement control programme
documentation is technically defensible, peer reviewed and traceable to international
standards.

4.3.3. Use of containment and surveillance (C/S) measures

The IAEA makes extensive use of C/S systems in implementing safeguards. The use of C/S
systems reduces the amount of verification activities in the field by maintaining continuity of
knowledge on previously measured nuclear material. C/S systems are used to freeze the
nuclear material and/or monitor an operational situation in a facility in order to detect
possible misuse of the facility. C/S measures and the use of seals are discussed in detail in
Chapter 7.

Example: Some operators maintain a schematic diagram of where IAEA seals are applied in the
facility, so that it is easy to see where seals are removed, attached and replaced.

It is sometimes necessary to adapt containers or facility ‘fix@dments to allow for the
application of seals (that may require drilling holes for example). Such activities require the
support of the SRA and facility operator and may impact container certification. This takes a

2 The primary standards related to nuclear material measurement control include ANSI N15.41 and N15.51.
13 For the application of seals, the IAEA prefers large fixed structural elements of the facility, which are difficult
or impossible to modify or move.
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long time, and should be avoided, by considering sealing requirements when designing or
selecting a container.

4.3.4. 1AEA use of secure electronic mailbox systems

In some facilities, to enable the use of less frequent, randomized, unannounced or short-
notice routine inspections, the IAEA and the State work together to implement a ‘mailbox
reporting scheme’. This involves the use of an electronic secure information repository
(called a mailbox), used by the operator to submit to the IAEA near-real-time data such as
inventory changes, operating records, schedules and other information. (A mailbox system
can also use a secure physical mailbox where paper printouts are deposited, although this is
not preferred by the IAEA.) While not obligatory, use of an electronic mailbox is necessary
to facilitate the implementation of SNRIs, which may allow efficiencies to be realized by
conducting fewer, and shorter, inspections. This system enables the IAEA inspectors to
retrieve information from the mailbox upon arrival (or in advance of arrival if the information

is securely transmitted to the IAEA) to support their verification activities.

The use of mailbox reporting is particularly helpful to achieve efficiencies at facilities where
inventory changes are frequentsuch as a fuel fabrication plant, on-load reactor or gpent
fuel storage facility.

Encryption, time stamps and digital signatures are used by the IAEA to authenticate the
information submitted to the mailbox. In addition to inventory information, any data agreed
between the IAEA, the SRA and the operator may be submitted to the mailbox. Mailbox data
can be transmitted by the operator from the mailbox directly to the IAEA, or from the
mailbox to the SRA who then forwards it to the IAEA, or the data may be sent
simultaneously by the operator to the IAEA and to the SRA.

Secure electronic data transmission (e.g. encrypted and digitally signed emails or
attachments) protects sensitive information

For supporting unannounced inspections or short notice random inspections (SNRIs), an
agreed ‘retention period’ is assigned to nuclear material in the facility. In such a case, the
material is held by the operator for a specific period of time prior to being moved to another
location. This creates a window of time in which the IAEA has the opportunity to send an
inspector to the facility to verify the nuclear material and that the activities being performed
are consistent with the latest mailbox submission.

The information submitted to secure electronic mailbox should be near-real-time and
include up-to-date production schedules, shipping dates and transfers. This ensures| that the
IAEA has an accurate understanding of the operating conditions of the facility at all times.

The scope and level of detail of mailbox submissions should also be agreed between all
parties ahead of time and documented in facility procedures to ensure smooth and consistent
implementation. The volume of information submitted through the mailbox can result in
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information management difficulties for both the operator and the IAEA, so discussions are
useful to agree on the information required and the documents to be submitted.

Mailbox data transmission relies on a functioning network, so when a network outage occurs,
all parties should have contact information for technical support to resolve the issue as
quickly as possible. Traditional means of communication (telephone, fax) should be
maintained as a backup for situations where submission to the mailbox is not possible.

4.3.5. IAEA measurements of nuclear material

IAEA verification activities include the performance of independent measurements of nuclear
material in item and bulk form. The IAEA inspectors weigh items using scales, perform non-
destructive assay measurements (such as gamma spectroscopy and neutron coincidence
counting) and carry out destructive assay measurements using analytical chemistry
techniques in a laboratory.

The nuclear material items, the stratification approach and the batches at a facility, as well as
the associated measurement methods and units, are specified in the Facility Attachment. The
results of IAEA measurements are not typically shared with the SRA or operator unless there
appears to be an issue which requires resolution. Notwithstanding, the State is informed by
the IAEA of the results of inspections and the conclusions it has drawn from its verification
activities through paragraph 90 (a) and (b) of INFCIRC/153 (Corr.) statements.

INFCIRC/153 (Corr.) Paragraph 7

... The Agency's verification shall include, inter alia, independent measurements and observations
conducted by the Agency in accordance with the procedures specified in Part Il below.

Like facility measurement programmes, the IAEA measurement methods also require quality
control, calibration and determination of associated uncertainties which requires the
procurement of certified reference standards. To calibrate NDA instruments, the IAEA
sometimes uses fuel pellets or well characterized items at the facility as reference standards.
The IAEA may also bring its own reference standards (weight standards as well as certified
NDA standards) which may be stored at the facility under IAEA seal.

To use statistical sampling, which allows the IAEA to measure a randomly selected subset of
items from a larger set with similar characteristics, the IAEA must stratify the inv&htory
The IAEA defines the strata of a facility’'s nuclear material inventory as part of the DIE
process. The facility should notify the IAEA whether any operational process issues may
have occurred which could result in the production of nuclear material in a form that is not
within the defined strata for the facility. Operating records that explain and document the
operational issue should also be provided.

1 Inventory stratification is explained in IAEA Services Series 15 in section 4.5.6.
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Example: A facility operator helps the IAEA inspectors to prepare sample plans in advance of the
inspection by providing an electronic inventory listing that groups the items and batches by the
IAEA’s defined strata. This allows the verification activities to begin immediately when inspectors
arrive at the facility. To reduce the time spent generating reports, the documentation includes only the
data necessary to support the IAEA during that particular inspection. Other documentation is
produced upon request or submitted at a later date after the inspection.

Section 4.3 provides additional information regarding preparing an inventory for IAEA
verification. TheSIP Guide on Provision of Information to the IARAvides more detailed
guidance regarding operating records, nuclear material accounting data and related topics.

4.3.6. Destructive analysis

To verify nuclear material, the IAEA measures a representative sample of the inventory of
material in each stratum. The samples must be homogenous; representative of the stratum
from which they are taken; collected in accordance with the approved procedure; packaged,;
labelled; and shipped. Figure 10 shows samples stored at the IAEA’s analytical laboratories.
Uncertainties in the measurement results can stem from each of these steps so controlling
them carefully is important to the IAEA’s ability to achieve its measurement objectives.

IAEA inspectors do not take samples themselves; rather, they request that the samples are
taken by the facility operator and observe the sampling process to ensure it is carried out in
accordance with procedures. The results of measurement of each sample are applied to the
total quantity of nuclear material in the stratum from which the sample was taken, for the

purposes of verifying the operator’s declaration.
I \Q

SR U e

JURLLLL
il

FIG.10. Samples stored at the IAEA laboratories ©IAEA; Dean Calma

Samples are often subdivided, with part of the sample retained at the facility as an archive
under IAEA seal. When the measurement results are satisfactory for the measured sample,
and the IAEA notifies the operator, the archive sample can be returned to the process.

Example: Each facility should establish a system for logging and archiving samples. Samples should
be retained as necessary to meet the IAEA’s needs while also minimizing the inventory of material in
archived samples by alerting the facility when the retention period has expired.

The IAEA may provide information to the SRA or operator about the performance
requirements for the scale used at the facility to weigh the sample and the item from which it
was taken. The scale used at the facility to weigh the sample when it is collected should be
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capable of a similar level of performance as the scale used by the IAEA’s laboratory, to avoid
substantial differences due to scale uncertainties.

Sometimes an SRA takes a sample from the same stratum as the IAEA (when national
inspections are carried out in parallel with IAEA inspections.) The SRA may then measure
the sample for its own purposes, or retain it for future analysis. In case there is a problem
with the IAEA’s results, the SRA’s results may be helpful in resolving the issue. Annex 3
provides an example of a case where SRA sample analysis was helpful in resolving such an
issue. Chapter 7 provides additional information about shipping IAEA samples.

4.3.7. Environmental sampling

The IAEA may collect environmental samples during inspections, DIVs or complementary
access. Environmental samples are typically collected on a square of cotton material, by
wiping the material over various surfaces. They may be collected from any surface, such as a
vent grate, the top of a filing cabinet, or the walls of a hot cell. Figure 11 shows a typical
swipe sample protected inside a clear plastic bag.

Some swipe samples may have radioactivity that exceeds the threshold for routine transport
and therefore require special packaging, handling and shipping by the operator (and may
require the involvement of a licensed contracted shipper). Other samples will not have
detectable activity and may be carried back with inspectors to Vienna for analysis.
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FIG.11. Swipe sample kits are received, logged and analysed at one of the IAEA’'s Network of
Analytical Laboratories. © IAEA, Dean Calma.

All swipe samples will need to be surveyed to determine how they will be handled. The
survey instrument needs to be accurate enough to ensure the samples are correctly
characterized. Multiple replicate swipe samples are typically collected from one location and
a sample is left for storage or archiving at the facility. Some SRAs also retain a sample to
assist in resolving any issues that might occur in the future.

4.4. Specific provisions for inventory taking and verification

IAEA physical inventory verification follows the physical inventory taking by the facility
operator. All nuclear material present in a facility must be made available and accessible for
verification. To achieve this, all nuclear material needs to be located in accessible areas, plant
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hold-up reduced to acceptable levels and appropriate measurement capability made available.
All operating records must be available upon request to verify any nuclear material that
remains in the process equipment, lines, filters or other locations. The operator should
maintain these records and be able to produce them upon request from the SRA or IAEA.
Quantifying the material in process may involve activities such as grouping similar containers
together, emptying vessels, sampling, measurements and performing quality controls.

Annex 4 provides example procedures used by a State in preparing for a PIV at a bulk
handling facility. Some recommendations regarding PIT are provided below.

Example: An operator establishes a PIT plan that includes measurement quality targets (i.e.| targets
for precision and accuracy) for each key measurement point. The plant is required to meet those
targets during the inventory. The quality targets are determined by the person responsible for
safeguards at the facility (safeguards officer) and approvesebyor management. The PIT plan|is
communicated to all relevant teams including production programmers, outage coordinators,

material controllers, and accountancy and transport teams. These teams work in a coordinated way
to ensure that the nuclear material is controlled to create optimal conditions for measurements. If the
targets cannot be met, a senior facility manager provides the IAEA and SRA with an explanation prior
to the PIV and supplies information regarding the measurement performance achieved.

The following example contains general recommendations regarding inventory preparations
for bulk facilities. A subset of these recommendations may be applicable for item facilities.

1. All nuclear material storage locations shall be clearly marked (or shall be easily derivable from a
physical data point).
2. All storage containers holding nuclear material shall be segregated from those that are empty and
shall be uniquely identified.

3. Where items containing nuclear material are stored, there shall be a storage density and
configuration which allows access to all items for verification.

4. Nuclear material movement shall be minimized as possible for the duration of the PIT and the
presence of all nuclear material recorded accurately.

5. The stock position at the time of PIT shall be maintained until the PIV is complete. Any déviation
from this practice will be justified and documented.

6. Nuclear material contained in every item on the list of inventory items (LII) must be justified
through a complete, correct and accurate documentation that will contain all information needed for
verifications and will be made available in a timely manner.

7. All instruments used for nuclear material measurement at KMPs shall be calibrated and records of
recent calibrations and derived measurement uncertainties must be available. Quality control records
shall exist for all KMPs to assure nuclear material measurement integrity.

8. A measurement control programme shall be in place covering all KMPs within each accouyntancy
area.

9. The amount of nuclear material held in any process area (tanks, etc.) will be minimized. Here are
some examples:

- Nuclear material in the process area shall be converted to a measurable form and/or transferred to
a suitable measurement location.

- If the process lines cannot be emptied, then the estimated nuclear material amount remaining
including, e.g. operating records of tank filling (volumes, concentrations), should be provided to the
inspectors to evaluate the amount of nuclear material remaining in process.

- Where nuclear material inventory is stored in vessels, the best calibrated tanks shall be used where
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practicable. A good practice is to transfer nuclear materials from process tanks to the instrumented
tanks with the best measurement quality before the PIT.

- Nuclear material for which accounting values have not been established shall be homogenised,
sampled and analysed if technically feasible.

- Sample results to be used in the LIl shall be obtained and managed in a timely manner such that
quality assured values are used for the PIT.

- Where the above is not practicable, or nominal values are declared on an LI, then a technically
justified reason shall be provided and a technically justified estimate shall be used with supporting
information provided.

- Confirmation shall be sought that vessels without a sample point are suitably washed out to ensure
that nuclear material holdings are as low as possible at inventory.

- Considerations for minimizing in-process inventory include: unexpected maintenance requiréments;
radiation dose limits for staff; start-up requirements of the plant; and the upstream/downstream
availability of plants.

- In the event there is a problem with inventory preparation, IAEA will be informed in a timely
manner and appropriate measures to resolve the difficulty and to allow the fulfilment pf the
safeguards requirements will be discussed and agreed.
10. When these plant conditions are not met a written justification and explanation will be provided
by the operator’s senior management in advance of PIV.

5. IAEA ACTIVITIES IN STATES — COMPLEMENTARY ACCESS

Complementary access may be carried out by IAEA inspectors pursuant to an additional
protocol as provided for in INFCIRC/540 (Corr.). When complementary access is performed
IAEA inspectors may carry out the activities set out in Article 6 of the additional protocol to
achieve the objectives set out in Article 4 of the additional protocol. To facilitate
complementary access, it is helpful for the SRA to understand the objectives of the IAEA
request for access and the locations to be accessed in order to meet the objectives. The IAEA
may send requests for clarification of a question or inconsistency, which may be followed
later by a request for complementary access.

5.1.IAEA activities during complementary access

The IAEA uses a variety of tools and techniques in order to meet the objectives of
complementary access. Inspectors may, for example:

 need to take photographs as part of visual observation;

» collect environmental samples;

» collect other samples;

» use radiation detection and NDA measurement devices;

» determine the characteristics of non-nuclear material (using other objective measures
such as X-ray fluorescence or Raman spectroscopy);

15 During the negotiation of the Mod@éldditional Protocol, in response to comments made by Member States as to what

was covered by “visual observation”, the Secretariat informed the Member States that it “might involve the taking of
photographs”. (See GOV/COM.24/0OR.32, paragraph 106).
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* examine records related to quantities or origin or description of material,
* interview operators; and
» apply seals or other tamper indicating devices.

Example: When the IAEA takes photographs during complementary access, a copy of the image file
may be retained by the SRA and the operator while the IAEA takes the original back to Vienna or
keeps it at the location under IAEA seal. This practice helps to ensure that the security office of the
facility is able to retain information about what photographs have been taken by the IAEA while also

helping the IAEA to meet its objectives.

5.2. Notification

Normally, complementary access will be requested with an advance notification of at least 24
hours. However, in case the IAEA is conducting a DIV or an inspection at a facility (ad hoc
or routine), the IAEA may request complementary access to any place on that same site and
the period of advance notice will be at least 2 hours, but, in exceptional circumstances, it may
be less than 2 hours. In all cases the advance notice will be in writing and will specify the
reason for access and the activities to be carried out during such access.

Example: a complementary access took place for the first time at the site of a research reactgr with a
two hours advance notification, in conjunction with a DIV at that location. The buildings that had
been subject to the CA included waste treatment and storage buildings located on that dite. The
notification was provided to the SRA by the IAEA inspector and to the site representative
simultaneously during a meeting held on the second day of the DIV, during that day’s apening
meeting. The notification was a letter signed by the Director of Operations Division. The notification
listed the purpose of the CA (to assure the absence of undeclared nuclear material and activities) and
the activities the IAEA planned to carry out (visual observation, including taking photographs; and
interviewing staff).

The purpose of complementary access at facilities that have been decommissioned before a
CSA entered into force is to confirm, for safeguards purposes, the decommissioned status of
the facility.

5.3.Managed access

Article 7 of INFCIRC/540 (Corr.) provides for managed access. States are required to notify
the IAEA in advance when the use of managed access is anticipated. The IAEA requests that
the reason for managed access be explained in the relevant AP declaration(s).

Managed access should be used to prevent the dissemination of proliferation sensitive
information, to meet safety or physical protection requirements, or to protect proprietary or
commercially sensitive informatidfi.An example of managed access is the designation by
the operator, based on arrangements made with IAEA, of the routes to be followed on a site
to prevent the exposure of inspectors to high levels of radiation, or to protect proprietary
sensitive information associated with certain equipment.

18 See AP, Article 7.a.
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Example: In some cases, the operator may have internal policies concerning the taking of
photographs by the IAEA during complementary access. IAEA inspectors and facility representatives
may consult on the way photographs can be taken to fulfil the objectives of the complementany access
without compromising internal security requirements. At one location, a procedure was estaplished
whereby security personnel escorted the IAEA inspectors during the complementary accéss, and
helped to ensure the requested photographs were taken in a way that met the IAEA’s negds while
avoiding objects or areas that would pose a security risk. The security personnel and the IAEA then
reviewed the photographs so that the security personnel could confirm that the pictures did not
adversely impact security.

Constructive dialog between the SRA, operator and IAEA helps to ensure that the objectives
of the access can be met while respecting security and health and safety requirements of the
operator.

Managed accesshould not hinder IAEA inspectors or prevent them from fulfilling thg
purposes of the complementary access.

A%

5.4. Considerations for CA with twenty-four hour access

For complementary access that is not in conjunction with an inspection or DIV, the
notification will typically be provided with an advance notification of at least 24 hours. This
time period would normally be sufficient for the SRA to notify the operator of the associated
location and make the necessary travel and logistical arrangements. However, some locations
may pose logistical complexities. These include remote locations (such as uranium mines),
commercial locations with no government funding/regulation, and decommissioned facilities
that have been converted and used for non-nuclear purposes.

Example: To reach a uranium mine in one State, the notification time is typically longer than 24
hours to accommodate the chartering of a flight, arranging for four-wheel drive transportation to

cope with unpaved roads, and arranging for accommodation in the nearest town centre (which is
more than 100 km from the mine). Another complication is winter conditions that make driving
dangerous, and a constant risk of collisions with wildlife during other seasons. The IAEA and|SRA in
this State worked out logistical approaches to facilitate access. Chartered flights are used to fly to
and from the mine from the town centre so that the access is carried out in one day.

For commercial locations that are not government funded, which may include some research
and development activities that are declared under Article 2.b.(i) of the additional protocaol, it
may be necessary to explain complementary access (purpose, scope, expectations of the
proprietor) in advance to alleviate concerns about release of sensitive information and to
make arrangements for access. In exceptional cases, the SRA may need to request the
assistance of local police to facilitate the access. The SRA should anticipate the need for
arranging access and ensure the regulatory authority is sufficient.

Complementary access to the site of a decommissioned nuclear facility may require some
logistical planning and forethought. The facility may have been converted to an entirely non-
nuclear-related enterprise, such as an electronics manufacturer. The new occupants may not
be acquainted with radiation detection equipment, cameras and IAEA inspectors.
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Example: In one State with a shutdown nuclear power plant, the IAEA requested complementary
access with 24 hour advance notice. The notice was provided toward the end of a working day and all
of the staff at this location had gone home. The SRA arranged for transportation, informed the
facility’s office in the capital and arrived at the facility to assist the IAEA. To prevent this sitlation
from happening again, the SRA and IAEA agreed that notification for this kind of location wauld be
made early in the day to increase the probability that staff would be available to assist.

The SRA can help alleviate concerns by informing the organization about the purpose of
complementary access, the nature and mission of the IAEA, and the objectives of the access.
The ability to carry out successfully a complementary access at remote locations requires
cooperation between the IAEA, operator and SRA. By planning ahead and discussing
possible issues, the SRA and the IAEA can work out practical arrangements that meet the
needs of both organisations. A case study describing one State’s efforts to facilitate
complementary access with 24 hour advance notification is provided in Annex 5. Annex 6
provides an example of the processes and procedures used by one State in facilitating
complementary access.

5.5. Considerations for complementary access with advance notice of two hours or
less

Two hours advance notice is provided for complementary access to sites where ad
hoc/routine inspections or DIV is taking place. In exceptional circumstances where the
objective of the access could be jeopardized if two hours have passed (such as a shipment of
some items would occur), the period of advance notice might be less than 2 hours. Access
may be requested to any place on that site. Occasionally, a large nuclear facility may have
buildings on its site that are not necessarily readily accessible by the operator. Access to some
buildings may be controlled by a third party company, so the site representative (the
individual identified by the SRA as responsible for all safeguards-related matters at the site)
should work out arrangements for access. Sometimes a security department has keys for all
buildings and may be helpful in this respect. It may also be necessary for the site
representative to brief the third-party contractors about IAEA safeguards and the purpose of,
and potential for, a complementary access.

Two hours advance notice requests for access are not predictable, but in certain cases the
operator might anticipate the possibility of a 2 hours access request. For example, a request
may be anticipated in cases where the operator recently declared important changes in its
additional protocol Article 2.a.(iii) declaration, or recently received requests for clarification
under additional protocol Articles 2.c. or 4.d. Once the IAEA has made the request for 2
hours access, the operator and inspectors will need to immediately discuss the logistics of
achieving the objectives of the complementary access. The IAEA will not provide any results
or conclusions after the access; analysis is required to evaluate the information gathered
during the access before any results can be reached.

Table 2 summarizes the kinds of activities carried out during complementary access.
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Example: Mock access (carrying out a complementary access exercise) has been useful for
IAEA and the SRAs in several States, to test the notification procedures, the follow-up
notification, the access process for all buildings on the site (including those controlled by
parties), to familiarize facilities and other locations with the process and purpose of complen;
access, and to walk through the kinds of activities that can be conducted. These mock access
can also be used to share the experiences gained in conducting complementary access
locations in the State. Complementary access exercises have been conducted as table top

and as field exercises. Sometimes a table top exercise is followed by a limited in-field exercisg.

6. STATE ACTIVITIES TO PREPARE FOR IN-FIELD VERIFICATION

6.1. General considerations in preparing for any type of IAEA in-field verification

both the
of the
third

lentary

activities
at other
exercises

IAEA inspectors must be able to access necessary locations to accomplish the objectives of

the in-field verification (i.e. inspections, DIV, CA). The inspectors’ access should n

ot be

denied, delayed or disrupted. SRAs and operators should coordinate with facility security,
operational and radiation safety staff to establish entry procedures that enable inspectors’

unfettered access to all necessary locations.

It may be helpful for the SRA to carry outh@ock inspection or field trial to test new o
revised procedures in advance of an actual IAEA access.

There may be situations in which personnel in charge of granting access are absent due to

meetings or business trips. Access will need to be granted in a timely manner i

n such

situations, so a facility may wish to designate alternate personnel or establish procedures to
define what preparations should be taken. If the requirements of the verification notification
are unclear, the SRA or operator should proactively seek additional information from the
IAEA. The goals of the inspection or other access, as well as the rights and duties of the
IAEA inspectors, the SRA and the operator staff, should be clear and unambiguous for
everyone involved. A case study on the roles and responsibilities of various individuals

involved in preparing for in-field verification activities is found in Annex 7.

Example: A facility operator has prepared a form and provided it to the IAEA to provide the 1
information to quickly grant access. Information requested includes: Name, Laissez-Passer

gender, laptop number, list of other equipment or items to be brought into the facility, heig
weight of the inspector, shoe size, head size, medical certificate and training. Providing infor
in advance on equipment brought by the IAEA not only speeds up clearing the equipment fg
but also facilitates removal at the end of the visit. Requesting the gender of inspectors h
facility to identify escorts.

Some facilities provide a badge that is valid for as long as an inspector is designated. R
alcohol and drug testing on a random basis may be required for inspetitanspector acces
through a security gate might be delayed by a line of other contractors or visitors, a ‘fast
approach for IAEA inspectors would be helpful.

eeded
humber,
ht and
mation
r access
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Random

D

lane’

34



sainseaw aAna3lqo 1ayi0

saainap Bunesipul

-1adwre) % BuiAuapl Jaylo B sjeas Jo uonesiddy
S32IASp JUBWAINSEaW pue UO0ID3lap uonelpel Jo asn

snyels
pauOISSILIWOI8P
ay1 Jo

Buidwes ejuswuolAug . lionese|dap s.are1s 4071/An10)
UONBAISSO [ensIA sinoy 93Ul WIUoD [uonele|oap arels Jaylo pauoIssIWwWo2aq
20T 'e'g 9PIR 89S | Yz ised| e ()'ay oL :(m)e | Jo uonewloyur ubisaq (meg
21SeM |[9A9)
-ybiy 1o areipaw.iaiul
sainseaw aAoalqo syl . 10 BUISS8201d
Buindwes ejuswuosinug . JaYLIN} 10 U0
awaded jo abueyd :(nn) ez
® uIblio ‘sannuenb 0] JueAsjal Spi0Jal JO UoRUILIEXT [eLarew
S92IASp JUBWAINSEAW pue UOIJ9ap UoneIpel JO 9S SenIAnoe pue pardwexg ”A_._>v.m.m
Buidwes va 7 vaN [eus1ew Jeajonu [eualew
Bununod way  » parejoapun 30In0S :(In)e'z (mn)eg
UONBAISSO [ensIA sinoy JO 82u8asge ay1lle|d uonesudadu0d pue -(n)e'z ul payioads
’0T g9 9pneass | pzisea|re (1)’ | ainsse o] (1) e | suiw wniueln ((A)e'g uoneooT :()eg
sainseaw aAdalqo 1IaylQ . uonoadsur aunnos
S92IAap Buneaipul 10 oo;.um .\>_D
-1adwre) % BulAlnuapl Jaylo % sjeas Jo uoneolddy . ynm uonounfuod saliAnoe pue
S9JIASp JusWaINsSeaw % UoNdalep uonelpel Jo 8sn - uIsinoy | [eusrew Jeajonu
Buidwes [eyjuswuoiaug o zi1ses e :()'qgvy paJejospun ‘dew ays
UoNBAIBSO [BNSIA o sinoy JO 8ouUasge ayl | pue a)s uo sbuip|ing als
’'0T e'g 9pNne 89S | pzises| e :(1)'qy | ainsse 0] :(1)e'y | jo uondussaq () ez |e uo ade|d Auy :(1)e'g
(uaym)
juswalels SalIAIOR PAMO|lY |  92110U 3dUBAPY (Aym) asodind (reym) suoneuejdag (818ym) UoNEI0T]

SaNIANDY SS920Y Alejuawa|dwo) Jo Arewwns g ajgel

35



(8 8oy

(Aejap 1noyum) D] Juens.ind Jayo arels) (s)uoneao)
"e'0T alels ayl yum paalbe se saninnoyanels Aq Jayo uodn alelidoidde sy arels Aq pauyloads [euonippy :'g
sainseaw aAndalqo 1aylIQ .
spJooal buiddiys pue uononpold Jo uoneulwexy .
S92IASp JUBWAINSEaW pue UOIJ3lap Uonelpel JO S
UONBAISSO [ensIA
:Aoua)sisuoaul 1o uonsanb ayl anjosal 10u Aouaisisuoaul
op s)nsal sisAfeue Huldwes [eIUBWUOIIAUS Tey) JUBAS ay) U| Juonsanb ‘q'G pue e'g ul
Buidwes peuswuoIAUT sinoy B 9A|0Sal v3av| | 01 paiiajal asoyl ueyl
'q'0T "e'0T "prg 9pIIe 89S | vz ises| e () y ol :(n)ev | Aq payoads uonedso paylo uonedo| Auy :0°g

.Q.o.—” _..m.o.—”

sainseaw aAo3lqo syl .

spJooal buiddiys pue uononpold Jo uoneulwexy .
S92IASp JUBWAINSEAW pue UOIIJ9]ap UoneIpel JO 9S
Buindwes ejuswuosnug .

UONBAISSOO [BenSIA

:'0°Q 9|oNJe 93s

sinoy
vzises| e (1)'qv

Aduajsisuooul
Juonsanb

B aAj0sal
oL:(mey

(Buissaooud

alsem ‘Buissasoidal
‘JuawiyoLIUd)

[elarew Jeajonu
Buipniour Jou QY
papunj Aja1enlld :'q'g
(poduir)

Il xauuy :(q) (x)eg
[elarew

paidwax3 :(In)e'g
(121moeINUeW)

| xauuy :(A1)e'g
[euarew (

Jeajonu Buinjoaul Jou
axy 91942 |any papuny
JuswiuIanog (1) e'g

B°G Ul 0} paliajal asoyy
1daox®) "g°z “(a)(1x)
ez ez ()ecu

payoads uonedo :q'g

36



6.2. Operational programmes

To the extent possible, the IAEA plans its verification activities to minimize disruption to
facility operations. Therefore, the IAEA needs detailed, accurate and timely information
about a facility’s operating and processing schedules, planned outages, maintenance activities
(particularly important for key equipment such as cranes or fuel handling machines), dates of
physical inventory taking, holidays and other key activities. Some information is provided at

a general level in the DIQ (e.g. length and times of work shifts, days of operation per week,
holidays observed, frequency of physical inventories, etc.), but specifics are provided
annually or more frequently as required.

The format and timing for providing and updating this information is discussed and agreed
between the IAEA and the SRA in the Subsidiary Arrangements. Depending on the facility
type and process characteristics, the information might be sent annually, monthly, weekly or
even daily, to support SNRIs or unannounced inspections. When an inspection takes place,
specific information about operations scheduled for that day is provided to the inspectors.

Example: An annual operational schedule is provided by the SRA followed by quarterly ypdates
submitted by the operator to the IAEA and SRA concurrently via an electronic mailbox system. The
format might be text, a specialized calendar or a project management ‘Gantt chart’, for example.

6.3. Facility-specific health and safety information including radiation protection

Information on facility-specific health and safety requirements and radiation protection
programme must be provided pursuant to the Subsidiary Arrangements, Section 3.2 of the
model Subsidiary Arrangements. States can expect inspectors to adhere to the rules and
restrictions, but it is the State’s responsibility to ensure the inspectors are aware of these in
advance of the inspection. This topic should be included in the pre-verification briefing and
provided in the DIQ.

The IAEA may bring radiation monitoring equipment to meet its own requirements, for
example to check its equipment for contamination prior to removing it from the facility. The
operator is required to ensure a safe working environment that is suitable for these activities
to be carried out.

Where new hazards or safety concerns may have recently developed, and there is a
foreseeablempact on routine safeguards work the operator/SRA should advise the IAEA
at the earliest opportunity, to allow all parties to work out an acceptable solution.

6.4. Facility-specific procedures

Safeguards approaches and activities vary from one facility type to another (due to factors
such as nuclear material forms, type, chemical composition and complexity of processes) and
in some cases, facility-specific safeguards procedures are prepared. The development of
facility-specific safeguards procedures benefits from early consultation of both the SRA and
the operator. The SRA, with input from the operator, can cooperate with the IAEA to help in
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the conceptualization and development of the safeguards procedures for different

facility

types. Operators are most familiar with the design and operation of an operating facility so
they may have useful suggestions on the feasibility of conceptual safeguards measures as
they may be applied in the field. For new facilities, the vendor will be helpful in discussing
safeguards approaches, as they are most familiar with the facility design. Such interactions
can be accomplished by holding meetings involving the IAEA, SRA, operator and vendor

throughout the development process.

Facility specific arrangements, procedures, and Facility Attachments contain information
about possible instances in which the State may not be able to fulfil its responsibilities due to
acts in the State outside of its control, such as an uncommon severe weather conditions,

accident, contamination event, natural disaster or act of war. This documentation may

foresee

such situations and describe procedures or approaches agreed between the State and the
IAEA that can facilitate the achievement of safeguards objectives under such circumstances.

6.5. Basic essentials for IAEA inspectors

IAEA inspectors are carrying out their work in facilities, and they require basic essential

support to meet their objectives.

Inspectors needa dedicated office space to work (a desk and chair), a power outlet, ir
connection, access to a bathroom, drinking water, some storage space, a change
printer and a paper shredder. While these sound quite simple, complications frequently

iternet
room, a
arise.

Inspectors are typically escorted while working at a facility. If the gender of the escort
the same as the gender of the inspector, then going into the change room, or providin

is not
g access

to a locked bathroom, may be very awkward. At several facilities, for safety reasons the

women'’s bathroom has an entry access code that is only known to women.

Example: If the inspectors’ work area is also used to store IAEA equipment racks with serv
other instruments, the heat generated by these units can create an inhospitable work enviroi
is essential that facilities ensure adequate air ventilation is supplied, not only for the inspect
for the longevity of the equipment, and protection against fire. One facility operator periog
walks through the IAEA storage space with the inspectors to check the conditions and idern
needed improvements. Operators should routinely discuss housekeeping and safety
inspectors and periodically check that office and storage rooms are safe, hospitable and cg
with facility safety requirements. Some large facilities track the location of the inspectors
using the facility badges, so that the location of visitors is known during an emergency.

ers and
nment. It
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DN site

IAEA work spaces should have posted signage regarding emergency exit rout

es and

procedures. The work space should not be too isolated, so that inspectors can request support

of facility staff when needed.

Many facilities are located a long distance from any towns. IAEA inspectors may prefer to

remain at the facility to have lunch due to long delays associated with leaving the facil

ity and

finding a place to eat and returning to the facility. It is helpful if the facility assists the

inspectors by allowing the inspectors to eat in the facility cafeteria or offering
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alternatives. For facilities that are not easily accessed by public transportation, IAEA
inspectors will appreciate advice or assistance in transporting themselves and their equipment
to and from the hotel and the facility, to and from the airport, and for mid-day meals as
necessary.

6.6. Operational support to inspectors

Many activities carried out by inspectors require the support and assistance of facility
operator staff and equipment. For example, facility staff perform movements of nuclear
material items, take samples, escort inspectors to ensure their safety and provide for radiation
protection. Using facility equipment requires trained and qualified operators to be available to
operate it. Cranes or forklifts may be needed to move and weigh items, so equipment failure
can have a significant impact on achieving inspection goals.

Testing facility equipment such as cranes or load scales before inspectors arrive allows time
for repair or replacement without impacting the inspection schedule.

During inspections, it may be necessary for material to be moved to a location where it can be
measured by the IAEA (weighing, NDA). In addition, during maintenance or servicing, some
IAEA equipment will need to be accessed using facility equipment (ladders, scaffolding,
scissor lift).

Example: The operator and SRA can better prepare to support the inspection activities when
information is provided in advance regarding the schedule, planned activities and needed equipment.
When advance information does not jeopardize the objectives of the inspection, the IAEA will|provide
it. If specific activities cannot be described in advance, then the IAEA will indicate the need for a
forklift (so that its battery can be charged), or a crane (so that its operation can be tested) without
saying exactly how it will be used.

The IAEA sends inspectors as well as technicians to facilities to service and install
equipment. In many cases, particularly for installation, operator support and specialized
contractors are needed. It is helpful for the IAEA and the operator to discuss the activity and
determine what equipment, tools and infrastructure (ladders, scissor lifts, forklifts) are
available at the facility and what might need to be contracted in advance.

Certified electricians are often needed for electrical hook-ups and wiring. An engineering

review by a licensed professional engineer may be needed for approval of equipment
installation. The operator and the IAEA can discuss requirements and identify any needed
specialized support, giving the operator time to put contracts in place; if the work will occur

in a high security area or radiation zone, additional time may be required to authorize third
party contractor access.

6.7. Accompanying inspectors

SRAs have the right to accompany IAEA inspectors during their inspections.
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INFCIRC/153 Paragraph 89
The Agreement should provide that the State shall have the right to have inspectors accompanied

during their inspections by representatives of the State, provided that inspectors shall not thereby be
delayed or otherwise impeded in the exercise of their functions.

When such accompaniment does not impose delays, but rather facilitates the smooth
implementation of safeguards activities, improves communication and understanding, and
improves the ability of the IAEA to meet its safeguards objectives, accompaniment can
provides benefits to both the IAEA and to the operator.

The SRA can act as amformed and supportive authority to facilitate effective
communication (resolving language barriers in some cases) between the IAEA inspectors and

the operator. The site safeguards manager (or site representative) for a particular site| can also
effectively communicate with the IAEA, SRA and other operator staff.

In addition to the SRA, IAEA inspectors may need to be escorted by a representative of the
facility operator, such as a security officer, a safety officer or a radiation protection officer.
An escort may have a maximum number of people they can accompany, as directed by
internal policies, and it is helpful if the escort is the same gender as the people they are
escorting. It is also essential that the escorts can facilitate communication with the IAEA
inspectors in the agreed language for that facility (which is specified in the Facility
Attachment). Construction projects can limit access; when construction is underway, the
inspectors and operators should coordinate to avoid unsafe areas while still achieving
inspection objectives.

The operator/SRA should inform the IAEA regarding escort policies. In order to facilitate
access in a timely manner, inspectors and escorts may wish to establish a meeting place and
time at the facility and exchange contact information. It is also helpful for the facility to
identify alternates if the designated escort cannot be reached by the IAEA upon arrival at the
site. IAEA inspectors should clearly understand where they are allowed to go with and
without an escort at a facility.

6.8. Facility-specific training for IAEA inspectors

IAEA inspectors often require facility-specific training in order to safely carry out their
activities. The facility is responsible to provide the necessary training and to notify the
inspectors in advance if their training certification period is nearing expiration and re-training
will be required.

The inspectors need to factor the needdetraining into their inspection schedule, so eaf
notification is necessary. Inspectors may also rfdrent types of training at different
facilities, because States may not have one standardized training requirement.

y

Inspectors should be made aware of the security and safety requirements, such as alarms and
evacuation procedures. Safety routes, security plans, and evacuation procedures are often
conveyed through orientation training (where applicable). As part of their standard health and
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safety programmes, most facilities require any IAEA inspector to take facility-specific

training prior to accessing the facility as a guest worker. If this kind of training is

required, the information can be provided in a pre-inspection briefing.

not

IAEA technicians and equipment specialists may need different training than inspectors in

order to accomplish their objectives, which may include installation of equipm

ent,

maintenance or testing. These individuals may need to undertake activities such as climbing
ladders, working with tools or connecting wiring. The facility operator needs to inform the

IAEA staff in advance of the boundaries associated with their planned activities an

d their

training. For example, the facility operator may not allow IAEA inspectors, irrespective of
their training, to perform tasks with the potential for electrocution or to affect other facility

systems.

The amount and nature of training required for inspectors depends on the facility type

and the

nature of the work being performed in the field. Specialized training will be needed for work
in areas with elevated radiation hazards, working at heights, difficult to access areas, etc. This

may include respirator fit testing, fall arrest training and confined space training.

Example: IAEA equipment operates on a particular voltage and frequency. Several facility op|
mark electrical outlets with the specifics of the associated voltage and frequency, which is h¢

the inspectors and technicians. The DIQ provides information on the primary voltage and fre|
supplied to a facility.

erators
2|pful to
guency

The facility also needs to provide IAEA inspectors and technicians with safety equi
such as shoes, safety glasses, hard hats, anti-contamination clothes and respirators,
the inspectors in advance if they need to bring any equipment of their own.

pment
or inform

Example: The operator or SRA should inform the IAEA of the particular training requirements
on the work being performed at the site and the inspector’s training status. Many operators
computer system for tracking the training requirements for each inspector and the training con
This system helps them to notify the IAEA in advance if an inspector’s training is coming
renewal. In many cases, specialized training conducted on site may only be offered at certa
and with a limited numbers of participants. Quick or standardized training may be completed
morning of an inspector’s visit, but more intensive or specialized training may require ad
coordination to schedule it at an appropriate time to allow objectives to be met in a timely m
Computer-based training that can be conducted by the inspector prior to coming on site h
avoid delays upon arrival at the facility.

based
have a
pleted.
due for
in times
on the
vance
anner.
elps to

For hazardous areas where IAEA inspectors frequently need access, the operator m
the standard practice of ensuring all inspectors are certified and up to date on the
required (respirator fit, fall arrest training). By doing this, delays in the field ca
minimized as all inspectors that arrive at the facility are trained for all foreseen activitie
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6.9. Customs clearance of IAEA equipment and samples

The IAEA needs to ship safeguards equipment and samples (nuclear material as well as
environmental samples) between headquarters, regional offices and locations in States. This
requires that the shipment is cleared by Customs at the entry/exit points in the State.

Communication between Customs and the SRA is needed to ensure that procedures are
established and followed idlearing IAEA equipment and samples through Customs
without charging duties or requiring inspection of the shipments.

An important function of an SRA is to facilitate the import and export of IAEA equipment
and samples to and from the State and establish coordination mechanisms with the Customs
office. Inspections can be delayed if IAEA equipment necessary for its in-field activities is
delayed by Customs clearance procedures. Delay may be caused if the Customs office
charges the IAEA for duty for import and export of its inspection equipmentAgieement

on the Privileges and Immunitied the IAEAexempts the IAEA and its property from
payment of customs duties in respect of articles imported or exported by the IAEA for its
official use!’

Example: A State has established binding protocols among Customs, the Ministry of Foreign|Affairs,
the Atomic Energy Authority, universities and other organizations involved in the implementation of
safeguards. The protocols specify the obligations of the various parties and the procedures that
facilitate interaction amongst them. The Customs Office at the airport has a copy of the protocol to
facilitate the clearance procedures for IAEA equipment and staff through Customs and Immigration.
Under this protocol, the SRA provides to the Customs Office updated information regarding the IAEA
inspectors designated for the State.

Procedures also need to be in place for inspectors that are carrying equipment into and out of
the State by vehicle (for example in a car or on a plane), in case an inspector is stopped at a
border by a Customs official who is not familiar with the IAEA. In case such procedures are
not yet developed, or in any situation where there is uncertainty involving the IAEA, a good
practice is for the Customs official to contact the SRA directly to request advice.

6.10. Use and storage of IAEA equipment at facilities

Verification activities require the use of a wide variety of instruments and equipment. Some
of these remain on-site in storage, and some are carried away by inspectors when they leave
the site. The IAEA often provides an equipment cabinet where items can be stored under seal,
but the operator needs to provide a location where the cabinet can be stored safely. Likewise,
if an equipment cabinet is not available, it is helpful for the operator to provide a dedicated
sealable area for storage of IAEA equipment.

IAEA equipment can become contaminated during use, and may need to remain in a radiation
area. Some equipment requires the use of a radiation source which can pose complications for

17 Agreement on the Privileges and Immunities of the IAEA, INFCIRC/9/Rev2, section 8(b).
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shipping and disposal. The State or operator may need to make arrangements for the disposal
of obsolete or damaged equipment, particularly if it has been contaminated once written-off
and declared for disposal by the IAEA.

Example: IAEA equipment is shipped to a facility only after advance discussions between the SRA,
operator and IAEA. The IAEA conveys to the operator the dimensions of the equipment container, the
weight and how best to handle it (fragile, must remain in vertical orientation). One SRA has gssisted
in the exchange of information by working with the facility safeguards manager to prepare a
procedure for notifying the receiving department. The SRA instructs the facility regarding handling
the receipt, specifying that it is not to be opened, where it should be delivered and stored, and what
will be done with it when the IAEA arrives.

6.11. Opening meeting

Each day that an IAEA inspector or technician arrives at a facility or location to carry out
safeguards activities (or on the first day of a multi-day visit), an opening meeting is very
useful to establish a common understanding between the IAEA, the SRA and the operator of
the activities to be carried out. The participants of such a meeting should include the SRA,
the key staff members at the facility, and the IAEA inspectors. Any supporting personnel that
would have a key role in the access should also be invited, such as radiation safety or
technical support staff. The opening meeting can be used to:

* Introduce the IAEA inspectors or technicians to the key facility staff members;

» Identify the individual at the facility primarily responsible for the IAEA activities;

» Describe the planned inspection activities to be conducted by the IAEA,

» Address any questions or concerns;

» Identify any necessary actions that need to be completed by the operator or SRA to
support the inspection activities;

* Review the planned schedule of activities and logistics;

* Review safety and radiation protection measures; and

* Review relevant procedures as necessary.

These meetings need not be lengthy or formal. The scope, length and participants of the
meeting will be based on the work plan for the verification activity.

It is helpful to exchange phone numbers at the meeting so the key facility staff and the

inspectors can communicate throughout the day(s). If visitors are not allowed to keep their

phones while in the facility, they should have access to a phone, such as the phone of an
escort. The State is obliged to facilitate the inspectors’ communication during their access.

Example: An agenda for an opening meeting at one facility typically includes the following topics:

» Discuss any unusual conditions at the facility, such as a room with contamination or a|safety
hazard, or if there are any special arrangements for clothing or hard hats;
» Identify the designated safeguards contact at the facility for that access, as well as an appropriate
alternate, and contact information;
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» Provide a facility operational status briefing (i.e. indicate the process status, potential operational
problems which can hinder verification or access, describe the current and recent operations, etc.)
so the IAEA inspectors and SRA have up to date information on the operations and situation at the
facility;

» Discuss when and how lunch and breaks will take place;

 Identify the radiological technicians and escorts;

» Discuss what will happen in the event of a shift change during the course of the in-field activities;
and

» The IAEA staff should discuss their planned activities, convey sample selection informatjon and
communicate any changes from the notification.

For planned inspections where issues might arise, a videoconference could be held between
IAEA, SRA and the operator in order to clarify requirements before inspectors travel, such as
inspector training needs, anticipated verification activities and the associated technical
support and equipment.

Example: Several operators have a staff briefing before an IAEA inspection, to explain to all relevant
staff members the IAEA activities that are anticipated and to discuss what support will be heeded.
Knowledge of what the inspectors are planning to do and aiming to achieve helps to garner support
from the staff, and this also allows management to encourage positive interactions with inspectors.

At the start of a shift or the beginning of a work day, when staff changeover occurs, the manager may
add the IAEA inspection to the agenda of the shift change briefing to make everyone aware of the
activities and solicit their support.

6.12. Resolving difficulties during in-field activities

Occasionally, during IAEA verification activities a situation could arise that might indicate a
possible problem, such as a discrepancy. The Safeguards Glossary defines a disasepancy

“an inconsistency found in the facility operator’s records, or between facility
records and State reports, or between these records and inspector observations or
indications resulting from containment and surveillance measures. Discrepancies
that cannot be resolved (i.e. ascribed to innocent causes or otherwise
satisfactorily explained) may lead to the determination that declared nuclear
material is unaccountably missing. A discrepancy involving one significant
guantity or more of nuclear material is classified as a possible anomaly.”

When a possible discrepancy is identified, addressing it might involve checking the
accounting and operating records, reviewing reports, re-measuring items or re-checking item
locations, identification and seals. Every reasonable effort is made to resolve an issue before
the inspectors return to IAEA headquarters, and it is in the best interest of the operator and
SRA to facilitate its timely resolution to avoid the need for follow up activities. However,
some issues cannot be resolved quickly. When a problem remains unsolved, some nuclear
material may need to be stored under IAEA seal and remain there for further evaluation.
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Some discrepancies or possible anomalies magvbiled through clear communication
the beginning of the inspection.

This is particularly true when facility events have occurred, or events are planned, that could
produce data that might indicate a discrepancy or possible anomaly. It is very helpful for such

discussions to take place in advance, to allow for compensatory measures to be put in
avoid a possible anomaly.

place to

Example: A facility operator informed the IAEA that a camera might be blocked during an a
The operator and IAEA discussed the activity and determined how to position the cameras
loss of continuity of knowledge. These kinds of discussions are important during situations

opening a reactor core) when items are moved or shipped.

Example: A large tool box was brought into an area where nuclear material under IAEA surve
was located. The tool box was large enough so that nuclear material items in this location ¢
inside of it. Also, the tool box blocked the camera view in certain locations, requirin
establishment of the physical inventory. Fork lift trucks could also block the camera’s vie
potentially be used for material removal. Large items can block sensors such as radiation m
causing readings that might indicate a discrepancy. The operator changed procedures to |
boxes that were smaller and worked with the IAEA to position cameras so that fork lifts wo
block the view of the nuclear material.

Example: Translucent plastic sheets are often hung to surround construction areas for
purposes. This sheeting can also block the effectiveness of surveillance to view a spent fug
other material. Lead blankets hung around a spent fuel pond to shield radiation might block a
interfere with radiation monitors. Discussions held with the IAEA in advance can resultin a s
to enable safety objectives to be met while not interfering with IAEA surveillance.
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Once inspection activities have commenced, on occasion there are breakdowns of equipment

or schedule changes due to operational or safety issues. A wide variety of unexpecte
can occur, due to issues such as human error, equipment failure, power outages

d events
, illness,

accidents, or even the presence of potentially dangerous animals (such as snakes and

monkeys). In these situations, the operator’s support and ingenuity can help to ov
problems so that verification goals can be met. Effective communication among the
SRA and operator staff is needed to identify and implement an effective solution.

ercome
IAEA,

Example: A research reactor may be shut down for an extended period of time. This may

pool water becoming cloudy, limiting the ability to use a Cerenkov viewing device for verifi
purposes. Some fuel elements may have to be removed from the core in such a situation,

NDA measurements to be performed. Bird excrement can also cloud spent fuel pool
Techniques to prevent birds from nesting may be warranted. In cases where the enviro
conditions are severe, respirators may be required to work in the area.

esult in

cation

to enable
water.

nmental

The severity of the consequences of such events can also vary. Some events can u

ndermine

the ability to meet the verification objectives and require a return visit by the inspectors.

Some examples of possible inconsistencies or discrepancies are provided in Annex 8.
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6.13. Closing meeting

Following the completion of IAEA safeguards activities at a facility or location, it is useful to
hold a ‘closing meeting’ with the same participants as attended the opening meeting. This
meeting does not replace the formal reporting on the inspection or access that is provided
through the issuance of a formal statement (i.e., paragraph 90(a), 90(b) of INFCIRC/153
(Corr.), or Article 10.a., 10.b., 10.c. of INFCIRC/540 (Corr.) statements — see Chapter 10.5
of IAEA Services Series 21).

A closing meeting facilitates useful exchanges in an informal setting, among the IAEA
inspectors or technicians, the facility staff and the SRA. It allows for the participants to share
feedback, discuss any problems that were encountered or acknowledge any particularly
effective support.

All participants in the meeting can discuss issues or lessons learned and describe any
expected follow-up actions. Inspectors can provide a verbal summary of their activities
conducted, such as: reviews of accountancy reports and operator records, physical inventory
verification, organisational issues, radiation protection, workflow, samples taken, seals
removed or replaced, use of equipment, and any concerns or issues encountered. The operator
can take the opportunity to address issues as possible before the inspector leaves the facility.

IAEA inspectors in the field aneot authorisedto commit the IAEA to any actions or make
any decisions or conclusions regarding the outcomes from the inspection activities or|access.
Inspectors are also not authorised to sign the minutes of a closing meeting. Inspectors can
acknowledge the documents or objects they were provided (such as photos, removed seals or
facility documentation), and can acknowledge their participation in a meeting.

The operator can retain a record of the meeting to document for its internal purposes good or
poor performance, allocate immediate corrective actions and take note of any additional
inspector requests. The operator may wish to review the record of the meeting with the
individuals involved in the inspection or access. A standardised set of questions capturing
good and poor performance in areas such as measurement quality, records and report quality,
material access arrangements, organisation and resource allocation can be helpful.

If the facility or SRA wishes to keep a record of a closing meeting, the minutes could be
recorded as a ‘note to file’ rather than a formal agreement or decision. The IAEA
communicates the results of its verification activities through the official statements that are
issued only after all information has been analysed.

6.14. Action tracking and follow up

The IAEA issues a formal statement providing results and observations following
inspections, DIV and complementary access. The SRA (and potentially the operator) should
establish a tracking system that records and tracks any corrective actions or additional
requests. Actions should be assigned to a specific individual, with a clear task description and
agreed target completion dates.
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Example: A large facility has developed a tracking system to retain historic information in a readily
retrievable form. An individual is assigned responsibility to review the observations/actiorjs and
ensure appropriate follow up activities are carried out. Poor performance trends are reviewed and
corrective action taken. The system owner periodically reviews the outstanding action and works with
staff members and management to reach a timely resolution.

The IAEA also keeps track of follow-up actions resulting from a verification activity, and
monitors the resolution of actions over time.

The IAEA’s statements are provided to the SRA. It is important for the SRArtsmit the
relevant information to the appropriate operator, highlighting results and any requests
made by the IAEA that may affect the operator.

Facility operators benefit from learning about the results of inspections, not only when an
issue or problem is raised, but also when there are no issues and the inspection objectives are
fully met.

6.15. Considerations regarding IAEA inspections at LOFs

Due to the widespread use of uranium in industrial and medical applications, most States will
have some nuclear material at LOFs. Section 8 of this SIP Guide addresses safeguards
implementation at LOFs. The IAEA typically performs verification activities at LOFs less
frequently than at facilities, and so the SRA plays an important role in assuring that nuclear
material at LOFs is properly accounted for and controlled, and that LOF operators are
prepared for an IAEA inspection. For this reason, SRAs in many States perform national
inspections at LOFs.

Example: An SRA conducts at least one national inspection every three years at each LOF.

The SRA should maintain communication with the safeguards contacts at each LOF and
ensure that contact information is updated as needed. The SRA may wish to communicate
with the staff of LOFs periodically regarding safeguards and could usefully post information
on a web page for easy access.

Example: In addition to posting information on a website, one SRA organizes a biennial workghop for
the safeguards contacts from LOFs to share information and raise awareness of safeguards
requirements. In case of any problems with the provision of safeguards-relevant information to the
SRA, the accounting officers are asked to contact the SRA to get instructions and advige about
implementation of all requirements of the Atomic Act (which forms the basis of the legal framework in
the nuclear field in the State). This avoids the provision of inaccurate information to the SRA.

The role of the SRA is very important during IAEA inspections at LOFs. Employees of LOFs

may not speak English (which is the working language spoken by IAEA inspectors) and
many of them may not understand the objectives of an IAEA inspection or complementary
access. The SRA can explain the objectives and inform them about the results.
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7. IAEA USE OF EQUIPMENT

7.1. Introduction

The IAEA uses various types of equipment during its verification activities in the field,
including cameras, scales, NDA measurement systems, radiation detectors, geographic
positioning system (GPS), sensors and unattended monitoring systems, together with the
associated computer equipment, data acquisition packages and electronics to support these
systems. To support the documentation of interviews conducted during CA, inspectors also
carry voice recording instrumentation. Some of the IAEA systems are installed in the facility,
requiring infrastructure such as wiring, electricity, lighting, conduit, cabling, cabinets, storage
space, racks and internet connectivity.

Efficient and reliable operation of all IAEA equipment requires close cooperation between
the IAEA, the SRA and the facility operator. IAEA safeguards equipment can be viewed in a
photo-essay and is described in the periodically updated publication tiSefeguards
Techniques and Equipméht

7.2. Portable equipment

Some IAEA equipment is portable, and is brought to a facility by the inspectors from IAEA
headquarters. Occasionally, when inspections are frequent, portable equipment may be stored
at a facility in a cabinet, under an IAEA seal. To support complementary access, inspectors
carry a tool kit of portable instruments (see Figure 12) used to meet the various objectives of
such access. Instruments include a device for measuring a room dimensions (a laser range
finder), a camera, an HM-5 handheld radiation detector, a global positioning system (GPS),
flashlight, swipe sampling materials, a voice recorder and spare batteries.

FIG.12. — IAEA tool kit of portable instruments

18 http://www.iaea.org/newscenter/multimedia/photoessays/sg/equipment/
1 http://www-pub.iaea.org/MTCD/Publications/PDF/nvs1_web.pdf
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7.3.Unattended and remote monitoring systems

The IAEA relies heavily on the use of unattended monitoring systems (UMS) and
surveillance cameras systems (SURV) to provide continuous monitoring at declared nuclear
facilities around the world. Many unattended monitoring systems use NDA equipment to
record the movement of nuclear material, such as a gate monitor that tracks movements of
spent fuel from the core to the spent fuel pond at a nuclear power plant.

Remote monitoring: a technique whereby safeguards data collected by unattended C/S,
monitoring and measurement systemssa@urelytransmitted off-site via communications
networks (to IAEA headquarters, a regional office or another IAEA location) for review and
evaluation. KAEA Safeguards Glossary 2001, paragraph 8.16).

There are currently hundreds of these systems installed and operating in a robust, reliable,
and effective manner under a broad range of environmental conditions. An unattended
monitoring system is any monitoring system comprised of one or more sensors that is
designed to maintain continuity of knowledge of nuclear material or a facility operation.
Unattended monitoring systems may or may not transmit data to a location outside the facility
(IAEA headquarters in Vienna or one of the IAEA regional offices). Unattended systems with
remote transmission of data:

* Provide a high level of assurance by automatically monitoring the flow of nuclear
material 24 hours a day, 365 days a year, without the need for constant inspector
presence;

 Reduce the impact on the facility operator by allowing uninterrupted facility
operation;

* Reduce the impact on the IAEA by decreasing the number of inspector visits and
thereby reducing inspection costs including the high cost of travel;

* Reduce radiation exposure to personnel and allow monitoring in radiation areas too
dangerous for humans; and

» Use a variety of sensors such as radiation, pressure, temperature, flow, vibration and
electromagnetic fields to collect qualitative or quantitative data.

Unattended monitoring systems often operate in challenging environments. Data losses need
to be prevented due to the significant technical and economic impacts on the operator, State
and the IAEA when nuclear material inventories need to be re-established after loss of
continuity of knowledge. The growing reliance on unattended systems and the need to
maintain safeguards significant data demand high reliability. A defence-in-depth approach is
taken, including:

» Duplicate sensors and data collection modules;

* Back up battery power on all data collection modules;

» Uninterruptible power supply in each data collection cabinet;

» Removable data storage cards on the data collection modules;

* Industrial computers including passive cooling and solid state drives; and
» Provision of facility mains power that has back up power capability.
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All unattended systems go through rigorous environmental testing during development and
in-house testing prior to installation in the field. Components of unattended systems are
designed for an extended mean-time-between-failure (MTBF), typically in excess of 150
months. Due to the cost and reliability needs associated with replacements, these systems stay
in the field for extended periods of time. For example, the radiation sensor portion of one of
the first UMS installations in the late 1980s is still being used thirty years later.

Annex 9 explains the important role of the operator and SRA in supporting remote
monitoring systems and provides technical specifications regardingntiastructure
neededfor operating these systems at facilities.

7.4.Non-destructive assay measurement equipment

Non-destructive assay equipment refers to techniques that measure characteristics of nuclear
material without removing it from its container or changing its chemical or physical
properties. The most widely used NDA instruments measure the radiation emitted by the
various isotopes of the elements of interest (uranium, plutonium, thorium), with the most
commonly used instruments measuring gamma rays and/or neutrons. Physical measurement
techniques such as weight, volume, thickness of container walls, and light
emission/absorption, are often coupled with NDA measurements to determine the quantity of
nuclear material being measured.

NDA instruments (see Figures 13 and 14) use detector, such as scintillators or solid state
semiconductors, to respond to emitted radiation, and multichannel analysers to collect the
responses of the detectors and convert them into a form that can be analysed by the user.
Detectors used by the IAEA include sodium-iodide (Nal), high purity germanium (HPGe)
and cadmium-zinc-telluride (CdZnTe). Gas filled tubes are also used, that contain helium-3
or xenon, for example. Many NDA instruments require cooling prior to their use and batteries
often must be charged for portable instruments. Some instruments are small and portable,
carried in a briefcase or small rolling suitcase. Other instruments are large and heavy, and
often remain stored at a facility under IAEA seal. Some NDA instruments are installed at a
facility and used in unattended mode, with results transmitted remotely to the IAEA or
collected at the facility for later review by an inspector.

FIG.13. Miniature multichannel analyser with FIG.14. High-level neutron
Nal detector and portable computer coincidence counter
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7.5.Sensors

Sensors used by the IAEA are designed to sense many different phenomena throughout
facilities. For UMS the most common sensors are for radiation; a small sample of these
sensors (silicon diode, ionization, fission chambers) is shown in Figure 15. These sensors are
then enclosed in a tamper indicating housing that could include radiation shielding and
moderators, which can substantially increase the weight of the overall housing. The housing
is mounted according to the safeguards approach to monitor the appropriate phenomena.

FIG.15. Radiation detectors FIG.16. Surveillance camera

Surveillance applications always use an optical sensor; depending on lighting and other
conditions, infrared optical sensors and underwater optical sensors may be used. Figure 16
shows the new Next Generation Surveillance System (NGSS) camera mounted in a nuclear
facility.

In addition to radiation and optical sensors, other types of sensors may be used, such as an
ultrasonic sensor on the primary core coolant loop of a research reactor (see Figure 17) to
determine the velocity of the cooling water. This flow sensor in combination with resistive
temperature sensors on the same loop (see Figure 18) help the IAEA to determine the power
output of the reactor and calculate the plutonium produced in the core of the reactor.

FIG.17. Installing a flow sensor FIG.18. Tamper indicating cover

In carrying out activities at a facility, consideration should always be given to the possibility
of impeding a sensor’s or camera’s function. For example, an overhead crane used during
maintenance could block a camera’s view, or a moveable lead shield could block a radiation
sensor. All foreseeable operating conditions, including activities carried out during facility
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maintenance, should be considered before mounting IAEA equipment. Facility modifications
can also impact upon the operation of IAEA equipment.

Example: Some facility maintenance activities can impact upon sensors function, such as welding and
circuit breaker maintenance. The facility operator communicated plans for carrying out maintenance
to the IAEA in advance, so the potential impacts could be mitigated. When the facility carries out
work during an IAEA equipment failure, and the work results in nuclear material being diffigult to
verify (such as transferring spent fuel to dry storage) then an anomaly may result which capnot be
resolved. Communication helps to avoid these situations.

Some abnormal events, such as water leakage, can impact the functioning of IAEA
equipment. The SRA or operator should communicate with the IAEA in case such an event
occurs. Environmental conditions can also impact the use of sensors. High humidity, extreme
temperatures, rain water or condensation can cause problems. For example, water retained in
piping that is used for guiding sensors can short out the electronics and destroy the sensor.
Capping the end of access piping can prevent this problem.

7.6. Sealing systems

The IAEA uses active and passive tamper indicating seals to meet a variety of objectives. The
primary use of seals is to maintain the integrity of a container during the time between
inspections. The container might hold nuclear material, or it might hold IAEA equipment or
reference standards.

Tamper indicating enclosures are also used by the IAEA for various purposes; for example,
tamper indicating conduits enclose cabling that connects sensors to a data collection cabinet,
which is also under IAEA seal. Figure 19 shows a typical metal seal and its application on a
data collection cabinet and a neutron non-destructive assay sensor, respectively. The most
commonly used IAEA seal is a metal ‘CAPS’ or e-cup seal. A new glass seal is under
development for future use.

Facility staff shouldavoid damaging IAEA seals and tamper indicating housings.|An

ineffective seal or enclosure can cause an anomaly and trigger additional verification
activities. Keeping in mind the need pootect the integrity of sealswhen planning and
carrying out facility work activities is essential to prevent such situations.

FIG.19. Examples of metal seals and their applications
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Understanding the facility design and operating parameters helps the IAEA determine
appropriate sealing measures. The operator can support sealing and containment activities
from the beginning through early discussions and provision of accurate and up-to-date design
and operational programme information. Once seals are in use, changes to the environmental,
climatic and other conditions which could affect the performance of the seal should be
notified to the IAEA. Seals failure is a common cause of anomalies, and can result in a
requirement to re-establish the physical inventory, which is time consuming and costly.

From time to time, a facility operator may needbteak an IAEA seal and should inform the
IAEA if that occurs. This could happen due to an emergency such as a water legk that
requires an IAEA seal to be broken in order to access the location and prevent electrical
damage. Or a seal may be broken due to an accident. A procedure should be established for
notification to the SRA and IAEA of intentional and accidental seal damage; this notification
can be transmitted simultaneously via email to both organizations.

There are electronic seals such as VACOSS and EOSS which are designed to be opened and
closed multiple times to facilitate operations. These seals record information about opening
and closing them, and can be used in conjunction with a surveillance system, which will
monitor and record the status of the seal to maintain continuity of knowledge about the
nuclear material during times when the seal is opened.

Active seals are often used in nuclear power plants. Figure 20 shows an iCobra fibre-optic
seal that creates a reference image which is verified in situ by the iCobra reader, using an
interface for display and verification of a variety of seals. The reference image is shown in

Figure 21.

FIG.20. iCobra seal reader FIG.21. Fiber optic seal reference image

7.7. Tamper indicating enclosures

For unattended monitoring systems, sensors are connected to data collection cabinets, which
are blue and usually contain 19-inch width racks with heights typically varying between 0.5

to 2 meters in height (see Figures 22 and 23). To provide physical access to the signals and
the collection instruments, the enclosures are sealed and provide tamper indication. The
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IAEA verifies the integrity of the seals and the enclosures on cabinets, junction boxes, tubs,
tamper indicating conduits and elsewhere.

The IAEA equipment cabinets need to be in secure, air conditioned (temperature, humidity),
low radiation areas witheasonable environmental controlso ensure that IAEA staff and
equipment are not exposed to excessive heat, cold, dust, vibration, electrical transients or
other detrimental phenomena. Support for delivery and installation, data retrieval or
transmission and maintenance is also needed, with access to both the front and rear doors.

Important points regarding cabinets and IAEA equipment installation include:

» Installation requires delivery and transportation support from the operator (and
contractors), as well as electrical connection, mechanical fitting when needed (e.g. to
mitigates risks associated with earthquakes);

* Location of the cabinets (sensors, junction boxes) should support easy technical
access for maintenance (with access to both the front and rear doors);

 The IAEA equipment installation needs to take into consideration any potential
interference with the operation of the facility (e.g. magnetic interference might affect
the safety systems of a reactor);

» Disposal of IAEA systems parts should also be considered (limited life of equipment);
and

» Cabinets should be labelled (in some cases, similar or the same cabinets are used by
multiple entities at the facility (such as EURATOM and IAEA cabinets).

FIG.22. IAEA cabinet FIG.23. Installation support

7.8.Data generators

Data collection units (also known as data generators, which convert analog signals to digital
data) are contained in the IAEA secure cabinets. Two data collection units are shown in
Figures 24 and 25. Figure 24 shows the components for a DCM-14 data generator, which is
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the most common optical data generator and sensor used currently, though it is in the process
of being gradually replaced. Figure 25 shows a MiniGRAND radiation-based data generator.

|
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FIG.24. DCM-14 Data Generator FIG.25. MiniGRAND Data Generator
7.9. Operational aspects of IAEA equipment

Operating parameters for different kinds of IAEA equipment (e.g. light levels, radiation
levels, humidity, motion) should be specified and documented in advance of installation. The
operator can support the IAEA equipment preparation and operation by providing:

* Information concerning the environmental and operational constraints, such as the
need to wear full face masks, gloves (how many, what type) and safety glasses. Safety
of IAEA staff should always be ensured when accessing/operating equipment and
conducting any activities at the facility.

» Clear guidance on the facility/State requirements such as specific electrical codes,
seismic requirements, standards and equipment certification requirements.

* A detailed description of operational activities so that equipment operation can be
designed to minimize interference between facility operations and the equipment
performance: obstructing field of view, presence of shielding, presence of other
sources of radiation, etc.

* An assessment made by the operator to confirm that the IAEA installed equipment
will not compromise operational performance, and facility safety and security
objectives.

Example: The IAEA, SRA and operators may wish to prepare a technical document that specifies the
operating parameters for each piece of equipment, including temperature ranges, humidity] power
supply, light levels and radiation levels. Questions can be addressed such as how long of @ power
outage requires an advance notification, or how low of lighting will require compensatory lights. The
IAEA can accommodate some situations, such as low lighting, by using infrared or installing
temporary lighting, but advance notice must be given. The operator can also put in| place
compensatory measures as agreed.

7.10. Facility infrastructure needed to support the use of IAEA equipment

The ability to provide access to stable reliable power and to data transmission capability
(wired or wireless) throughout a nuclear facility is the ideal infrastructure to support current
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IAEA needs and will also allow flexibility for future safeguards technology upgrades and
installations. One might refer to these basic needs as the minimum safeguards equipment
infrastructure set.

The IAEA will request that its systems receive mains power that has back up capability from
diesel generators and/or uninterruptible power systems based on battery storage. This is often
referred to as Class Il power that supports secondary safety systems in the facility; in some
countries this is referred to as ‘elements important for safety systems’. The basic elements of
any of these systems include sensors, data collection cabinets and cabling for both power and
signal transmission. The basic facility support needed includes:

» Space for sensors and cabinets;

« Installation support for sensors and cabinets;

* Installation of cabling for sensors (to provide both power and data transmission) and
mains power for the cabinets;

» Stable internet connectivity when remote monitoring is foreseen.

To install a system, the IAEA will typically contract with the responsible party at the facility.
The IAEA engineers and technicians are responsible for all of the installation work within the
IAEA cabinets and sensor housings. All of the IAEA UMS and SURV systems and
technicians have TUV (German: Technischer Uberwachungs-Verein, English: Technical
Inspection Association) certification to ensure the systems are safely designed and installed.

Example: Some operators mark all IAEA data and mains cabling and any associated circuit breaker
boxes and outlets in both English and the official language of the State to avoid inadvertently
impacting IAEA systems during routine maintenance. This also helps to ensure plugs that |provide
power to IAEA camera cabinets or other equipment cabinets are not unplugged accidentally by staff
at the operator, which could result in system failure and loss of continuity of knowledge.

SRA or operator assistance may be needed for obtaining internet connectivity at the facility
and at the specific location of the IAEA remote monitoring cabinet. Consideration will need
to be given as to whether wireless or wired connectivity is the most cost effective and reliable
solution. The operator may need to work with the local internet service provider to assist with
connectivity issues. Sharing the facility’'s LAN with the IAEA’s systems could provide a
temporary solution when connectivity is lost.

7.11. |AEA review of data

The data collected by the UMS/SURYV systems is periodically reviewed by the IAEA. Where
possible, the IAEA prefers to transmit the collected data to its headquarters in Vienna or one
of the regional offices (Tokyo, Toronto). The digital data can be transmitted via internet,
satellite or telephone lines. Cost is a factor in determining how and if the data will be
transmitted.

There are two types of data collected by IAEA equipment: facility data and IAEA equipment
state of health (SOH) data. SOH is data directly obtained from the various components of the
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IAEA UMS/SURYV that allows the IAEA to determine the operating status of these systems.
Transmitting this information back to Vienna is an important way to enable the IAEA to
respond early to negative indicators from the transmitted or retrieved SOH data prior to any
component failure.

The IAEA remote monitoring unit in Vienna &vailable to resolve technical issuesand
most of such issues that occur in the field can be resolved from Vienna. The RM systems are
designed to avoid single point failure. Having an international-capable phone availabl¢ in the
RM equipment room is useful.

Whether the facility data can be transmitted outside of the facility and/or the State is a matter
for negotiation between the State and the IABAthen remote monitoring is not
implemented, facility data is typically hand carried back to IAEA headquarters using
removable media such as a flash drive or compact disc.

When facility data is not transmitted outside the facility, the IAEA inspectors need to review
the data at the facilityduring inspections It is preferable to perform the review in| a
dedicated IAEA office at the facility. Reviewing the data at the collection cabinet is the least
preferred option due to access considerations and potential radiation dose concerns. There are
often questions that need to be answered by the operator to facilitate the review.

Data review software is often unique to the sensor suite. Figure 26 shows the GARS (General
Advanced Review Software) data review station for SURV. Figure 27 shows a display of
data from a flow monitor for review of fuel movements.
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FIG.26. GARS FIG.27. Data review display

If the data review indicates any possible discrepancies between the operator’s declaration of
activities and what the IAEA independently verifies, the IAEA inspector will try to resolve

the discrepancy with the SRA/operator. IAEA technical experts review and act upon the SOH
data as necessary. The operators should be aware that on-site data review is part of the IAEA
verification activities and cannot be postponed.

Off-normal operations may cause the IAEA algorithms to report a possible discrepancy; it
is helpful if the operator notifies the IAEA in advance of unexpected events that would affect
the typical operating parameters.
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7.12. 1AEA equipment maintenance

Preventive maintenance for IAEA equipment is a planned activity with a long lead time. The
operator can support IAEA planning by providing detailed information about any changes to
the operational activities/programme that may impact the maintenance schedule, such as
power plant outages, core opening and construction.

In any case of equipment failure, the IAEA will respond as soon as possible to repair or
replace the equipment. Planned upgrades are also scheduled according to need. Routine
maintenance activities are typically determined by battery life, including backup batteries on
each data generator and the backup batteries on the local UPS units. Typically, battery
maintenance takes place on intervals from two to three years, but the period is determined by
the service life of the various componerRegional offices have spare parts inventories in
addition to those stored in Vienna.

Example: Many operators of facilities that have a substantial number of installed IAEA systems

provide a storage area under IAEA seal for spare parts and replacement batteries. This reduices the
logistical complexities associated with frequent shipping, and most importantly, ensures that parts are
available when needed so that systems can continue to function.

Sometimes equipment cannot be repaired or maintained at the facility but has to be returned
to IAEA headquarters in Vienna. The IAEA maintains a schedule for servicing each
equipment item; this schedule is conveyed to IAEA inspectors so they know when equipment
needs to be returned to Vienna. The IAEA also maintains an inventory checklist of what
equipment is contained in each IAEA cabinet. Inspectors check that everything that is needed
is contained in the cabinet and resupplies it as needed. Inspectors periodically check the
cabinets for operating status and may request assistance to resupply materials.

7.13. Joint-use equipment

In performing its safeguards activities, the IAEA might be requested by an external party
(e.g. facility operator, SRA) to share safeguards equipment. There may also be cases where
the IAEA requests the use of equipment owned by an external party. Sharing of equipment is
consistent with paragraph 31 of INFCIRC/153 (Corr.), which encourages the Agency to
“make full use of the State’s system of accounting for and control of all nuclear material
subject to safeguards ...” and to “avoid duplication of the State’s accounting and control
activities”. Sharing of safeguards equipment is referred to as ‘joint use’ and is made on the
basis of arrangements between the IAEA and the SRA/operators. Benefits of joint-use
equipment may include:

» enabling the IAEA to obtain data that would not otherwise be available;

* reducing total costs;

* reducing the workload of the operator by reducing installed equipment; and
» reducing radiation dose to operators, IAEA inspectors or technicians.
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To facilitate the joint use of equipment, arrangements need to be put in place to ensure that
the IAEA’s independent verification is not undermined; that the data produced by the
equipment is authenticated and reliable; and that the safeguards effectiveness is not reduced.
In addition, the costs of necessary authentication measures should not exceed the envisioned
savings.

For equipment that is jointly shared by the operator and the IAEA, the SRA and the IAEA, or
among all three, the maintenance schedule and associated costs are coordinated. The IAEA
may seal a part of a system, and use standards to confirm performance. Data from jointly
used operator equipment must be authenticated by the IAEA in order to be used. This
requires early coordination to work out authentication issues prior to design, installation and
operation. The data is usually shared by the IAEA with the SRA based on arrangements
agreed between the two organizations. Sometimes the total set of data is sent to the IAEA and
a subset is sent to the SRA.

In addition to the installed system, handheld instruments such as radiation detectors or scales
might also be jointly shared by the IAEA and the SRA. For example, an ICVD, as shown in
FIG. 28, that is owned by an SRA might be brought to a facility during an inspection and
used by IAEA inspectors. Joint use of equipment is further addressed $iRhBuide on
Collaborative Approaches to Safeguards Implementation.

FIG.28. IAEA inspector using an Improved Cerenkov Viewing Device © IAEA Dean Calma
7.14. 1AEA authorization of equipment for safeguards use

All equipment used by the IAEA for safeguards purposes is subject to a rigorous testing and
authorization process. Equipment may be authorized for a particular application or facility
type, or may be broadly authorized for general use. The IAEA is working to increasingly
standardize the equipment features and components, to ensure security, authentication and
modularity for efficiencies.
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7.15. Technology evolution

As with any technology area, changes occur over time and these changes are incorporated
into the IAEA suite of equipment. The systems discussed in this Guide, while representative,
are expected to change over time as new generations and new technologies become available.
However, while commercial technology may rapidly change, with the long lifetimes
established for IAEA installed equipment, it is common for fielded systems to remain
unchanged for over a decade. Only as older generations of equipment are replaced through a
dedicated upgrade effort will a new generation replace one that has been fielded. Because of
the importance of robust, reliable and effective systems, the IAEA follows a careful and
rigorous review and testing process before fielding new unattended monitoring, sealing or
surveillance systems.

8. SAFEGUARDS IMPLEMENTATION AT LOCATIONS OUTSIDE FACILITIES

8.1. Introduction

A LOF is a physical location. For nuclear material accountancy purposes, a State and the
IAEA may establish one material balance area (MBA) for each LOF or one MBA for several
or all LOFs in the State, with each physical LOF representing one KMP in the MBA. In the
latter case, the MBA for multiple LOFs can be referred to as a ‘catch-all MBA for LOFs’.
This is discussed in more detail in the SIP Guide on Provision of Information to the IAEA

8.2. Submitting information on LOFs

Information in respect of nuclear material at LOFs must be provided to the IAEA, as well as
updates to that information which reflect changes that have occurred. Nuclear material at
LOFs is part of the State’s inventory and must be accounted for, controlled and reported by
the State to the IAEA. Information about LOFs includes the geographic location, the use and
possessor of the nuclear material, and procedures and organizational responsibility for
nuclear material accounting and control. A template is available for reporting information
about existing and new LOFs, and can be found aR#sources and Assistance for States
webpage under ‘Forms and Templates’ (see www.iaea.org/safeguards).

An effective licensing and notification requirement in a State will help to eadluneclear
material in the State is known to, and under the regulatory control of, the SRA and
reported to the IAEA. Licensing is further discussed in B> Guide on Establishing and
Maintaining State Safeguards Infrastructure

8.3. Nuclear material at LOFs

Many LOFs contain nuclear material used for shielding, such as depleted uranium in
shielding containers holding sources of ionizing radiation and shielding of sources in
medical-purpose irradiators. LOFs are often consuming nuclear material in a process, such as
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natural uranium in the form of an oxide that is used during various chemical analyses or at
ceramics factories for coloring of glass.

8.4. Facilitating access to LOFs

It is very helpful to obtain the GPS coordinates of each LOF so that the physical location can
be found easily. The postal address often does not match the physical address. The SRA
should describe IAEA inspections to the LOF operators in advance of an actual IAEA
inspection, so that they will be aware and prepared. The SRA should work with the
accountancy officer at a LOF to develop procedures for facilitating access to IAEA inspectors
and the conduct of verification activities. Sometimes the equipment containing nuclear
material, such as a Teletherapy unit in a hospital, is not easily accessible so clear procedures
for access are needed.

It is useful to collect information about possible limitations or obstacles which can occur
during inspections (operational limitations, health/safety problem for inspectors/visitors).
This is important especially in the case of depleted uranium shielding surrounding high
activity sources or difficult to access material. For example, some depleted uranium shielding
is used in inaccessible locations such as tanks, blast furnaces, coal mines and military
installations. It is important to keep track of these locations and inform the IAEA in advance
regarding any access issues.

It is a good practice to encourage users of high activity souracesmsider alternativesthat
do not need the depleted uranium shielding, thus resulting in less radiation dose, fewer
regulatory controls and improved safety.

The SRA should also require updated information about the status of the companies operating
LOFs. In case of bankruptcy, the radioactive sources or nuclear materials could be sold or
lost or the physical protection could become inadequate. To avoid such situations, the SRA
should ensure all owners/licensees understand their obligations in maintaining security and
accounting for sources containing nuclear material subject to safeguards.

The SRA should keep information abonperational status of LOFs. This can be very
helpful when planning inspections or facilitating the IAEA inspection activities.

The IAEA conducts inspections at LOFs infrequently, so procedures that have been prepared
by SRAs to facilitate inspections are not exercised often. The SRA should conduct periodic

national inspections at LOFs (at least once per three years as a good practice) to maintain
their preparedness to facilitate inspection activities and to keep in contact with safeguards
points of contact at each LOF.

Example: Some States periodically conduct an outreach campaign to collect obsolete nuclear
material and radioactive sources and place them in one location under the control of a suitable State
institution. These repositories can also be used like a library to provide sources to licensed users;
borrowing and returning sources can reduce the inventory of controlled items in a State.
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8.5. Carrying out in-field activities at LOFs

The SRA should communicate with a LOF prior to an IAEA inspection. Due to the
infrequency of IAEA inspections at LOFs, the responsible persons may be relatively
unprepared. It is helpful to explain the purpose of the inspection and answer questions in
advance. In many cases the location of a company’s office where the IAEA inspectors will
arrive is different from the location of the company’s working areas (where the inspectors
will carry out inspection activities). The distances can be large, so advance planning by the
SRA and LOF operator for transportation of the inspectors may be required.

The national regulatory framework should be consistent with the safeguards obligations of

the State and allow the IAEA to undertake all necessary safeguards activities in the State. As
inspectors can use various measurement devices during inspections, it is helpful to inform the
company representatives about intended measurements of the SRA or the IAEA. The LOF
operator should also be aware that the inspectors may take environmental samples or photos.

During an opening meeting, the SRA shouldorm the company representatives of the
purpose and the nature of the inspection, including the legal basis, the preliminary schedule,
and a description of the activities the inspectors are likely to carry out. The SRA should make
the company aware that the inspectors may take photos, take environmental swipe samples,
and use radiation detection equipment.

During the closing meeting, the SRA can inform the company representatives about any
issues encountered, offer recommendations (if any) and express gratitude for cooperation
during inspection.

Example: One SRA has prepared a brochure that is given to LOF operators to familiarize them with
IAEA safeguards, including reporting, access and interactions with the SRA. An SRA copducted
outreach seminars for LOF operators describing their obligations and the necessary practical

arrangements during an IAEA inspection or access.

9. RESOURCES AVAILABLE TO STATES RELATED TO FACILIATING IAEA
VERIFICATION ACTIVITIES

Many resources are available to States regarding IAEA verification activities. Guidance and
reference documents and descriptions of training opportunities are postedRestheces

and Assistance for Stategebpage at www.iaea.org/safeguards. The IAEA offers advisory
mission services that can be requested by a State; the IAEA Safeguards (or SSAC) Advisory
Service (ISSAS) missions focus on safeguards implementation, including a State’s legal and
regulatory framework, reporting and declarations, facilitating IAEA verification, and other
topics. States and regional networks also offer training related to IAEA verification. Several
training and cooperation opportunities are listed in 818 Guide on Establishing and
Maintaining State Safeguards InfrastructuMore information can be requested by writing

to the IAEA atofficial. mail@iaea.org
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AP
CA
CSA
C/S
DIE
DIQ
DIV
DSL
EEL
FA
GARS
GPS
INFCIRC
1SO
ISSAS
KMP
LAN
LIl
LOF
LP
MBA
MTBF
MUF
NGSS
NNWS
NSG
NWS
NPT
PIL
PIT
R&D
RM

ABBREVIATIONS

Additional Protocol

Complementary Access

Comprehensive Safeguards Agreement
Containment and Surveillance

Design Information Examination

Design Information Questionnaire

Design Information Verification

Digital Subscriber Line (means of internet service)
Essential Equipment List

Facility Attachment

General Advanced Review Software

Global Positioning System

Information Circular

International Standards Organization

IAEA Safeguards (or SSAC) Advisory Service
Key Measurement Point

Local Area Network

List of Itemized Inventory (or List of Inventory Items)
Location Outside Facility

Laissez Passer

Material Balance Area

Mean Time Between Failure

Material Unaccounted For

Next Generation Surveillance System
Non-Nuclear-Weapon States (party to the NPT)
Nuclear Suppliers Group

Nuclear Weapon State (party to the NPT)
Treaty on the Non-Proliferation of Nuclear Weapons
Physical Inventory Listing

Physical Inventory Taking

Research and Development

Remote Monitoring
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RSAC Regional System of Accounting for and Control of Nuclear Material

SIP Safeguards Implementation Practices (i.e. SIP Guides)

SIR Safeguards Implementation Report

SNRI Short Notice Random Inspection

SOH State of Health

SQP Small Quantities Protocol

SRA State or Regional Authority (responsible for safeguards
implementation)

SSAC State’s System of Accounting for and Control of Nuclear Material

SURV Surveillance Camera System

ul Unannounced Inspection

UMS Unattended Monitoring System

VOA Voluntary Offer Agreement

VPN Virtual Private Network

VRS Voluntary Reporting Scheme
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ANNEX 1 — TABLE OF CONTENTS OF MODEL SUBSIDIARY ARRANGEMENTS

(GENERAL PART)

Code Subject
1. Regular channels of communication
1.1 Communications from Agency
1.2 Communications from | ................ ]
2. National system of accounting for and control of nuclear material
2.1 Measures foreseen in the Agreement
2.2 Specifications of information to be provided; and information provided
by[........ |
3. Provision of information by [.............. ]
3.1 Information on facilities and on nuclear material outside facilities
3.2 Radiological protection
3.3 Initial report
3.4 Accounting reports
3.5 Special reports
3.6 Information on international transfers
4, Provision of information by the Agency
4.1 Agency statements
4.2 Information on inspections
5. Publication of information by the Agency
6. Termination of, exemption from and reapplication of safeguards
6.1 Model proposal for termination
6.2 Model request for exemption
6.3 Model communication on re-application of safeguards
7. Advance notifications of international transfers
7.1 Model notification of intended export
7.2 Model notification of expected import
8. Model inventory for [............ ] of nuclear material subject to safeguards
8.1 Agency statements of book inventory of nuclear material for [ ]
8.2 Model export account for [.............. ]
9. Inspections and inspectors
9.1 Model inspection assignment
9.2 Authority granting and renewing inspectors' visas
9.3 Periodic inspection programme
9.4 Arrangement for samples (sampling certificate)
10 Report forms and explanations for their use
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ANNEX 2 — FACILITY LIFECYCLE STAGES AND
ASSOCIATED SAFEGUARDS ACTIVITIES

The following table describes the stages of a nuclear facility’s lifecycle, beginning with the
planning stage and ending with decommissioning. Safeguards activities that should be

addressed during each stage are described in the third column.

Facility
Lifecycle Stage

Description of the Stage

Examples of Safeguards Activities of States an
the IAEA

Planning

Undertaking evaluation af
assessment to make a
decision regarding
construction of a facility.

1Gtate declares its official nuclear plans over the
next 10 year period in its 2.a(x) declaration.

IAEA analyses all safeguards-relevant
information about the State.

Select a design

Selecting a design, issui
a bid.

nGtate selects a design/vendor; initiates safegua
by-design dialog with vendors and IAEA.

rds-

Pre-construction

Begins as soon as the
decision has been taken b
the State to construct or to
authorize construction. It
includes the planning,
design and engineering
activities that precede
actual construction.

When applicable, a modified SQP becomes no
y operational State rescinds SEP.

State submits early design information in an ini
DIQ; State and the IAEA negotiate and conclug
subsidiary arrangements if none exist; State an
the IAEA discuss a Facility Attachment.

The IAEA examines the design information ang
conducts technical assessments, establishes
authority files for the facility to enable
accountancy reporting, develops a preliminary
safeguards approach, works with State to plan
safeguards equipment installation, and plans
resources for safeguards implementation.

tial
e
d

for

Construction

Begins with site
preparations, and continue
until the facility is ready for
commissioning. Includes
manufacturing and
assembling of components
erection of civil works and
structures, installation of
components and equipmel
and functional testing.

State submits more detailed design information
sfacilitates design information verification, sets U
facility accounting system.

IAEA finalizes Facility Attachment, installs
equipment (may be declared as a joint use
'between IAEA and operator, IAEA and SRA or
all 3, may include: surveillance and unattended

and cabling), conducts DIE, DIV, prepares the
essential equipment list.

L{monitoring systems, process monitoring, condi

p

—

% See Service Series 22, Chapter 13.
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Facility
Lifecycle Stage

Description of the Stage

Examples of Safeguards Activities of States an
the IAEA

Commissioning

Begins after completion of
construction and before th
facility is considered to be
functional. Systems and
equipment undergo
extensive acceptance
testing against
specifications and
performance criteria.
Nuclear material may be
used for testing.

The State provides the IAEA with a
e commissioning schedule, to facilitate joint IAEA
State participation in the testing of equipment g
systems.

IAEA tests equipment and validates and
authenticates systems, in coordination with
State/Operator, conducts DIV. IAEA may reque
amplification or clarification of the DIQ as
needed.

Inspections begin to take place when nuclear
material arrives at the facility; the State begins
submit nuclear material accounting reports (PIL
ICR, LII) upon receipt of the nuclear material. I
nuclear material is imported, the State provides
advance notification of the import prior to its
receipt.

nd

st

to

Operating

Begins after commissioni
is completed and when
nuclear material has been
introduced to the facility
such that it may function
for its declared purpose.

N@GRA and operator support IAEA access.

access under an AP), equipment maintenance
upgrades, updates to technology, DIV.

IAEA carries out inspections (and complementary

and

Maintenance or
Modification

This will coincide with
other facility lifecycle
phases, such as operating
particular. This phase
involves planning for, and
conduct of, any
maintenance or
modification work at the
facility.

made to perform maintenance and/or
imodifications to existing safeguards-relevant
structures, systems or equipment (as specified
the Facility Attachment). A work plan and
schedule is provided to the IAEA.

The IAEA evaluates whether or not such work
will require further evaluation, which may requi
amplification or clarification from the State.

Maintenance (outages, for example) may
necessitate inspections and DIV, such as durin
reactor core opening and fuel movements. This
phase may facilitate access to locations that ar
typically inaccessible.

Any safeguards-relevant change in the design
operation of systems or equipment will require
DIV based on an updated DIQ. Modifications m

The State informs the IAEA as soon as plans are

n

e

ay

lead to a change to the safeguards approach,
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Facility
Lifecycle Stage

Description of the Stage

Examples of Safeguards Activities of States and
the IAEA

IAEA monitoring systems, and Facility
Attachment.

Shut-down

Involves the interruption @
routine operations of the
facility (or a part of it) for a
period of time (typically
greater than one month).
During this phase, NM
remains in the facility and
could be restarted.

t

fThe State informs the IAEA as soon as plans are

made to place the facility into shut-down mode, as
well as to restart it. A schedule is provided

identifying the planned duration of the shutdowh.

Inspections and DIVs continue. Complementar
access continues where an AP is in force.

Extended shut-
down

In such a situation, the
facility retains nuclear
material, often in the core
of a reactor which is no
longer operating. The staff
of the facility is
significantly reduced, and
operations are underway t
decommission the facility.

D

The activities are the same as in the case of Shut-
down status. Logistics for providing access to
such a location may be more complicated due
the lack of staff.

(0]

Inspections and DIVs continue. Complementar
access continues where an AP is in force.

Closed-down —
State of
Preservation

Begins when routine
operations have been
stopped and nuclear
material has been remove
to the extent possible, but
the facility has not been
decommissioned for
safeguards purposes. The
facility remains in a ‘state
of preservation’ as long as
decommissioning activitieg
have not begun.

A facility which is fully
completed but never
commissioned and where
nuclear material was neve
introduced would remain ir
this lifecycle stage until it
qualified for a
decommissioned status
(explained below).

)

[

The State informs the IAEA as soon as plans are
made to place the facility into Closed-down status.

For a closed down facility, inspections and DIV
continue.

For a never commissioned facility, DIV continug
to confirm the operating status of the facility.

D
(7))
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Facility
Lifecycle Stage

Description of the Stage

Examples of Safeguards Activities of States an
the IAEA

Closed-down —
State of de-
commissioning

This phase begins when th
facility is closed-down and
the State informs the IAEA
of its decision to begin
decommissioning.

€lhe State will remove or render inoperable
essential equipment and structures.

The IAEA will conduct DIV and evaluate the

essential equipment list, verify removal and/or
rendering inoperable of essential equipment;

assure complete and correct design informatiof
assure absence of undeclared activities; and ve
the status of the facility. The IAEA will also
remove its monitoring systems, as needed.

=

2rify

Decom-
missioned for
Safeguards
Purposes

This phase is a lifecycle
phase that the IAEA uses |
describe a decommissiong
facility for which the
structures, systems and
equipment essential for a
facility’s operations have
been verified by the IAEA
as removed or rendered
inoperable so that the
facility can no longer be
used to store, handle,
process or utilize nuclear
material.

Once the IAEA has verified that a facility is in
ahis phase, DIV discontinues. However, continy
dconfirmation of decommissioned status occurs

complementary access in States where an AP

force. The IAEA will remove any remaining
monitoring systems or they may request the
operator to dispose of some parts or all of the
systems.

ed
via
sin
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ANNEX 3 - CASE STUDY ON DESTRUCTIVE ASSAY
SAMPLING AND ANALYSIS

This annex provides a case study describing how a State and the IAEA can work
cooperatively when there is a discrepancy between the result of DA sample analysis and the
State’s declaration for a bulk handling facility. In this case, the SRA had established its own
nuclear material accounting verification system, which included national inspections at a bulk
handling facility. The SRA analysed samples of nuclear material using the same techniques
as the IAEA. The facilities in the State had rules consistent with national law regarding the
sampling of nuclear material. Examples of the law and the facility procedure are below.

Example Domestic Law (I nspection)
“Pursuant to the international agreement, civil servants or persons designated by the IAEA may
access places of business, factories, ships, research facilities and sites of those wha handle
internationally regulated items or conduct related research activities, and sample a minimum amount
of materials for testing within the scope put forth in the international agreement.”

Example Facility Nuclear Material Control and Accounting Rule
“When an inspection is underway, the Operator shall cooperate to the fullest extent possible in
activities such as sampling and transporting, and shall provide radiation protection clothes, devices
and materials within the scope of the Radiation Safety Management Rule of the Operator if ingpectors
SO request.”

When the IAEA requested samples of nuclear material batches present at the facility for
destructive analysis, the SRA also collected samples from the same batches. The IAEA sent
one sample to its laboratory for testing and one to the facility archive for storage. The IAEA
used the result of DA sample analysis to verify the facility’'s declared amount of nuclear
material and to assess the performance of the facility’'s measurement system. The SRA sent
its sample to a certified laboratory for analysis, and used the results in its national accounting
system.

If the difference between the IAEA’s results and the facility’s declared mass is statistically
significant, the IAEA conducts additional analysis and investigation to determine if the
difference is significant in terms of safeguards. Differences outside control limits may result
from, e.g. heterogeneous batches or estimated accounting values. (For example, if powder
with 4% uranium enrichment is used to manufacture a batch of fuel pellets, the pellet's
uranium enrichment is assumed to be 4%; a measurement of each pellet is not performed.)

The IAEA may request an explanation from the SRA or the operator or may analyse an

archive sample. In one case, the SRA had already performed its analysis of the sample from
the same batch, so the IAEA requested the SRA to provide its analysis before the IAEA

measured the archive sample. The SRA responded in a timely manner, and the IAEA
determined that the difference between the IAEA’s analysis and the declared amount was
caused by the facility’s use of nominal data (use of estimates should be avoided).
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ANNEX 4 — EXAMPLE FACILITY PROCEDURES TO SUPPORT A PIV AT A
BULK HANDLING FACILITY

The activities listed below are provided as an example for procedures to prepare for a PIV at
a bulk handling facility. To prepare for a PIV at an item facility, only a subset of these
activities would be applicable.

Prior to Notification of Selection / Non-Selection for PIV

* |AEA requests the SRA to provide a PIT work plan for all facilities/LOFs for the year; the
SRA requests information from the operators.

» The SRA forwards the PIT work plans to the IAEA to assist with scheduling and provides
any other relevant information for coordination of the IAEA’s subsequent PIVs.

* SRA requests estimates of inventory levels for major inventories from the operators and
sends to the IAEA. Upon receipt of the estimates, the IAEA and SRA compare the data
with inventory levels at past PIVs to estimate the effort required to support the PIV (e.g.
the number of IAEA and State inspectors required, and the projected length of the
inspection).

» Discuss with the operator whether overtime work during a PIV is an option; overtime can
often be limited or unavailable. PIV activities are typically confined to regular working
hours whenever possible.

» Discuss any special training requirements for SRA and IAEA staff with the operator, such
as respirator fit training, fall arrest training, etc. Inform the IAEA of the training
requirements and schedule the training in advance of the PIV or include it in the inspection
schedule.

» Determine whether an in-process PIT will take place. If an in-process PIT is to be
performed, notify the IAEA of the date and present them with the option to attend if the
facility is selected for a PIV.

* Make arrangements with the facility regarding entrance requirements for IAEA staff.

Notification of Selection/Non-selection for PIV

The SRA immediately informs the relevant facility operators regarding which facilities are
selected and not selected for a PIV and describes the activities to be performed.

Pre-PIV activities on site

All equipment needed for the PIV should be brought on site, cleared by the operator, and
batteries charged (usually on the last working day before the PIV). Liquid nitrogen cooling of
IAEA detectors should be completed prior to arrival. The operator will provide a draft copy
of the list of inventory items (LIIs) to the IAEA prior to the PIV. This may be accompanied
with a list of planned moves to avoid selection of an item that may be processed prior to
arrival. (This is a time-saving measure to allow IAEA inspectors to generate their
measurement sampling plan in advance of their arrival on site.) The operator reviews relevant
source documentation and records and prepares to provide them to the IAEA upon request.
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Opening Meeting

An opening meeting is held with staff from IAEA, SRA, and the facility to make
introductions and agree on a schedule for activities during the PIV. The schedule should:

* Include the verification of all major material types along with manpower requirements for
each activity, both from the IAEA (number of inspectors) and the facility (number of
escorts, operators, technicians);

» Material should be verified in the order most convenient for the facility operator (e.g. feed
material verified first to allow production to resume, or verification of specific finished
product to allow shipment, etc.);

* Include the number and type of IAEA measurements to be taken on each inventory type;

* Incorporate any special issues or needs (e.g. high dose rate areas, respirator training,
weather conditions, security concerns);

* Include the taking of nuclear material samples by the IAEA, as this can involve extra
operator support; and

» Make provisions for any associated DIV activities.

The agreed schedule must be detailed but flexible enough to accommodate unforeseeable
circumstances, such as equipment issues, operational requirements, unfavourable weather, or
other such delays. A means of communication should be determined (e.g. cell phones).

Closing Meeting

Closing meetings are held at the end of each day of the PIV to review what was completed as
compared to what was scheduled and make any necessary adjustments. A final closing
meeting is held at the conclusion of the PIV to review the activities undertaken and discuss
what worked well and any recommendations for improvements for future PIVS. Any
additional requirements or actions should be noted by the operator with responsibilities and
timescales clearly allocated.

Records and Reports

Any accountancy documents resulting from the PIV are transmitted in a timely manner to the
SRA and to the IAEA as required.
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ANNEX 5 — CASE STUDY IN FACILITATING COMPLEMENTARY ACCESS
WITH 24 HOUR ADVANCE NOTIFICATION

Even during the earliest discussions regarding the implementation of the additional protocol
in a State, an SRA can begin preparing for complementary access to be performed. This case
study describes the experiences of one State with a large fuel cycle. The SRA carried out
internal preparations to ensure its staff members were prepared to fulfil their duties and
external outreach to ensure licensees were aware of their responsibilities during a CA. This
case study describes preparations for a 24-hour advance notice CA.

Procedures and guidance were prepared to respond to a CA, including internal SRA guidance
that directed staff activities during a CA at any licensed facility.

Pre-Access Notifications and Coordination

The CA process began with the initial notification from the IAEA, which specified the
location, date and time, purpose, and other important details necessary for planning. CAs take
place during regular working hours, but the SRA had set up a continuous, round-the-clock
communication centre where the notification was received. The centre confirmed receipt of
the notification to the IAEA, and notified the SRA staff members responsible for responding
to a CA. Each staff member received a phone call that automatically connected to a
conference call line with a communications officer who reviewed the content of the CA
notice with the staff members. An electronic copy of the notification document was also sent
to them via email. Other emails were sent to a distribution list to notify other individuals
within the State, at the request of the staff members on the conference call.

The SRA staff then notified the operator of the location of the CA. For every location
associated with a declaration line item, and for every site, the SRA requires a point of contact
(and back up) to be identified who is responsible to receive notifications of CA requests by
the IAEA. This person serves as the primary focal point for all CA related communication
between the SRA and the location. The SRA provides a copy of the CA notice from the
IAEA which includes the names of the inspectors, a letter confirming the basic information
about the CA, and the names of the SRA staff members who will attend the CA.
Additionally, the SRA requests answers to a series of questions designed to gather as much
information as possible so that any necessary preparations can be made to facilitate the CA.
The SRA also reviews with the operator the relevant declaration information and reviews the
activities that are expected to take place during the CA. The stated objectives of the CA are
also reviewed.

The SRA and the operator also discuss any need for managed access, identify necessary
facility staff to be present, review training requirements (safety training) and equipment
(safety shoes, hardhats, gloves), determine if there are any areas where access will not be
permitted due to health or safety concerns (e.g., high radiation areas, construction zones). A
list of questions and considerations to guide these discussions is provided below.
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» What facility personnel will need to be present to allow access to all relevant areas of the
facility?

* What are the normal business hours for the facility (for the day of the IAEA visit)?

* Are there any major events or activities occurring on site the day of the CA?

* Will the SRA staff be able to use cell phones while on site?

» Is the need for managed access foreseen at your location? Please describe.

» Documents that will be needed by the IAEA include site maps, building maps, declaration
related information. The site map should identify all buildings/locations on the site.

* What office space can be made available for the SRA staff and for the IAEA during the CA?

* What health and safety requirements do you have for visitors to your facility and can any of
the requirements be satisfied before the visit (i.e. online training)?

» Do you have sufficient safety equipment for all participants?

* Arrange a time (preferably 1.5 to 2 hours before the start of the CA) for a pre-entrance
meeting to familiarize the SRA with the location and to work out any managed access.

The purpose of a pre-entrance meeting is to review the details about the expected CA
activities, discuss any areas where managed access may need to be applied, discuss any issues
concerning health and safety requirements, review the general flow of the day’s activities and
ensure the roles and responsibilities of each party are understood. The SRA may wish to
conduct a walkthrough of the site and identify managed access approaches (e.g., ceasing
operations, shrouding equipment, turning off computer monitors), potential health and safety
concerns, and ensure alternate routes are identified in case of any restrictions. Managed
access must still allow completion of activities by the IAEA inspectors to ensure the purpose

of the CA can be fulfilled.

When the IAEA arrives, the SRA goes with the facility staff to greet them at the site entrance
and to verify the credentials of the inspectors. Once satisfied that the IAEA inspectors are
those indicated in the notification, the facility will process the inspectors and their equipment
into the facility. A briefing will be held to clarify expectations, roles and responsibilities,
health and safety requirements, procedural issues, and the general timeline for the CA. It is
helpful for the operator to provide a short presentation on the site operations, while avoiding
marketing or promotional information. The facility provides copies of documents (marked
and numbered) to the IAEA for use during the CA, including a site map and other supporting
documentation as relevant to the purpose of the CA. The operator then escorts the inspectors
and SRA staff to the area(s) specified in the CA notice. The IAEA may ask questions, take
pictures (as discussed during the entrance briefing), write notes, and request access to various
buildings, rooms, and other areas as determined to be necessary. When the IAEA has
completed the activities, the facility staff will escort the IAEA inspectors and SRA staff back

to the location of the entrance meeting for any necessary document reviews, follow up
guestions, or to begin an exit meeting.

The exit meeting provides an opportunity to review the activities performed and note any
unresolved questions or requests. Documents that were distributed will be collected and
returned to the facility for disposition or documented and officially released to the IAEA

inspectors. Photos taken during the CA will be reviewed by the facility operator to ensure
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there is no inadvertent inclusion of proprietary or commercially sensitive information. Any
follow up items will be assigned to a responsible entity. The IAEA inspectors are then
escorted out of the site. The SRA and operator may wish to further discuss follow up actions
and identify any lessons learned.

Some lessons learned in the course of conducting CAs in this State include:

» Communication between the IAEA, the SRA and the operator
In order to allow the various representatives to perform their necessary roles and
responsibilities, establishing a clear and consistent communication channel is
important. In general, the facility staff should have discussions with the IAEA with
the participation of the SRA. Requests from the IAEA should be made to the SRA.

« Early identification of safety restrictions
It is important that the organization determine in advance if there are health or safety
concerns with the CA. If health and safety concerns result in the IAEA being denied
access to areas of interest, the SRA will need to consult with the inspectors to
determine an acceptable alternative. The use of managed access should help to
accomplish the goals of the IAEA while ensuring the health and safety of personnel.

» Errors in AP declarations
In the event that an error is discovered in an organization’s declaration, the staff
should immediately notify the SRA and provide the corrected data. While minor
errors should not present a serious problem, it is important to convey the correction in
a timely manner.

» General Preparation and Outreach
In order to be successful, careful preparations should be made for CA. Mock CA may
be useful in testing new procedures, familiarizing staff with CAs, and anticipating
where problems may occur. In particular, the SRA should help organizations to
understand what the IAEA is trying to accomplish.

In another State, after entry into force of its additional protocol the State submitted its initial
declaration. The 2.a(iii) declaration included the site of the ‘Nuclear Studies Centre,” where a
research reactor, a radioisotope production building, a waste treatment building and a waste
storage building were located.

After performing a PIV of the research reactor, IAEA inspectors conducted their first 2-hour
notification complementary access on the site. The inspectors requested access to the waste
treatment and storage buildings. Before entering the buildings, the IAEA inspectors walked
through the site with the initial declaration and a satellite image in hand. This walkthrough
allowed the IAEA inspectors and the site representative to discuss the site declaration and
agree on some improvements to be made during the first update of the declaration.
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In addition, the walkthrough allowed the IAEA to discuss locations indicated in the satellite
image that did not appear to correspond to the actual existing locations. Some examples
included a demolished shed and the shadow of a tree.

This complementary access, which covered mainly visual observation, involved technical
staff from the buildings visited as well as radiation protection specialists, security and
safeguards representatives and representatives from the SRA. It was very helpful for the SRA
as well as for the IAEA to walk through the site together.
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ANNEX 6 — EXAMPLE PROCEDURE FOR FACILITATING
IAEA COMPLEMENTARY ACCESS

The IAEA can provide the SRA with 24-hour notice of a complementary access or 2-hour
notice if IAEA inspectors are already on a site. The SRA response to CAs will be treated
slightly differently depending on whether they are 24-hour notice or 2-hour notice.

Any IAEA request for a CA should be dealt with immediately upon receipt

Process for a 24-hour notice CA

CA notices are typically received by the SRA via secure email. The initial notification is
followed by a phone call from the IAEA to SRA to confirm that the email was received.
Upon receipt of a 24 hour notice, the SRA contacts the relevant operator or organization
immediately.

* SRA staff confirms whether or not someone from the SRA will accompany the IAEA,

* SRA staff makes necessary logistical arrangements with the operator (agreeing who
will be attending the CA from the SRA, who is the responsible staff member, what are
the access procedures, times of arrival, etc.).

If SRA does not attend a 24-hour notice CA

If the SRA does not attend the CA, there should be an opening teleconference with the
operator and the IAEA inspectors who are to perform the CA, to ensure that goals for the CA
are clear. An official record of the teleconference should be filed.

After the CA, the SRA should contact the operator and:
* Request a quick verbal or email account of the CA, providing a high-level summary,
addressing any issues which may require follow-up;
* Request the operator to submit a detailed written report describing the activities
carried out during the CA.

Process for a 2-hour notice CA

If an SRA official is not present at a facility during an IAEA inspection, then the SRA will
not be on the site when the notification of a 2-hour-notice CA is presented to the IAEA
inspectors. In such a case, it is unlikely the SRA would be able to attend the CA. Usually,
SRA inspectors accompany IAEA inspectors during inspections, so they are available for a 2-
hour notification CA.

If SRA is on-site for a 2-hour notice CA

Where time permits, a brief meeting should be held with the licensee and the inspectors who
are to perform the CA, to ensure that goals for the CA are clear. The meeting should cover:

* What documents will be required and whether they must be supplied during the CA,
or afterwards;
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* How access to requested areas will be granted (managed access may apply);

» What arrangements are required concerning the use of cameras or radiation
detection/measurement equipment, the taking of environmental samples, etc.; and

* Whether personal protection equipment is required, and/or supplied.

If SRA is not on-site for a 2-hour notice CA

Upon becoming aware that the CA has taken place, the SRA should request from the
operator:

* A quick verbal or email description of the CA, summary of the activities, any issues
which may require follow-up, to be sent immediately;

* A copy of the IAEA CA notice, either via fax or email; and

» An official written report detailing the activities carried out during the CA, to be
provided within a reasonable timeframe.

On-site activities

Below is a list of guidelines for SRA staff that are present for a CA, whether 2-hour or 24-
hour notice:

* Whenever possible, hold a brief opening meeting with all three parties (SRA, I1AEA,
operator representatives) prior to the CA to ensure that the goals of the CA are clear.

» Topics such as managed access, taking of photographs or samples, or any health and
safety issues should be addressed.

* Ensure that the facility operator provides access to the areas listed in the CA notice,
using managed access as envisioned in the relevant declaration. The SRA must
ensure that any uses of managed access by the operator are justified and consistent
with the declaration.

* Monitor the consistency between the activities conducted and locations or processes
accessed with the objectives listed in the CA notice. Additional activities (beyond the
scope of the CA notice) that are requested by the IAEA during the CA may be
negotiated on a case-by-case basis in agreement with the operator and SRA
representatives.

* Note should be taken of all areas visited by the IAEA, and of whether the IAEA
inspectors took any environmental samples, measurements (physical measurements,
radiation measurements, GPS readings), or photos.

Follow-Up Activities

The operator should produce a CA report and submit it to the SRA following the CA. This
report should be produced regardless of whether the SRA attended the CA, and should
include:

» Date and time that complementary access notification was received;
» Date and time complementary access began;
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List of participating IAEA personnel;

List of other participating persons from the facility or the SRA,;

Brief chronology of events and activities during the CA, including places visited and
IAEA activities, especially as pertains to use of equipment and sample taking;

A description of managed access used during the CA (if any);

A description of any difficulties encountered during the complementary access and,
where appropriate, how they were resolved/addressed; and

A list of any outstanding issues or actions identified either formally or informally by
the IAEA.
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ANNEX 7 - CASE STUDY ON ROLES AND RESPONSIBILITIES
IN PREPARING FOR IAEA ACCESS

The following is provided as an example of allocation of the roles and responsibilities of the
SRA in facilitating access to the IAEA, based on the practices of one State.

The specific roles and responsibilities of various stakeholders will differ from one State to

another; however, it is recommendeddtacument the roles and responsibilitieand share
the information with all involved parties to create a common understanding.

The SRA is responsible for:

All official communications between the State and the IAEA;

Liaising with the IAEA with regards to the dates for access and the planned activities,
and to establish a detailed schedule for the operator;

Allocation of responsibilities as per the inspection schedule;

Discussing and resolving problems in facilities at management level; and

Compiling and submitting a report (on each access) for management.

The SRA staff member assigned to a particular IAEA access activity is responsible for:

Preparation of a schedule and notification to the location of the schedule and activities
to be performed,;

Preparation of an inspection report;

Assisting facilities with preparations for an access, such as taking a physical
inventory, assembling documentation, checking facility equipment performance, etc.;
Assisting facilities to comply with State and IAEA requirements;

Assisting the IAEA inspectors during the inspection;

Verification of the correct operation and calibration status of measurement equipment;
Follow up of any requests from the IAEA and/or facility;

Evaluation of the report of material unaccounted for (MUF) report;

Verification of the validity and correctness of information on possible causes of MUF;
Verification of shipper/receiver differences and uncertainties in the book inventory;
Examine the design information to determine if any updates are required;

Auditing of the nuclear material accounting and control systems implemented by the
facility operators to determine the effectiveness thereof; and

Evaluation of the health, safety and environmental impact of inspection.

For Complementary Access, the SRA is responsible to:

Arrange for access at the location and operator availability;

Have a copy of the latest additional protocol declaration for the particular location. If
there are any changes in the AP declaration, record and submit to the Senior Manager
for future updates;
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* Provide the IAEA inspectors with unrestricted access to buildings and/or areas
specified on their notification;

* In case of any visual images taken, the State inspector should make sure they get a
copy of all images taken and retain them in internal records;

* In case environmental swipe samples are taken, receive at least one swipe taken from
the same location as the one the Agency inspectors have;

* In the case where equipment and/or process areas are considered commercially
sensitive, implement managed access in accordance with agreed procedures. Managed
access is to be negotiated through the safeguards manager and the representative of
the particular facility/building/ company in advance of a complementary access.

Inspection Planning

The SRA staff member responsible for a particular facility may wish to prepare an inspection
plan for each inspection, including such aspects as:

» Equipment installation, calibration and setting up dates (if required);
» Receiving IAEA equipment that will be shipped for the access;

» Facility to be inspected/verified;

» Date of the inspection;

» Sealing of material for verification of non-borrowing (if required); and
» Facility operator staff member and lead IAEA inspector.

The SRA should also determine specific personnel requirements for the completion of the
inspection, e.g. operator staff that are qualified for overhead cranes, forklifts, manipulators,
etc. The installation, removal, transportation, calibration and setting up of equipment to be
used by the IAEA during the inspection/PIV also must be coordinated.

Logistics Support

The SRA should work with the operator/organization to determine logistical needs for the
access. Such issues should be considered as:

» Transportation for the IAEA inspectors and their equipment to/from the airport and
to/from the hotel and the location(s) to be accessed,;

» Assistance with booking a hotel for IAEA inspectors (to advise particularly on
location and security);

» Identification of appropriate escorts (considering the gender of the inspectors);

* Providing for translation and interpretation as needed;

* Determining any training requirements and safety rules and equipment for the
inspectors;

* Making allowance for weather conditions (e.g. water, clothing, etc.);

» Clearing of IAEA inspectors and equipment through Customs; and

* Providing for meals for the inspectors during the access (e.g. transportation for a mid-
day meal).
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Documentation

The SRA works with the facility safeguards manager to verify the format and timeliness of
the list of inventory items (LII) and general ledger, to ensure that documentation submitted to
the IAEA inspector is correct and complete. The facility’s document control system is an
important element of its quality management system. For documentation, in addition to
document control, retention and archiving, the following aspects should be considered:

* Duplicate items;

* Material category and element code;

* Inclusion of any pending transfers;

* Indication of material received since the previous inspection;
* Indication of material in process;

* Indication of sealed items;

» Comparison of LII hard copy and electronic data; and

* Material unaccounted for (MUF).

Physical inventory verification (PIV)

A pre-inspection meeting is held at the facility to discuss planned activities. A PIV will
involve the following kinds of activities:

* Item counting and tag checking;

* Item verification (non-destructive assay or sample taking);

» Verification of the operating characteristics of measuring equipment;
» Application and checking of C/S measures;

» Verification of material to be transferred,;

» Examination of records; and

» Report comparison and book update.

IAEA Samples

The facility safeguards manager should prepare shipment documentation according to the
specified procedures, for all the samples taken at the facility during the inspection and ensure
that the samples are shipped to the IAEA.
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ANNEX 8 — EXAMPLES OF IDENTIFICATION AND
RESOLUTION OF A POSSIBLE INCONSISTENCY OR DISCREPANCY

Example 1: In preparing a 2.a(iii) declaration (a site declaration), the State identifies and des

cribes

the functions of all buildings on the site, together with an annotated site map or layout. In one State, a
building was declared as within the site premises with the description, ‘space debris observation’. No
additional information was provided. While on the site, the IAEA provided a 2-hour notification of a

CA. At lunch time, the IAEA informed the SRA and operator of the particular building that the

IAEA

wished to access. The operator then informed the IAEA that the building belonged to another Ministry

(the Ministry for Space) which was located in another city a long distance from the site.

The equipment in the building was controlled remotely by the staff of that Ministry. The stg
visited the site twice per year. It appeared that no access would be possible within the timef
the notification. The IAEA explained that the operator should have either obtained a key

ff only
rame of
to the

building, or discussed the situation with the IAEA and considered removing the building from the site
declaration as it was not functionally related to the facility. To address the situation, the SRA
contacted all involved Ministries and had a staff member fly to the site with the key to the CA location

within working hours.

While awaiting the staff member’s arrival, the IAEA inspector went to the building to freeze the
situation and contacted HQ to determine what compensatory measures could be taken to resolve the

situation. The staff member was not able to arrive within working hours, so the IAEA seg
possible penetration accesses for the night and returned the next day to complete follow-up
when access was possible. The cooperation and efficient coordination of the State enabled f

led all
actions
he IAEA

to achieve its objectives of the CA despite the problem. The future access to the building yas also

addressed through discussions between the SRA, operator and IAEA.

Example 2: During a PIV at a large bulk facility, much of the equipment used for verification
activities is unattended and in remote transmission mode. The procedure in place is to proceed with

measurements of selected items during the whole week and perform evaluation of the resu

ts at the

end. Due to a technical problem (most probably a virus transferred to the computers of the respective

equipment) the IAEA saw that all saved measurements performed for almost two days were Ig

St.

While the technical problem was not caused by the facility, the cooperation of the operator and the

SRA were essential to recovering the situation. Additional work was required by everyone,
sample selection was done and operator started to bring samples automatically using a crane

A new
transfer

system. Unfortunately, the system broke down and samples had to be brought manually which
involved increased doses and the need for additional radiation technicians. The operator, IAEA and
SRA assessed and controlled the radiation risks, succeeded in sampling and performing
measurements and worked beyond working hours to complete the PIV. As a result, the IAEA was able
to perform all activities within the original time schedule and attain all objectives. These objectives

were seen as shared objectives of the IAEA, SRA and operator.
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ANNEX 9 — REMOTE MONITORING SYSTEMS

The IAEA has significantly expanded the use of remote monitoring (RM) throughout the
world; as of 2014, over 280 systems are connected worldwide and data transmission is
protected by a Virtual Private Network (VPN). Troubleshooting & some system maintenance
activities can be performed from IAEA headquarters in Vienna to ensure continued
performance. The use of remote monitoring systems does not necessarily require any
additional capability on the part of an SRA or an operator.

Remote monitoring systems often include surveillance cameras that are remotely controlled,
containment monitoring systems and NDA equipment. The IAEA can remotely receive and
review data about nuclear material accounting in near-real-time. However, like any system,
events can occur which impede the system’s performance. A case study below describes how
the IAEA, SRA and facility operators communicate with each other to maintain and repair
IAEA equipment when problems are discovered.

Surveillance cameras collect image data and transmit it to a server; the data is either stored in
the server or transmitted to a remote monitoring server at IAEA headquarters through a VPN.
If a State and the IAEA have entered into an information sharing arrangement, image data
may also be transmitted to the State. If the SOH data does not arrive at the server in Vienna,
the IAEA immediately requests the SRA to either reset the system’s server or to check the
communication cables for internet or telephone. Since nuclear facilities are often located in
remote areas, the SRA will typically contact the facility operator to request that they check
the system and cables. The facility should have procedures in place that specify how to treat
IAEA installed equipment at the facility.

Upon receiving a request from the SRA to check the IAEA’s equipment, the facility operator
will first check the status of the RM system server, which may be located at, for example, a
spent fuel storage area. The facility operator will check the server’s screen and light signal to
indicate it is working properly. If the server is not working, the operator resets the server
according to the manual. If a reset does not return the server to normal operations, the
operator will then examine the internet modem or communication cables. A majority of
problems are resolved by resetting the server or rebooting the modem.

The operator then notifies the SRA, and the SRA contacts the IAEA to check whether SOH
data is being received from the monitoring system. The problem is resolved when the IAEA
confirms that the SOH data is arriving properly.

Some common causes for problems include overheated or aged servers or outdated cables. In
these cases, the IAEA may request the SRA to examine the equipment or cables to verify that
the problems will not impede inspection activities.

States are obliged to provide technical support such as installation, maintenance and repair of
equipment so that the IAEA can carry out its inspection activities in accordance with
safeguards agreement. Some States conclude specific cooperation arrangements (such as a
memorandum of understanding) with the IAEA that define their respective roles and
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responsibilities, and may include procedures for certain cooperative activities. Such
arrangements may also specify cost sharing.

Possible language for inclusion in an | AEA-State cooperation arrangement

“In emergency cases the State may be requested by the IAEA to arrange for the resetting of the
Remote Monitoring server.”

“The State and the IAEA will perform periodical checking of the State of Health of the Remote
Monitoring system, and notify the other side of any equipment abnormalities when discovered)”

“The State will bear the costs of installation of all IAEA supplied equipment and cables, all electrical
power operating expenses and communication expenses.”

The malfunction of RM equipment should be addressed as soon as possible to avoid
impacting inspection activities. Close cooperation and communication between the IAEA,
SRA and facility operators is essential. Most of the issues with RM system performance can
be addressed without significant financial impact. However, cables or equipment items will
eventually require replacement and this will cost money, so it is important to define roles and
responsibilities of the IAEA and the State regarding the maintenance or repair of equipment.
This is often addressed in the Facility Attachment, or may be discussed in meetings or
defined in cooperation arrangements. For example, the IAEA and a State may set out an
arrangement whereby the IAEA may be responsible for the maintenance of RM equipment
while the State takes care of the communication equipment. Cooperation arrangements are a
useful means of determining responsibility for installation, operation, maintenance and repair
activities and costs.

The information provided below may be useful in making arrangements for installation of
IAEA RM systems at a facility.

Basic requirements for RM system data transmission

Transmission: once per day, can be scheduled to occur at any time.

Data Amount: approximately 20-25 MB per day.

Transmission Duration: approximately 30 minutes (depending on connection type)
Backup Transmission: not necessary because IAEA systems buffer data to transmit

when communications are restored.
The two most common remote monitoring communication methods are:

1. The installation of a broadband link (ex. xDSL) near the IAEA cabinet (preferred).

2. The use of “LAN-Sharing” where the IAEA uses the existing facility LAN and
Internet connection to transmit data.

These two options are discussed in more detail below.
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Requirements for a broadband connection for IAEA RM system

The provider must assign a fixed IP address or supply an address via DHCP for the IAEA
RM Server. The connection from the xDSL line must be Ethernet. All protocols should be
allowed to pass. Required protocols are:

e [PSEC and IKE: UDP on port 500 + 4500 for Network Address Translation (NAT)
environments.

» |IPSEC Encapsulating Security Payload (ESP) (IP type 50) with no NAT.

 The only kind of ISP authentication that is supported is PPPoE (Point to Point
Protocol over Ethernet), no authentication to the provider is preferable. Most
broadband connections offer enough bandwidth to support SG remote applications.

* The provider should turn off any firewalls or IP filtering.
* Full access to the xXDSL modem from Internet-side.

Requirements for LAN-sharing

IAEA equipment can also transmit over a facility’'s local area network (LAN). IAEA
communications are protected by a hardware VPN device located in the cabinet, so
encryption and authentication of data is secure. Facility firewall administrators must allow
one specific outside IP number to establish a VPN tunnel with the IAEA cabinet. The above
protocols (IPSEC, IKE, and ESP) must be allowed in and out to IAEA equipment. The
facility may also VLAN the IAEA data to isolate this traffic from normal facility traffic (but
this is optional).

The IAEA works with facility IT personnel to make the connection as secure as needed to
meet facility standards. Further, data transmission can take place during off-business hours to
avoid interfering with operational use.
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