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FOREWORD

In virtually all countries of the world, use of radiation sources in industry,
medicine, research and teaching is widespread and increasing. The safety and security
record of these applications is good; however, there have been a number of radio-
logical accidents caused by safety failures, some of which have led te serious
consequences, including the death of some exposed persons.

In addition to the safety related problems, there have been events in which loss
of security and control of radioactive materials has had serious, even fatal,
consequences. Examples include incidents in which sources used in radiation therapy
units have been unintentionally sold as scrap metal, found by unsuspecting
individuals or stolen, causing multiple deaths. ‘Orphan sources’ often ended up in the
public domain, in particular in scrap metal, causing a significant risk of
contamination and exposure of workers, the public and the environment. Illicit
trafficking in nuclear and other radioactive materials through States and across State
barders has become a serious threat from the viewpoint of nuclear proliferation,
terrorist potential and radiological hazard.

This International Conference, hosted by the Government of France and
co-sponsored by the European Commission, the International Criminal Police
Organization (Interpol) and the World Customs Organization (WCO), was the first
one devoted to the safety of radiation sources and the security of radioactive materials
and — for the first time — brought together radiation safety experts, regulators,
and customs and police officers, who need to closely co-operate for solving the
problem of illicit trafficking.

The technical sessions reviewed the state of the art of twelve major topics,
divided into two groups: the safety of radiation sources and the security of radioactive
materials. The safety part comprised regulatory control, safety assessment techniques,
engineering and managerial measures, lessons from experience, international co-
operation through reporting systems and databases, verification of safety through
inspection and the use of performance indicators for a regulatory programme. The
security part comprised measures to prevent breaches in the security of radioactive
materials, detection and identification techniques for illicit trafficking, response to
detected cases and seized radioactive materials, strengthening awareness, training and
exchange of information.

The Conference was a success in fostering information exchange through the
reviews of the state of the art and the frank and open discussions, It raised awareness
of the need for Member States to ensure effective systems of control and for preventing,
detecting and responding to illicit trafficking in radioactive materials. The Conference
finished by recommending investigating whether international undertakings
concerned with an effective operation of national systems for ensuring the safety of



radiation sources and the security of radioactive materials, and attracting broad
adherence, can be formulated. These recommendations were essentially adopted as a
resolution of the Forty-second General Conference of the IAEA in September 19981,

These Proceedings contain the keynote address, the invited papers, summaries
of discussions and session summaries, and the remarks presented at the opening of
the Conference. The Conference Programme Committee accepted a number of
contributed papers for consideration at the Conference, and these were published
shortly before the Conference?. Together, these two volumes thus contain the
complete record of the Conference.

The Joint [AEA/EC/Interpol/WCO Conference Secretariat gratefully
acknowledges the support and generous hospitality extended to the participants by
the authorities of France, in particular the French Atomic Energy Commission (CEA).

I INTERNATIONAL ATOMIC ENERGY AGENCY, The Safety of Radiation Sources
and Security of Radioactive Materials, GC(42)/RES/12, [AEA, Vienna (1998).

2 INTERNATIONAL ATOMIC ENERGY AGENCY, Safety of Radiation Sources and
Security of Radioactive Materials, Contributed Papers, [AEA-TECDOC-1045, [AEA, Vienna
{1998); available at no charge from the [AEA Department of Nuclear Safety, P.O. Box 100,
A-1400 Vienna, Austria.
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M.F. Ferrier

Secrétariat général de la défense nationale
France

On behalf of the French authorities, I have pleasure in welcoming you here, to
Dijon, for the first conference organized by the IAEA on the safety of radiation
sources and the security of radioactive materials.

The French Government has a particular interest in this subject — an interest
that is widespread. Indeed, when the first plans for the holding of such a conference
were made, all the French organizations concemned were very much in favour of
holding such a meeting in France.

I can see that this interest is shared widely by many countries since, in addition
to the four international organizations sponsoring this Conference, 83 countries are
represented in this conference hall.

This Conference is not a routine one: the safety of radiation sources and the
security of radioactive materials are extremely topical subjects.

Until recently, the international community was primarily interested in the
safety of large nuclear facilities. This was perfectly understandable given the pos-
sibly dramatic consequences of the accidents that can occur in such facilities.
International exchange of information and co-operation in this area were therefore
already well organized.

On the other hand, as far as ‘ordinary’ radioactivity was concerned — that in
the non-nuclear industry and in the field of medicine — each country was working in
isolation with little, if any, international exchange of information.

I hardly need to dwell on the other topical area, namely, transfers of radioactive
materials that are poorly controlled or not controlled at all. The geopolitical changes
that have taken place in Eastern Europe have led to an increase in such trafficking.
Paradoxically, despite the increased media attention given to the subject, the public
interest and the considerable national resources provided to combat such trafficking,
there has been little exchange of information.

After a few accidents had occurred and trafficking in radioactive material had
been detected, the IAEA recognized the growing problem posed by the control of
radioactive materials and undertook in-depth work in this area. It launched a pro-
gramme to prevent and combat trafficking in radioactive materials and created an
illicit trafficking database.

This Conference reflects this commitment and is the first event on such a scale
in this field. It will provide an opportunity for the international exchange of infor-
mation, making it possible to compare the strategies of each country and to draw
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lessons of benefit to all, against a background of security, objectivity and
multidisciplinarity.

1 have noticed that, in addition to specialists in the nuclear and radiation
protection fields, there are customs officials, lawyers, doctors and policemen here.
Apart from the international co-operation within each of these specialized fields,
which is natural and has already begun, the mixing of specialists from all countries
should have beneficial effects leading to the adoption of fresh approaches.

It is not by chance that organizations other than the IAEA, such as the World
Customs Organization, Interpol and the European Community, are sponsoring this
Conference.

In France, it is the Office of the Prime Minister, to which [ belong, that is
responsible for ensuring co-crdination among the different departments to prevent
any loss of control of radioactive materials and their possible misuse. This proximity
1o the Prime Minister reflects the concern of the French authorities to cover all the
areas involved. The task is an easy one since, in France, there is no fear of speaking
publicly about the problems of nuclear security and radiation protection without any
a priori assumptions. Furthermore, in Parliament an office has been given the task of
auditing the French system of radiation protection, nuclear safety and control. The
report on the audit has just been published.

The fact that we have long had a security culture and experience in this field
does not mean that we should not review the situation from time to time.

1 hope that this Conference will be an opportunity for everybody, including us,
to benefit from the experience of other countries. I therefore hope that your work will
be productive and that you will then enjoy discovering Burgundy’s riches.



WELCOMING REMARKS

A.l. Gonzilez

International Atomic Energy Agency
Vienna

It is my privilege to welcome you on behalf of the International Atemic Energy
Agency to this important international conference which will, for the first time,
openly and broadly foster information exchange on the safety of radiation sources and
the security of radioactive materials at an international level.

Let my first words express our deep appreciation to the Government of France
for agreeing to host the Conference and for arranging its organization. I am sure that
you will join me in agreeing that the venue selected could not be better. To the
natural beauty of Dijon and its surrounding region of Burgundy, and to the recog-
nized hospitality of its inhabitants, the organizers have added the magnificence of
this Conference Centre. You are well aware that, for a major event like this to be a
success, a lot of hard work by many people takes place behind the scenes. We are
extremely grateful to the many French officers, some of them sharing this podium,
who, through their efforts, have made it possible for us to be here together. 1 kindly
ask M. Ferrier, Director of the Secrétariat général de la défense nationale, and
J. Bouchard, the President of the Conference and Director General of the Military
Applications Directorate of the French Atomic Energy Commission (CEA/DAM), to
convey our deep gratitude to all the local officers who have made this event
possible.

My secend remark is addressed to the sister organizations who are co-sponsor-
ing this event with us. The IAEA is very honoured to co-sponsor this Conference with
you all. We have a long history of co-operaticn with the Eurepean Union in the field
of radiation protection and safety, but this is our first large venture with Interpol and
the World Customs Organization (WCO). Their professional expertise and their man-
date are key requirements for international success in tackling the elusive subject of
the security of radioactive materials. I am convinced that my colleagues at the
European Union will share my expressiens of gratitude to Interpol and WCO for their
support in this endeavour and our hope for further co-operative ventures in the future.

I would like now to emphasize the IAEA’s recognition of the tireless efforts of
the Scientific Programme Committee chaired by D). Beninson. Thanks to them, we
have before us a programme which will encourage a rational and effective exchange
of information among the many experts present here.

Let me also express our deep gratitude to the scientific secretaries and to
the IAEA’s Conference Service, whose relentless efforts have made all this
possible.
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And, last but not least, the IAEA is extremely indebted to all of you: to the
various officers of the Conference, the Presidcnt, the Chairpersons and the
Rapporteurs; to the speakers, ameng whom I will specifically mention the keynote
speaker, G. Dicus; to the authors of the contributed papers; and to all the participants.
All of you are the real substance of the Conference. Thank you.

The topic of this Conference requires some words of clarification: ‘safety’ and
‘security’ — ‘siireté’ and ‘sécurité” — are two distinct terms in English and French
only, a common word being used for thesc concepts in all other major languages.
Not surprisingly, therefore, many people wonder what the distinction between
safety and security actually is. If they reached for their dictionaries, they would per-
haps be none the wiser, because one of the definitions of ‘security’ is ‘safety’ and
vice versa.

By ‘the safety of radiation sources” we mean the assembly of technical and
managerial features that diminish the likelihood of something going wrong with a
source as a result of which people are overexposed. By ‘the security of radioactive
material’ we mean the assembly of technical and managerial features that prevent any
unauthorized activity with radicactive materials by ensuring that their control is not
rclinquished or improperly transferred. We have limited the security issue to radio-
active materials alone and not to radioactive sourccs (as a whole) because we believe
that security issues with apparatus which generates icnizing radiation, such as X ray
machines and accelerators, are of less significance. Security is required for two major
purposes: on the one hand, to prevent strayed radioactive materials causing harm to
people; on the other hand, to prevent the diversion of nuclear materials from legal to
illegal, even criminal, uses. It is expected that this Conference will concentratc on the
first of these two purposes. However, thc IAEA will make a prcsentation which will
also deal with its activilies in the security of nuclear materials for safeguards
purposes.

It is surprising that, after three quarters of a century of radiation protection, we
are meeting together for the first time at an international level to foster the sharing of
information on these two important topics. In its 70 years of existence, the
International Commission on Radiological Protection (ICRP) has produced more than
70 publications with recommendations for protection against ionizing radiation that
have been followed by natienal and international organizations. However, only two
— very recent — ICRP publications deal with the problem of the safety of radiation
sources, and none has ever dealt with the issue of the security of radioactive materi-
als. For the IAEA, the balance is similar. The IAEA has taken the leading role in the
United Nations system in establishing standards of radiation safety and has issued
more than 100 documents on the subject. However, again, until the appearance of the
latest Basic Safety Standards!, the subject of safety had been loosely addressed in the
IAEA’s standards by the simplistic requirement that ‘accidental exposures shall be
prevented’. This is a fine “motherhood and apple pie’ statement but offers no guidance
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on to how to achieve safety. The security issue was also completely ignored by inter-
national standards. In the Basic Safety Standards some progress was achieved, and a
full set of requirements for safety and security was established. However, they are
general in nature and with very little quantification.

I must stress my amazement that this apparent lack of interest has occurred
despitte the fact that, as all of us know, many people have been injured and have even
died because of failures in the safety of radiation sources and, in the last few years, a
worrying number of accidents have occurred because of breaches in the security of
radioactive materials.

It seems, I would like to suggest, that we were convinced that minimum
requirements for safety and security were somehow automatically established and
implemented. We all assumed, for instance, that all governments had radiation safety
infrastructures in place which at least included a system of notification, registration,
licensing and inspection of radiation sources. But this assumption proved to be
wrong. We learned that among the IAEA’s Member States alone, nearly half lacked
the minimum infrastructure. This means more than 50 countries. And, in addition,
there are at least 60 countries which are not Members of the JAEA and where, we can
only guess, the situation may be even worse.

The TAEA is reacting to this serious situation. This afternoon, the JAEA’s
Deputy Director General, Jihui Qian, who is sitting here on my left, will brief you on
the FAEA’s technical co-operation measures which aim to solve the problem. The
so-called Model Project in Radiation Protection is one of the largest efforts in the
United Nations’ history to enhance radiation safety infrastructure in States which
need it most urgently. This [AEA initiative, involving an active approach rather than
the traditional reactive approach to technical co-operation on the part of UN organi-
zations, is Jihui Qian’s personal initiative, and nobody could do a better job of telling
you about it than he himself.

The TAEA would therefore like to see this Conference as a turning point for our
focus on radiation protection. This should not be misinterpreted: we do not propose
to diminish our efforts in the so-called normal operation of radiation sources. We have
achieved a great deal in that field in protecting workers, the public and medical
patients, and we should work hard to preserve all these achievements. What we mean
is that we must put far more effort into safety and security than we have in the past.

! FOOD AND AGRICULTURE ORGANIZATION OF THE UNITED NATIONS,
INTERNATIONAL ATOMIC ENERGY AGENCY, INTERNATIONAL LABOUR ORGAN!-
SATION, OECD NUCLEAR ENERGY AGENCY, PAN AMERICAN HEALTH ORGAN!-
ZATION, WORLD HEALTH ORGANIZATION, [nternational Basic Safety Standards for
Protection against lonizing Radiation and for the Safety of Radiation Sources, Safety Series
No. 115, IAEA, Vienna (1996).
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This Conference is therefore a unique opportunity for fostering information exchange
among you, la creéme de la créme of experts gathered here. National and international
organizations alike expect from you ideas and directions for further work in this field.
The IAEA therefore looks forward with optimism to a set of recommendations from
the Conference in this regard and commits itself to distributing them widely and to
helping in their implementation.
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J. Shaver

World Customs QOrganization,
Brussels

It is a great pleasure for me to welcome you to this opening session of the
International Conference on the Safety of Radiation Sources and the Security of
Radioactive Materials, organized by the International Atomic Energy Agency and co-
sponsored by the European Union (EU), ICPO-Interpol and the World Customs
Organization (WCO).

The WCO (established as the Customs Co-operation Council in 1952) is an
independent, intergovernmental body with worldwide membership which brings
together 147 customs services. The WCQO’s basic mission is to enhance the effective-
ness and efficiency of customs services in the areas of compliance with trade
regulations, protection of society and revenue collection, thereby contributing to the
economic and social well-being of nations.

I would like to say a few words about the topics to be covered at this important
Conference.

One of the main objectives of the Conference is to enable us to be more familiar
with the technical subjects, to identify the various problems that arise in connection
with the fight against the smuggling of radioactive materials and to help us to enhance
our existing bilateral and multilateral co-operation in this area.

As you are well aware, the protection of the environment and the ilicit trans-
border movement of radioactive materials have been drawing much attention. It is
clear that the smuggling of nuclear and other radioactive material has a close link to
the security of our societies, the future of our planet and of future generations.

Customs administrations, as the principal border control agencies, are trying to
increase their effectiveness in this area by developing new techniques and procedures
and especially by closer co-operation with counterpart law enforcement agencies and
the international community.

Customs officials strongly believe that unless we work together we are unlikely
to overcome the problem of illicit trafficking in nuclear and other radioactive mater-
ial. The implementation and further development of an internationally co-ordinated
strategy is needed to eliminate this criminal activity.

The WCO enforcement programme on action to combat illicit trafficking in
nuclear material dates back to 1992. The main goal of our programme has been to
assist our members to detect and respond to such smuggling attempts.

We have made significant progress in the development of awareness pro-
grammes with the exchange of information and with collaboration between the WCO
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and inlernational organizations such as the IAEA, ICPO-Interpol and the EU. For
example, later this month the IAEA, WCO and ICPO-Interpol will be holding a
training course for police and customs officers from the Eastern and Central Europe
region.

To publicly demonstrate the improved co-operation between the WCQ and the
TIAEA, we signed and exchanged a memorandum of understanding on 13 May 1998.
The WCO and the IAEA will continue o co-operale closely in the area of interna-
tional assistance in combating illicit trafficking in nuclear and other radioactlive matc-
rials. This will include further development of joint documents and programmes on
awareness, training and safety.

The primary objective of the IAEA/WCQ joint activities is to assist Member
States to reduce the potential threat of illegal movement of nuclear and other radio-
active materials across international borders by raising awareness and improving
the detection and response measures, especially by training and the exchange of
information.

I am sure this global approach provides countries with the necessary interna-
tional dimension in the fight against radioactive material smuggling.

In conclusion, the discussions to be held during the week ahead and the
outcome of this Conference will make a major contribution to a review of current
activities in this important area.

I would like to thank the IAEA for giving us the opportunity to be one of the
co-sponsors of this Conference. Please lel me also congratulate the French Atomic
Energy Commission for the very professional arrangements made for this lJandmark
Conference and for choosing this beautiful and historical city as a location for our
discussion.



WELCOMING REMARKS

R.E. Kendail

Interpol General Secretariat,
Lyons

As the Secretary General of ICPO-Interpol, I am both pleased and honoured to
welcome you o this important International Conference on the Safety of Radiation
Sources and the Security of Radioactive Materiais.

This is the first time that these important topics have been discussed and exam-
ined in the same Conference. The presence of so many authorities and specialists
from different organizations gives us an excellent opportunity to exchange informa-
tion and experience in order to enhance future co-operation.

Your presence is a testament to the importance that we all place on the agenda
items, and I sincerely hope that each of you will derive the maximum benefit from the
presentations and debate.

[ would like to take this opportunity to thank the International Atomic Energy
Agency for extending their invitation to faw enforcement agencies of the Interpol
member countries involved in combating the illicit trafficking in these kinds of
material. Over the past few years, we have developed an excellent working relation-
ship with the IAEA, and we are very pleased that the IAEA is sharing with us their
technical and professional experience in this field.

The illicit traffic of nuclear and radioactive materials represents a fairly new
and complicated kind of crime to law enforcement agencies worldwide. Combating it
requires very specialized knowledge, and once the material has been detected the
technical expertise of the competent national authorities is needed in order to seize,
store and analyse the material.

Furthermore, the illicit traffic usually has international ramifications, and inter-
national co-operation with law enforcement agencies in other countries is therefore of
paramount importance in order to identify the origin of the material, the persons
involved, the transport routes used and other details of the case.

Even though the number of cases of illicit trafficking in nuclear and radioactive
materials has not so far assumed major proportions, there is still a need to be concerned,
because this traffic represents a real danger for both humans and the environment. A
potential threat in terms of criminal use, e.g., terrorism, cannot be dismissed.

Although we have no clear evidence that erganized crime groups or terrorists
are involved in this kind of illegal trafficking, we still have to be aware of the fact that
this situation could change rapidly.

It is important to highlight here the role and function of Interpol. We are here
to assist with the criminal aspects of trafficking in nuclear and radioactive materials,

11
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which will undoubtedly include cross-border investigations and the need for rapid and
safe exchange of intelligence and information. Qur 177 member countries are all con-
nected by a modern and secure communications system which ensures that they have
the necessary services at their disposal to conduct such investigations outside their
jurisdictions and across national borders. Our role within this partnership must con-
tinue to concentrate on criminal activity.

For many years the so-called multiagency approach has been proposed as the
only way forward to combat many areas of international criminal activity. This mect-
ing surely provides the best possible example of this much vaunted concept.

We will continue to support the initiatives being made to combat this illicit
trafficking, and we applaud the efforts of the IAEA, which has been responsible for
raising this issue to its current high profile.

[ am delighted that we are involved in this partnership and in co-sponsoring the
Conference. T am sure that the conclusions reached will be of great benefit to the orga-
nizations involved, to the participants and to the general public, who will be the
ultimate beneficiaries from this desire to make our world a safer place.
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K.E. Schnuer

European Commission,
Luxembourg

It would be negligent of me if I did not first express my thanks to the French
Government, the local organizers of this International Conference, and to the French
Atomic Energy Commission, particularly the Department of Military Applications,
who invited us to the county of Burgundy and its beautiful capital, Dijon. I also would
like to thank the International Atomic Energy Agency for its initiative and the World
Customs Organization {WCQ) and the International Criminal Police Organization,
Interpol, for their support.

In view of the unmistakable problems facing us on all sides with respect to the
use of nuclear technology, the European Commission welcomes the initiative of the
TAEA in organizing this International Conference on the Safety of Radiation Sources
and the Security of Radioactive Materials.

The responsible European Commission department, the Directorate for Nuclear
Safety, was glad to accept the invitation to play an active part in this Conference and
is comnmitted to making it a success.

This Conference, jointly organized by the most important international organi-
zations faced with the problems of illicit nuclear trafficking, demonstrates the excel-
lent level of international co-operation in the field of safety of radiation sources and
security of radioactive substances. This international event underlines the important
role played by international organizations in meeting both their own objectives and
those of the international community.

In 1990, after the collapse of the former Eastern Bloc, the Member States
prompted the European Union (EU) to take action to deal with illicit trafficking in
nuclear material and radioactive substances. The governments of the EU Member
States fully supported the view of the European Commission and believe that only the
broadest international collaboration can effectively counteract these new phenomena
in the radiation protection field.

The Commission considers increased efficiency in using the financial and
administrative resources as a4 central element in the international efforts in this
field.

It is important to stress that the responsibility in the field of security of sources
and safety of radioactive materials stays with the national competent authorities.
However, the organizations of the respective national legal systems vary considerably
between the different states, both in the Western world and in Central and Eastern
Europe.

13
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The EU is regularly examining the whole range of its legal activities in the
fields of nuclear safety and radiation protection. On the basis of its overall view of the
situation, the Commission is extending and initiating measures to help ensure that the
best conditions are created to protect the health of the general public, workers and the
environment against the dangers arising from illegal practices with radioactive
Sources or substances.

These activities are integrated with those of the International Atomic Energy
Agency, and frequent consultations take place that allow for a mutual and fruitful
exchange of experience and information.

Apart from nuclear safety and radiation protection, the EU acknowledges its
responsibilities in the field of customs co-operation and wclcomes the support
provided by the WCO.

Furthermore, the EU is prepared to make specific proposals in order to find well
balanced solutions for bringing Interpol into the solution of problems caused by illicit
trafficking and other illegal activities involving radiation sources or radioactive
substances.

In the near future it will be necessary to establish a commeon global under-
standing of the problems in the context of this Conference. The European
Commission is hoping to receive from this Conference suggestions and criticisms
which will lead to most effective measures for bringing about a substantial improve-
ment in radiation protection and nuclear safety. In this context, I would like to thank
all the international experts for their efforts in the preparation of the Conference and
for all their contributions, which, I am sure, will make the Conference a success.
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J. Bouchard

Commissariat a I’énergie atomique,
Paris

It is a great pleasure for me to join the representative of the French
Government and the organizations which have organized this Conference in wel-
coming you to Dijon. In agreeing to organize this event, the French Atomic Energy
Commission {CEA) was concerned not only with demonstrating France’s interest in
a subject which requires ever more constant attention, but also in recognizing the role
which nuclear research organizations have to play in defining the nature of the prob-
lems raised and the technical and scientific means which could be used to heip solve
them.

The extensive development of applications utilizing radiation sources or
radioactive materials in both the energy sector and other industrial sectors, in medi-
cine and scientific research, has gone hand in hand with numerous efforts to ensure
protection of the public and the workforce. The results obtained in the field of nuclear
safety and radiation protection bear witness to that fact.

However, events in the world constantly show that there is no basis for resting
on our laurels, a fact of which Governments and the public are more and more aware.
Owing to the great variety of radioactive sources, the many different societies using
them and the growing importance of transboundary movements, the subject rightly
continues to be accorded high priority.

That priority attention is the obligation of all, and in particular of the bodies
whose job it is to work with radiation sources and nuclear material. A recent incident
in a CEA centre in the Paris region provides ample proof of this: a 99Sr source —
happily, one of low intensity — was erroneously diverted into a non-dangerous waste
flow. It took several days to recover it at the incineration site where that waste was
sent.

The variety of sources in use in industry, medicine and research poses tricky
problems, not only as regards the drawing up of common regulations but also with
respect to control of their use. Further progress is still required in the fields of
prevention, control and intervention.

Though the nuclear material issue is theoretically less complex, owing to the
extensive regulatory framework established by States and the smaller number of play-
ers involved, there have been a number of worrying incidents in that area too in recent
years. This has given rise to international programmes to improve, in certain coun-
tries, the material accounting methods, physical protection resources at storage sites
and detection resources at frontiers.
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[ am also happy lo have the opportunity here to commend the IAEA’s pro-
gramme on security of nuclear material, which I have no doubt all the participants at
this Conference support.

In my introduction, I stressed the role which players in the nuclear industry
have in promoting the understanding and solution of the delicate questions which
have brought us together here today. This is certainly the case for an organization like
the CEA, which manages many sources and large quantities of material and has
developed significant analyrical capabilities and numerous techaical resources. It is
my fervent hope that the experts who have gathered here this week will find ample
opportunity to share their knowledge.

In fulfilling our several responsibilities, we have established very effective rela-
tions with the customs and the police services at the national level and have devel-
oped international collaborative efforts in the fields of nuclear safety and radiation
protection 1o which I attach great importance. You will not be surprised when 1 tell
you that the IAEA, the main organizer of this Conference, occupies the first rank
among these international contacts. This unique international organization has
demonstrated its capacity to adapt to the new challenges with which developing
circumstances continually confront it. Our technical collaboration, which covers
various application areas, is aimed principally at promoting the safe utilization of
nuclear energy.

Of the various topics on which we have worked together most recently, I would
like to pay tribute to the remarkable work done by the international experts assem-
bled by the IAEA to assess the current and future radiological consequences of our
nuclear weapons tests in the Pacific Ocean. The international conference held in
Vienna at the end of June 1998 gave some indication of the considerable breadth of
that work and of the extent to which the results confirmed our own statements dur-
ing the last test series. 1 hope you will excuse me if, in my capacity as Director of
Military Applications of the CEA, 1 express here my satisfaction with the results of
this independent enquiry.

You will soon be beginning your work. I hope that this week in Dijon will help
you gain a good grasp of the main features of the current situation, the problems
which remain to be solved and the most promising approaches. Only international
exchange of expert knowledge can give us some hope of achieving these objectives.
I would therefore like to thank all those who have come here, and in particular repre-
sentatives of foreign countries, for their contribution to our joint deliberations. I look
forward with great interest to the summary of achievements we will be drawing up
together on Friday.
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US Nuclear Regulatory Commission,
Washington, DC, United States of America

1.  INTRODUCTION

It is a privilege to be invited to participate in this International Conference on
the Safety of Radiation Sources and the Security of Radioactive Materials. It is again
a pleasure to visit France, this time the historic city of Dijon and the acclaimed
province of Burgundy. It is an excellent setting for this important Conference.

Much attention has been directed by international safety organizations and
national authorities at the potential radiation and environmental hazards associated
with the nuclear fuel cycle. The radiation and environmental risks resulting from
hazards associated with the mining and milling of the raw materials of nuclear energy,
uranium and thorium, are also well documented. The nuclear accidents in 1979 at
Three Mile Island and in 1986 at Chernobyl, while significantly different in their
impacts, reinforced the need to pay close, detailed attention to recognizing and con-
trolling the risks associated with the operation of nuclear power plants. Equally
important, we learned from these events important lessons to be applied in emergency
response planning. Radicactive waste disposal presents different, but no less impor-
tant, radiological and environmental protection challenges. In all of these areas, the
work of safety professionals is carefully scrutinized and is often augmented by legis-
lators, the communications media and the public. Ensuring that radiation and
environmental safety in the nuclear fuel cycle is consistent with societal expectations
is a constant challenge to all concerned.

But there is another challenge. That challenge is to ensure that, while focusing
on the clearly visible and well publicized hazards associated with the use of nuclear
power, sight is not lost of other radiological and environmental risks resulting from
the use of radiation sources outside of the nuclear fuel cycle. The imprint upon the
public psyche of events like Three Mile Island and Chernobyl is an incredibly strong
one. One positive result of these events is that the impressions they leave create strong
public and political support for internationat and national initiatives to improve the
safety culture and regulatory infrastructures related to nuclear power and the fuoel
cycle. Nonetheless, it must be pointed out that, worldwide, the number of nuclear
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power teactors is relatively small, approximately 440, and that, except for those in
ships, they are in fixed, known locations.

The foregoing cannot be said for radiation sources. The uses of radiation
sources are myriad, and their applications are nearly universal. Further, accidents
involving fadiation sources do occur. Some accidents have resulted in serious, even
fatal, radiation exposures. When radioactive materials are involved, radioactive cont-
amination of the environment can also occur. However, accidents with radiation
sources seem to not make the same strong imprint upon the public that accidents
involving nuclear power reactors do. One consequence of this is that the public and
political pressure for legislative and regulatory action in this area is not always as
strong as that connected with nuclear power and the rest of the nuclear fuel cycle. As
a result, regulatory efforts have not always been as effective as they should be in this
area. Equally important, legislative bodies have not always provided the requisite
resources to national regulatory authorities so that they can implement effective
radiation safety regulatory programmes for radiation sources, Our challenge, then, is
to ensure that all radiation sources receive appropriate levels of attention to protect
public health and safety.

This Conference is a response to that challenge, and I am grateful to the spon-
sors, the European Commission, the International Atomic Energy Agency, Interpol
and the World Customs Organization for organizing it.

2. SAFETY OF RADIATION SOURCES

To illustrate this challenge, let me begin by citing the US operational experi-
ence with licensed nuclear power plants and radioactive sources. In the USA there are
103 licensed operating nuclear power plants. Resident inspectors are present at all of
these sites, and their inspection activities are routinely supplemented by inspections
performed by regional and headquarters offices. The worst US nuclear power plant
accident, at Three Mile Island Unit 2, resulted in the release of radioactive materials
to the environment. However, no member of the public was exposed to radiation even
in excess of the radiation dose limits for members of the public in normal situations
from this accident nor from accidents or routine operations at any other US licensed
nuclear power plant. This statement, however, cannot be made with respect to US
operational experience with licensed radioactive sources.

In comparison to the 103 licensed nuclear power piants, about 190 000
licensees use radioactive materials subject to the US Atomic Energy Act, as amended
gither in accordance with a specific licence or in the form of devices containing
radioactive sources authorized by a general licence. Over two million devices
containing radioactive sources have been distributed to US licensees. It is important
to note that the US Nuclear Regulatory Commission {NRC) does not license all
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radioactive sources — radium sources being the predominant category of unlicensed
sources — and does not regulate radioactive sources used by the US Department of
Energy.

US operational experience with radioactive materials includes serious acci-
dents, some of them resulting in radiation injuries and death and others in radioactive
contamination. The major applications in which most major accidents have occurred
are irradiation, industrial radiography, brachytherapy and teletherapy. Accidents with
radiation sources are also a worldwide problem. During this Conference, we will
learn more about some of these individual accidents and about IAEA summary
reports on them.

Another area of concern is lost, stolen and abandoned radioactive sources. Each
year, the NRC receives about 200 reports of lost, stolen or abandoned radioactive
sources and devices. It is important to note that such reports are received only when
licensees recall that they have a source, know that is lost or stolen, know that there is
a requirement to report the loss or theft and make that report. Therefore, the volume
of reports received probably represents but the tip of the iceberg. In some of these
cases, the loss of control of radioactive sources has resulted in radiation overexpo-
sures of unsuspecting members of the public or in radioactive contamination.

The US metal recycling industry has been particularly affected by losses and
thefts of radioactive sources which subsequently became mixed with metal scrap des-
tined for recycling. Since 1983, US steel mills accidentally melted radioactive sources
on 20 occasions, and radioactive sources have been accidentally melted at other metal
mills on 10 other occasions. While radiation exposures of mill workers and the public
have, thus far, been low, the financial consequences have been large. US steel mills
have incurred costs averaging US $8-10 million as a result of these events, and in one
case the cost was US $23 million.

Lost, stolen and abandoned sources appearing in recycled metals also constitute
a worldwide problem. Thirty other, similar events are reported to have occurred in at
least 18 other countries (Table 1 [1]). Others may have occurred but have not come to
our attention or cannot be confirmed. These events have the potential for international
consequences as well, because of the transboundary transport of radioactive effluents
from a mill that has accidentally melted a source, such as occurred recently in Spain,
or as the result of international marketing of mill products and by-products that have
become contaminated, such as %°Co contaminated steel products. Radioactively
contaminated products imported into the USA have been found on ten occasions
(Table II). The sources of contamination in most of these cases are probably radio-
active sources that became mixed with the raw materials used to make the products.
Although none of these cases resulted in significant exposures of the public in the
USA, another result of their unexpected appearance in the marketplace i$ to raise con-
cerns about the effectiveness of regulatory programmes intended to ensure the safety
of radiation sources.
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TABLE §. MELTINGS OF RADIOACTIVE MATERIALS (1]

{:ﬁn Year Metal Lacation Isotope A(%‘;g
1 - Gold NY Z10pp, 210, 210ps  Unknown
2 1983 Steel Aubum Steel, NY 60Cg 930
3 1983 Iron/steel Mexico® 80Cq 15 000
4 1983 Gold Unknown, NY #lAm Unknown
5 1983 Steel Taiwan® Cq >740
6 1984 Steel US Pipe & Foundry, AL~ ¥7Cs 0.37-1.9
7 1985 Steel BrazilP %0Co Unknown
3 1985 Steel Tamco, CA 137 56
9 1987 Steel Florida Steel, FL B7cs 0.93
10 1987 Aluminium  United Technology, IN 226Ry 0.74
11 1988 Lead ALCO Pacific, CA 137Cy 0.74-0.93
12 1988 Copper Warrington, MO Accelerator Unknown
13 1988 Steel Ttaly? 6o Unknown
14 1989 Steel Bayou Steel, LA 137Cs 19
15 1989 Steel Cytemp, PA Th Unknown
16 1989 Steel Ttaly 13705 1000
17 1989 Aluminium Russian Federation Unknown Unknown
18 1990 Steel NUCOR Steel, UT 137Cs Unknown
19 1990 Aluminium  Italy 13705 Unknown
20 1990 Steel Treland 1%7Cs 3.7
21 1991 Steel India® 80Co 7.4-20
22 1991 Aluminium Alcan Recycling, TN Th Unknown
23 1991 Aluminium  Ttaly 13705 Unknown
24 1991 Copper Ttaly 2 Am Unknown
25 1992 Steel Newport Steel, KY BCs 12
26 1992 Aluminium Reynolds, VA 26Ra Unknown
27 1992 Steel Border Steel, TX 137Cs 16-7.4
28 1992 Steel Keystone Wire, IL 137Cs Unknown
29 1992 Steel Poland ¥ Unknown
30 1992 Copper Estonia/Russian Federation %°Co Unknown
31 1993 Unknown Russian Federation 226Ra Unknown
32 1993 Steel (7) Russian Federation 137¢q Unknown
33 1993 Steel Auburn Steel, NY 137¢q 37
34 1993 Steel Newport Steel, KY 137Cs 74
135 1993 Steel Chaparral Steel, TX 137Cs Unknown
36 1993 Zinc Southern Zinc, GA U (dep.) Unknown
37 1993 Steel Kazakhstan® 0o 0.3
38 1993 Steel Florida Steel, FL. 137¢g Unknown

39 1993 Steel South Africa® 137Cy <600 Bg/g
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TABLE I. (CONT.)

1{:;“ Year Metal Location Isotope A("ct;;:;(
40 1993 Steel Ltaly 1375 Unknown
41 1994 Steel Austeel Lemont, IN 137Cs 0.074

42 1994 Steel US Pipe & Foundry, CA  '*’Cs Unknown
43 1994 Steel Bulgaria® ®Co 37

44 1995 Steel Canada? 137Cs 0.2-0.7
45 1995 Steel Czech Rep. OCo Unknown
46 1995 Steel (7) Ttaly 37cs Unknown
47 1996 Steel Sweden 80Ca 87

48 1996 Steel Austria 80Co Unknown
49 1996 Lead Brazil® 210pp, 210gj, 21%pg  Unknown
50 1996 Aluminium  Bluegrass Recycling, KY 232Th Unknown
51 1997 Aluminium  White Salvage Co., TN #'Am Unknown
52 1997 Steel WCI, OH S0Co 09 (7

53 1997 Steel Kentucky Electric, KY 137Cs 1.3

54 1997 Steel Italy 137Cs/%9Co 200/37
55 1997 Steel Greece 3iCs 11 Bq/g
56 1997 Steel Birmingham Steel, AL 1390/ Am 7 Bg/g
57 1997 Steel Brazil® 80Co <0.2

58 1997 Steel Bethlehem Steel, IN 0Co 0.2

59 1998 Steel Spain 137Cs >37

60 1998 Steel Sweden 1921y <90

& Multiple cases reported, earliest circa 1910.

b Contaminated product exported to USA.

¢ Contaminated vanadium slag exported to Austria; detected in Italy.
4 Contaminated by-product (electric furnace dust) exported to USA.

To again cite from US experience, the NRC has a well developed regulatory
programme for radioactive sources. Nonetheless, the data that have been collected on
lost and stolen radicactive sources and on discoveries of uncontrolled sources in the
public domain, such as in recycled metals, showed a clear need for modifications of
that programme. In response, in 1998, the Commission directed that changes be made
to provide more routine contacts with licensees using radioactive sources to remind
them that they are responsible for the accounting, control and proper disposal of
licensed material. The point of this example is that the Commission could not have
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TABLE II. RADIOACTIVELY CONTAMINATED PRODUCTS IMPORTED INTO
THE UNITED STATES OF AMERICA [2]

lI\tIme Product Contaminant dis;?;re p Country of origin
1 Steel, iron $0Co 1984 Mexico
2 Steel 80Co 1984 Taiwan
3 Sieel 80Co 1985 Brazil
4 Steel 80¢Co 1988 Traly
5 Steel 80Co 1991 India
6 Ferrophosphorus ~ $0Co 1993 Kazakhstan
7 Steel H0Cy 1994 Bulgaria
8 Furnace dust 137¢ 1995 Canada
9 Lead 2lopy, 210R; 210pg 1996 Brazil
10 Steel 80Co 1998 Brazil

justified making this decision — which has resource implications — without the
collection and analysis of operational data to support it. Equally important is the need
to share this kind of information.

The TAEA has taken a leadership role in this regard. For example, with respect
to operational experience with radiation sources, the IAEA has prepared nine reports
on individual accidents, six of them published, as well as reports on lessons learned
from approximately 140 accidents that occurred in irradiation, industrial radiography
and radiation therapy. The IAEA has assisted in national efforts to ‘condition’ unused,
surplus radium sources to prevent their entering the public domain in an uncontrolled
manner. In another initiative the [AEA is working with individual competent author-
ities to strengthen national regulatory programmes to oversee the safety of radio-
active sources.

When serious radiation accidents occur, the demands upon the responding
national authorities can become overwhelming. In such cases, arrangements for
interagency and intergovernmental assistance are essential. The IAEA has provided
assistance in investigating and dealing with accidents involving radiation safety and
security on ten occasions.

There are many lessons to be learned from these operational safety experiences.
The most important of these is the need for strong, effective national regulatory pro-
grammes to oversee the use of radiation sources. This will be a recurrent theme in the
papers to be presented this week. It is equally important that there be in place a pro-
gramme to review and evaluate the effectiveness of regulatory programmes and, when
appropriate, the will and the flexibility to enact changes to improve the effectiveness
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of those programmes. Considering the rather large number of radiation sources in use
worldwide, the safety record is reasonably good. When used properly by trained per-
sonnel with effective regulatory oversight, radioactive sources are safe and their many
uses provide a net benefit to society. It is only when proper procedures are not
followed or when effective radiation control programmes are lacking or control of
radiation sources is lost that our problems begin.

3. SECURITY AND ILLICIT TRAFFICKING OF
RADIOACTIVE MATERIALS

Within the radiation protection community the security of radioactive materials
is always an integral part of the normal radiation protection programme for radio-
active materials. Historically, thefts of radioactive sources or devices are not
unknown, but most such thefts were motivated by misguided thoughts on the part of
the thieves that the stolen radioactive sources or devices had monetary value similar
to that of metals or specialized equipment. Such motivation for thefts continues today.
Unfortunately, when thieves learn that the stolen items cannot be sold, they often
discard them in trash or metal scrap, creating radiological risks for people who handle
and dispose of trash or process and use recycled metal scrap.

In comparison, the theft and smuggling of radioactive materials for malevolent
purposes have historically been relatively rare. Even so, such activities have always
been of concern to national authorities. Today, because of recent political changes,
such events take on greater significance for safety and police authorities. The
increases in the numbers of incidents where radioactive materials have been stolen or
smuggled for malevolent purposes increase the risk that members of the public may
be exposed and harmed by these incidents and increase the opportunities for actually
using stolen materials to deliberately expose people or contaminate property.

The majority of the materials that have been offered for sale for malevolent pur-
poses to date have not in fact been weapons-usable nuclear material. However, in
some cases, they have been radioactive materials that, if handled improperly, could
cause harm to the public health and safety. These incidents merit close attention,
Although terrorists worldwide continue to utilize conventional weapons to commit
their heinous crimes, the sarin attack by the Aum Shinrikyo cult against the Tokyo
subway system brought to reality what had only been viewed as a crime of the future.
The uses of chemical, biological or nuclear materials by terrorists as weapons of mass
destruction and to create fear are no longer crimes of the future. We are confronted
with them today.

Thus, it is important that we exchange information and expand our knowledge
in this area as well as in the conventional areas of radiological protection.
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4.  CONCLUSIONS

This International Conference will serve to increase our ability to successfully
meet the challenge of ensuring that radiation sources are used safely and securely. All
of those involved with radioactive materials — suppliers, manufacturers and distrib-
utors, users, persons transporting radioactive materials, waste disposal facility opera-
tors and the national and international safety and police authorities — have a
responsibility to apply that knowledge to enhance public and environmental safety.
Successfully doing that will, in turn, enhance public confidence that radioactive mate-
rials can be used safely.

Finally, it should be noted that the consequences of losses, thefts and smuggling
of radioactive sources and matenals often cross national boundaries. For this reason,
programmes to facilitate the international exchange of information and international
co-operation in the control and security of radioactive materials are essential. In this
respect, the International Atomic Energy Agency has been a leader and is to be
commended. This International Conference is a key step to achieving these important
objectives, and 1 suggest that we do our part by fully participating in it. Therefore,
I look forward to the rest of this Conference and to meeting with you.
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Abstract

SUMMARY OF MAJOR ACCIDENTS WITH RADIATION SOURCES AND LESSONS
LEARNED.

The paper reviews some of the major radiological accidents that have occurred around
the world and identifies key lessons to be learned from them. It emphasizes the value of
feedback from the reporting of accidents, the need for effective reporting mechanisms and,
most important, the importance of acting on the lessons leamned to ensure accident prevention.

1. INTRODUCTION

Technologies that make use of radiation continue to spread around the world.
Millions of people are employed in radiation related occupations, and hundreds of
millions of people benefit from these applications. Facilities using intense radiaticn
sources for purposes such as radiotherapy, radiation processing of products, preser-
vation of foodstuffs and gamma radiography require special care in the design and
operation of equipment to prevent radiation injury to workers or to the public.
Similarly, appropriate controls are required for the many other radiation sources
used in a variety of ways, ¢.g., gauges. Experience has shown that such technology
is generally used safely, but on occasions there has been a lack of appropriate
controls or circumvention of those that exist, and serious radiological accidents have
ensued.

To the extent that reports on such accidents are incomplete or are unavailable to
the scientific community, potentially valuable information is lost. Although the causes
of accidents may be highly case specific, review of the circumstances in which they
have arisen can yield generally applicable lessons that are of help in preventing
further accidents or in improving the response to those accidents that do occur. This
paper provides a summary of major radiological accidents and the lessons 1o be
learned from them. It draws heavily on the accident investigations carried cut and
published by the JAEA [1-6] and on the sector specific compilations of accident case
histories the IAEA has produced [7-9].
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2. OVERVIEW

Table I provides a list of the fatal radiation accidents (excluding nuclear acci-
dents, suicides, patient overdose accidents and brachytherapy accidents) that have
been reported to the TAEA [10, 11]; undoubtedly therc are some that have not been
reported. It will be noted that significantly more members of the public than workers
have died as a result of these accidents. This reflects the fact that once radioactive
materials are outside a controlled environment, the potential for detecting and termi-
nating an accident situation is greatly reduced and the potential for serious conse-
quences is greatly increased. This underlines the need not only for the safe use of
sources but also for effective security of radioaclive materials.

There have been many accidents that have not resulted in fatalities but have
resulted in serious radiation injuries [10] or, where the integrity of a sealed source has
been breached, in environmental and economic damage. Examples of the latter which
are addressed below are the accidents at Judrez, Mexico [12], Hanoi, Vietnam (5], and

TABLE 1. FATAL NON-NUCLEAR RADIATION ACCIDENTS REPORTED TO
THE TIAEA

Fatalities

Year Location Radiation source
Workers  Public

1961 Switzerland Tritiated paint 1
1962 Mexico City, Mexico Lost radiography source 4
1963  China Seed irradiator 2
1964  Federal Republic of Germany  Tritiated paint 1
1975 Stimos, ltaly Irradiator 1
1978  Algeria Lost radiography source 1
1982 Kjeller, Norway Irradiator 1
1984  Mohammedia, Morocco Lost radiography source 8
1987  Goidnia, Brazil Abandoned 1eletherapy source 4
1989 San Salvador, El Salvador Irradiator 1
1990  Soreq, Israel Irradiator 1
1991 Nesvizh, Belarus Irradiator 1
1992  Xinzhou, China Research source 3
1994 Tammiku, Estonia Waste sealed source 1
1996  Kutaisi, Georgia® Radiotherapy source 1
Totals 7 24

2 Detailed information not available, but listed in Ref [11].
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Lilo, Georgia [13]. Clearly there are lessons that can be learned from these and the
many other, often less serious accidents.

To help identify generic lessons to be leamed, it is convenient to present the
accidents under three headings: radiography and lost or abandoned sources, irradia-
tion facilitics and major contamination accidents.

3. RADIOGRAPHY AND LOST OR ABANDONED SOURCES
3.1. Radiography accidents

Industrial radiography is undertaken both in fixed facilities and with mobile
sources on work sites. The sources are typically !%?Ir (0.1 to 10 TBq), %Co (0.1 to
100 TBq), X ray sets (60 to 300 kV) and accelerators (1 to 8 MV).

Over the years, this sector of use has given rise to the greatest number of
accidents resulting in overexposures and deterministic effects, often ‘radiation burns’
to the fingers. Site radiography using mobile sources is particularly prone to accidents.
The work is often undertaken in remote, difficult or even hostile environments and
often without supervision. It is a highly competitive business and difficult to regulate.
This provides the potential for equipment and human failures — a potentially lethal
combination, as will be seen in Section 3.2.

The TIAEA is preparing a report on Accidents in Industrial Radiography and
Lessons to be Leaned. The current draft includes 43 case studies, demonstrating the
following primary causes of accidents:

— inadequate regulatory control,

— failure to follow operational procedures,
— inadequate training,

-— inadequate maintenance,

— human error,

— equipment malfunction or defect,

— design flaw,

— wilful violation,

The most frequent and crucial failure is that of operators not following procedures
and not correctly using a radiation survey meter to confirm that a source has returned
to a safe position. If the source has become stuck or decoupled, then we are into the
realm of uncontrolled exposure, and the severity of the accident becomes a matter of
chance. In some cases, as described in Section 3.2, the sources can enter the public
domain.
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3.2. Lost or abandoned sources

The three fatal industrial radiography accidents listed in Table 1 involved the
loss of a radiography source and deaths of members of the public. The Moroccan
accident, described in Section 3.2.1, is typical of such accidents. There have been
many more lost radiography source accidents that have resulted in people receiving
radiation burns.

It is not just radiography sources that get lost or abandoned. The brief descriptions
of the accidents at Tammiku, Estonia (Section 3.2.2) and Lilo, Georgia (Section 3.2.3),
provide examples of the external exposure hazards that can ensue. However, once
sources dre out of control it is not just external exposure that can be a problem. The
integrity of the sources can be breached, resulting in the spread of contamination. This
is dealt with in Section 5, but it is a potential end point for any lost or abandoned
sources.

3.2.1.  Lost radiography source, Morocco, 1984

In this serious accident, eight members of the public died from overexposure to
radiation from a radiography source. A 1.1 TBq (30 Ci) 1%°Ir source became discon-
nected from its drive cable and was not properly returned to its shielded container. Later
the guide tube was disconnected from the exposure device and the source eventually
dropped to the ground, where a passer-by picked up the tiny metal cylinder and took it
home. The source was lost from March to June, and a total of 8 persons {the passer-by,
members of his family and some relatives) died; the clinical diagnosis was ‘lung haem-
orrhages’. It was initially assumed that the deaths were the result of poisoning.
Only after the last family member had died was it suspected that the deaths might have
been caused by radiation. The source was recovered in June 1984 [14].

This is a classic example of a radiography accident and of the consequences
that can ensue when no radiation surveys are performed to ensure that a source has
returned to the fully shielded position.

3.2.2.  Fatal accident at Tammiku, Estonia

In January 1994 in a scrapyard in Tallinn, Estonia, routine radiation measure-
ments with a hand held monitor of a consignment of scrap metal identified a metal con-
tainer incorporating a radioactive source. The Estonian Rescue Board recovered the item
and close to the container measured an absorbed dose rate in excess of 2 Gy/h. They did
not have the necessary facilities to examine the container, and it was transferred in its
entirety to the national waste disposal facility at Tammiku, some 20 km outside Tallinn.

The facility was in a desolate location, and it had inadequate security. The waste
in the facility was poorly segregated; in particular, the source from the scrapyard was
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put with low level waste. On 24 October 1994, three unemployed brothers from the
nearby village of Kiisa broke into the facility to look for items that they could sell to
scrap metal dealers in Tallinn. One of the items removed was the metal container
found in January. In the process a cylindrical scurce fell out, was picked up by one of
the brothers and placed in a coat pocket. Very soon after entry into the repository he
began to feel ill, and a few hours later he began to vomit. He was admitted to hospital
with severe injuries to his leg and hip and died on 2 November 1994,

The injury and subsequent death were not attributed to radiation exposure, and
the source remained in the man’s house with his wife and stepson and the boy’s great-
grandmother. The boy was hospitalized on 17 November with severe burns on his
hands, which were identified by a doctor as radiation induced. The authorities were
alerted, and the Estonian Rescue Board recovered the source from the house and
returned it to the Tammiku repository on 18 November. The occupants of the house
and one of the two surviving brothers were hospitalized and diagnosed as suffering
radiation induced injuries of varying severity. After treatment, all were released from
hospital.

In view of the poor state of the repository, no attempt was made to remove the
source to accurately assess its activity. However, an assessment by the Swedish
Radiation Protection Institute suggests that the source was probably a '’Cs source of
about 3.7 TBq (100 Ci) that was part of the internal wall of a sterilization chamber of
Russian origin [15]. As a result of the accident, the Estonian authorities established a
programme of work to update the inventory of radiation sources and to inspect storage
conditions. By chance, one of the radiation experts involved had a radiation survey
instrument switched on while travelling on a highway between Tallinn and Narva. As
a result a second '¥7Cs source, with an activity of 1.6 TBq, in another metal
container, was identified and recovered.

With the help of the Estonian authorities, the [AEA carried out an accident
investigation [6]. The report highlights as a cause for concern the potential for sources
to be found in scrap metal and the need to put in place procedures to recover them
safely. The need for national source inventories is evident, but details of the various
types and designs of radioactive sources must also be readily available. The report
notes that “there appears to be little information on the range of sources manufactured
in the former USSR”. With respect to the waste disposal facility, the report identifies
lessons on providing sufficient segregation or preconditioning of sources prior to
disposal and, crucially, on having adequate security. Also, there were lessons to be
learned on the content of emergency plans for such situations.

3.2.3.  Abandoned sources, Lilo, Georgia

This accident is being investigated by TIAEA, but preliminary information has
been published by doctors involved in treating those involved [13].
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This accident occurred at the Lilo training centre for frontier guards, situated
20 km east of Tbilisi, the Georgian capital. The centre’s present function goes back
to 1992, following Georgia’s independence. Prior to that it was a nuclear, biological
and chemical training camp of the Soviet army.

In the summer of 1996, a number of frontier guards presented symptoms that
were identified as radiation induced tesions. Eventually 11 persons with lesions were
identified, and the four most seriously affected were transferred to France for treat-
ment. A search for radioactivity found 11 17Cs sources, each with an activity of about
150 GBq (4 Ci), and four sources of much lower activity. The 150 TBq sources were
of a type used to train Soviet civil defence specialists (during training exercises to
detect radiation sources), and the weaker sources were calibration sources. Some
were found buried around the site, consistent with their use in training exercises, and
others were found in more accessible locations; the source most relevant to the
exposures was found in the pocket of a coat. Investigations into the potential exposure
of earlier groups of trainees at the camp are continuing,

4. INDUSTRIAL IRRADIATOR ACCIDENTS

Irradiation facilities have been the source of a number of fatal and other serious
accidents. A representative selection of these is listed in Table II [2-5, 8, 16].

There are a number of different categories of irradiators. Reference [17]
provides details of these categories and guidance on radiation safety in their design
and uvse. Irradiators can be used for research or, more likely, as part of an industrial
process to sterilize products, induce chemical changes or otherwise change the char-
acteristics of a product. A major €lement of an industrial irradiator is the transport
system, €.g., a conveyor and containers suspended from an overhead rail which moves
the product close to the radiation source to give the required dose. The source can be
either a gamma emitter such as %°Co or ¥’Cs, with activities ranging from a fraction
of a petabecquerel to 100 PBq (3 MCi), or an electron beam accelerator. The latter
usually have an activity below 10 MeV to prevent activation of the product, but higher
energies can be used for research. The gamma irradiators are of two basic types:
either wet storage, where for the safe position the source rack is lowered into a deep
water pit, or dry storage, where the source rack is lowered into a dry pit and covered
with a shielding plug.

Inside the irradiation chamber, the dose rates are often such that a lethal dose
could be received in under 1 min. It is therefore extremely important to have well
designed safety features, appropriate procedures, trained staff, a management
committed to a good safety culture and appropriate regulatory control. The design of
the safety systems should provide ‘defence in depth’. Such a system has the
following main elements:
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TABLE II. SOME OF THE MORE SERIOUS IRRADIATOR ACCIDENTS
REPORTED TO THE IAEA [2-5, 8]

Year Location Type Consequences

19652 Illinois, USA Accelerator  Amputation of leg and arm (290-2400 Gy)

19758  Stimos, Italy Gamma 1 fatality (~12 Gy)

19822 Kjeller, Norway Gamma 1 fatality (~22 Gy)

98923t San Salvador, El Gamma 1 fatality (~8 Gy), 2 persons with whole

Satvator body doses of 2.9 and 3.7 Gy, burns to feet

1990%>  Soreq, Istael Gamma 1 fatality (10-20 Gy)

1991&*  Nesvizh, Belarus Gamma 1 fatality (~11 Gy)

19912*  Hanoi, Viet Nam Accelerator  Amputation of | hand and fingers of the
other (10-50 Gy)

1991*  Maryland, USA Accelerator  Exposure to ‘dark current’: amputation of
four fingers of each hand (~55 Gy)

1991 Forbach, France [16] Accelerator Exposure to ‘dark current’: skin lesions
(~40 Gy)

a Ref. [8].

b Refs [2-5].

(a) Redundancy: the use of more than the minimum number of items, e.g., inter-

(b

(©

locks, to accomplish a given safety function.

Diversity: the redundant systems or components that perform the same safety
function should be based on different attributes, e.g., different principle of
operation, variable or operating conditions.

Independence: this is achieved through functional isolation and physical
separation. There is a need to ensure that there cannot be a single mode failure.

At first sight, the design of the transport system does not seem particularly
relevant to radiation safety. However, a poorly designed or maintained transport
system increases the frequency of transport jams that require the operator to enter the
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facility. This can significantly increase the number of times the adequacy of the safety
systems is challenged. It may also induce staff to look for ways of circumventing the
safety systems to speed up work. Sometimes this is done with the tacit acceptance of
management. This 1s likely to lead to the introduction of further unsafe procedures,
and without regulatory intervention this could lead to an ongoing degradation of
safety.

In some designs of gamma irradiators, transport jams can distort the product
packaging, which then prevents the source rack from returning to its fully shielded
position. This was recognized many years ago, and the suppliers of the facilities
recommended the fitting of a metal source shroud to prevent such interference. In
several cases the management did not implement the recommendation because of
cost, and, as described in Sections 4.1, 4.2 and 4.4, a transport jam interfering with
the source was the initiating event for several accidents.

The following sections briefly identify key elements arising from the accidents
investigated by the JAEA.

4.1. Nesvizh, Belarus, 1991

The facility was a dry storage irradiator with a 28.1 PBq (760 kCi) *°Co
source. The precise details of the accident are not known, but certain facts are clear
[4].

The initiating event was a jam in the product transport system in the middle of
the night. The key required to raise the source to the irradiation position was in the
main operating console after the accident, and it is likely that, contrary to operating
procedures, entry was achieved without removing the key. This same key was
required to operate a moveable floor that covered a pit at the maze entrance to permit
entry. After the accident, the moveable floor section was found in the retracted position,
and it is assumed that the operator was able to cross the pit by stepping on the
moveable floor drive motor, which was situated in the pit. Thus a design flaw and
failure to follow procedures cut out a major part of the safety features. Tt is likely that
prior to entry the operator had lowered the source to the safe position. This is
supported by the fact that he had a fully functional dose rate meter with him on entry
and that other parts of the safety system, notably a pressure plate in the maze
entrance, were functional and would have caused the source to automatically lower as
he walked over it. However, the important point was that when the operator entered
the irradiation chamber, the key was in the control panel, the system was powered up
and the operator was only one step from exposure. The exposure that did occur could
have been from accidental depression of the exposure button, component failure or a
fault in the logic circuit.

The operator was exposed for about 1 min, receiving a dose of about 11 Gy with
localized areas up to 20 Gy. He died 113 days later.
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4.2, Ser Van (Soreq), Israel, 1990

This facility was of a wet storage design and had a 12.6 PBq (340 kCi) ®°Co
source. This incident was also initiated by a product jam. No source shroud was
fitted, and the source rack was stuck in the ‘up’ position. The jam occurred outside
normal working hours, and when the operator arrived he was confronted by two
contradictory signals. One was the ‘source down’ (or ‘safe’ signal), and the other was
from the installed gamma alarm, indicating that the source was exposed. The gamma
alarm had malfunctioned in the recent past, and the operator chose to believe the
source down signal. In fact, the sensing microswitch for the source down signal was
not working correctly. Contrary to operating procedures, the operator decided to enter
the irradiation chamber. To do this he disconnected the gamma alarm and used an
established trick to bypass the monitor test safety feature associated with the gamma
alarm. The design of this safety feature is such that unless the gamma alarm detects
background radiation, power to open a solenoid lock on the access door will not be
provided. The trick involved cycling a power switch so that the monitor test circuitry
picked up electromagnetic pulses produced by the making and breaking of the
electrical contacts. This trick had become established because of operational
problems with getting sufficient counts with the normal monitor test to allow access.
This was the result of degradation of the efficiency of the detectors, and could have
heen overcome during maintenance.

The operator did switch on a portable radiation monitor prior to entry, but did
not check it against a radioactive check source in the door frame. Unfortunately, the
monitor was not functioning on the lower dose range to which he had switched.

The operator received a whole body dose of between 10 and 20 Gy, and he died
36 days later.

Thus, the direct causes of the accident were a combination of equipment mal-
function and failure to follow safety operating procedures. The Israeli committee
investigating the accident aiso identified a number of contributing causes [3]:

(a) A less than adequate design or assembly of the switch sensing the position of
the source rack;

(b) The reliability of the room monitor test procedure;

{c) Inadequate tamper proofing of the door interlock mechanism against simple
bypassing,

(d) The omission on the part of the plant management to install the protective
shroud;

(e) The omission on the part of the plant management to enforce, by means of clear
writtén instructions and warnings, the strict precautionary procedures
recommended by the supplier (the operating manual was in English, but the
operators’ language was Hebrew);
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(f) The use of damaged cartons that caused frequent transport jams;
(g) The inadequacy of the authorities’ inspection and enforcement programme.

4.3. Hanoi, Viet Nam, 1991

This accident involved a linear accelerator being used for research in a govern-
ment organization. After initially leaving the irradiation chamber with another
researcher, a physicist returned to the chamber to readjust the position of a sample.
The researcher, believing that the physicist had left the irradiation chamber, told the
operators that the experiment was ready and the machine could be switched on. The
facility was not equipped with any access interlocks, warning signals or closed circuit
viewing of the irradiation chamber. The physicist continued to manipulate the sample
while the accelerator was operating at 15 MeV. During a 2-4 min period the physi-
cist placed his hands within 5-30 cm of the tungsten target three times. The severity
of the radiation damage to the hands led within months to the amputation of the right
hand and two fingers of the left. The doses to the hands were in the range 10-50 Gy.

Although there were regulations in place, the regulatory inspection programme
was limited, It was also noted that there was a necessity to separate the radiation reg-
ulatory body function from users and facility operators. While the regulatory situation
contributed to the accident, the primary cause was lack of apprepriate installed safety
systems {5].

4.4, San Salvador, El Salvador, 1989

This was a wet storage facility with a 0.66 PBq (18 kCi) ®0Co source [2]. When
commissioned in 19735, this facility incorporated state of the art safety features and
had trained operaters. However, for mast of the period up to the accident the country
had been in a state of civil war. The trained operators had left, subsequent staff
received only informal word of mouth training, and safety messages became cor-
rupted with time. The facility was regarded as a potential target for attack in the civil
war. As a result, its presence was not advertised, and there was a reluctance to commit
information, including safety and operational procedures, to writing. The operating
manuals were in English, which the operators, who spoke only Spanish, could not
understand. A ‘make do and mend’ approach was prevalent. No preventative mainte-
nance was carried out; key safety systems were not repaired and in some cases were
removed. There was no regulatory control and no contact with any radiological
protection expertise. The overall state of affairs can be summarized as ‘an accident
waiting to happen’. At (2:00 on 5 February 1989, this potential was realized.

Again the initiating event was a transport jam, which in the absence of a source
shroud had caused the source to be jammed in the ‘up’ position. The operator used a
variety of ‘usual’ but highly dangerous procedures to overcome the situation, These
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included raising the source rack to its highest point and letting it drop under gravity
to try to break through the obstruction, and when this did not work he used the same
trick as in the Israeli incident to gain access. He had little or no understanding of what
he was doing, and as a result he and two colleagues were able to gain access to the
facility while the source was exposed. They received whole body doses between 3 and
8 Gy, with localized doses to their feet of tens of grays. The operator later died.

They had managed to free the source and return it to the safe condition. Within
hours they were ill and went for medical treatment, but the cause had not been
identified and management did not recognize that there had been an accident. The
facility continued to operate for two more weeks, and a second accident developed.
When the source rack was freed, its frame had become distorted, and individual
source pencils, each of about 23 TBq (620 Ci) 50Cq, had started to fall out.
Fortunately, most of the pencils went into the water filled source storage pit, but one
dropped onto the conveyance system. Four more people were exposed to between
0.1 and 0.2 Gy before the significance of the accident was recognized and the
facility closed until expert assistance to recover the sources was available.

There was significant potential for a source pencil to have been taken out with
the product and then into the public domain. The accident scenario might then have
developed along the lines of the Judrez and Goidnia accidents (Sections 5.1 and 5.2).

5. MAIJOR CONTAMINATION ACCIDENTS

So far, this paper has focused on accidents which have only involved external
exposure. However, there is always the potential for the integrity of the source
containment to be breached and for the spread of radioactive contamination, giving
rise to both internal and external exposure and to environmental and economic
consequences.

The worldwide metals recycling industry is particularly vulnerable to being the
unwitting recipient of radioactive material entering the public domain. The paper by
Azuara [18] describes a recent significant accident in Spain. In a recent review [19],
Lubenau lists 49 known accidental meltings of radioactive material (but indicates that
many go unreporied) and identifies this as “the most common and most visible
manifestation of a larger problem — inadequate control, insufficient accountability
and improper disposal of radioactive materials”.

Where radioactive material has not been discovered until it has been melted
with scrap metal, the metal mills and foundries have incurred costs for decontamina-
tion, waste disposal and shutdowns that typically amount to about US $10 million per
event [19]. This has led many organizations in the metals recycling industry to install
portal detectors to monitor all incoming consignments for radioactivity and to a wider
use of hand held monitoring equipment. This will hopefully help to mitigate the
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consequences of some accidents, but there is a clear need to improve control mea-
sures to prevent sources reaching the public domain in the first place.

High activity sources, such as those used in radiotherapy, provide the potential
for the most significant accidents, such as those in Judrez, Mexico [12], and Goiénia,
Brazil [1], which are described below.

5.1. Judrez, Mexico, 1983

In 1977 a medical centre in the city of Juarez, Mexico, purchased a second-hand
radiotherapy unit from the USA which incorporated 37 TBq of %Co in the form of
6000 cylindrical cobalt metal pellets, each 1 mm x 1 mm, inside a doubly encapsu-
lated source capsule. The importation of this unit was not reported to the competent
Mexican authority. Becanse of lack of resources, the unit was never used, and it was
stored in a warehouse withoul any safely precautions. In December 1983, a tcchni-
cian who worked at the medical centre dismantled the unit, without authorization, in
order to sell it for its scrap value. It was taken on a pick-up truck to a scrap yard, and
during the journey the technician, out of curiosity, deliberately ruptured the unrecog-
nized source capsule. Because of a mechanical failure on the return journey, the con-
taminated truck was left in a residential area for 40 days. At a distance of 1 m from
the truck, dose rates of up to 650 mSv/h could be encountered. Source pellets were
scattered throughout the scrap yard and surrounding areas, and along the transport
route. However, most of the activity went into scrap metal consignments to various
foundries, where it was incorporated into ‘rebars’ (reinforcing bars for concrete)
and table legs.

The discovery of the accident occurred on 16 January 1984, when a lorry carrying
rebars passed close to the Los Alamos National Laberatory, USA, and set off radia-
tion alarms designed to warn of radioactive material leaving the site. In the interven-
ing period, significant volumes of potentially contaminated metal had been produced
and distributed by several foundries. A major survey programme to trace these mate-
rials had to be instituted. In Mexico, surveys were made of 17 600 houses which
could have incorporated contaminated rebars, and as a result 814 houses were demol-
ished. In the USA, a scarch for the table legs, which covered 1400 customers,
revealed 2500 contaminated items, which were returned to Mexico for disposal. In
addition, a major decontamination programme of the various sites in Judrez had to be
undertaken. In total, active waste amounting to 16 000 m? of soil and 4500 tonnes of
metal was collected. Reaching a decision on a repository for the waste was protracted
and complicated the recovery programme.

Though the activity was widely dispersed, practically all the doses arose from
external irradiation. Some 4000 people were exposed, 720 to doses between 0.005
and 0.25 Gy, 75 to between 0.25 and 3.0 Gy and 5 to between 3.0 and 7.0 Gy.
Surprisingly — and thankfully — there were no fatalities.
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5.2. Goiania, Brazil, 1987

Following the break-up in 1985 of a medical partnership in a clinic in Goi4nia,
Brazil, a teletherapy unit containing a 50.9 TBq '*’Cs source was abandoned in the
clinic’s former premises, which were partly demolished. In September 1987, the
source was removed from its protective housing in the teletherapy machine by local
people who had no knowledge of what it was and were simply after its scrap metal
value. The source was in the form of a highly soluble and readily dispersible caesium
chloride salt, compacted to form a coherent mass within a doubly sealed stainless
steel encapsulation. The source was later ruptured, and over the next few weeks the
activity was widely dispersed in the city. Many people incurred large doses from
both external and internal exposure. Four of these people died, and 28 suffered
radiation burns. The extent and degree of contamination were such that seven resi-
dences and various associated buildings had to be demolished, and topsoil had to be
removed from a significant area. The decontamination of the environment took
about 6 months to complete and generated some 3500 m? of radioactive waste.

The TAEA's report on the accident [1] identified many lessons, and while these
included lessons related to appropriate regulatory control, the report also clearly
stated in respect of source security that “the regulatory system cannot and must not
detract from managerial responsibilities; in particular, it cannot substitute for the
licensee’s responsibility for safety”.

5.3. Accident preparedness

There are obviously lessons to be learned from these accidents in respect of
accident preparedness arrangements. However, equally clearly, countries are not
endowed with limitless resources and need to take into account the probability of
occurrence, the potential scale of the problem and the possible use of existing arrange-
ments. The Goiania and Juérez accidents provide a benchmark for credible large scale
radiological accidents against which one might review a country’s emergency plans for
dealing with such events. The potential scale of the problem can perhaps be gauged
from some representative data for the Goiénia accident, given below.

Health consequences:

— 249 people were contaminated externally;

— 129 people had significant internal contamination (all were constantly producing
external contamination due to the presence of 137Cs in the sweat);

— 21 people received doses in excess of 1 Gy and were hospitalized;

— 10 needed specialist medical treatment;

— 4 died.
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Localizing the activity:

— 67 km? of land area was monitored in the first few days (using monitors carried
on foot or fitted in cars and helicopters);

— 7 major sites (each of about 100 m radius) were isolated and required full
protective clothing and respirators to enter;

— 42 other significantly contaminated sites were identified;

— activity was transported Lo many other cities.

Monitoring regimes:

-— 112 000 people were monitored;

—all banknotes in circulation were monitored;

~— the city’s bus fleet was monitored;

— the water supply and local produce needed monitoring.

Countermeasures and actions:

— 200 people were evacuated from 41 houses;

— 85 houses required significant decontamination;
— 7 houses were demolished;

— 3500 tonnes of active waste was produced.

By any standard, the effort involved in dealing with a Goiédnia scale emergency
would be very significant. The Brazilians used a total of 575 professional and technical
staff and many support staff dedicated to the emergency and subsequent recovery over
a period of about three months, with a lower level of involvement over another three
months. The international community helped with the provision of consultants and
specialized equipment.

A variety of specialized on-site functions were needed in Goidnia, e.g.,

(a) An instrument workshop te repair and maintain monitoring instruments.

(b) Training facilities for the many staff who had not used a monitor for years or
had no operational experience.

(c) A dedicated laundry.

(d) A factory unit to produce the specialized waste containers.

(¢) A suitable waste disposal site. In both Judrez and Goiinia, decisions on a
disposal site delayed recovery.

While important, these specialized on-site facilities are mostly relevant to the
recovery phase, and though they would benefit from planning there would be time,
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albeit limited, to put them in place. The key aspect is undoubtedly the response in the
first few days, particularly on the first day, to obtain suitable monitoring data and
make assessments so that

(a) the emergency can be brought under control,

{b) necessary countermeasures can be implemented,

(c) appropriate and accurate information can be made available to the public
through the media.

6. CONCLUSIONS

This paper has summarized some of the world’s major radiological accidents
and the lessons to be learned from them. Over the last decade, the IAEA’s reports of
accident investigations {1-9] have contributed significantly to the process of learning
these lessons. However, it is not only the big accidents from which we can learn; we
can also learn from the smaller accidents and the near misses. This feedback is relevant
to suppliers in improving the safety aspects of design, to management in developing
radiation protection measures and the training of their staff, and to national and inter-
national authorities in helping them prioritize radiation resources and their use. While
the reporting of radiation accidents and the dissemination of information are improving,
there is still much that can be done to improve this process. This Conference provides
a useful focus, but national [20] and international accident databases can play a
significant role. Here it is important that the output from accident reporting is in a
format that clearly identifies the lessons to be learned, is targeted at the appropriate
audiences and can be readily used as the source of training material.

Putting feedback mechanisms in place is, however, only the first step in the
process. Doing this helps raise awareness of the nature and magnitude of the problem,
but action must still be taken to improve practical protection measures to prevent
accidents or mitigate their consequences. Suppliers, management and radiation workers
themselves have to accept responsibility for this process, but it is clear from many of
the major accidents that an important prerequisite is an effective regulatory
infrastructure for the control of radiation sources. The provisions embodied in the
International Basic Safety Standards [21] and the programmes of work covered in the
presentations at this Conference are focused on achieving this objective.
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Abstract

MAIN ISSUES IN THE ACERINOX EVENT.

The paper sets out the main characteristics of the radiological incident which occurred
in Spain in 1998 as a consequence of melting a radioactive source of }37Cs. It is hoped that this
story, as well as the considerations and arrangements adopted in Spain to avoid similar
situations in the future, will be useful in this Conference oriented towards improving the safety
of radiation sources and the security of radioactive materials.

1.  FACTS

Very briefly, the facts are as follows:

On 30 May 1998, an unnoticed source of '*’Cs was (accidentally) placed into
an electric furnace of Acerinox, a stainless steel factory located in Los Barrios (Cadiz,
Spain). As a result, the source was melted down. Some of the vapours went out
through the chimney flue; a fraction of this effluent was caught in the filter system
used to collect the dust produced in the process of melting metal scrap. As a conse-
quence, some 270 tonnes of dust already collecied were contaminated.

On 1-2 June, as a result of the periodic maintenance and cleaning of the filter
system, the dust was removed, and much of it was sent to two different factories, in
settlements several hundreds of kilometres away from Acerinox.

One of these companies, Egmasa, received some 150 tonnes of the contaminated
dust. Egmasa, located in Huelva, is engaged in stabilizing waste produced in the
region’s industrial activity, preparing with the dust, cement and sand a dough that is
spread in layers in an old marshland. Some 500 tonnes of contaminated mass were
produced as a consequence of this process. The second company, Presur, received some
20 ronnes. Presur is engaged in producing metals such as copper and nickel from such
dust. The tooling of both companies was contaminated, but the most important result
was the increase of contaminated lands and the spread of wasie generated at Egmasa,
raising the amount of contaminated material from 150 tonnes to some 500 tonnes.

The first warning of contamination was given on 2 June by a gate monitor
installed at the door of the Acerinox factory on an empty truck coming back from
carrying the dust.
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On 9 June, the Spanish Nuclear Safety Council (NSC) was informed by
Acerinox about “some caesium 137 radioactive contamination found in the dust kept
in the filtering system”.

On 10 June, the NSC sent an inspection team to collect enough information to
make a first assessment and to carry out an additional plan.

On 11 and 12 June, the NSC sent Acerinox several binding conditions limiting
the operation of the factory and preventing access into the contaminated areas.
Arran-gements were made for immediately checking the possible contamination of
workers.

In the afternoon of 11 June, the NSC received information, through the
European Community Urgent Radiological Information Exchange (ECURIE) system,
that a significant increase in the level of '3'Cs had been observed in the atmosphere
in both southern France and northern Italy. The values found were in some cases as
much as 1000 times above usual background values (2000 pBg/m? compared with
2 qu/m3). It was also estimated, according to meteorological information available,
that the increase was probably related to a release coming from some point between
the south of Spain and the north of Africa.

On 12 June, the CSN reported the Acerinox incident to the IAEA, international
institutions, national authorities and the mass media. Because of the coincidence in
time and the identical nature of the radioisotopes involved, the CSN assumed a link
between the phenomenon observed in France and the Acerinox release as being
“most probable”.

2. MAIN CONSEQUENCES
The main consequences of this episode are as follows.
2.1. Human health and environment

Fortunately there have been no noticeable consequences to workers. To assure
the absence of internal contamination, a sample of some four hundred people, among
the total workforce of the different companies, were examined. Only six people
were found to have slight levels of 3’Cs contamination.

Measurements of a large number of samples of water, air and vegetables taken
in nearby towns and at some points several hundred kilometres away strengthen the
view that the presence of caesium, where found, is negligible. The population will
not suffer any increase in the total dose as a result of this episode.

In European countries outside Spain the environmental impact was minimal:
although significant increases of caesium were found at some places in ltaly, France
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and Switzerland, the absolute values were in all cases negligible from a radiological
point of view,

On the other hand, the environmental consequences in Spain, already referred
to, can be qualified as important — first, because of the great amount of waste
generated, and second, and mest important, because it will be impossible te restore
the marshland, where boundary conditions must be established.

I would stress that the total amount of waste generated is close to 1000 tonnes,
s0 that the initial figure of 270 tonnes was multiplied by a factor of about 4 by the
movement of contaminated dust and the decontamination of the three factories
involved. Happily, from the beginning, Enresa, the Spanish company responsible for
the management of radioactive waste, took on the task of directing clean-up operations
and storage in the El Cabril radioactive waste repository.

2.2. Economic implications

It will be difficult to establish an accurate figure for the economic cost of the
whole process, because there are several aspects involved and some of them must be
considered after a longer period of time.

Nevertheless, a rough estimation of the main items gives the following figures:

(a) Interruption of the factories’ activities: more than US $20 million.
(b) Clean-up operations: more than US $3 million.
(c) Waste storage: more than US $3 million.

The total cost of this process is thus over US $25 million. Moreover, the impact
upon Acerinox shares on the stock market should be considered in the long term, as
well as the potential loss of sales contracts.

Finally, it must be stressed that no negative repercussions on either trading or
tourist activities have occurred.

2.3, International repercussions

Throughout June 1998, most European countries asked for information about
the characteristics of the episede and mainly about the radiclogical contamination of
the environment, foed, water, etc., in Spain. There was no anxiety about the situation
in these countries, since they can control the increase of radioactivity on their own.
Their disquiet was due to the heavy movement of people towards Spain in this
holiday period and also to the potential repercussion on agricultural trading
activities,

1 would like to thank the IAEA and the European countries for their support and
positive attitude during this episode.
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2.4. Social alarm and mass media behaviour

The Acerinox episode gave rise to a lot of concern amongst the Spanish people:
concern among the some 30 D00 people making up the population of the three towns
directly affected, and among the public generally, a concern well nurtured by the mass
media. Local councils of the cities, regional governments and the national Parliament
were involved, and the president of the NSC voluntarily appeared in Parliament to
explain the characteristics and circumstances of the event.

To summarize the meaning of their questions in a few words, I can say that once
the slight radiological importance had been clarified, three main questions remained:

{a) How was it possible that the source was not detected in any step of a long
process before it was melted?

(b) Can a similar situation occur in the future?

(¢) Insuch a case, is it fair to expect worse consequences on workers, the popula-
tion or the environment?

On the other hand, it is interesting to stress that the main criticism of the
activities of the Spanish NSC did not arise from its technical actions, but because it
was generally believed that information was given out later than necessary. That is so
despite the several hundreds of interviews given to local, national and internaticnal
newspapers and TV channels. In such a situation, it is a mistake to forget that
providing information to the media is almost as important as dealing with the
problem, since they can both reduce or increase social alarm.

Starting from this short description of the event and its main consequences, let
me mention some aspects that involve the main reflections and initiatives taken by the
Spanish authorities.

3. CHARACTERISTICS OF THE ACTIVITY

Attention must be paid to the characteristics of scrap trading activities. This is
because these activities are very important, since recycling scrap is actually a major
way of producing fresh metal. It is estimated that the global movement of these ‘raw
materials’ involves 400 million tonnes per year.

It is useful to keep in mind that trading means in fact a long concentration
process that starts in the field of retail, with millions of small operations involving
relatively small amounts of scrap. Part of this scrap is consumed on national markets,
and the rest is placed on the international market through a small number of brokers;
in both cases, the scrap is previously classified and grouped according to its final
destination. In short, it is possible to acquire metal scrap coming from any country in
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the world without a clear reference to its origin. In Spain, some 12 miltion tonnes of
metal scrap is used every year, and about half of it is bought on international markets.

Another aspect to be considered arises from the fact that, in general, neither
scrap trading activities nor industrial processes using this raw material are subject to
any specific regulation to cope with the possible presence of improper radioactive
material. Concerning this specific event, it is important to stress that, under current
rules, Acerinox was not obliged to have systems installed to detect the presence of
radioactive materials nor to make a prompt report of the incident to the NSC. In fact,
there was a period of 9 days between the source’s melting and the first report from
Acerinox. This delay was the cause of the main negative consequences: the dust was
spread out, involving two other industrial processes; the amount of waste was
increased by a factor of about 4; and some uncertainties about the health of the
workers remained unresolved for longer than was appropriate. Nevertheless, following
the legal reports, Acerinox should not have to face any legal responsibility for this.

A third aspect to be considered is the fact that this is the sitvation in Spain and in
general in the world, although it is very well known that the existence of contamination
among metal scrap and the undue appearance of radiation sources are frequent occur-
rences. In fact, this subject has already drawn the attention of the IAEA. This problem
was analysed at international meetings in 1994 and 1996. I would point out that there
have been more than 300 incidents related to the melting of radiation sources during
the last ten years. That means an average of 30 incidents per year, almost three
episodes per month.

By the way, steel factories are so aware of the problem that the contracts they
sign usually include a clause establishing that the material supplied will be free of
radioactivity. Moreover, some factories, like Acerinox, long ago installed gate monitor
detection systems at the scrap entry point. This behaviour reflects a response to a pos-
sibility that the factories try to eliminate.

Nevertheless, the remedial actions taken have not been 100% effective, and we
can expect similar incidents to happen in the future. The Acerinox case is only one more
in the list of incidents that will be periodically reported, and the consequences that we
will face in each case will vary.

4.  INITIATIVES

The wide negative impact of the Acerinox event has created a great awareness
among the people of Spain, and we have a firm will to take the actions, initiatives and
measures necessary to ensure that the number and size of these episodes be kept
as low as possible.

In this regard, several meetings have been held among representatives of the
Spanish Ministry of Industry, the NSC, the National Scrap Traders Association and
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steel utilities. Though final conclusions have not yet been drawn, I shall describe the
main guidelines and certain specific aspects already agreed upon.

First, the possibility of putting the whole of industrial activity into the frame-
work of the regulations currently applied to radioactive plants has been rejected. [t is
thus considered that to control the key points of the process is equally effective and a
better choice to not unduly increase burdens on enterprises.

Second, it has been considered that contaminated scrap and radioactive sources
are in reality quite different issues, because of the potential damage they can cause.
The presence of contaminated metal scrap is a rather general problem of steel facto-
ries, but the presence of radiation sources in a specific load is a consequence of a
wider issue, namely the lack of effective control of these sources, which can involve
quite a lot of different situations and circumstances.

Third, in order to achieve proper control it is useful to discuss the charac-
teristics of the industrial process in which the control measures have to be taken.
Control at the final destination can be effective for detecting contaminated scrap,
but the problem of radiation sources must be faced by endeavouring to effect control
at the origin.

4.1. Control at the final destination

Several actions have been considered appropriate to improve control at the final
destination:

{a) To install detection systems at the entrances to factories to check loads coming
by truck or by ship from abroad. Such action will be more effective for detecting
contaminated metal scrap than for detecting encapsulated sources, because of
their armour and the shielding effect of the scrap in which they are hidden. This
initiative will affect the steel factories and national scrap traders, and it 1s
estimated that about 12 million tonnes of metal scrap will be inspected at about
90 different points. As a result of the agreement with the Government, detection
systems are being voluntarily installed. Nevertheless, the Spanish Ministry of
Industry is considering the possibility of issuing an Act establishing compulsory
fulfilment of this step.

(b) Training courses will be carried out free of charge in the short run to improve the
knowledge and skills of workers dealing with radiation sources and contaminated
scrap.

(¢) In order to achieve good performance of the detection systems, gauging and
maintenance will be done at least initially with the technical support of a
specialized public laboratory.

(d) Additional studies are being carried out to define the procedures that must be
followed in the event that some radioactive material is detected or a radiological
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incident occurs. These procedures are considered very significant in order to
maintain an effective control in incident situations, even though the whole of
industrial activity still remains ‘unregulated’.

(e) Other possible actions are still under consideration. In this connection, the most
important concerns are to always keep the load’s ongin clear and to reinforce
clauses that define the responsibilities of suppliers.

4.2. Control at origin

We believe that effective control over radiation sources will only be possible if
there is an organization in each country looking after throughout their useful lives and
afterwards.

We know that this is the position taken by the IAEA, which is working on spe-
cific projects such as the model project described by J. Qian in the next session, in
order to improve the infrastructure devoted to this activity in some countries. 1 would
like to express Spanish support for this project and to stimulate the consideration of
new activities that could gradually improve the current situation. In this regard, I
woild like to make three suggestions:

(a) The first is related to the possibility of warning the international community if
it becomes known that a radiation source has been lost. We believe that this is
feasible and, inexpensive and that it would help to establish a kind of interna-
tional network of control.

(b} The second initiative is related to the need to improve knowledge of the number
and characteristics of sources whose use in industrial processes began a long
time ago and that in most cases will now be out of use. These are probably the
most dangerous sources, because they are part of industrial processes that may
be close to being dismantled, because their presence is unknown and because
their capability of causing a radiological incident is still high.

{c) Finally, a third suggestion is oriented towards the analysis of the main processes
that usually use radiation sources, looking for those aspects that could provide
specific elements or points of control.

I would like to end this address by expressing the confidence of the Spanish
Nuclear Safety Council that the remedial actions it carries out in the future will be
able to define a satisfactory state in which episodes like that at Acerinox will be
unknown.
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Abstract

INTERNATIONAL STANDARDS ON THE SAFETY OF RADIATION SOURCES AND
THE SECURITY OF RADIOACTIVE MATERIALS.

The paper treats its subject in the context of the International Basic Safety Standards for
Protection against Ionizing Radiation and for the Safety of Radiation Sources (BSS), published
by the International Atomic Energy Agency in 1996. The BSS presume that governments
ensure the safety of radiation sources and the security of radioactive materials through
appropriate legislation and regulations and through the establishment of an independent
regulatory authority with adequate funds and other resources. Many of these assumptions,
however, are not valid in much of the world. To improve matters, the paper suggests (1) that
international bodies adopt the technical recommendations concerning the safety of radiation
sources made in ICRP Publication 76, (2) that the radioactive materials security requirements
of the BSS be greatly expanded and (3) that the Intemational Atomic Energy Agency encourage
the application of the BSS throughout the world, e.g., through the provision of assistance
through its Technical Co-operation Programme.

1.  THE INTERNATIONAL BASIC SAFETY STANDARDS

In order to solve a problem, one first needs a yardstick for measuring its extent.
In the case of the many problems related to the safety of radiation sources and the
security of radioactive materials, the International Basic Safety Standards for
Protection against lonizing Radiation and for the Safety of Radiation Sources [1] —
the so-called BSS — are such a yardstick. The BSS, which were published by the
International Atomic Energy Agency in its Safety Series in 1996, will be the focus of
my presentation.

The first point that 1 should like to underscore is the large number of relevant
international organizations which co-sponsored the BSS. They were — in addition to
the International Atomic Energy Agency itself — the Food and Agriculture
Organization of the United Nations (FAO), the International Labour Organisation
(ILO), the Nuclear Energy Agency of the Organisation for Economic Co-operation

55



56 GONZALEZ

and Development (NEA/OECD)}, the Pan American Health Organization (PAHO) and
the World Health Organization (WHO).

FAO became a co-sponsor because of its intcrest and expertise in the area of
food contamination by radioactive substances, [L.O because of its responsibilities in
the area of occupational radiation protection, WHQ because of its interest in the radi-
ation protection of patienls, and so on. At the time when the BSS were being formu-
lated, it was not evident that we would have to tackle the security problems which are
the subject of this Conference. If it had been, [ am quite sure that the World Customs
Organization, INTERPOL, the European Commission and other organizations would
have joined the list of BSS co-sponsors.

The purpose of the BSS is simply to promote coherent and consistent
approaches to radiation safety. The layout of the BSS is generally well known to peo-
ple working in the radiation safety field, including most of those attending this
Conference. The BSS include a Preamble entitled Principles and Fundamental
Objectives, a main body entitled Principal Requirements and a series of Technical
Appendices and Schedules. There are only a few principal requirements and a
relatively modest Appendix devoted to the safety of sources; my presentation will
concentrate on them.

2. PRESUPPOSING GOVERNMENTAL RESPONSIBILITIES FOR
RADIATION SAFETY AND SECURITY

Let me first emphasize, as T did in my welcoming remarks, that the BSS do not
(indeed may not) impose responsibilities on governments. Instead, they presuppose
that governments have discharged their natural responsibilities. This is made clear in
the Preamble to the BSS, which touches on the responsibilities of governments and
to which I would like to refer very briefly.

The Preamble states that the BSS are based on the presumption that govern-
ments have proper legislation and regulations in place to deal with problems of the
safety of radioactive sources and the security of radioactive materials and that they
have established independent regulatory authorities able to license sources, inspect
them and enforce safety requirements.

The BSS have in fact assumed that in every country there is a regulatory author-
ity with the necessary powers and resources and with effective legal independence (I
wish to emphasize resources in particular, because they are something that regulatory
authorities are usually lacking). The BSS have also assumed that governments can
provide, either directly or indirectly, essential support such as personal dosinietry
services, calibration services, information exchange mechanisms and, of course,
personnel training.
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However, many of these assumptions, made back in the early 1990s when the
BSS were being prepared, have proved to be wrong for a large part of the world: it is
not true that there is proper legislation in most countries — indeed, many countries
have no legislation at all; it is not true that all countries have proper regulations in
place — many have no regulations at all; it is not true that in most countries there are
independent regulatory authorities invested with the necessary powers to perform the
work required of them; and, finally, it is not true that when a regulatory authority
exists it always has the necessary resources at its disposal.

This is an important issue which this Conference must consider: Should gov-
ernments be strongly urged to clearly undertake to discharge their natural responsi-
bilities or not? A positive recommendation from you may be good not only for the
outcome of this Conference, but also for the actual safety of radiation sources and the
security of radioactive materials in the years ahead. That having been said, let me
revert to the BSS themselves.

3.  REQUIREMENTS FOR SAFETY AND SECURITY

The BSS contain a number of requirements which are relevant to safety and
security. In the jargon of the BSS they are known as administrative requirements,
radiation protection requirements, management requirements, technical requirements
and verification of safety requirements.

In the light of what we have learned 1n recent years, it would now seem that the
administrative requirements — which were previously thought to be of secondary
importance, simply because they appeared to be so obvious —— have become very
important.

The administrative requirements of the BSS are extremely simple: the BSS rely
on the existence, in every single country, of a system for the notification, registration
and licensing of radiation sources. What is taken as a self-evident requirement in
many Western countries is, I repeat, not met in many parts of the world. Indeed, many
countries are not even aware of the need to meet this requirement, and consequently
the authorities in those countries do not know how many sources exist within their ter-
ritories or where the sources are, and, it follows logically, there is no registration of
sources. That is why the administrative requirements are so important.

As the BSS regrettably took the existence of the administrative requirements for
granted, they placed more emphasis on the three technical requirements, relating to
security of sources, defence in depth and good engineering practice. With the benefit
of hindsight, I feel that we were very naive in placing so much emphasis on the tech-
nical and management requirements when the basis — the administrative require-
ments — had not been established.
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The defence in depth requirement — that is to say, the requirement that there
be a multilayered system of safety provisions for the purpose of preventing accidents,
mitigating the consequences of accidents and restoring sources to safe conditions —
was, 1 think, highlighted in the excellent review presented by J. Croft in Briefing
Session |. Good engineering practice is something which we have taken for granted
at times but which is not always in place. The BSS presume that sources are always
reliable and built to approved engineering standards, with sufficient safety margins,
and (this is very important) that they take account of research and development results
— not being fossilized in time.

The security of sources requirement focuses on the prevention of theft, damage
and unauthorized use by ensuring that control is not relinquished, that sources are not
transferred to unauthorized users and that periodic inventeries are conducted, partic-
ularly of movable sources. We continue to believe that this requirement covers all
essential secirity issues and that the problem of security cannot be tackled by con-
trolling illicit traffic at borders or asking the police to find sources. The problem of
security will be solved only when there are everywhere national systems that ensure
that control is not relinquished, that sources are not transferred to unauthorized users
and that pericdic inventories are being conducted. Unfortunately, however, we are not
in such a situation. That is why the help of customs and border controls and of the
police is at the moment essential.

The management requirements include — besides quality assurance, attention
to human factors and the use of qualified experts — safety culture. This is a very elu-
sive requirement. The expression ‘safety culture” is not the most felicitous, and when
it is translated into other languages there are problems. Basically, what was intended
with the concept of safety culture was to make it clear that satety should be the
highest priority in organizations handling radiation sources, which should be prepared
to identify and correct problems promptly; that clear lines of responsibility should be
established, not only for organizations in handling sources but in the governmental
agencies controlling the use of sources. The lines of authority for decision making
should be clearly defined, but, as you know, this is not normally the case, particularly
in the medical field, where the highest authorities in hospitals are often unaware of
the safety conditions in their radiology and nuclear medicine services.

The problem of safety culture — or lack of safety culture — is particularly
critical, since the dissolution of the Soviet Union, in the Newly Independent States,
where there is a lack of tradition in the control of radiation sources.

As regards the quality assurance requirement, the recent accident that occurred
with radiation sources in Costa Rica, where several people were killed, clearly
resulted from the fact that this requirement was not being met.

As regards the human factors requirement, the main point is that operating
personnel should be properly trained and qualified. In many of the accidents reported
at this Conference, lack of training and qualifications was a common cause of failure.
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Also important are design in accordance with ergonomic principles, the availability
of equipment and software for reducing the likelihood of human error, and the
provision of means for detecting human error and facilitating intervention when it
occurs.

The possibility of verifying safety is very important, but it does not exist in
many countries, as they are failing to identify potential exposure pathways, to esti-
mate probabilities and magnitudes of potential exposure, and to assess the quality and
extent of safety provisions.

Last but not least, monitoring for the verification of compliance and record
keeping are things which the BSS call for very specifically.

4.  OUTLOOK

The foregoing is a summary of what the BSS offer the international community,
but are the BSS requirements enough? In my opinion, they are a necessary but not a
sufficient conditicn for ensuring safety and security.

First, sufficiency demands a higher level of quantification, and 1 would like to
see international bodies adopting — as soon as possible — the ICRP’s latest techni-
cal recornmendations concerning the safety of sources, recently published as ICRP
Publication 76 [2]. Those recommendations offer us an opportunity to embark on a
more quantified approach to radiation safety.

Second, the security requirement should clearly be expanded; it takes up only
half a page in the BSS. Even if countries, following what appears in the BSS
Preamble, adopt legislation and establish regulatory authorities and, following the
administrative requirements, adopt systems of notification, registration and licensing,
and, following the technical requirements, adopt measures for ensuring that the
control of radioactive sources is not relinquished, all that is not enough for tackling
the problem of security.

The essential issue is not the existence of standards, but their application. Under
its Statute, the International Atomic Energy Agency has to provide for the application
of the BSS. There are several ways of providing for the application of such standards,
a very important one, particularly for those countries where the situation is critical,
being the provision of assistance through the IAEA’s Technical Co-operation
Programme. But this is the subject of the next presentation, by 1. Qian, the TAEA’s
Deputy Director General for Technical Co-operation.
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THE IAEA TECHNICAL CO-OPERATION MODEL PROJECT ON UPGRADING
RADIATION PROTECTION INFRASTRUCTURE.

An unprecedented international co-operation effort has been launched to improve
radiation and waste safety infrastructure in more than 50 International Atomic Energy Agency
(IAEA) Member States within the framework of an IAEA Technical Co-operation Model
Project. The objectives of the project are to establish, by the end of the year 2000, an adequate
radiation and waste safety infrastructure in the Member States concerned, including a system of
notification, authorization and control of radiation sources and an inventory of radiation sources
and installations. These objectives are in line with the statutory mandate of the IAEA, which
provides that safety standards are also 1o be applied to its own operations, including all technical
co-operation activities. The adequate level of safety needs to be commensurate with the use of
radiation sources in each country, based on the requirements of the International Basic Safety
Standards for Protection against Ionizing Radiation and for the Safety of Radiation Sources
(BSS). For many years, the JIAEA has been gathering information on national infrastructures for
assuring safety in applications of nuclear and radiation technologies and has filed these data in
its Country Safety Profiles. These profiles served as a basis for identifying Member States which
needed assistance and for defining the required action plans for improvement. Project milestones
were defined to facilitate the setting of priorities, the timing and monitoring of progress and the
optimization of resources. With this integrated and synchronized approach, the first project
milestone, aimed at bringing about a system for notification, authorization and control of
radiation sources in all countries, is being achieved. These milestones are ensuring that the
TAEA's guidance is optimally applied to achieve compliance with the BSS and with tools tailored
to the implementation of these action plans, such as the Regulatory Authority Information
System (RAIS), which has been developed to facilitate decision making in each Member State.
Finally, methodology for peer reviews has been made available, the first estimated results of
which are presented in the paper.

1. BACKGROUND

By its Statute, the IAEA is authorized to establish or adopt safety standards for
the protection of health and minimization of danger to life and property, and to provide
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for the application of these standards to its own operations as well as to operatious
making use of materials, services, equipment, facilities and information made available
by the IAEA.

The safety standards of reference are the International Basic Safety Standards
for Protection against Ionizing Radiation and for the Safety of Radiation Sources
(BSS) [1], which was published in 1996. Regarding technical assistance in this field,
the TAEA’s Statute further requires that its Board of Governors consider the
“adequacy of proposed health and safety standards for handling and storing materials
and for operating facilities” before giving approval to technical co-operation
projects,

From 1984 to 1993, information specifically relevant to radiation safety was
obtained through more than 60 Expert Team missions undertaken by Radiation
Protection Advisory Teams (RAFPATSs) and follow-up technical visits and individual
expert missions. The RAPAT programme documented major weaknesses, and the
reports provided useful background for the preparation of national requests for IAEA
technical assistance.

Building on this experience and subsequent policy reviews, the IAEA took
steps to evaluatc more systematically the needs for technical assistance in areas of
nuclear and radiation safety. The outcome was the development of an integrated
system designed to assess more closely national priorities and needs for upgrading
radiation and waste safety infrastructures.

This paper reviews the IAEA’s integrated approach and the Technical
Co-operation Model Project to upgrade radiation and waste safety infrastructures in
its Member States. The project currently involves 52 countries.

2.  THE MODEL PROJECT
2.1. Project objectives

The cbjectives of the Model Project are to assist those IAEA Member States
which have an inadequate radiaticn and waste safety infrastructure and are already
receiving IAEA assistance, so that they can comply with the BSS by the year 2000.
The project draws upon the findings of RAPAT missions to 64 countries, which had
served to increase awareness of radiation safety issues, and upon numerous expert
missions on radiation protection undertaken in the past ten years.

One of the first actions in implementing the project was to define more clearly
what constituted an adequate radiation and waste safety infrastructure. This had to be
done for different types of radiation application, ranging from common industrial and
medical uses found in every country to the full nuclear fuel cycle, which exists in
relatively few developing countries.
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Decisions were taken about what was needed to bring each country up to an
adequate level, about how to implement the provision of technical assistance and
about how to verify results.

The main components of this process consist of collecting and evaluating infor-
mation on the existing safety infrastructure, establishing and maintaining Country
Safety Profiles and formulating and implementing Country Safety Action Plans. The
latter are needed to rectify weak or non-existent infrastructure elements, to monitor
the development of improvements in safety infrastructure, and to sustain an effective
infrastructure and develop it for additional uses of radiation.

In 1994 it was originally envisaged that five or six countries would benefit each
year from the Model Project. However, data gathered subsequently indicated that
more than 50 countries were in need of assistance (Table I). Hence, programme and
management adjustments had to be made, since achieving the objectives under an
approach concentrating only on five or six countries per year would require more than
a decade. An integrated management approach was thus developed, with the aim of
achieving adequate national radiation and waste safety infrastructures in most partic-
ipating countries by the year 2000. In support of the new approach, the Department
of Technical Co-operation appointed Regional Managers for Africa, West and East
Asia, Latin America, and Europe.

For all participating countries, assessments were made to identify their infra-
structure weaknesses. These included, for example, legislative and regulatory weak-
nesses, inadequate information — or even a complete lack of information — on the
radiation sources in the country, and deficiencies in radiation and waste safety regu-
lations, personnel dosimetry services, and the calibration and state of repair of
equipment. Shortcomings were discussed by the Regional Managers with national
authorities as part of the preparation of detailed Country Safety Action Plans. In all
of the participating countries, these plans have already been approved, and their
implementation is now well under way.

2.2, Country Safety Profiles

The intention behind the establishment of a Country Safety Profile information
system is to maintain and keep updated all the data known to the JAEA on the radiation
and waste safety infrastructure of a given country. Although the system includes a
computerized database which will be made available to all concerned, it is not limited
to the database alene. It also includes the assembly of ‘hard’ information including laws
and regulations, mission reports, papers describing the situation, and other material
and relevant Safety Action Plans. The essential structure of the system relies on a
questionnaire, the answers to which are the basic inputs for the database.

The questionnaire and the database comprise nine main sections: organizational
infrastructure; legal and regulatory status, including training; extent of practices
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TABLE I. COUNTRIES PARTICIPATING IN THE MODEL PRQJECT TO
UPGRADE RADIATION AND WASTE SAFETY INFRASTRUCTURE

Africa East Asia and the Pacific West Asia Europe Latin America
Cameroon Bangladesh Kazakhstan Albania Bolivia
Céte d’Ivoire  Mongolia Jordan Armenia Costa Rica
Ethiopia Myanmar Lebanon Belarus Dominican
Republic
Gabon Sri Lanka Qatar Bosnia & El Salvador
Herzegovina
Ghana Viet Nam Syrian Arab Cyprus Guatemala
Republic
Madagascar United Arab Estonia Haiti
Emirates
Maii Uzbekistan Georgia Jamaica
Mauritius Yemen Latvia Nicaragua
Namibia Kyrgyzstan® Lithuania Panama
Niger Moldova Paraguay
Nigeria The Former
Yugoslav
Senegal Republic
Sierra Leone of Macedonia
Sudan
Uganda
Dem. Rep. of Congo
Zimbabwe

ANot a Member State.

involving ionizing radiation; provisions for individual dosimetry; public exposure
control; radiation protection and safety of patients in medical diagnosis and therapy;
transport of radioactive material; planning and preparedness for radiation emergen-
cies; and guality assurance.

3. METHODOLOGY
3.1. Commitment by the governments

It should be noted that the Model Project presumes that governments and
national authorities are prepared to comply with their obligations as described in the
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Preamble of the BSS. For this reason, firm commitments were obtained from all
participating countries, and all Country Safety Action Plans were discussed and final-
ized with and approved by relevant counterparts and authorities in each participating
Member State. The implementation of the Country Safety Action Plans could not start
before official approval from the Member State concerned was obtained. As a result
of this approach, Member States firmly committed themselves to establishing a
national infrastructure which includes: an appropriate national legislation and/or
regulations (the type of regulatory system will depend on the size, complexity and
safety implications of the regulated practices and sources as well as on the regulatory
traditions in the country); a regulatory body empowered and authorized to inspect
radiation users and to enforce the legislation and/or regulations; sufficient resources;
and adequate numbers of trained persons.

3.2. Country Safety Action Plans

Country Safety Action Plans were developed from an analysis of the Country
Safety Profiles against the requirements for an adequate infrastructure. Missing or
deficient items were identified and documented for the preparation of a Safety Action
Plan specific to each country. The Action Plan includes actions that are needed for the
country to achieve a full and adequate infrastructure commensurate with its existing
and planned applications of ionizing radiation.

Once the Department of Technical Co-operation received the agreement by the
government on the Action Plan, it would start implementing the scheduled activities.
The Plans include both generic and specific activities. Generic activities apply to all
countries and as a first priority cover notification, authorization, and control of all
radiation sources — whatever their use — within the country. Later steps will cover
protection of workers, patients receiving medical treatment and the public from envi-
ronmental releases; emergency plans; transport arrangements; and other areas. Specific
activities are tailored to each country’s particular needs, such as personnel training or
the provision of necessary equipment. A

The development of human resources through training is an important component
of the Model Project. It involves not only training in nuclear technologies but covers
administrators, regulators, radiation protection specialists and medical personnel. The
establishment and sustainability of a sound infrastructure for assuring radiation and
waste safety depends heavily upon national capabilities in theése areas.

3.3. Milestone setting
The first milestone to be achieved under the Model Project is the establishment

of a system of notification and authorization as required by the BSS. The regional
managers are expected to monitor and report on each country’s compliance, and in
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December 1998 the IAEA is scheduled to submit a comprehensive report on the
progress achieved to its Board of Governors.

The approach used for the implementation of the Model Project represents a
system that is being generalized to all Member States receiving IAEA assistance. It
will provide the IAEA with a fully documented system for assessing the current
status of any couniry with respect to its radiation and waste safety infrastructure and
a prioritized and agreed set of needs that should form the basis of future technical
assistance activities. There will also be enough data to assess the capacity of the
country lo assure the safety of other developments of technology or requested ilems
of equipment that could pose radiation hazards.

Over lime, the system should provide a firmer basis for the TAEA's co-
operative work with its Member States and for the provisien of technical assistance
in areas of radiation and waste safety. Efforts can be better directed towards
achieving a situation in which no Member State which aclively co-operatcs with the
IAEA can have an inadequate radiation and waste safety infrastructure. Under an
agreed Action Plan, this work will encompass measures for improving the identifi-
cation of needs and requirements and for enhancing the use of resources to further
strengthen national capabilities 10 ensure safety in the peaceful applications of
nuclear and radiation technologies.

3.4. Relevant IAEA standards and guidance

Regardless of its own stage of nuclear technological development, every country
has a primary responsibility and a role to play in ensuring the safe use of radiation
applications and the disposal of radioactive waste. To control the radiation exposure
of workers, medical patients and the public, countries need laws and regulations
supported by administrative measures and enforced by inspectors. Just as important
are internationally agreed standards for radiation safety. The IAEA developed the
BSS [1] in co-operation with the Food and Agriculture Organization of the United
Nations, the International Labour Organisation, the OECD Nuclear Energy Agency,
the Pan American Health Organization and the World Health Organization.

The BSS place requirements on registrants and licensees, who therefore have
the primary responsibility for applying them; governments, however, have the respon-
sibility to enforce the application of the requirements, generally through a system that
includes a regulatory authority. Moreover, governmentis generally provide for certain
services that exceed or complement the capabilities of the legal ‘persons’ authorized to
conduct practices involving radiation sources. The BSS are therefore based on the
presumption, outlined in their preamble, that 2 national infrastructure is in place
enabling the Government to discharge its responsibilities for radiation protection and
safety. The elements of the Country Safety Action Plans for the Model Projects are
derived from the elements of the infrastructure as described in the preamble.
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A document that is instrumental in the implementation of the first milestone of
the Model Project is the Technical Document entitled Organization and
Implementation of a National Infrastructure Governing Protection against Ionizing
Radiation and the Safety of Radiation Sources; this document provides guidance on
how to optimize and integrate each element of a regulatory infrastructure with its
other elements. The elements covered include regulations, authorization, exemption,
inspection, enforcement, accident investigation and dissemination of information.
More specifically, the system of notification and authorization and the options for
combining registration and licensing are discussed in terms of the number and size of
radiation practices within the country, the number of staff involved and their level of
training, and the availability of expert consultant assistance. Model legislation to
establish a regulatory authority as contemplated in the BSS and model regulations
based upen the BSS are also provided in an annex.

Once the system has been designed, there is a need for advice on how to imple-
ment it. A draft JAEA publication describes methods and review plans to facilitate
authorization and inspection of radiation sources, including how to prepare and
conduct an inspection and follow-up actions. The document includes specific check-
lists for the main practices (such as industrial radiography, industrial irradiators,
gauges, radiotherapy, nuclear medicine and diagnostic radiology) to assist regulatory
authorities in reviewing safety in the process of authorization and inspection.

3.5. Standardization of activities

The efficient use of resources implies a balance between standardized measures
and respect for the peculiarities of each Member State. As described herein, a
number of activities have been standardized:

() The Country Safety Action Plans contain the same elements for all Member
States, although individual actions may differ depending on the country profiles
used for tailoring the Action Plans.

(b) Model legislation and model regulations ensure a consistent and coherent inter-
national approach, and yet naticnal legal traditions are respected by allowing
for local adaptation.

(c) Checklists for the safety review of the main practices using radiation have been
provided to more than 50 Member States.

(d) Training of personnel for the regulatory programme is being done in a synchro-
nized and standardized manner, through regional training events, and information
exchange is being fostered through regional workshops.

(e) The setting of milestones facilitates a common methodology and timing to
monitor progress (see Section 4).



68 QIAN

()  Aninformation system for regulatory authorities is being implemented simulta-
neously in more than 50 Member States (see Section 4).

4, MONITORING PROGRESS
4.1, Peer reviews

As the implementation of the Country Safety Action Plans progresses, both
Member States and the IAEA need to appraise the effectiveness of the measures taken
at the different stages of organization and implementation in order to correct weak-
nesses and optimize resources. For this purpose, a draft Safety Report entitled
Assessment by Peer Review of the Effectiveness of Regulatory Programmes for
Protection against Ionizing Radiation and for the Safety of Radiation Sources provides
advice on the conduct of peer reviews using a methodology to obtain qualitative and
quantitative information and on its analysis against performance criteria and indicators.

The methodology involves the analysis of both qualitative and quantitative
information. Qualitative information (e.g., the quality of a safety assessment for
licensing and inspection purposes) will be analysed by peer reviews through senior
experts, but it will be greatly facilitated by prompt and reliable information concerning
the regulatory programme, as described in Section 4.2.

4.2, The Regulatory Anthority Information System

The management of the regulatory programme needs prompt and updated
information on the location of radiation sources and facilities in the country, on the
authorization process, on inspection and enforcement actions, on the dosimetry of
occupationally exposed personnel and on the performance indicators for individual
installations and for the overall regulatory programme. For this purpose, software called
the Regulatory Authority Information System (RAIS) has been developed and provided
to Member States.

The system is simple, to ensure prompt and regular updating, and comprehensive
enough to avoid parallel systems that might otherwise naturally emerge for the same
purposes.

RAIS is an essential tool for planning, optimization of resources, monitoring
safety related data, disseminating safety information, making decisions and following
up regulatory actions, including monitoring deadlines.

The option of issuing the authorization document, inspection reports and
enforcement actions through RAIS will ensure continuous updating, thus tumming
RAIS into a reliable information tool for the managers of regulatory authorities.
Periodic or ad hoc official reports on the regulatory activities and about the status of
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safety in Member States will be facilitated by the ready availability of reliable quanti-
tative information provided by RAIS.

Finally, the information system will contribute to an easy monitoring of the
progress of projects on upgrading regulatory infrastructures in Member States.

5. RESULTS ACHIEVED TO DATE

Results of the first peer review will be available only towards the end of 1998.
However, Table II shows an estimate of the amount of information currently available.

6. CONCLUSIONS AND RECOMMENDATIONS

(a)  Within the framework of a Technical Co-operation Model Project, the IAEA is
assisting 52 of its Member States in setting up an adequate radiation and waste
safety infrastructure by the year 2000. Never before have TAEA Safety
Standards and guidance been widely implemented with such intensive effort
and in such a short period of time.

(b) Through an active, systematic and integrated approach, the IAEA is upgrading
and harmonizing infrastructure foundations and tools, such as model legislation
and regulations, assessment and inspection, training, information exchange,
management and information systems for regulatory authorities and progress
monitoring by way of a comprehensive methodology.

TABLE II. PROGRESS TOWARDS COMPLETION (EXPRESSED AS PERCENT-
AGES) OF UPGRADES OF MAJOR ELEMENTS OF REGULATORY INFRA-
STRUCTURES FOR RADIATION PROTECTION IN MEMBER STATES

East Asia and

Africa West Asia Euro Latin America
the Pacific pe
Legislation and 65 80 30 85 90
regulations
System for notification, 50 20 30 80 80
registration and licensing
Inventory of major 80 90 80 95 90

radiation sources and
installations
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(c)

(@)

(e)

¢

(1]
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Only two years after the inception of the Project, the first milestone towards
regulatory control of radiation sources is close to completion. This milestone
consists of legislation, regulations, a system for notification and authorization
and the inventory of sources and installations. This important achievement con-
tributes to the worldwide improvement of the safety and security of radiation
sources and radioactive materials. However, sustainability will depend on
Member States’ continuous commitment.

This approach can, of course, be used in non-Member States, provided that the
international community makes available to the IAEA the necessary funds to
cover administrative and other overhead costs. Based on IAEA experience and
for less than US $0.5 million of international assistance per country, radiation
and waste infrastructure can be upgraded to an acceptable level in every
non-Member State.

Following the completion of the Model Project on upgrading radiation protection
infrastructure, the IAEA will concentrate its efforts on specific issues and not
on general radiation protection infrastructure. It is expected that by the year
2000 Member States will reach self-reliance to sustain an adequate radiation
and waste safety infrastructure.

As a complement to these efforts, there is a need for countries exporting radiation
sources to support recipient countries in achieving an effective control of all
sources through co-operation between regulatory authorities. This support
would bolster the exchange of information on export, on safety assessment, and
on the disposal or return of radioactive materials no longer in use.
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Abstract

MEASURES TO PREVENT ILLICIT TRAFFICKING IN NUCLEAR AND OTHER
RADIOACTIVE MATERIALS: THE IAEA SECURITY OF MATERIAL PROGRAMME.
Since 1995, the IAEA has implemented a programme called Security of Material, aimed
at assisting Member States, through training, expert assistance, eguipment and exchange of
information, in their efforts to protect nuclear and other radioactive materials against
unauthorized (criminal) activities and to provide them with the knowledge and tools necessary
for detecting and responding to incidents of illegal trafficking should they occur. The
programme includes legislative support, technical advice, peer review and co-ordination
services, development of international standards, and training. An important element of the
programme is the maintenance of the Illicit Trafficking Database Programme, in which the
TAEA continuously registers confirmed incidents of illegal trafficking in radioactive materials.

1. PRESENT SITUATION IN ILLICIT TRAFFICKING

In the early 1990s, news media started reporting an increasing number of cases
in which nuclear materials and radioactive isotope sources were subjects of illicit
trafficking. These initial cases involved material emanating from the former Soviet
Union. It was of great concern among States and international organizations that
nuclear material involved in trafficking might become implicated in weapons pro-
duction or that radioactive sources used in an unauthorized way might cause health
and safety effects to individuals, the public in general or the environment.

Since then, illicit trafficking in these materials has continued. The IAEA mon-
itors the situation by maintaining an Illicit Trafficking Database Programme together
with 63 of its Member States, each of which has assigned a Point of Contact for
reporting trafficking events to the TAEA. Since 1993, a total of 285 events have been
reported. A slight majority of those cases involve nuclear material, although the quan-
tities in most cases are small and the usability for weapons production is low. Only a
few cases (13 confirmed) involve strategic material in the form of highly enriched
uranivm or plutonivm. The potential for the smuggling of large quantities of weapons
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grade material may be low, but trafficking of even small quantities of such material
deserves attention in the context of non-proliferation, since larger quantities of
nuclear material of strategic value might be accumulated.

The smuggling of radioactive sources can impose a direct danger to public
health and safety. Some cases have resulted in fatal ionizing radiation exposures to
individuals. One example is the well known incident of the discarded radiation source
in Goiania, Brazil, in 1987-1988, which caused several deaths and radioactive cont-
amination of a large part of a city of 1 million people.

Although the incidents of trafficking have decreased somewhat during the last
two years, the fact that the FAEA still receives reports of trafficking from its Member
States indicates the existence of weaknesses in the protection of radioactive materials
at their storage locations. However, the database does not reveal evidence that this is
a problem concerning only one State or a group of States; rather, it is a global prob-
lem of general concern.

2. EFFORTS TO PREVENT TRAFFICKING IN NUCLEAR AND
RADIOACTIVE MATERIALS

It is generally agreed that the problem of illicit trafficking of nuclear materials
and radioactive sources should be addressed first through prevention. The complex
measures for safety, security, physical protection, accountancy and control (including
the control of transborder movements) of these materials constitute the protective
system as a whole. Much has been accomplished by the way of strengthening this sys-
tem through the efforts of several Member States and of the IAEA.

International legal instruments provide a basis for national arrangements for
preventing, detecting and responding to illicit trafficking. At present 127 States have,
in accordance with the provisions of the Treaty on the Non-Proliferation of Nuclear
Weapons, concluded safeguards agreements with the IAEA; 63 States arc parties to
the Physical Protection Cenvention; and 33 States have declared their intention to
apply the Nuclear Suppliers’ Guidelines (NSG) for nuclear related exports. These
international undertakings lead to national measures that contribute to the prevention
or detection of illicit trafficking. Most exporting States now require that adequate
physical protection and accounting and control measures be in place in recipient
States as a condition for granting export licences for nuclear material.

Several international organizations have taken an interest in preventing illicit
trafficking and in mitigating the associated risks. The United Nations, the
Commission of the European Union and the World Customs Organization (WCQ) are
among the organizations that have addressed the problem. These and others have
joined in the IAEA’s information exchange efforts and have participated in IAEA
training activities.
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Several Member States have assigned significant amounts of resources to bilat-
eral co-operation with the Newly Independent States (NIS) to support their efforts to
establish nuclear material accountancy and control systems, physical protection
systems and radiation protection systems. These programmes cover a period of sev-
eral years, because installation of new equipment and implementation of new tech-
niques often require extensive training and acquisition of experience with the new
system.

In summit meetings held in 1996 and 1997, the so-called Eight States' under-
lined the need for the safe management of fissile materials as a barrier against the risk
of illicit trafficking in such materials. Co-operative intelligence, customs and law
enforcement efforts have been recognized as necessary for preventing the sale and
diversion of nuclear materials. Through their programmes for preventing and
combating illicit trafficking in nuclear materials, these States have demonstrated their
concern and determination to prevent illicit trafficking.

3 THE IAEA SECURITY OF MATERIAL PROGRAMME
3.1. Information exchange

By maintaining the lllicit Trafficking Database Programme, the IAEA provides
a focal point for the exchange of information on trafficking. At present 63 States pat-
ticipate in the Database Programme. When a trafficking incident in a State occurs, the
Point of Contact in the State reports the incident as soon as possible, often within 48
hours of the event, to the IAEA, which disseminates the information to all Member
States. The IAEA also collects information on incidents from open sources. For inci-
dents that are not reported formally, the IAEA may ask the Point of Contact to
confirm the accuracy of this information.

All nuclear materials seized in illicit trafficking are to be covered by safeguards
agreements in the State where they were seized. The IAEA undertakes appropriate
follow-up actions to this effect.

The IAEA organizes international conferences to foster exchange of informa-
tion, such as this one and the November 1997 Conference in Vienna on the Physical
Protection of Nuclear Material.

During the past four years the IAEA has convened meetings with representa-
tives of international organizations which through their mandate have an interest in

! Canada, France, Germany, Italy, Japan, the Russian Federation, the United Kingdom
and the United States of America.
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ensuring the safe and secure transport and use of nuclear material and other radioactive
substances. The IAEA believes that regular meetings of this kind will help enhance
co-ordination among the organizations and thereby avoid duplication of efforts.

3.2. Protection of nuclear materials

Nuclear material accountancy and physical protection constitute the first line of
defence in ensuring that nuclear materials do not become the subject of unauthorized
use leading to illicit trafficking. Although the responsibility for physical protection
rests entirely with the State, it is recognized that efforts at the international level are
also necessary. Together with Member States, the TAEA develops the international
standards for physical protection.

To assist States in assessing their needs for implementing effective physical
protection systems at the State and facility levels, the IAEA offers the International
Physical Protection Advisory Service (IPPAS) to all States. These peer review
missions are carried out by teams of experts from Member States. The results of
IPPAS missions, which are kept confidential because of security concerns, identify
areas, as applicable, where legal, administrative and technical compenents of physi-
cal protecticn need to be improved. If national resources are not adequate for making
the improvements, the Secretariat may assist the State in generating the necessary
support through, e.g., bilateral co-operation programmes or the JAEA’s Technical
Co-operation Programme.

The Convention on the Physical Protection of Nuclear Material [1] defines
international standards for the physical protection of nuclear material during interna-
tional transport. The IAEA Recommendations on the Physical Protection of Nuclear
Material [2] are applicable to nuclear material, in peaceful or military use, storage or
domestic transport. The recommendations are not legally binding, but they acquire
legal status as references in other, legally binding decuments such as bilateral co-
operation agreements and export control regimes. The IAEA also develops technical
documents and guidelines to facilitate the implementation of the international physi-
cal protection standards.

The IAEA conducts, often together with Member States, national and regional
courses in physical protection that are adapted to the needs of specific States and
regions. The target audience is individuals responsible for administering regulatory
systems and for designing and implementing physical protection systems. The training
material is available in English, Chinese, Russian and Spanish. These courses or work-
shops may also address the specific need for physical protection systems in a State or
region, current concepts and technology, and programmes for prevention, detection
and response to illicit trafficking in nuclear materials and other radioactive sources.

Together with States offering bilateral support to the NIS, the Secretariat has
established a Co-ordinated Technical Suppert Programme (CTSP) designed, inter
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alia, to avoid duplication of effort, identify needs and disseminate information. Such
co-ordinated programmes have been developed for Armenia, Belarus, Georgia,
Kazakhstan, Latvia, Lithuania, Ukraine and Uzbekistan, and preparations are being
made for such activities in the other NIS.

3.3. Protection of radioactive sources

The TAEA is preparing a Safety Guide on the prevention, detection and
response to illicit trafficking in radioactive materials. This publication, which is
expected to serve as a basis for national legislation and to provide practical assistance
to customs and other law enforcement authorities, is co-sponsored by the 1AEA, the
WCO and the International Criminal Police Organization (Interpol). The International
Basic Safety Standards for Protection against Ionizing Radiation and for the Safety of
Radiation Sources [3], which relate to both the safety and the security of radiation
sources, provide the scientific foundation for the Safety Guide.

In May 1998, the IAEA and the WCQO signed a Memorandum of Understanding
which provides for continued co-operation between the two organizations, including
information exchange, joint training and other activities. The TAEA and the WCQO
have designed, for customs and other officials, a five day ‘train the trainers’ course on
the prevention, detection and response to nuclear smuggling. The course has been
given in 1997 and in 1998.

Together with the Austrian and Hungarian customs authorities, the 1AEA is
involved in a large scale study of border monitoring systems and inspection proce-
dures. The results of the study will be made available to States as an aid in selecting
and installing border monitoring systems.

34. Legal and regulatory framework

Because the national legal and regulatory framework is crucial to preventing,
detecting and responding to illicit trafficking, the [AEA provides, upon request,
advice and assistance to Member States on their existing national legislation related
to the safe and peaceful uses of nuclear energy. As part of this programme, a Maodel
Law is being developed to provide guidance to States on the elements to be included
in national nuciear laws.

3.5. Technical co-operation

Through the IAEA Technical Co-operation Programme, States cbtain support
in establishing the infrastructures needed to prevent unauthorized use of nuclear
material and other radioactive sources, including legislative assistance, technical
advice and other support to establish systerns for the protection and control of
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radioactive sources. Under this programme, four significant projects of relevancc to
the prevention of illicit trafficking in radioactive materials have been established
relating to nuclear legislation, protection of radioactive sources and physical protec-
tion of nuclear material.

4. OUTLOOK

The IAEA Security of Material Programme will continue to focus on the pre-
vention of illicit trafficking. Nuclear materials must be protected at all times, with
improved international standards underpinning national efforts to provide adequate
protection. Physical prolection personnel at State authorities and at nuclear facilities
will continue to require training and opportunities for exchanging views and
experience with colleagues from other States.

Efforts to protect other radioactive sources will also continue. During the past
year, radioactive sources have been confiscated (by States) that otherwise could have
had a serious impact on hcalth and safety. States have, in their correspondence with
the 1AEA, indicated an increased awarencss of the necessity to arrange for systemns
that will provide secure management of radioactive sources.

There is no room for complacency in the protection of nuclear materials and
radioactive sources. The TAEA programme will therefore be designed and imple-
mented as a long term commitment with activities aimed at preventing such unautho-
rized use of nuclear material and other radivactive sources that could result in illicit
trafficking of these materials. When trafficking in these materials nevertheless occurs,
the programme offers assistancc in characterizing and handling the materials seized.
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Abstract

THE TAEA DRAFT SAFETY GUIDE — PREVENTING, DETECTING AND RESPOND-
ING TO ILLICIT TRAFFICKING IN RADIOACTIVE MATERIALS.

The paper describes the details of a new Draft Safety Guide, co-sponsored by WCO and
Interpol, which is being prepared within the IAEA programme to combat illicit trafficking in
radioactive materials. The Guide is intended to help customs, border police and other law
enforcement officers as well as regutatory authorities in Member States to prevent, detect and
respond to illicit trafficking. Supporting Technical Manuals will provide concise information
on technical details. The first manual lists physical and chemical data of frequently encountered
radionuclides and gives necessary safety precautions for the handling of radiation sources no
longer in use. Requirements for legal national infrastructures to prevent loss of controt of
radioaclive malerials are given in the manual on prevemion. Exiensive technical information on
equipment performance requirements, calibration procedures and testing are contained in the
manual on detection. Manuals on response and training will describe procedures for handling
incidents with radioactive materials and will contain detailed iraining protocols for officers
involved in such incidents.

1. INTRODUCTION

A major activity within the IAEA Security of Material Programme is the prepa-
ration of a Safety Guide on Prevention, Detection and Response to 1llicit Trafficking
in Nuclear and other Radioactive Materials, and of supplementary Technical Manuals
giving technical details, As already mentioned in the first paper of this session, the
primary safety function of the IAEA, as stated in its Statute, is to establish “‘standards
of safety for protection of health and minimization of danger to life and property
(including such standards for labour conditions), and to provide for the application of
these standards”. This function is reflected in the IAEA’s Safety Fundamentals docu-
ment [1] which summarizes the basic objectives, concepts and principles that are
needed to ensure radiological safety. The main safety standards that have been devel-
oped within the framework of these fundamentals are given in the International Basic
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Safety Standards for Protection against Ionizing Radiation and for the Safety of
Radiation Sources [2].

When the safety requirements of these standards are not properly met,
unexpected risks and hazards can arise. Such situations can occur as a result of the
unauthorized receipt, possession, use, transfer or disposal of radioactive materials.
Loss of control of radioactive materials has had serious, even fatal, consequences. For
example, radioactive material in radiation therapy units has been unintentionally sold
as part of scrap metal [3, 4]; radioactive inaterials have been found by unsuspecting
individuals [5]; radioactive material has been deliberately stolen, causing multiple
deaths [6]. Other incidents may have been less serious and less publicized, but, in
addition to posing a potential radiation hazard to customs and law enforcement
officers and to the general public, all such incidents entail considerable costs from
decontamination activities, from the shutdown of production and from the waste of
products containing contaminated scrap. Numerous incidents have been reported in
which radioactive sources and materials, buried in scrap inctal, crossed borders and
ended up in the scrap cycle, often as the result of careless or fraudulent disposal [7,
8]. Naturally occurring radioactive materials, mainly radium and thorium accumu-
lated in scale inside pipes and well drilling tools, have been frequently found in scrap
metal. The instances of illicit trafficking in radioactive materials that have been
detected so far are likely to be just a fraction of the total.

The need for a Safety Guide explicitly directed to the problem of illicit
trafficking in nuclear and other radioactive materials was raised by the [AEA Director
General in 1994, and proposed measures were agreed by the JIAEA Board of
Governors in 1995. Such measures as might be taken to prevent, detect and respond
to illicit trafficking will be commen for all radioactive materials, including nuclear
materials. However, nuclear materials are, or should be, subject also to safeguards for
nuclear non-proliferation purposes and to physical protection to prevent uncontrolled
diversion. The regulations, controls and methods described in this Safety Guide and
the supplementary Technical Manuals are intended to help customs officers, border
police and other law enforcement officers, as well as regulatory authorities and other
relevant bodies in Member States, in their efforts to prevent, detect and respond to
illicit trafficking in radioactive materials.

2. SCOPE

The advice in this Safety Guide is intended to provide the basis for a system,
within a national infrastructure, that ensures that radioactive materials are securely
managed and controlled so that illicit trafficking is inhibited and so that there
are processes and procedures in place to detect and respond to any attempted illicit
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trafficking. The Safety Guide covers aspects of radiation protection, waste
management and nuclear safety as well as the regulations concerning law enforce-
ment and border control activities. It refers to all kinds of radioactive materials,
including radioactive sources, radioactive wastes and nuclear materials. The tech-
nical information in this document offers general guidance to those responsible for
the development, construction and selection of monitoring equipment, for the
training and qualification of personnel and for other aspects of dealing with illicit
trafficking in radioactive materials, such as response measures when illicit traffick-
ing is suspected. Detailed guidance is provided in the supplementary Technical
Manuals.

3. PREVENTION OF ILLICIT TRAFFICKING

The section of the Safety Guide on the prevention of illicit trafficking describes
the main elements within a national infrastructure required in the areas of radiation
protection, nuclear safety and waste management aimed at preventing the loss of
control of radioactive materials. Illicit actions covered include unauthorized receipt,
possession, use, transfer, import, export and disposal of radioactive materials. The
foundation for preventing illicit wafficking is a national regulatory authority,
empowered to issue regulations and to grant authorizations for justified practices
such as receipt, possession, import, export, use, transfer and disposal. This regula-
tory authority should also conduct inspections and implement an enforcement policy
to correct non-compliance with regulatory requirements.

Detailed requirements are given in the Guide concerning authorization to
transfer, store and dispose of radioactive materials. A particularly important part of
this section contains regulations on the security of radioactive materials. This
includes the requirement for records of accountability and periodic checks of inven-
tories, and notification of loss of control. It further covers requirements for the level
of security, depending on the particular practice, the level of hazard and the risk of
loss. Apart from measures of physical security, which are generally required for
nuclear materials under the Convention for the Physical Protection of Nuclear
Material [9], specific elements of physical security and control are also applied to
other radioactive materials in use, storage or transport. Such measures should be
based on the concept of defence in depth and should be commensurate with the
activity and properties of the materials. Contrels may start from the existence of a
clearly designated and exclusive place for handling and storage, and from controlled
access to the place of use or storage, by means of doors and physical barriers or any
other appropriate means, to prevent unauthorized access or other means to provide
physical security of the area.
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4. DETECTION OF ILLICIT TRAFFICKING

Monitoring of gamma radiation is essential for detecting radioactive materials
that are being illicitly moved. Neutron detcction is necessary for detecting the illicit
movement of nuclear materials, particularly shielded materials. Both gamma and
neutron monitering allow non-invasive interrogation of flows of people, goods and
transport vehicles crossing checkpoints. The time available for the detection of radio-
active materials is necessarily short in this application.

The task of detecting radioactive materials that are being illicitly trafficked has
to be undertaken in a radiation environment that has natural and anthropogenic com-
ponents, which will vary from place to place and from time to time. Any criterion {or
‘investigation level’) used to decide whether the radiation from any particular ship-
ment indicates the presence of illicitly trafficked radioactive materials has to take this
variable background into account.

Some radiation sources or radionuclides are not subject to regulatory control.
They may be excluded, the practices that produced them exempted, or they may be
specifically cleared. The mechanisms and applications of exclusion, exemption and
clearance derive from the Basic Safety Standards [2]. Exposures to radiation that are
part of the natural human environment are mostly regarded as unavoidable, and it is
usually not practicable to control them through regulation. Recognizing that such
exposures are essentially not controllable, the Basic Safety Standards treats them as
‘excluded’ from the regulatory requirements. If radioactive materials in a given
application pose a low radiation risk, a regulatory authority may have exempted the
practice of applying such radioactive materials in the defined way from regulatory
control. Examples are the application of radionuclides in smoke detectors and lumi-
nous dial watches. Finally, if it can be shown that the exposures from release of
radioactive materials will be trivial, a regulatory authority may clear them from
regulatory control. Such clearance can apply both to materials that are being
discarded as waste and to materials intended for further use or recycling. It is implicit
to the concept of clearance that materials, once cleared, are subject to no further
regulatory restriction or control.

The investigation level of radiation signal that is selected for deciding that a
monitored vehicle, passenger or cargo may be transporting radioactive material illic-
itly is a compromise. On the one hand, it is desired to detect any illicitly trafficked
radioactive materials, e.g. sources in shielded containers which may be buried deeply
in scrap metal or other non-radioactive goods. On the other hand, it is desired to avoid
unnecessary ‘nuisance’ alarms, rejections and delays at border crossings.

For radionuclides emitting gamma radiation, the Safety Guide recommends as
an investigation level a dose rate, measured on the outside of a vehicle, that is within
the range (.1 to 0.5 mSv/h [10, 11]. The final value will be determined on the basis
of the results of the Illicit Trafficking Radiation Assessment Programme (ITRAP)
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pilot study on border monitoring instrumentation being conducted at the Austrian
Research Centre, Seibersdorf. Details on the ITRAP Study are given in Ref. [12]. If
the measured dose rate is below this value, then it can be assumed that there is no
indication of illicitly trafficked radioactive material. For nuclear materials emitting
neutrons from spontaneous fission, such as plutonium, the investigation level will cor-
respond to an emission rate of approximately 2 x 10* neutrons per second, equivalent
to 300 g of weapon plutonium (6% 2**Pu). This amount is a compromise between
excessive costs for neutron detecting equipment and the minimum mass required for
a nuclear weapon.

There are three basic types of instrument for detecting radioactive materials that
may be being moved illicitly: pocket sized instruments, hand held and mobile instru-
ments, and fixed installation instruments.

Pocket sized instruments that are chosen for this application should be easy to use,
even by non-specialized staff, and should allow quick, qualitative assessment of suspect
materials. They should be battery powered and shock and water resistant and should
have low maintenance requirements. Auto-ranging, an alarm function and some indica-
tion of the radiation level are further requirements. Instruments using Geiger—
Mueller counters as radiation detectors are not sensitive enough for this application.

Hand held instruments are used for localization and identification. They are
more bulky than pocket sized instruments but generally have more features. They typ-
ically use an inorganic (e.g., sodium iodide) or a plastic scintillator as detector and
may include a multichannel analyser for gamma spectroscopy so that the radioactive
materials can be identified by their gamma ray energy signature. However, use of
these instruments requires more specialized training of the staff than do pocket sized
instruments. More complex, mobile systems have been developed, generally with
greater sensitivity than hand held instruments. They can be mounted on vehicles, heli-
copters or vessels and can be used in searching over areas or in detecting weak
radiation fields from small amounts of activity or from well shielded radioactive
materials at a larger distance.

Fixed installation instruments are designed to be located at border control
stations, airports, ports of entry, etc. Monitors should be installed as close as possible
to the object to be monitored in order to obtain the greatest practical sensitivity.
Alarms and display instruments are usually installed in an area away from the detec-
tor and the monitored passageway. Use of these highly automated systems should
require no highly specialized training and allows a continuous flow of persons,
luggage or vehicles to be monitored with reasonable speed.

In general, the sensitivity of the instrumentation that is required depends on
several parameters. Judgement at any particular location is needed to achieve the best
compromise between too high a sensitivity, which will result in too many alarms
because of naturally radioactive materials, and too low a sensitivity, which will fail to
indicate quantities of radioactive material that should be of concern.
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In accordance with the Basic Safety Standards [2] and national radiation
protection regulations, personnel expecting to encounter radioactive materials in their
monitoring should have access to adequate protective equipment and should be famil-
iar with the appropriate radiation protection procedures. These will typically include
the use of personal alarm dosimeters for alerting them to radiation hazards in the field
and of dosimeters that are suitable for demonstrating compliance with regulations that
specify limits for radiation doses.

5. RESPONSE TO ILLICIT TRAFFICKING

In the context of the Safety Guide, a response of some kind is needed when
radioactive materials have been detected or information has been obtained that they
are not under appropriate authorized control. Irrespective of whether the materials are
of domestic or foreign origin, the need for response should be recognized and the
response should be carried cut by the Member State in which the radicactive materi-
als are found. ‘Response’ in this context refers to actions taken to regain control of
radioactive materials, to implement appropriate radiation protection procedures to
mitigate hazards to health and bring the situation under appropriate radiation protec-
tion control, to provide any medical treatment needed and to apply any penalties in
accordance with national regulations.

Circumstances requiring response include the following:

(1)  detection, through radiation monitoring, of the unauthorized or uncontrolled
presence or movement of radicactive materials;

(2) areport about radioactive materials having been found in an unauthorized location;

(3) areport about something suspected to contain radioactive materials;

(4) a report about an accident involving, or suspected to involve, radioactive
materials;

(5} areport about the detection of instances of non-compliance with the transport
regulations;

{6) discrepancies found in an inventory of radioactive materials:

(7) areport about illicit transboundary movement of radicactive materials.

Member States should have a plan ready for response to the detection or suspi-
cion of illicit trafficking in or loss of control of radicactive materials. The plan should
be implemented whenever the regulatory authority becomes aware of possible loss of
control or illicit trafficking. The type of response depends very much on the particu-
lar circumstances, e.g., the type of radioactive materials, where they are located and
potential pathways of exposure. The topics covered in the plan should include the
following:
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(1) whom to notify (customs officials, law enforcement officials, emergency
response units, etc.);

(2)  what information should be supplied to aid recovery of control;

(3) measurements to be made for detection and analysis;

(4) temporary storage arrangements for any radioactive material that might be
found;

{5) arrangements for transport to a final authorized storage or disposal facility;

(6) the type of information needed for alerting and informing the public about lost
or illicitly moved radioactive materials.

6. TRAINING

Training in preventing, detecting and responding to loss of control and in the
detection of illicit trafficking is essential for customs officers, border control and
other law enforcement personnel. Training must be matched in scope and detail to the
organizational level, knowledge and roles of the trainees. A typical training syllabus
should include information on the following:

{1) the nature and effects of ionizing radiation;

(2) the properties and applications of radioactive materials;

(3) monitoring and detection principles and techniques;

(4) national and international radiation protection, safety and security requirements
(including regulations and procedures for personal protection);

(5) the proper response activities if radioactive materials are detected.

Training courses should be repeated regularly to ensure that sufficient familiar-
ity with the equipment and procedures is maintained so that vigilance is not
diminished as staff change and so that any needed response can be prompt. Such
training should include practical, hands-on exercises and drills.

The World Customs Organization (WCQ), in close co-operation with the IAEA,
has recently developed a Customs Enforcement Training Module on the smuggling of
nuclear and other radioactive materials. Details are presented in Ref. [13]. The over-
all objective of this module is to provide customs training units with a basis or frame-
work to enable them to design their national training courses. With the assistance of
this module, national training courses can be conducted not only for beginners, to pro-
vide basic awareness and knowledge, but also for multiagency courses to improve
mutual understanding between customs and other relevant agencies. The
IAEA-WCO training strategy has been to give priority to the Eastern and Central
European region. The first joint IAEA-WCO training course was held in Vienna for
Customs Trainers on 2—6 June 1997, and the second course is scheduled for customs
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and police officers of the same region in September 1998 in co-operation with the
IAEA, WCO and Interpol.

7.

SUPPORTING TECHNICAL MANUALS

The Draft Safety Guide consists of a basic part containing the essential general

information and a set of supporting Technical Manuals, under preparation. Technical
details, such as instrument performance requirements, typical radioactive materials
encountered and recommended operating procedures in response and training pro-
grammes, are provided in separate manuals. At present, manuals on the following
subjects are foreseen and under preparation:

o)
(2}
3

4
(5)

(1]

[2]

31

Radioactive materials in medicine, industry and research thal are typically
involved in illicit trafficking;

The regulatory infrastructure and physical measures needed for preventing
illicit trafficking;

Performance requirements, calibration and testing of monitoring instrumenta-
tion for the detection of illicit wafficking;

Response procedures when illicit trafficking is suspected or detected;

Training programmes for persons involved in the prevention, delection and
respense to illicit trafficking.
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Abstract

THE ROLE CF CUSTOMS SERVICES AND THE WORLD CUSTOMS CRGANIZATION'S
ENFORCEMENT PROGRAMME TO COMBAT NUCLEAR AND OTHER RADIOACTIVE
MATERIALS SMUGGLING.

The World Customs Organization (established as the Customs Co-operation Council in
1952) is an independent intergovernmental body with worldwide membership (146) whose
enforcement mission could be summarized as “to assist its Members in strengthening their
enforcement measures through training and technical programmes designed to combat custorns
offences”, which also include nuclear and cther radioactive materials smuggling. One of the
best strategies for an effective fight against illicit trafficking in nuclear and other radioactive
materials is to stop their illegal movement at the national border before they enter or leave the
country. From this point of view, customs services are unique governmental cross-border
control agencies which are mostly located at naticnal cross-border checking points. In addition
to this local advantage, customs expertise and authority in checking decuments, goods, vehicles
and passengers deserve special mention. It should also be noted that customs services have
great experience in how to combat and respond to transnational crime and criminals. On the
other hand, in order to make best use of their experience, they should be furnished with
sufficient authority for investigation, appropriate detection equipment and support through
relevant training programmes. In line with the request made by Member States, the WCO
Secretariat has recently developed an enforcement programme on combating nuclear and other
radiocactive materials smuggling. This programme is based on awareness raising, development
of training materials, designing training programmes, promoting exchange of information and
improving co-operation at all levels. The WCO Database, the WCO RILC project and WCO
Recommendations are three key tools which enable customs administrations to develop
accurate, timely and rapid exchange of information and intelligence. Within the concept of
mnternational co-cperation, the WCO and the IAEA agreed to sign a Memorandum of
Understanding (13 May 1998} for further joint initiatives. The two international organizations
are now conducting several joint technical meetings and training programmes and are
producing safety publications for law enforcement agencies.

87
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1.  INTRODUCTION
1.1. The World Customs Organization (WCO)

The World Customs Organization (established as the Customs Co-operation
Council in 1952) is an independent, intergovernmental body with a worldwide
membership of 146 customs services. (In June 1994, the Council adopted the work-
ing name World Customs Organization (WCO) to reflect more clearly the nature of
the organization and its international functions. The convention establishing the
organization was not amended, however, so the official name is still Customs
Co-operation Council.)

The WCO’s mission is to enhance the effectiveness and efficiency of customs
administrations in the areas of compliance with trade regulations, protection of
society and revenue collection, thereby contributing to the economic and social well-
being of nations. In order to fulfil this mission, the WCO:

(1) Establishes, maintains, supports and promotes international instruments for the
harmonization and uniform application of simplified and effective customs
systems and procedures governing the movement of commodities, people and
conveyances across customs frontiers;

(2) Reinforces Members’ efforts to secure compliance with their legislation, in
particular by endeavouring to maximize the level and effectiveness of
Members’ co-operation with each other and with international agencies in order
to combat customs and other transborder offences;

(3) Assists members in their efforts to meet the challenges of the modern business
environment and adapt to changing circumstances, by promoting communica-
tion and co-operation among Members and with other international organiza-
tions, and by fostering human resource development, improvements in the
management and working methods of customs administrations and the sharing
of best practices.

On the basis of an analysis of input from Members, the WCO Enforcement
priority has been identified as “Implementation of a comprehensive programme to
help members combat commercial fraud”, which includes the WCO Enforcement
Programme on Actions to Combat Nuclear and Other Radioactive Materials
Smuggling.

1.2, International concerns

There is no doubt that the use of nuclear and other radioactive materials is
essential to meet countries’ social, economic and medical goals in many ways.
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However, when they are not properly handled and managed, these materials represent
a considerable risk to people and the environment, and have caused concern for many
years.

The potential risk is immense when these materials have been subject to any
form of illicit trafficking or smuggling. Even relatively small amounts of radioactive
material may cause serious damage to health if people remain in their vicinity or
try to manipulate the material without taking the necessary safety and security
measures.

Many international and regional organizations such as the IAEA, the WCO,
ICPO-Interpol, the EC and some international summits have shown a heightened con-
cern about nuclear proliferation, the continuing possibility of an illegal black market,
nuclear terrorism and safety measures for facilities where the radioactive materials
are used or stored.

These initiatives at the international level have always included invitations to
Member States to review the existing preventive measures and to reinforce them with
a view to stopping illicit trafficking in nuclear and other radioactive materials.

Preventing the illegal acquisition of nuclear material such as plutonium and
highly enriched uranium has been a top priority and national security concern of some
WCO member countries since the 1990s because of the increasing number of
attempts to buy and sell nuclear materials throughout the world, particularly in
Europe.

Along with the ongoing international initiatives, there has been a slight
decrease in the number of radioactive material seizures in the past two vears. It is to
be noted that some of these attempts have been proven to be nothing more than profit
motivated scams involving bogus materials.

However, these positive remarks should not be interpreted as indicating that the
illicit movement of nuclear and other radioactive materials has stopped or that there
is no illegal market for these materials. The reduction in seizures could be due to the
concrete measures taken by various governments or to the employment of very
sophisticated smuggling methods by criminal groups. Illicit trafficking in nuclear and
other radioactive materials has a tendency to shift from individual cases to organized
or transnational crime; it can become linked to other organized crimes such as drugs,
stolen cars and firearms smuggling; it has seen an increase in experts’ involvement;
and it has increased outside Europe.

The international community has also become increasingly aware of an
unwanted component in scrap material: radioactive sources. It seems that the threat
of radioactive sources in recycled scrap material will continue for the foreseeable
future, thus posing special problems for exporting, importing and transit countries.

In sum, the international community has added a new but very sensitive item to
its agenda since 1989 while it was trying to solve the existing issues related to the
safety and security of nuclear and radioactive materials and their waste.
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The international community has committed itself to deal with this new phe-
nemenon and is in favour of stopping illegal trafficking in nuclear and radioactive
materials at national borders before these materials leave or enter the country. For this
purpose, being in the front line at national borders, customs agencies are expected to
take an active part in the implementation of all preventive measures or plans drawn up
by national institutions. This approach requires governments to pay attention to the
legal, technical and administrative capabilities of customs and other law enforcement
agencics taking part in controlling the international flow of people, vehicles and goods.

1.3. Potential threat to customs officers

Nuclear and other radioactive substances fall into Class 7 under the United
Nations classification system for dangerous goods and require special procedures and
measures in every phase of their management from mining to disposal. They clearly
differ from other dangerous goods in their ability to emit radiation. Consequently they
pose a hazard to people and property that depends on conditions of shielding, distance
and time.

This hazard is greater in accidents involving package rupture or if a package is
opened inadvertently or by inexperienced persons. The specific hazards are overex-
posure of persons due to irradiation and radioactive contamination by direct contact
with the material. This contact could be any form of skin contact, ingestion, inhala-
tion or a combination thereof.

Overexposure usually goes unnoticed for some time because radiation cannot
be detected by sensory perception, and the deleterious effects do not usually manifest
themselves immediately. Even relatively small amounts of radioactive material can
therefore cause serious damage.

Given these properties, nuclear and other radioactive substances instil fear in
people (including customs officers). However, customs officers are legally responsi-
ble for physically checking and monitoring the international flow of passengers, vehi-
cles and goods. Customs officers are therefore under potential risk of irradiation and
radioactive contamination because of the possibility of finding unauthorized consign-
ments and improperly packed nuclear and other radioactive material in illicit
trafficking during their normal work.

it is clear that this risk will be higher for customs officers when there is
insufficient awareness, basic knowledge, proper detection equipment, safety
measures and well established response to the discovery of illicit trafficking in
radioactive materials.

Because of the nature of these materials, the WCO Secretariat recommends that
its Members co-operate closely with their national nuclear regulatory bodies when it
is necessary to conduct a physical examination or if there is suspicion or detection of
illicit trafficking in nuclear and radioactive materials.
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1.4. Role of customs services

Historically and practically, customs have been seen as revenue generating
agencies through the collection of duties. However, customs services all around
the world are now undertaking two additional tasks: (1) facilitation of international
trade and (2) protection of society. These additional tasks are non-fiscal func-
tions and require customs services to strike a balance between facilitation and
effective control, which is managed through the application of risk assessment
techniques.

Customs services have always played a key role in preventing and detecting
illicit transborder movement of goods before they leave or enter the country. This
role falls into the category of ‘protection of society’, and it ranges from combating
drugs smuggling to preventing illicit trafficking in nuclear and other radioactive
materials.

Customs services have also been crucial agents in designing and implementing
national strategies for combating smuggling activities by virtue of their legal, admin-
istrative and technical advantages, which can be grouped in eight major categories,
described below.

I.4.1.  Location of customs offices

Customs services are mostly located at national border checkpeints such as
airports and seaports. This physical position enables customs to stop illicit trans-
border movement of radioactive materials before they leave or enter national
territory.

1.4.2.  Capability of monitoring international frade

Customs administrations have at their disposal al} relevant documents and data
on naticnal foreign trade in terms of value, quantity, passengers, exporters, importers,
means of transportation, goods and trends in foreign trade. This huge volume of infor-
mation allows them to support related law enforcement and administrative agencies
and can yield target, operational or strategic intelligence for their own needs.

1.4.3.  Authority for physical checking

Customs services have the legal power for the physical checking and searching
of goods, vehicles and passengers entering or leaving the country. This is, of course,
the essential power for customs services. Only physical checks and monitoring can
result in the discovery of smuggled goods including nuclear and other radioactive
materials.
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1.44.  Seizure and preliminary investigation power

Almost all customs services are legally authorized to detect and seize goods
illicitly trafficked and to conduct at least preliminary investigations of smuggling or
of attempts to smuggle goods. Through this function, they have gained enormous
experience and knowledge on investigation techniques and have established internal
and external contact points for the collection of information and intelligence.

1.4.5.  Experience in dealing with crime and criminals

As a natural result of being one of the governmental control agencies at the
frontiers with the task of protection of society, customs services encounter all kinds
of cross-border offence. This provides them with a wide experience on crime and
criminals, e.g., frequently smuggled goods, nationalities most often involved, routes
taken and concealment methods employed.

1.4.6. Worldwide exchange of information and intelligence network

Through the WCO’s guidance, most customs administrations around the world
are now able to exchange information and intelligence worldwide on customs
offences including radioactive material smuggling. This is usually done through the
electronic network created under the Regional Intelligence Liaison Offices (RILO)
project, which now includes more than 100 States.

In addition to bilateral agreements and activities carried out under the
IAEA-WCO Memorandum of Understanding (see Section 2.5), most customs admin-
istrations are contracting parties to one of the WCO legal instruments which create
a legal or administrative basis for the international exchange of information and
intelligence on customs offences.

1.4.7. Awareness and training

Customs services are continuously being informed on the potential smuggling
of radioactive materials and on the associated risks to themselves, society and the
environment. Tn response, most customs administrations are either conducting their
own awareness training programmes and employing the necessary detection equip-
ment or are participating in or conducting regional seminars or courses.

1.4.8.  Employment of risk assessment technigues

Customs services are advised and encouraged to use targeting and selectivity,
based on risk assessment techniques, to assess the probability that goods being
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processed through customs control have not been legaily entered or declared. This
modern enforcement technique helps customs services to identify potential or sus-
pected persons, vehicles or goods in advance for further examination. This not only
facilitates the international flow of goods but also enables customs services to opti-
mize their limited resources.

2. THE WCO INITIATIVE: ENFORCEMENT PROGRAMME ON
ACTION TO COMBAT NUCLEAR AND OTHER
RADIOACTIVE MATERIALS SMUGGLING

In 1993 the World Customs Organization launched a programme to assist its
Members in the development of a comprehensive action plan to combat nuclear and
other radioactive material smuggling.

The objective of this programme is to help Member administrations enhance
their capabilities for preventing, detecting and respending to illicit trafficking in
nuclear and other radioactive materials. This programme is basically intended to pro-
vide the necessary awareness background for initiatives to ensure that nuclear and
other radioactive materials are securely monitored and controlled so that illicit traf-
ficking of them is inhibited, and that there are processes and procedures in place to
detect and respond to any attempted illicit trafficking.

To attain this overall objective, the WCQ action plan is aimed at: heightening
of awareness, development of training materials, design of training programmes,
exchange of information and development of a database, and promotion of interna-
tional co-operation.

2.1. Awareness activities
The WCO awareness raising activities can be summarized as follows.

(1) The First Seminar on Dangerous and Toxic Products, held in Brussels on 14 and
15 March 1994.

(2) The Second Seminar on Nuclear Materials, organized by the US Customs
service in collaboration with the US Department of Energy, held in Brussels on
31 May 1995.

(3) The First Working Group on the Identification of Nuclear Materials and
Dangerous Goods, held in Brussels on 1 and 2 June 1995,

(4) Adoption of a WCO Recommendation concerning Action Against Illicit Cross
Border Movement of Nuclear and Hazardous Material (including associated
waste), adopted by France (March 1998), Sweden (January {998) and Finland
(May 1998).
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(5) On 28 June 1996, Members were asked to describe their experience, resources
and needs in a questionnaire; awareness, training, exchange of information and
co-operation were their first four priorities.

(6) Issuance of a progress report on WCO Awareness and Training Programme on
Nuclear and Hazardous Material (June 1996).

(7) The First TAEA/WCO Technical Committee Meeting, held in Vienna, Austria,
from 8 to 12 July 1996.

(8) The Second IAEA/WCOQ Technical Commitiee Meeting, held in Vienna,
Austria, from 14 to 18 July 1997.

(9) The Third IAEA/WCO Technical Committee Meeting, held in Vienna, Austria
from 6 to 10 July 1998.

(10) The next IAEA/WCO Technical Committee Meeting is scheduled for July 1999
in Brussels, Belgium.

2.2. Training material

At the request of its Members, the WCO has developed a comprehensive
Customs Enforcement Training Module on the smuggling of nuclear and other
radioactive material. This module provides guidelines for customs trainers to develop
their own national training programmes.

The module was prepared in close co-operation with the IAEA, and special
contributions were made by certain Member countries. In particular, it has been pos-
sible to combine the IAEA’s experience and knowledge with those of the customs
enforcement experts who met at the first and secend expert group meetings in
Brussels in 1995 and 1996.

As a priority, trainers from customs services in Eastern and Central Europe
were trained in 1997 in the use of this module at the national level.

Conceming the development of the WCO training module, the following
progress was made:

(1) The First Working Group on the Identification of Nuclear Materials and
Dangerous Goods and the WCO Nuclear Awareness Seminar, Brussels,
1-2 June 1995.

(2) The First Expert Group Meeting on Identification of Nuclear and Hazardous
Materials, Brussels, October 19935,

(3) The Second Expert Group Meeting on Nuclear and Hazardous Materials,
Brussels, 3-5 January 1996.

(4) The first train-the-trainer course in the Eastern and Central Europe region, held
in Vienna, 2—6 June 1997.

(5) The Joimt WCO/MTAEA Expert Group on the WCO Enforcement Training
Module on Nuclcar Material, Brussels, 2223 September 1997,
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The WCO has received a wide range of training materials in the form of books,
leaflets and brochures from certain Members. The IAEA plans to provide & video on
the safe transportation of nuclear materials, which will accompany the training mod-
ule. The WCO Secretariat will also continue its efforts to contact all relevant interna-
tional and specialized institutions with a view to collecting and distributing useful
training materials to WCO Members.

2.3. Training programmes

In line with the request made by its Members, the WCO Secretariat has given
priority to designing training programmes for customs at the regional level to improve
their enforcement structures and measures taken at the national level. First priority
was given to Eastern and Central Europe, and the “train-the-trainer’ course described
in item (4), above, was the first result. This programme was financed by the Japanese
customs service and the [AEA, supported by the TAEA and the Austrian Research
Centre Seibersdorf and hosted by the Austrian customs service. The training was
given by 31 trainers and was attended by customs personnel from Albania, Austria,
Belarus, Bulgaria, Croatia, Cyprus, the Czech Republic, Estonia, Hungary, Latvia,
Lithuania, Poland, Romania, Slovakia, Slovenia and Turkey.

Given the success of the first training course, the possibility of conducting a
second course is now being discussed among the IAEA, ICPO-Interpol and the WCO,
in a multiagency format with police and customs officers of Eastern and Central
European countries. It is to take place in the first week of October 1998.

2.4. Exchange of information and development of a database

Timely, comprehensive and rapid exchange of information and intetligence is
the principal element of effective global preventive efforts concerning illicit trans-
border movement of nuclear materials.

With a view to assisting its Members in this regard, the WCO Secretariat has
proceeded in two directions:

(1)  Co-operation at the national level: customs services are encouraged to improve
co-operation with the national law enforcement agencies and competent nuclear
authorities.

(2) Development of a database: the WCO Secretariat has developed a separate
database for nuclear and radioactive material smuggling at the WCO head-
quarters with the support of Members and international organizations con-
cerned. As of June 1998, the total number of confirmed smuggling cases was
234 (see Section 3).
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The basic aim of this database is to enable customs services to make their own
information analysis and produce strategic, operational and tactical intelligence for
their own needs, such as regional and international trends, modus operandi employed
by smugglers and routes commonly used.

The steps leading to the database were as follows. On 8 June 1996, Members
were informed of the establishment of the WCO database and were requested to send
seizure information; on 3 April 1997, certain Members were invited to provide
detailed information on seizures recorded in the database; on 17 April 1998, all
Members were informed that the updated database was on the WCO Electronic
Bulletin Board for downloading and use for their own intelligence purposes. In this
regard, the regular exchange of seizure data between the IAEA and the WCO deserves
special mention.

This database is accessible to customs services through the WCO Electronic
Exchange of Information Network; information is gathered from Members, interna-
tional organizations and open sources (unconfirmed cases); it is protected with double
password; cases are classified as confirmed or unconfirmed.

2.5. International co-operation

One of the pillars of the WCO programme is to co-operate with the interna-
tional organizations concerned to ensure the broadest communication channels for
timely and accurate exchange of information, close co-operation and harmonization
of actions to be taken at the international level in this arena. The IAEA, ICPO-
Interpol, Europol, the EC and the UN specialized agencies are particularly covered.
However, the co-operation between the WCO and the IAEA deserves specific
mention becanse of the progress made in the relevant meetings.

The TAEA/WCO Joint Technical Committee Meetings are held each year. They
aim at bringing together nuclear and customs experts of countries where most nuclear
and other radioactive materials are seized, in order to review the action taken, share
the practical experience and discuss future steps for the effective combating of
radioactive material smuggling.

Other co-operation activities are the following:

(1) The Joint WCO/IAEA Expert Group on WCO Enforcement Training Module
on Nuclear Material, Brussels, WCO headquarters, 22-23 September 1997.

(2) 'WCO participation in the [AEA annual interagency meetings.

(3) WCO participation in the IAEA Consultants Service meetings.

(4) Co-sponsorship by the WCO of the International Conference and the IAEA
Safety Guidelines for law enforcement agencies.

(5) Continuous support of the development of the IAEA Safety Guides on illicit
trafficking to be published for law enforcement agencies.
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(6) Support of the implementation of the IAEA Detection Equipment Test Project
(ITRAP).
(7) Regular exchange of seizure information on radioactive material smuggling.

This close co-operation reached a point where a Memorandum of Under-
standing between the two organizations was signed on 13 May 1998, aiming at the
establishment of an administrative base for effective co-operation and developing
joint projects to enhance international efforts to combat illicit trafficking in nuclear
and other radio-active materials.

3. AN OVERVIEW OF RADIOCACTIVE MATERIAL SEIZURES

Tables I-IV give an overview of nuclear and other radioactive materials smug-
gling between 1993 and June 1998 based on the confirmed cases recorded in the
WCO database. The total number of the seizure files was 234 as of 17 June 1998.

4. RESULTS

It is widely accepted that customs services around the world have a role to play
in preventing and detecting illicit trafficking in nuclear and other radioactive materi-
als, because of their location at national borders as governmental cross-border control
agencies.

This role can be maximized by raising awareness, employing risk assessment
techniques and deploying detection equipment and by making customs an integral
part of the national preventive strategy or action plan.

It is therefore very important to invite Member countries to consider using
customs services in combating nuclear and other radioactive material smuggling.

To prevent and detect the illegal movement of nuclear and other radioactive
materials at national borders before they enter or leave a country is always interpreted
not only as protection of a country’s own citizens but also as protection of society
worldwide.

However, the following matters are left apen for further consideration:

(1) The illicit trafficking of nuclear and other radioactive material needs to be
clearly identified as a crime with proper penalties:
(a) Law adapted at national or international level,
(b) Harmonization of policies at the national level.
(2) Deployment of detection equipment:
(a) Selection of appropriate equipment,
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TABLE 1. SEIZURES BY REGION, 1993-1998

Region Number of cases Percentage of cases
Western Europe 71 30.3
Eastern and Central Europe 154 65.8
North America 1 04
South America 5 2.1
Central and Southern Africa 1 0.4
Southeast Asia 1 04
Pacific Ocean Region 1 04
TABLE II. SEIZURES BY COUNTRY, 1993-1998
Country Number of cases Percentage of cases
Germany 67 28.6
Russian Federation 52 22.1
Poland 18 7.7
Ukraine 17 7.2
Lithuania 17 7.2
Turkey 14 6.0
Bulgaria 10 4.3
Estonia 3 34
Czech Republic 7 3.0
Belarus 6 2.6
Azerbaijan 3 1.3
Italy 3 1.3
New Zealand 1 0.4
TABLE TII. SEIZURES BY ELEMENT, 19931998
Element Number of cases Percentage of cases
Uranium 129 55.1
Cagsium 53 226
Platonium 10 43
Radium 5 2.1
Americium 3 1.3

Other 34 14.5
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TABLE IV. OVERALL SEIZURES, AND SEIZURES
OF URANIUM, BY YEAR

Year Qverall seizures Uraniurm seizures
1993 56 30
1994 65 42
1995 38 22
1996 37 20
1997 28 i1
1998 10 4

(b) Identification of the best location,

(c) Dealing with false alarms.

The need for awareness and training:

(a) Awareness of the potential threats and trends,

(b) Terms used,

(c) Sort and scope of training, including personal safety measures.
The necessity of timely, accurate exchange of information and intelligence:
(a) Legal obstacles,

(b) Permanent or case by case,

(c) Scope of exchange of information,

(d) Sharing of practical experience.

Co-operation between customs and:

(a) Trade and industry,

(b) Other law enforcement agencies,

(c) Nuclear regulatory bodics.

Contaminated scrap material.

Identification and detection:

(a) Identification of materials,

(b) Isolation of suspected/detected materials,

(c) Storage.

As ane of the co-sponsors of this International Conference, the WCO hopes this

event will help all parties concerned to assess the dimension of the problem we face,
understand the technical difficulties we encounter, promote co-operation among the
parties concerned and improve the exchange of information and intelligence we seek.
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PRESENT ACTIVITIES WITHIN ICPO-INTERPOL
TO COMBAT ILLEGAL TRAFFIC IN RADIOACTIVE
MATERIALS

J. EKDAHL
ICPO-Interpol General Secretariat,
Lyon, France

Abstract

PRESENT ACTIVITIES WITHIN ICPO-INTERPOL TO COMBAT ILLEGAL TRAFFIC IN
RADIOACTIVE MATERIALS.

The International Criminal Police Organization, aiso known as Interpol, was created in
1923. The number of Memher States is now 177, and the Interpol General Secretariat
{headquarters) is situated in Lyon, France. The purpose of the organization is to ensure and
promote the widest possible mutual assistance between all police authorities, within the limits
of the laws existing in the various countries, and to establish and develop all institutions likely
to contribute effectively to the prevention and suppression of ordinary crimes, including illegal
traffic in nuclear and radioactive materials. Each Member State has an Interpol National
Central Bureau through which international police co-operation is co-ordinated. In 1995
ICPO-Interpol carried out a study in order to obtain insight into trafficking in radioactive
substances and related fraud within eastern and western European countries and North
America. The organization iS now maintaining a database on seizures and thefis of nuclear and
radioactive materials and on individuals involved in this crime, all as reported by Member
States. In the future the organization will be involved in a joint training programme with the
International Atomic Energy Agency and the World Customs Organization. The paper
describes the organization and activities of ICPO-Interpol in relation to the illegal trafficking
of radioactive materials.

1. INTRODUCTION

The problem of illegal traffic in nuclear and other radioactive substances is a
fairly new phenomenon to law enforcement agencies. The problem was hardly known
to the police several years ago, although countries had already begun to combat illegal
transborder movement of hazardous industrial waste which contained radioactive
substances.

It was in the early 1990s, particularly since the East—West border opened up,
that we saw a dramatic increase in illegal traffic in nuclear and other radioactive
substances. The reader may recall the series of seizures of nuclear substances in 1994
which drew 50 much public attention that the problem was treated as a political
matter of top priority.

101
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While the situation has calmed down since then, and the sensational press cove-
rage has died out, the problem still needs to be closely monitered from the viewpoint of
law enforcement, since the smuggled substances can be used for criminal purposes or
may cause serious damage to the public health and security if handled ignorantly.

ICPO-Interpol has paid attention to this problem since the early 1990s and has
made efforts to enhance the exchange of information among Member States and to
strengthen co-operation with the international organizations concerned. This paper
describes the structure of Interpol, Interpol’s activities in this area and an analytical
study of the problem in Europe.

2. STRUCTURE OF INTERPOL

Interpol, the conly global police organization, has 177 Members. Its purpose is
to ensure and promote the widest possible mutual assistance between all police
authorities, within the limits of the laws existing in the different countries, and to
establish and develop all institutions likely to contribute effectively to the prevention
and suppression of ordinary crines.

Interpol is strictly ferbidden by its constitution to undertake any intervention or
activity of a political, military, religious or racial character.

Each Member State designates an office, normally a part of the national police
force, as the Inlerpol National Central Bureau (NCB), The exchange of information
is conducted through the NCBs, which monitor the flow of messages.

Contrary to popular belief, Interpol is not made up of international brigades of
investigators travelling around the world investigating cases in different countries.
International police co-operation has to depend on co-ordinated action on the part of
the Member States’ police forces, all of which may supply or request information or
services on different occasions.

Experience shows that three major obstacles impede efficient international
police co-operation:

(1) different structures of national law enforcement, which often make it very
difficult, from the outside, to identify the service competent to deal with a
particular matter or to provide information;

(2) language barriers;

(3) differences between the legal systems of Member States.

This 15 why, in each Interpol Member State, the task of co-operation is assigned
to the above menticned NCB.

The General Secretariat is the permaneni administrative and iechnical body
through which Interpol speaks. It is situated in Lyon, France. Approximately 90
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police officers from about 40 countries, representing all regions of the world, work
there in the Liaison and Criminal Intelligence Division.

The General Secretariat implements decisions taken by the General Assembly,
the Executive Committee and other deliberative organs. In order to co-ordinate and
facilitate various actions for combating transnational organized crime, the General
Secretariat provides the following services to Member States:

(1) A criminal intelligence service, which assists Member States in identifying,
arresting and prosecuting internationally active criminals. The General
Secretariat maintains its own database, which contains data concerning known
criminals as well as case summaries and properties used in criminal cases. The
content of the database depends on information provided by Member States.
Analytical study of criminal cases by a team of experts is an integral part of the
above mentioned service.

(2) A liaison function, which facilitates the exchange of information between
Member States. This occurs either through the numerous meetings and confer-
ences which the General Secretariat hosts or attends, of through the efforts of
its Yaison officers, who are well informed both in respect of their subject matters
and on the regions they represent.

(3) A number of training courses, both at a regional and an international level,
designed to assist Member States in improving their communication and criminal
investigation infrastructures,

(4) A technical support service, which has developed an independent and secure
telecommunications network and is upgrading systems in Member States,
enabling them to send or receive information quickly and securely. This also
includes our Automated Search Facility, which allows the NCBs to consult our
database automatically and to transfer photographs and/or fingerprints of
known criminals via computer.

The General Secretariat has also developed co-operative relations and has
collaborated with a number of intergovernmental or non-governmental international
organizations. Our co-operation with the IAEA in this area is one example. Interpol
is always ready to take the advice of other organizations in order to enhance interna-
tional co-operation among law enforcement agencies.

3. INTERPOL'S ACTIVITIES IN THIS AREA
Although the first case of trafficking in radioactive materials was reported in

1989, the General Secretariat recognized a rapid increase in 1991. As most of these
cases were reported from the European Member States, the situation there was closely
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monitored. It seemed that real (as opposed to purported) nuclear and other radioactive
substances were illicitly transported mainly from the countries of the former USSR
to Central and Eastern European countrics. Also reported were a number of fraud
cases in which offenders only purported to possess such substances in order to
defraud potential buyers.

In January 1993, at the request of Germany, the General Secretariat organized
a European working meeting on the subject, the first meeting to discuss law enforce-
ment measures against this type of offence. Delegates from 23 European countries,
the USA and Canada actively exchanged information in this forum.

Further to the meeting, the subject was taken over by the Interpol Working Party
on Envirocnmental Crime, which had been set up in 1992, because there was no other
permanent forum in which 1o discuss the subject and because the Working Party was
already expected to discuss the problem of transborder movement of radioactive
wasle.

Participants in the first meeting of the Working Party, held in September 1993,
considered it necessary to subdivide the group in order to discuss various subjects of
environmental crime effectively. It was agreed that the Working Party meetings would
comprise the plenary session, a forum to discuss common approaches to environ-
mental crime and subgroup meetings to discuss specific subjects. One subgroup
was assigned the subject of illegal traffic in real or purperted radioactive or nuclear
substances. The Working Party Members met three times and issued a number of
recommendations.

One result of these meetings has been the creation of the so-called ECO
message, a formatted message that law enforcement officers can fill in easily when
they report seizures of radioactive muterials or when they request information or
assistance frem other Member States or the General Secretariat. The Working Party
Members recognized that law enforcement officers in general did not have expertise
or specific knowledge on these substances and considered it necessary to find the
easiest way to report the cases they handled. In this context, they developed a quick
reference guide on nuclear and other radioactive materials, which can be consulted by
police officers when the materials are offered for sale or seized.

Another work which has been conducted as a result of the recommendations is
an analytical study of the subject in Europe. The study was conducted by a crime
analysis specialist at the General Secretariat and was aimed at giving an insight into
trafficking and fraud involving nuclear and other radioactive substances. The study is
discussed in Section 4.

The Working Party Members also recommended that the General Secretariat
develop co-operative relations with other concerned international crganizations such
as the IAEA. The IAEA has organized interagency meetings on several occasions to
bring the concerned parties together. Interpol has been an active participant in these
meetings together with other organizations such as WCO, Euratom and the EC. The
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interagency meetings offered Interpol excellent opportunities to make use of their
expertise and to obtain specific information as needed.

In 1996 and 19597, Interpol participated in the Technical Committee meetings
organized jointly by the IAEA and the WCO to prepare a Safety Guide on Preventing,
Detecting and Responding to Illicit Trafficking in Radioactive Materials. These
meetings were aimed at helping regulatory authorities and other relevant bodies in our
Member States to establish or enhance their capabilities for preventing, detecting or
responding to illicit trafficking in radioactive materials. This Guide is now being
finalized by the IAEA! and will be distributed to our Member States in due course.

The results of our activities were reported to other Member States in two
International Conferences on Environmental Crime, a broadened forum organized by
the General Secretariat and held in September 1996 and November 1997. The partic-
tpants in the conferences endorsed the results and encouraged us to continue our work
on the subject.

In the future, Interpol will also be involved in training, as the IAEA, the WCO
and Interpol are jointly organizing a training course for customs and police officers
from East and Central Europe which will take place in Vienna, Austria, at the end of
September 1998. This first joint training programme is the result of the excellent
co-operation between the IAEA, the WCO and Interpol.

4. ANALYTICAL STUDY IN EUROPE

The analytical study was conducted in 1995 and covers mainly the period 1992
to 1994. In terms of geographical area, it covers Europe in principle. The Interpol in-
house datlabase was used to obtain basic information, which was completed by addi-
tional data provided by Member States in Europe, the USA and Canada. Open source
information from books, reports and press articles were referred to as well.

Although the Member States in the region were in general co-operative, we
found it difficult, from time to time, to obtain detailed information on offenders or
potential buyers because of the sensitive nature of the cases. It was also extremely
difficult to obtain any information related to military forces because of Interpol’s
non-military nature. Therefore, despite the efforts made by the analyst, the study is
not at all exhaustive.

The study covers real seizures, proposals for sale and fraud cases, while the
distinction between them was not easily defined. The cases concerning the substance
called red mercury were considered fraud, since the substance could not be identified.

1 K. DUFTSCHMID, IAEA, Vienna, personal communication, 1998,
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A distinction is established between ‘illegal traffic in nuclear/radioactive sub-
stances’, in which the substances themselves have a market value, and ‘illegal traffic
in radioactive waste’, in which the cost of disposal of the substances accounts for the
market value. Cases involving ‘radioactive waste’ were not taken into consideration
in the study.

A summary of the results of our (unpublished) study is as follows:

(1) So far as the number of cases is concerned, a rapid increase was recognized
from 1992 to 1994. Before 1991, only a few scattered cases were reported.

(2) The smuggled substances seem to originate from the countries of the former
USSR, in particular, the Russian Federation, Ukraine and Belarus; in some
cases the crigin was unknown. The substances seem to have come from nuclear
power stations, other nuclear plants, military units, factories or coal mines, but
it was rather difficult to identify the real origin of the substances. One case was
reported in which the substance seemed to have originated outside of Europe.

(3) Central and Eastern European countries appeared to be the main transit coun-
tries. The routes used can be described as northern, central or southern. In cases
involving the northern route, the substances were smuggled through Baltic
states (Estonia, Lithuania and Latvia), Scandinavian states (Denmark and
Sweden) or Finland. In those involving the southern route, the substances
transited through Azerbaijan or Armenia to Turkey and then to Central Europe.
The central route goes through the former Eastern bloc countries, such as the
Czech Republic, Slovakia, Poland, Hungary or Bulgaria. Among these three
routes, the central route seemed to be used most frequently, whereas the
Southern Route was used in only a few cases.

(4) The destinations seemed to be countries in Western Europe, especially Austria,
Germany and Switzerland. Other Western European countries such as France,
Belgium, Spain, Netherlands or the UK were rarely, if at all, affected. It seemed
that the countries affected, in particular Germany, were seen as ¢ountries
where potential buyers could be found. The final destination, if any, remained
unclear. No established market for buyers has been identified, either.

(5) While uranium, either natural or lightly enriched, was the most commonly
smuggled and/or seized substance, plutonium and highly enriched uranium,
which can be used in nuclear weapons, were also found and/or seized. It should
be noted that a case was reported where nearly 3 kg of highly enriched uranium
(87.7% 235U) was seized. Although the quantity and the level of enrichment
were not enough for the production of nuclear weapons, this case indicates
the dangerous nature of this type of crime. The substances found and/or
seized were: 2*®Pu, uranium (natural, lightly-enriched or highly-enriched),
bcryllium, 134CS, 137CS, 57C0, 60(:0, 19211., 226R. 2495[‘, 249Cf, 252cf’ I33CS, 8Rb
and °Li.
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(6) Special attention was paid in the study to packaging, since the type of packaging
and handling of the substances determine the degree of danger they represent
for human beings and the environment. Information from Member States
indicates that the packaging was tnsufficient, although no accident or damage
by radiation was reported. Examples include a seizure in which the offender
transported enriched uranium in his bag for several days; its only protection
was a thin lead cover. Some offenders were not aware of the danger of the
substances they were transporting and therefore could have irradiated them-
selves or their surroundings unknowingly.

(7)  The offenders were mainly from Eastern Europe, including the countries of the
former USSR. The suppliers, when identified, were mainly of Russian origin,
while offenders of other nationalities acted as buyers or intermediaries. The
real buyers or the end users were not identified. It was possible to recognize one
or two organized crime groups, although there was no evidence of the existence
of large criminal organizations behind the trafficking.

(8) The study aiso covered prevention policy and legislation in the countries
concerned. Most of the countries took the problem seriously and were trying to
take appropriate measures such as adopting special legislation or establishing a
special unit. Nevertheless, the Eastern European countries seemed to have
encountered difficulties because of the shortage of human and financial
resources in their law enforcement agencies. The situation may have improved
since the study was conducted in 1995,

Although the study did not make it clear, an analysis of the financial records
might be useful in order to identify the networks and interrelations of criminals. If the
financial records of the criminals or potential suspects are available, this approach may
produce a considerable volume of information on the day to day activities of the targets.

Since the completion of the above study the General Secretariat has continued
to compile information on seizures of nuclear and radioactive material on the basts of
information received from Member States. The information is by no means complete,
because some Member States are still reluctant to share it.

Since 1996 information has been received about more than 100 persons
involved in the illegal traffic in nuclear and radioactive materials, This information
has been stored in our database together with the case files and is thus available for
the law enforcement agencies in their investigations.

Most of the seizures still take place in Europe, mainly Eastern and Central
Europe, and very few cases are reported to us from cther regions of the world.

From the viewpoint of law enforcement, the situation has calmed down since
the mid-1990s. However, more cases of radioactive contaminated waste are now
being reported, because many countries have installed equipment to detect radio-
active materials in appropriate places.
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5. CONCLUSION

Traffic in nuclear and other radioactive substances poses a real danger to people
and their environment. A potential threat in terms of criminal use, e.g. terrorism, cannot
be denied. Sensational reaction combined with the complexity and the scientific
nature of this problem makes it difficult for the public to discern the real threat and to
remain objective. It is therefore of great importance to collect as precise information
as possible in order to analyse the actual situation and conduct an objective risk
assessment.

Interpol’s activities in this area have concentrated mainly on the European
region. Tt is therefore particularly interesting at this Conference to hear about the
situation in other regions.

Interpol is fully aware that law enforcement agencies cannot achieve the goal
on their own. It is important that each country develop and maintain a national
prevention system with efficient working relationships between the different author-
ities with expertise in this area, e.g. the national atomic energy agencies, environmen-
tal agencies, the customs and different police forces. In this regard, this Conference
offers Interpol an excellent opportunity to exchange views with other parties concemned,
Criminals follow no rules. We should take a co-ordinated approach to use our human
and financial resources as effectively as possible.
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Abstract

PRESENT ACTIVITIES OF THE EUROPEAN COMMISSION IN THE FIELD OF SAFETY
OF RADIATION SOURCES AND SECURITY OF RADIOACTIVE MATERIALS.

The Euratom Treaty is the legal basis for legislative action of the European Union in the
field of radiation pretection, covering also the safety of radiation sources and the security of
radioactive materials, The Treaty, signed by all European Union Member States, obliges the
European Union to issue appropriate legislation in order to protect workers and the general
public against the dangers arising from ionizing radiation. The paper provides an overview of
European and national legislation, derived directly or indirectly from the Euratom Treaty, in
this field.

1. INTRODUCTION

In recent years, the media, radiation protection authorities and law enforcement
agencies have increasingly reported about accidents, misuse, unauthorized disposal or
illicit traffic connected with radiation sources, radioactive substances, contaminated
metal scrap or even special nuclear material.

However, competent government authorities, regulatory bodies in radiation
protection, and national and international organizations are well aware of the dangers
implicit in the authorized and controlled application or use of sources or substances
emitting ionizing radiation in industry and medicine. International organizations and
national competent authorities and regulatory bodies active in the radiation protection
field have therefore established comprehensive legal instruments, regulations and
administrative acts in order to cope with the dangers and to protect the affected
workers, the general population and the environment.

Nevertheless, these organizations are now confronted with unlikely situations
leading to incidents or accidents sometimes causing health detriments or even deaths.
It is therefore much appreciated that this Conference, jointly organized by five
national and international organizations, brings together scientists, regulators and
administrators to discuss possible countermeasures.
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2. RADIATION PROTECTION
2.1. The Euratom Treaty

The Treaty establishing the European Atomic Energy Community, the so-called
Euratom Treaty [1], gives to the European Union the normative and executive legal
power in the field of peaceful use of nuclear energy.

Chapter III of the Treaty, entitled Health and Safety, delegates the direct and
exclusive legal competence in radiation protection related legislative initiatives to the
European Union. Articles 30 to 39 provide the relevant obligations for the Union and
the Member States in order to fulfil their liabilities. Article 30 stipulates that the
Union shall lay down basic safety standards for the protection of the health of workers
and the general public against the dangers trom ionizing radiation (Section 2.2). In
this context, the EU basic safety standards are to express maximum permissible doses
compatible with adequate safety, maximum permissible levels of exposure and cont-
amination and the fundamentals governing the health surveillance of workers.
Articles 31 and 32 describe the legal pathway for the establishment of any radiation
protection legislation, the EU Basic Safety Standards in particular. Article 33 obliges
the Member States to lay down appropriate national laws, regulations or administra-
tive actions to ensure compliance with the EU Basic Safety Standards. Furthermore,
Member States have to communicate any draft provision applicable, and the
Commission may issue recommendations with regard to such provisions.

2.2. The EU Basic Safety Standards

Article 161 of the Euratom Treaty describes the legal instruments available to
the Union in order to carry out its tasks. From the beginning in 1959, the Union has
chosen the directive as the most appropriate legal instrument for the adoption of the
EU Basic Safety Standards. The directive is addressed to the Member States, which
are consequently obliged to transpose this European law into national legislation. The
directive is binding on the Member States as to the result to be achieved.

The directive is the only legal instrument of the Union which takes into account
the different legislative structures of the individual Member States and which leaves
them the necessary legislative and administrative freedom for the transposition of
European legislative acts.

The centrepiece of the European radiation protection policy is the Basic Safety
Standards for the Protection of the Health of Workers and the General Public against
the Dangers from Tonizing Radiation [2]. First issved in 1959, the Basic Safety
Standards have been regularly adopted and revised, taking into account the most
recent scientific developments and findings. With the Como Agreement, it was agreed
by Euratom, the International Commission on Radiclogical Protection (ICRP) and the
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International Commission on Radiation Units and Measurements (ICRU) that the EU
Basic Safety Standards will mirror the scientific recommendations issued by these
two important international organizations in radiation protection.

After the publication of the 1990 Recommendations of the ICRP {3}, in applica-
tion of Article 32 of the Euratom Treaty, the European Comunission took the initiative
and drafted, in consultation with the group of experts under Article 31, the most recent
Basic Safety Standards. On 13 May 1996 the 15 Member States of the European
Council unanimously adopted this directive [1], which must be implemented before
13 May 2000; consequently the directive now in force will be inoperative as of this
date.

There are major changes in the obligations provided by the new directive. In the
context of this International Conference, those articles providing the legal basis for
the activities of the Member States and the Commission concerning the safety of radi-
ation sources and security of radioactive material will be highlighted.

The new directive changes the scope of application in two important points. It
no longer applies to activities involving a hazard from ionizing radiation. Instead, it
now applies to practices, which are human activities increasing radiation exposures,
and it applies to interventions, which are activities foreseen to decrease and prevent
radiation exposures. In this way, it enlarges the scope and the legal margin of the
directive.

The redefinition of the scope of the directive also includes new requirements for
reporting and authorization, such as for import and export into and from the Union.

In relation to illicit traffic, this modification of Article 2 is of importance.
Import and export are now legally treated in the same way as transport, holding, use,
etc. Import and export must undergo the system of prior notification and authoriza-
tion, even if there is no physical possession of the material in guestion. In relation to
the prevention of illicit practices, this is an important step forward towards harmo-
nization of EU Member States’ legislation.

The revision of the system of prior notification and authorization created some
confusion in the public because of misinterpretations and misunderstandings between
the radiation protection specialists, the mass media and politicians. The Member
States’ authorities now have two systems of laying down the appropriate regulations
to handle the use of radioactive substances.

Reporting of the intention to carry out any practice involving ionizing radiation
is compulsory.

Exempted from the system of notification are those practices in which the radio-
activity involved is below values given in Annex [ of the Directive. Article 3 and Annex 1
describe the circumstances under which competent authorities may exempt prior notifi-
cation. The specifications given in Annex I say that under exceptional circumstances,
and subject to specified conditions, Member States’ authorities may deviate from the
values of the quantities and the activity concentrations given in Table A therein.
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Also exempted from prior reporting and authorization is the use of electrical
equipment which emits ionizing radiation below limits given in Article 3 and practices
permitted in accordance with special conditions laid down in national legislation.
These are mainly cases involving negligible risks of exposure to human beings.

The next section of the EU Basic Safety Standards deals with clearance of
radioactive substances. Disposal, recycling or reuse of materials containing
radioactive substances is subject to prior authorization, in particular when these
materials originate from authorized practices.

Such materials may be released from the scope of the directive in cases where
the quantities of the involved radioactivity are below the ¢learance levels, which must
be established by national authorities in application of the criteria given in Annex I of
the directive.

Article 3 also states that those activities involving materials contaminated as a
result of authorized releases need not be reported.

Within the context of this Conference, other important changes in the obliga-
tion of the directive are the reduction of annual radiation dose limits for workers and
the general public. The directive follows the recommendation of the ICRP [4] with
respect to setting the annual dose limit for workers to 100 mSv, averaged over five
consecutive years. But in view of the different possibilities of interpretation and of
managing the averaging over a long period, the directive entitles the Member States
to decide on annual dose limits.

In this context, the general principle of justification of practices must be seen
in different views. The justification of practices is in the competence of the Member
States” authorities, except for those practices directly prohibited by Article 5 of the
directive.

The general principle of justification can also be seen in the light of the topics
of this Conference. Practices may be not justified when the safety of the sources or
the security of radioactive material cannot be guaranteed by the user.

New practices involving radiation sources or radioactive materials must always
be seen in the context of the balance between economic and social benefits and the
risks of possible health detriments,

One of the major challenges of the Commission’s activities is to work towards
a uniform adoption of European radiation protection legislation with the view to
establishing within the European Union a harmonized and synchronized system of
radiation protection for workers and the general public.

2.3, Shipment of radioactive substances
The Council regulation concerning the shipment of radiactive substances [5]

supplements the Basic Safety Standards directive and closes gaps between other
existing European legislation concerning the transport of dangerous goods.
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The regulation seemed to be the most appropriate legal instrument in relation to
the problems of shipments within the European Union, because the regulation says
explicitly that the authorization, supervision and control of shipments of radioactive
substances should not be discriminatory. The regulation specifies that directly existing
provisions for shipments under Chapter VII of the Euratom Treaty, entitled Safeguards,
are not affected, nor are those under the Convention on the Physical Protection of
Nuclear Material [6]. The Union therefore considered that sufficient control is already
exercised on nuclear material and radioactive substances likely to play a role in nuclear
proliferation. This is notably the case for those provisions requesting advance
notification of those States through which the nuclear material is expected to transit.

One major point of the regulation is the mutual notification of the competent
authorities involved in shipments of radioactive substances. This was the major gap
to be closed, because all the operations and conditions associated with the movement
of radioactive materials, such as the design, manufacture, maintenance and preparation
of packages and their dispatch, handling, routing, storage during transport and recep-
tion or delivery, are dealt with by the European Union legislation on transport [7].

In 1984 and 1989, communications from the Commission on the transport of
radioactive materials in the Evuropean Union [8, 9], together with reports on that
subject from a special working group [10], were established and transmitted to the
Council and the Parliament. A third report has been finished recently [11], and on the
basis of this the Commission may identify possible actions in the field, taking into
account the activities ongoing within the IAEA.

The regulation has to be seen independently, because it deals with radiation
protection, which is the subject of Chapter III of the Euratom Treaty, and it must be
applied independently from other European legislation.

2.4. Radiation sources

The competence of the European Union in relation to radiation sources is
distributed over a number of legal instruments. On one side, European legislation lays
down provisions for the production and placing on the market of such sources. On the
other side, provisions are issued regulating all activities from first use until final
disposal. Above all, these different regulatory steps have to be seen in the light of
radiation protection. Therefore, the respective provisions of the Basic Safety
Standards have to be adopted by the Member States” authorities in conjunction with
the adoption of other European legislation.

2.4.1.  Active sources

The manufacturing of active radiation sources is mainly regulated by interna-
tional standards on electrical equipment. The International Organization for
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Standardization (ISO), the International Electrotechnical Commission (IEC) and the
European Standardization Commission lay down general standards for electrical equip-
ment subsequently specified by the national standardization crganizations such as the
Association frangaise de normalisation (AFNOR), the Deutsches Institut fiir Normung
(DIN) or the Osterreichische Normungsinstitut (ONorm). Within the European Unien,
these standards are mandatory because of the obligation of the Member States’ author-
ities to comply with the directive on Low Voltage Equipment [12]. This is the result of
the earlier mentioned flexibility of the Member States in transposing directives.

The directive on Low Voltage Equipment and the directive on medical devices
[13] require the establishment of a quality assurance and control regime during man-
ufacturing, installation and testing of any equipment emitting ionizing radiation. The
directives require further quality assurance measures for equipment used in the med-
ical sector, such as acceptance tests, status tests and constancy tests.

For the use of the equipment as mentioned above, prior notification and autho-
rization are compulsory. It is the only competence of the Member States’ authorities
to lay down requirements and obligations for the operators of such equipment. The
national regulations on the use of equipment emitting ionizing radiation are based on
the Basic Safety Standards directive or on the Medical Expesure directive [14]. Both
directives require the training and education of workers and the presence of a quali-
fied expert in radiation protection.

Furthermore, the directive on the Health and Safety of Workers [15], established
under Article 118a of the EEC Treaty, requires that Member States pay particular
attention to encouraging improvements, especially in the working environment as
regards the health and safety of workers. Member States must set as their objective
the harmonization of conditions in this area, but in cases of contradictory disposi-
tions, the Euratom directives are given priority.

2.4.2.  Passive sources

For passive sources, manufacturing is also regulated under the provisions of the
Basic Safety Standard directive because this is an activity involving radioactive
substances.

In respect of the safety of sealed sources, the Member States transposed their
obligations into national legislation through the creation of national standards and
norms based on standards laid down by international organizations. The same goes
for quality assurance.

However, the authorization of activities using sealed radiation sources must follow
different priorities. Reports on accidents arising from the use of radiation sources have
shown that routine, daily use of radioactive sources has resulted in many cases in care-
less manipulations and subsequently in accidents. The aspects of physical protection
became more important, particularly in relation to illicit traftic. Training and education,
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in combination with the presence of a qualified expert, is an essential requirement of
the Basic Safety Standards directive in order to prevent such unacceptable events.

Itis in the competence of the Member States to lay down provisions for the safe
manufacturing, handling, use, transport and final disposal of radiation sources. This
includes requirements for physical protection and notification procedures in case of
loss or theft.

2.5. Radioactive substances

The field of application of radioactive substances in industry, research and
medicine is of vast variety. It is extremely difficult to cover the large number of
different radioactive substances by single national regulations adopting the Basic
Safety Standards directive.

In order to get a clear picture of the situation, the Radiation Protection Division
{since February 1997 known as the Radiation Protection Unit) initiated and published
in 1993 a study on consumer goods containing radioactive substances [16], When
reviewing the actual situation and observing the developments, it can be seen that
Member States’ authorities tend to apply the general principle of justification more
frequently and more strictly.

Radioactive substances can be separated into two major categories. In one
category are substances which are used in different applications for their chemical or
physical properties but which also emit ionizing radiation. In the other category
are substances enriched with natural or artificial isotopes and which are used because
of their radiological properties. In this context, residues from the dismantling of
nuclear installations and contaminated metal scrap should be mentioned.

Because of the unsolved problem of the final disposal of radioactive substances,
it is the intention of the Commission to take the steps necessary to motivate the
Member States’ authorities to reduce authorizations for the import, manufacturing,
placing on the market and use of the latter category.

The reduction of the exception levels and the concept of clearance as provided
by the new Basic Safety Standards directive can be seen as an important step forward
in this direction.

2.6. Legal consequences

Article 192 of the Euratom Treaty obliges the Member States to take all appro-
priate measures, whether general or particular, to ensure fulfilment of the obligations
arising from the Treaty or resulting from actions taken by the institutions of the
Union. The Member States must facilitate the achievement of the Union'’s tasks.

Within the EU, there is still a long way to go towards harmonization of the
different nationai legislation laying down the juridical consequences for jeopardizing
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regulations based on the obligations given by the Basic Safety Standards directive.
Similar offences against regulations in the radiation protection area are prosecuted
very ditferently. In some countries, violation is prosecuted as a minor administrative
offence and fined between 5 and 50 000 ECU. Other countries punish similar
violations by imprisonment between 6 months and 20 years. Ireland even foresees
imprisonment for life for causing health detriments.

3. ILLICIT TRAFFIC
3.1. Background

The dissolution of the Soviet Union and of the Eastern Bloc resulted in the
fragmentation of centralized control and management structures for radicactive
substances and sources and for special nuclear material. The entire Eastern Bloc
nuclear industry had been subject to security and safety regulations specific to the
existing political systems. These highly centralized systems were based on
completely different criteria from those applied in the European Union and on deep
interpenetration between military and civil activities.

The stringent controls and physical security rules which were part of these
systems have now been considerably relaxed. This situation has become more acute
because a number of the new States, in particular the Russian Federation, Ukraine and
Kazakhstan, have undertaken an ambitious programme of dismantling nuclear instal-
lations and nuclear arsenals, with the result that radioactive materials and sources
might move into areas where malicious acts cannot be ruled out. This has been
accompanied by a drastic change in the social and economic situation of the popula-
tion and the societies of these countries.

This combination of elements has stimulated an illicit traffic in radiation sources,
radioactive substances and nuclear materials, fraudulently acquired and resold secretly.

The emergence in certain countries, including Russia, of powerful criminal
organizations adds to the risks of diversion. Such organizations could take advantage
of the situation and establish black market and smuggling channels. Experience shows
that this traffic is conducted by organizations rather than by isolated individuals.

This factor could undermine the system of controls and security of States and
individuals in the European Union and the rest of the Western world. It calls for an
overall response from the European Union and is clearly also in the common interest
of the countries of the former Soviet Union and the Central and Eastern European
countries.

The joint work that needs to be embarked upon will make it possible to give
firm shape to certain aspects of common actions between the European Union and
Eastern Europe through partnership and through the Europe Agreement with the
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Central and Eastern European countries [17]. Stability in Europe cannot be achieved
without such joint approaches and practical co-operation.

The aim of this International Conference is to draw attention to the seriousness
of the problem and to suggest some ways in which it can be tackled effectively and
systematically, using the various existing legal instruments at the disposition of the
Member States and of the European Union.

For obvious geographical reasons, there is a risk that the territory of the Union
could increasingly become a venue of this dangerous trade. The dangers inherent in
this trade are considerable, and the risk of radiation hazards, which varies according
to the radioactive sources and substances involved, exists for those who handle the
material and also for individual workers, the general public and the environment.
Moreover, the persons guilty of this traffic are sometimes not aware of the real nature
and the associated health risks of what they are handling.

An important distinction must be made between the legal frameworks governing
the materials in question. Special nuclear materials are subject to ‘safeguards’ under
the provisions of Chapter V1l of the Euratom Treaty and the Treaty on the
Non-Proliferation of Nuclear Weapons [18].

3.2. Instruments for an European response

It is clear that the situation is ripe for what could be very dangerous trafficking
on the territory of the European Union. The present level of safety controls in certain
Newly Independent States is quite inadequate, given the quantities and qualities of
the dangerous products located on their territory.

It is clear that, in the medium term, the problem can only be solved by an
improvement in the economic and political conditions of the countries concerned. In
the short term, however, actions focusing on border controls, co-operation between
investigating offices, police force co-ordination and controls in the countries in ques-
tion should produce positive results. The question which therefore arises is what type
of strategy the European Union and the Member States could adopt to prevent this
worrying problem from escalating. The Commuission considers that a response at the
Union level would be better suited to the scope of the problem and therefore more
effective. The Union already has at its disposal a wide range of instruments which
could be used to combat this illicit traffic. This integrated approach must involve the
three “pillars’ of the Maastricht Treaty [19], a common foreign and security policy and
co-operation in the area of justice and home affairs.

3.3. Co-operation with the countries concerned

Active co-operation with and from the countries concerned is clearly essential
if efforts to combat such traffic are to succeed. The Commission therefore takes the
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view that in order to resolve this problem there is also a need for constructive dialogue
with the countries concerned. Given the very high level of expertise of scientists,
engineers and authorities in the radiation protection sector, there is considerable
mutual benefit in increasing co-operation between industrial operators, the very
competent Transuranium Institute of the EU and the naticnal authorities. In addition
to this technical assistance and co-operation, the EU can make use of dialogue and
co-operation opened up by the Partnership Agreement with the Russian Federation
[20] and the Europe Agreement concluded with six Central European countries. Other
possibilities for establishing a close dialogue arise in connection with the ongoing
negotiations concerning the enlargement of the European Union.

As regards radiation protection, it should be pointed out that, where the
international transport of radioactive material is concerned, the Convention on the
Physical Protection of Nuclear Material [6] requires its signatories to apply physical
protection measures and sanctions. The European Union, the Member States and the
Russian Federation, Bulgaria, Hungary, the Czech Republic, Slovenia and Romania
are parties to this convention. Supplementary, voluntary guidelines have been adopted
by the TAEA. Moreover, in order to guarantee the protection of the public against
radiation hazards, there would have to be a firm commitment from the various author-
ities responsible for radiation protection and the means for increased co-operation
with them.

3.4. Customs co-operation

The Member States’ customs administrations are the first line of defence at the
Eurcpean Union’s external frontiers and will have a decisive role to play in combating
this traffic. Their activities can be divided into two main areas. There is a need for
more uniform and more effective checks at the external frontiers. In order to achieve
more targeted customs controls, the Commission’s responsible service is endeavouring
to develop appropriate risk analysis techniques. In addition, the Radiation Protection
Unit and the Directorate-General for Customs jointly organized an International
Seminar on radiation protection aspects of illicit traffic for customs authorities in
Vienna in 1995 and still support special training and education for customs officers.
Within the framework of the Matthaeus programme [21], the Radiation Protection
Unit also supports exchanges of expertise between customs officials of the Member
States in the combating of illicit nuclear traffic.

The Customs Information System (CIS), administered by the Commission, is of
vital importance in efforts to combat illicit nuclear traffic. The CIS ensures real-time
communication between 240 terminals installed in the frontier posts of the Union and
supplements the Secure Customs Enforcement Network (SCENT), through which
information is exchanged confidentially between the competent autherities in
connection with suspected or established cases of illicit nuclear traffic.
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3.5. Police co-operation

The Maastricht Treaty foresees, for the purposes of achieving the objectives of
the Union, that the Member States will regard a number of areas as matters of
common interest. Of these, juridical co-operation in criminal matters, customs
co-operation in non-harmonized sectors and police co-operation for the purpose of
preventing and combating serious forms of international crime would appear to be the
most concerned action to combat illicit nuclear traffic. As regards direct police
co-operation, the Commission can only approve the possibility of extending the
authority of the future European Police Office, Europol [22], to the traffic in radio-
active substances and nuclear material, under the heading of “other serious forms of
international crime”, with which the Office would be dealing under Article K1 of the
Maastricht Treaty.

4.  CONCLUSIONS

The safety of radiation sources and the security of radioactive materials are
directly connected with serious legal complexity. The current status of the respective
legislation gives no reason for major concern. As has been pointed out in this paper,
from the point of view of the European Commission there is a need for national and
international action in order to keep pace with technical developments. Although
there is no need for new legal regulations, regular revision, correct implementation
and consequent enforcement of existing laws must all be attended to.

There is a need for supporting, assisting and improving the close co-operation
between national and international organizations, government authorities and regula-
tory bodies. It is necessary to establish, on the broadest basis, common channels for
exchange of information, for information systems and for co-operation with law
enforcement agencies and customs authorities in the case of illicit traffic. There is one
area which should be mentioned especially. As stated above, the human factor plays
an important role in preventing accidents and illicit traffic. Therefore, careful and
sound education and training should be made available for personnel employed in the
nuclear industry, the medical sector, research, regulatory bodies and other authorities
involved in the field.

This bundle of proposals for measures will certainly improve and strengthen the
application of the existing legal regime in order to respond successfully to the chal-
lenge of radiation protection of the workers, the general public and the environment.

The expertise and experience of the IAEA, the WCQ, Interpol and other
national and international organizations should be applied. I can assure you that the
European Commission, and in particular the Nuclear Safety Directorate, will
contribute to this end wherever and whenever possible.
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Abstract

THE REGULATORY CONTROL OF RADIATION SOURCES, INCLUDING SYSTEMS
FOR NOTIFICATION, AUTHORIZATION (REGISTRATION AND LICENSING) AND
INSPECTION.

The paper gives a general overview of the main objectives and features of regulatory
control of radiation sources. The relevant international framework on guidance for establishing
and implementing regulatory control is described. Some critical points in the control systemn
often leading to deficiencies in radiation protection or in the safety of sources are indicated, and
some proposals for countermeasures are made. The paper focuses on sealed radicactive
sources, whose use is widely spread. The regulatory element of ‘clearance’ (i.e., releasing
material with negligible radioactivity from control) is briefly discussed.

1. INTRODUCTION
1.1. Need for regulatory control

Over time, a considerable body of knowledge has been accumulated in protec-
tion and safety matters connected with the use of radiation sources — essentially
from the lessons learned in incidents, accidents and other unusual events with sealed
and unsealed sources. It has become evident that regulatory control contributes to the
protection of workers, the public and the environment against hazards connected with
radioactivity, such as uncontrolled exposures, intakes and spread of contamination.

Regulations therefore form an essential part of the protection against ionizing
radiation and of the safety of radiation sources.

1.2. Main points to be covered by regulations

To achieve the desired protection and safety objectives regarding sealed or
unsealed sources, the regulations must cover (1) defined proper manufacturing,
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(2) correct delivery, transport and receipt, (3) appropriate use and {intermediate)
storage and (4) proper recycling or disposal after final termination of use.

Permanent control of a source throughout all these steps is cne of the most
important issues. The protection and safety objectives have been largely achieved if
this control is effective during the entire history of a source.

1.3. International guidance framework

Several international organizations, commissions or bodies have created regu-
lations which are harmonized in their principles, have elements that complement each
other, i.e., radiation protection system, regulatory aspects and technical requirements,
and have proved their effectiveness by the way that many States use them for national
legislation and procedures.

In matters of radiation protection and the safety of sources, an exemplary inter-
nationally harmonized guidance is therefore available, mainly due to the efforts of:

— The International Commission on Radiological Protection (ICRP) (hasic radia-
tion protection philosophy, radiation risk assessment, radiation protection
systemn including dose limits),

— The International Atomic Energy Agency (IAEA) (basic practical regulatory
aspects, implementation procedures and data, material for training),

— The International Commission on Radiation Units and Measurements (ICRU)
{definition of quantities and units of radiation and radicactivity, measurement
procedures and definition of operational quantities),

— The International Organization for Standardization (ISO) and the International
Electrotechnical Commission (FEC) (technical standards for sources and for
devices containing sources).

Selected from this international framework, Refs [1-11] give typical examples
covering the main points mentioned in Section 1.2.

2. GENERAL BASE OF REGULATORY CONTROL
2.1. General provisions required

The core of all regulatory measures are provisions which {1} state the need for
permission to engage in a practice involving radioactive sources, (2) force the person
respensible to address the competent authority prior to the beginning of the practice,
(3) define the prerequisites with respect to radiation protection and safety of sources
which shall be fulfilled by that person and (4) enable the authority to prescribe
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specific measures for radiation protection and safety and to supervise their fulfillment
in an unrestricted manner.

These provisions shall have a binding status to the person responsible and also
to the authority to ensure unique and equal effective action. Therefore, they should
preferably be of lepal character, or at least based on a legal framework.

Levels of permission and extent of proofs to be submitted by the person respon-
sible should be graded according to the risk and complexity of the practice proposed.
For this purpose, the regulatory elements of notification, registration and licensing
have been developed. A similar grading applies to supervision procedures, namely to
the further regulatory element of inspection.

The description of all relevant elements of regulatory control, and practical
guidance for establishing and implementing these elements, is presented in detail in
TAEA publications, e.g. Refs [5, 6, 12, 13).

2.2. Notification

Notification is the requirement to submit a document to the authority to notify
the intention to carry out a practice. It is a basic mechanism that provides information
to the authority about a planned action. Notification alone¢ is sufficient for those
sources causing a very small exposure (e.g. compared to the dose limits) under nor-
mal conditions and having negligible likelihood and magnitude of potential exposure
under abnormal conditions.

Typical examples for notification are (1) low activity sources for use in
schools [12], where a minimum of control by the competent teacher is provided and
(2) approved devices with sealed sources not suitable for exemption.

In situations where regulatory control is in a build-up phase, notification would
be a useful first step to identify users and sources prior to initiating an authorization
programme [12].

2.3. Registration

Registration is a form to authorize practices. A safety assessment has to be
submitted to the authority for evaluation. If the prerequisites are met, the practice is
authorized, with conditions or limitations as necessary.

Suitable for authorization by registration are in particular those practices where
[12] (1) radiation protection and safety is largely an inherent component of the design
of the equipment, (2) operations do not vary significantly and operation problems are
small and (3) operating procedures are simple to follow and training requirements are
minimal.

Typical examples for registration of radioactive sources are the use of industrial
gauges up to medium activity and of radioimmunoassays.
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24. Licensing

Licensing is the process of granting an authorization for practices involving
higher risks or more complex operations. Submission of a detailed description of
operations and related exposures and of a safety and risk assessment is required. After
evaluation — including appropriate additional checks — the authority issues the
licence, which often contain specific conditions or limitations for the operations.

Typical examples of cases requiring licensing of radioactive sources are [12]
(1) high activity industrial gauges, (2) industrial radiography, (3) industrial irradia-
tors, (4) radiotherapy and {5) use of non-sealed sources (in nuclear medicine, indus-
try and research).

2.5. Remarks concerning notification, registration and licensing

As the few examples of practices for notification (Section 2.2) show, regula-
tory control should focus on authorization that increases radiation protection and
safety. Authorization gives a powerful position to the authority for determining the
proofs to be submitted and for prescribing restrictions and supervision measures. It
is an adequate procedure even for Jow activity sources via the simplified, standard-
ized form of registration. For this reason, Article 4 of the 1996 Radiation Protection
Standards Directive of the Council of the European Union (Euratom BSS) declares
more practices subject to prior authorization [14] than the 1980 version.

In Germany, the discussion on harmonizing and amending the German
Radiation Protection Ordinance according to the Euratom BSS tends to extend the
authorization process to all sources with an activity higher than the exemption values
(Section 2.6) and to no longer use notification.

The authorization process should concern, in particular, the evaluation of safe
storage and related source accounts, as well as appropriate arrangements for recycling
or final disposal of sources no longer needed {Section 3.2, item (f)).

2.6. Exemption and clearance values

Closely related to the system of notification and authorization is the definition
of which practices shall be subject to regulatory control. A commonly used decision
base is formed by

(1) exemption values as a criterion for assigning radioactivity levels to regulatory
control, i.e., radioactive substances with activity not exceeding the exemption
values (e.g., 10 tSv/a [15]) need no regulatory control;
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(2) clearance values as a criterion for releasing activity formerly assigned to
regulatory control from any further regulatory control (the principle is the same
as that of Ref. [15]).

Exemption values are a common part of regulations, e.g. identical values are
included in the TAEA Basic Safety Standards [6], the IAEA Transport Regulations [3]
and the Euratom BSS [14)].

It is important to note that clearance values are normally lower than exemption
values. Typical for clearance are large amounts of material with such a low activity
content that the material is suitable for recycling or disposal. Therefore, in
comparison to exemption [16], additional scenarios and exposure pathways have to
be calculated.

The IAEA started years ago to systematize clearance procedures and create pre-
liminary clearance values [17, 18]. The Euratom BSS prescribe in general a prior
authorization for clearance. If clearance is in compliance with the nationally estab-
lished clearance values (as far as Euratom values are not available), no authorization
need be required.

In Germany, the Commission on Radiation Protection has issued recommenda-
tions [19] for clearance procedures, including clearance values for unconditional
clearance, for disposal and for scrap metal recycling!. It is envisaged to supplement
these clearance data to the Radiation Protection Ordinance to be used with the new
clearance authorization step according to the Euratom BSS.

When cleared, the material is no longer regarded as radioactive in the sense of
regulatory control. Handling and use of cleared material is no longer restricted from
the radiation protection point of view. Therefore, clearance shall be granted only
according to supervised procedures and proper derived clearance values, preferably
based on international recommendations with respect to scrap metal, which is inter-
nationally spread.

Exemption values and clearance values should be taken into account by Interpol
and the World Customs Organization with respect to their control mechanisms and
judgements.

2.7. Imspection
It is evident that a notification and authorization system must be supported by

periodic inspections by the authority to verify compliance with regulations and with
the conditions and limitations laid down in the authorization process.

1 Values identical with those of Ref. [20].
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On-site inspection is a necessary and essential part of regulatory control,
although some inspection aspects such as regular reports (e.g., results of leakage
lests) can be handled by data exchange with the authority office. The frequency and
level of on-site inspections depend on the risks and complexity of operations and on
the history of previous non-compliance or unusual events,

Additionally, specific inspections may be necessary when misuses or malfunc-
tions (e.g.. design or operating deficiencies of a device) are reported from other users
or authorities for the same or similar functions.

Specific inspections may also cover the pre-operational phase of a practice
(e.g., during the authorization process) to evaluate the extent to which relevant pro-
tection or safety measures can be implemented or have been considered.

Specific checklists for each type of practice facilitate a complete but time
saving inspection.

The inspection should not be conducted in an ‘authoritarian’ way. Aurhority
should support appropriate measures by the persons responsible (e.g., the Radiation
Protection Officer), and both together should optimize the relevant radiation protec-
tion and safety matters. As a resuit, respect for the authority of responsible persons
inside the facility is supported and safety culture encouraged.

With insufficient inspection, the established system of notification and autho-
rization will be restricted to a simple formalism, and eventually regulatory control
will become worthless. This consequence should be recognized, particularly where,
as in some European states, minimizing the staff of authorities is a trend.

3. SOME CRITICAL POINTS
3.1. Emphasis needed

An established regulatory system alone is no assurance of continuing proper
radiation protection and safety. Emphasis should be kept regularly on typical critical
points which may cause deficiencies to radiation protection and safety. According to
the experience in many states, such critical points are the following:

(1) lack of training of persons engaged and lack of respect of the authority on the
part of persons responsible,

(2) drop-off in reliability (interest, dependability) due to routine or overburden of
persons engaged, '

(3) loss of knowledge and/or care about existing sources, namely when facilities
are closed down without prompt dissolving or when responsible persons leave
a facility,

{4) lack of possibilities to dispose spent sources,
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(5) weak standing of the competent authority (e.g., lack of competence or of qual-
ified staff, insufficient inspections).

Such cases may have severe consequences, such as loss of control of sources,
often leading to high exposures, spread of contamination or at least to increased
potential exposures. Even strenuous efforts to find lost sources are often without
success. Several fatalities due to exposures from sources coming out of control have
been reported [21, 22].

The cleaning of contaminated facilities or areas and rejection of contaminated
products cause very high expenses. The scrap metal industry, steel mills, foundries
and customs services have established control measurements [23].

3.2. Some countermeasures

Unusual events show that the causes of deficiencies are mostly incorrect human
conduct that can hardly be avoided completely by rules or supervision. But some
regulatory measures may support recognition of incorrect behaviour or the potential
of it and enable the authority to act. Considering the critical points mentioned
which may lead to loss of control of sources, the following measures are seen as
helpful:

(a) Sufficient regular inspections by the authority in the collegial sense mentioned
in Section 2.7 are the most effective measures, but they are intensive in
personnel, knowledge and costs.

(b) Requiring periodic inventories of sources and prompt reporting of changes due
to receipts and shipments (e.g. in Germany, inventory vearly and changes
within one month [24]); authority evaluates submitted data, notes missed
reporting deadlines and acts if deficiencies are found.

(c) Appropriate wide use of periodic leakage tests (by the user or preferably by an
external expert) and prompt submission of results to the authority as a further
contribution to the control source inventory.

(d) Periodic checks (radiation protection, safety)} of equipment by an external
expert (e.g. yearly, as established in Germany by a legal requirement for sources
of more than 20 TBq [24]), including proper control of the source inventory and
any relevant changes.

(e) Prompt notification of the authority if registrant’s or licensee’s evaluation
suggests losses, unauthorized use or removal of sources. The authority should
encourage Such notifications as a basis for initiating countermeasures at an
early stage to prevent potential exposures and avoid high expenses for search
operations. It should be noted that punishment is not the motivation for this
notification. This prompt notification must also be required of all authorities
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engaged in the control of sources, namely (in addition to the radiation protec-
tion authorities) the police and customs authorities.

(f) Avoiding storage of spent sources on the facility’s site by offering storage
centres which keep these sources for later release, recycling or transfer to final
disposal.

4. CONCLUSIONS

Using the international framework of guidance for establishing or amending
regulatory control provides the following benefits:

(a) protection and safety regulations will be to the state of the art,

(b} a valuable profit from the lessons learned worldwide is integrated (i.e., the
repetition of already analysed regulatory deficiencies, misuses or malfunctions
is avoided),

(c) confidence in protection and safety measures is encouraged,

(d) recognition of authorizations and approvals given is supported (the importance
of this issue is likely to grow along with international economic co-operation).

On-site inspections are essential for the actual monitoring of compliance but
also for reviewing safety culture, optimization and regulatory infrastructure.

These features can be effective only when competent State bodies permancntly
pay attention to implementation and (as necessary) to improvements.

Constderation should be given to the establishment of a registry of those
sources which have the potential to create severe hazards when uncontrolled. Such
registries should be built up at least by each authorization authority and preferably
should be centralized nationwide. Such registries may support search operations (by
facilitating identification and ownership histories of sources) and help to assess
deficiencies (lessons learned).

Based on such registries, the IAEA and the Member States might wish to con-
sider building up a registry of sources lost and of sources found whose holders can-
not be identified. Some recent finds [25, 26] have shown that investigation needs
international assistance.
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SUMMARY OF DISCUSSION

Technical Session 1

Chairperson: G.J. Dicus (United States of America)
Rapporteur: G, Weimer (Germany)

G.J. DICUS (United States of America) (Chairperson): What, in your opinion,
are the absolutely essential elements of a system for the regulatory control of radiation
sources?

G. WEIMER (Germany) (Rapporteur): A clear legal basis and a properly
established authority with the power to issue licences, o carry out inspections and to
prosecute when regulations are violated.

JA. LOZADA (Venezuela): I was told recently by the purchasing officer of a
major corporation which engages in oil exploration in South America that in some
countries he had seen sealed radiation sources being used as paperweights. Has the
TAEA any information about incidents due to the use of radiation sources in such a
manner?

P. ORTIZ LOPEZ {IAEA): No, it has not. If incidents of that kind were to
occur, the IAEA would probably be asked by the States where the incidents had
occurred to render assistance, perhaps under the terms of the Convention on
Assistance in the Case of a Nuclear Accident or Radiological Emergency (the
Assistance Convention).

I.A. LOZADA (Venezuela): I read recently, in the Spanish magazine fnterview,
about the disappearance of about 100 nuclear warheads in the 1-1.5 kilotonne range
from arsenals in the former Soviet Union. Has the IAEA looked into such reports?

G.J. DICUS (United States of America): We have all read such reports in the
media, but none of them has ever been substantiated.

A.J. GONZALEZ (IAEA): The TAEA cannot, and does not, follow up on such
media reports. It acts in response to requests from States.

J.U. AHMED (Bangladesh): From some of the presentations already made
here, it is clear that in many countries, developed as well as developing, the systems
for the regulatory control of radiation sources are defective, despite the fact that
organizations such as the IAEA have for decades been issuing technical guidelines
far the safety of radiation sources. The reason is essentially that those organizations
do not have the power to enforce compliance by individual countries with the technical
guidance which they issue. There is therefore a need for an internationally binding
legal instrument laying down the obligations of countrics as regards the safety of
radiation sources, a legal instrument to which all countries would have to become
parties in order to be sure of receiving the radiation sources which they require.
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Abstract

PROSPECTIVE RADIATION SAFETY ASSESSMENT: SAFETY ASSESSMENT
TECHNIQUES APPLIED TO RADIATION SOURCES.

There are two techniques applicable to assess potential exposures to radiation sources,
deterministic assessment and probabilistic assessment. Deterministic methods estimate the
likelihood of accidents with conservative safety margins and ensure that the most severe
accident would not result in effects above the acceptable level. Probabilistic assessment
methods comprehensively estimate the probability of ail predetermined detrimental
consequences. Event tree analysis and fault tree analysis are introduced in the paper. Some
specialized hazard identification techniques are also introduced. Probabilistic safety analysis
(PSA) is considered a useful method for comprehensive assessment. In this context,
identification of scenario and assessment of probabilities are emphasized. For more practical
application, some consideration of completeness of scenario, applicability of assessment
method according to the characteristics of accident and uncertainty of human behaviour and
dose estimation will be needed.

1. INTRODUCTION

Potential exposure is exposure that, while not certain to occur, can be anticipated
as a result of introducing or modifying a practice and to which a probability of occur-
rence can be assigned [1]. There are two complementary techniques available to
assess the level of protection against potential exposures, known as delerministic
assessment and probabilistic assessment. They are both needed to ensure that an
adequate level of safety has been achieved and that no major contributors to risk are
overlooked [2].

Deterministic methods provide safety in systems where scenarios leading to
potential exposures are specified in terms of initiating events and component failures.
The acceptance criteria are specified to include conservative safety margins to ensure
that the likelihood of accidents with serious consequences is extremely smail,
afthough not quantified in probabilistic terms.

Probabilistic assessment methods comprehensively estimate the probability of
predetermined detrimental consequences. Therefore, the probabilistic methods are
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useful to identify weaknesses in the safety systems which might have been over-
looked by the deterministic approach. In nuclear safety, the probabilistic assessment
methods are usually called probabilistic safety analysis (PSA). PSA methods have
been developed and improved for application in nuclear power plants since the 1970s
and have been recognized as the best available tools 1o estimate risks associated with
many potential exposure situations.

PSA is usually based on: (a) identification of scenario, (b) assessment of
probabilities of the sequence, (¢) dose assessment, (d) evaluation of detriment,
(e) comparison of the results with the criteria of acceptability and (f) optimization of
protection. It is important in step (a) to list all scenarios without exception. Therefore,
the comprehensive approach is necessary for the identification of scenario. Steps (a)
and (b) are emphasized in this paper. At first, event tree analysis and fault tree analy-
sis are introduced as for the quantitative safety assessment techniques. As the
approaches of scenario identification werc also developed in the ficld of chemical
process plant safety, some of thcm are available for radiation safety. Those techniques
are introduced briefly. Finally, some considerations in applying those probabilistic
safety assessment techniques are described.

2. LOGICAL STRUCTURE OF SCENARIO FOR
QUANTITATIVE ANALYSIS

Two models are widely used to present logical structures for quantitative analysis:
event trees and fault trees. The logical structure describes the interdependence of the
components to permit statistical analysis of the behaviour of the system. An essential
idea in the analysis of logical structures is the concept of success or failure of systems.

2.1. Event tree analysis

An event tree analysis is an inductive analysis. It starts with an initiating event
and moves progressively through the successive responses of the system, describing
the corresponding results in terms of success or failure. As one moves through the -
tree, probabilities are assigned to the successes or failures, which allows assessment
of the overall probability of failure of the system. As an event tree is developed for a
scenario, the logical flow from initial event to final consequence may consist of serial
or parallel processes or of a combination of the two. Similarly, systems intended to
provide protection can be modelled as an aggregate of subsystems, arranged in series
or in parallel. These may consist of subsystems of a secondary order. In complex
systems there may be a number of initiating events, each of which can be represented
by a separate event tree. The combination of these event trees allows an evaluation of
the safety of the system.
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Event trees are often headed by a left-to-right verbal description of the initiating
event and the safety functions which can be requested during the event sequence. The
actual tree is drawn beneath this text as a left-to-right line with a bifurcation or fork
under each safety function. At each fork, the upward branch represents success of the
safety function described in the top line, and the downward branch represents failure.
Event trees are thus binary in nature. Figure 1 shows two parts of an event tree drawn
in this manner.

2.2. Fault tree analysis

A fault tree begins with an undesirable event. This undesirable event is called
‘top event’, because it is placed at the top of the fault tree. How the top event could
occur is analysed by the fault tree. Such top events are often identified through a sep-
arate analysis before the actual fault tree analysis, using technigues such as HAZQP
(Hazard and Operability Studies), as described in Section 3. The construction of a
fault tree can also be aided by other preliminary analyses such as FMEA (Failure
Modes and Effects Analysis), also described in Section 3. Fault trees are essentially
the reverse of event trees, in that they contain a single result and point through a
deductive analysis to whatever preceding events could have produced this result.

An example of a fault tree is shown in Fig. 2. Graphically, fault trees are headed
by a box with a brief verbal description of the top event. The most important categories
of top events are logical ‘and’ gates (half circles) and ‘or’ gates (rounded arrowheads).
The top event box is connected through lines to boxes describing intermediate events.
In contrast to event trees, fault trees are multinodal, i.e. one logic gate may well be con-
nec-ted to more than two lower events. At the bottom of the tree, boxes or circles con-
tain descriptions of basic events that require no further development. If a tree extends
over more than one page (as in Fig. 2), triangles are used to symbolize transfer points.

2.3. Event tree/fault tree and subscenario/subsystem combinations

For the analysis of simple systems, either event tree or fault tree analysis is
usually sufficient. In complicated systems such as nuclear power plants, it may be
useful to apply both approaches. The probability of failure must be assigned at each
branch of the event tree. In complicated systems, this probability cannot be estimated
easily. The use of the fault tree method can help in the estimation of these probabilities.

There are two methods of combination of event tree and fault tree analysis. In
one of them, probabilities estimated by small fault trees are applied to branches of a
large event tree. This combination is known as the large event tree/small fault tree
(LET/SFT) method. The converse method, involving a small event tree and large fault
trees (SET/LFT), is also available. Which method is suitable depends on the charac-
teristics of the sequence analysed.
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FIG. 2. Event tree analysis of potential exposure in an accelerator {1]. (a) Part 1 of 2; (b)
part 2 of 2.

Modelling a scenario of events with logical structures helps assessments of
reliability or probability of failure. Definition of subscenarios or subsystems and
calculation of their probabilities of failure allow such results to be introduced as parts
of more complex sections of the logical structure. With this procedure, calculations
relating to a complex event tree or fault tree can be simplified by replacing an assem-
bly of components of the subsystem with an estimated single probability of failure

as if it were a single component.
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HAZARD IDENTIFICATION TECHNIQUES FOR
QUALITATIVE ANALYSIS

Material in this section is taken from Ref. [3].

31,

Hazard and Operability Studies (HAZOP)

HAZQP is a qualitative safety analysis for potential hazard and is investigated

by using a piping and instrument diagram (P&ID). The P&ID is represented by the
connection of components and pipes and the associated control systems.

(1)
2)

3)
(4)

(3)

The basic procedure of HAZOP is as follows:

Subdivide the P&ID according to the function and condition of the system.
For each divided line or device, assume the malfunction or abnormality. The
malfunctions and abnormalities are described as a deviation from design
intention. So-called guide words are used for describing the deviation.
Examples of guide words are shown in Table 1.

Consider all the causes of the deviation and the resulting etfects on the system.
Investigate the appropriateness of the detection methods of deviation and of the
countermeasures.

Summarize the above investigation into a HAZOP report sheet such as that
shown in Table 1.

HAZOP is carried out by a group which consists of specialists or staff from

various fields. The number of members is usually 5 to 7. The formal HAZOP group
meeting is proceeded by free discussions. HAZOP can be applied at various stages,
such as at pre-construction design stage, before modifications and under operations.

HAZOP studies not only identify potential hazards and their likely causes but

also estimate their severity and risk factor. Corrective recommendations are made for

TABLE I. EXAMPLES OF GUIDE WORDS FOR HAZOP,

Guide word Explanation

No Denial of design intention

More, Less Increase or decrease of amount {such as flow, temperature,
pressure, level)

As well as Existence of additional event

Part of Accomplishment of only a part of the design intention

Reverse Occurrence of reverse event to the design intention

Other than Other event




TABLE I1. EXAMPLE OF A RECORD SHEET OF HAZOP (HAZARD AND OPERABILITY STUDY)

Project Review team Sheet no.
Component/device Chairman: Line no.
Specialist 1:
Specialist 2:
Record keeper:
Line Start point Intermediate point End point PID No.
Date
Guide word Parameter Cause Effect Countermeasure Investigation/ | Charge
examination

I'THAL NI VEVI

1971



TABLE I11. EXAMPLE OF A RECORD SHEET OF FMEA (FAILURE MODES AND EFFECTS ANALYSIS)

Job: Sheet No.: Prepared by:
Unit: Date:
No. Item Failure mode Cause of fajlure Possible effects Countermeasure Note

or1

OMVSOA Pue VANIDNS
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making effective safety management decisions that will ultimately improve
operability, profitability and safety and that will minimize envitonmental impact.

3.2. Failure Mode and Effects Analysis (FMEA)

In FMEA, all the ways in which each component of the systems can fail are
described. Then the effects of such failure on the whole system are investigated.
FMEA deals with component failure, while HAZOP is mainly related to process
parameters. The appropriateness of countermeasures for the failure is also
considered.

FMEA usually deals with only a single event failure, but various and detailed
failure modes are set in order to represent the actual sitvation. FMEA is usually
applied at the design stage before construction and modification, as is HAZOP.

FMEA is also proceeded by a group meeting. An example of an FMEA record
sheet is shown in Table III. It takes a lot of time to examine each component in the
assessment of a huge system. Therefore, it is important to investigate the failure
modes for the basic components previously.

FMEA is basically a qualitative analysis, For a quantitative analysis, a criticality
number is introduced. In this case, FMEA is called Failure Modes Effects and Criticality
Analysis, or FMECA. Because the criticality number is defined as a comparative index,
it is difficult to apply FMECA itseif for total risk estimation of potential exposure.

3.3. Other qualitative analysis methods

Three methods, the checklist method, preliminary hazard analysis and what-if
analysis, are introduced briefly. Those methods are more primitive than HAZOP and
FMEA.

3.3.1.  Checklist method

The checklist method is a basic and elementary method for safety analysis. A
detailed list of questions, written from knowledge and experience, is used to assess
the acceptability or status of the process, system or operation compared to standard
design and operating practices.

3.3.2.  Preliminary hazard analysis (PHA )

PHA identifies potential hazards at the conceptual stage of a design. The
procedure for PHA is almost the same as that for FMEA. But the list failure mode is
not so detailed. PHA is usually followed by a more comprehensive analysis at a later
date.
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3.3.3.  What-if analysis

What-if analysis uses a series of ‘What if...?" questions to examine a process or
operation for the identification of potential hazards and their consequences.

4. SOME CONSIDERATIONS ON PROBABILISTIC SAFETY ASSESSMENT

There are some points to be considered in an application of PSA techniques for
the safety assessment of potential exposure.

4,1, Completeness of scenario

In order to list the complete scenade of accident or failure, several compre-
hensive assessment technigues, such as HAZOP and FMEA (Section 3), are used.
Use of those techniques is always preceeded by group discussions of specialists.
Therefore, the quality of the assessment results depends on the experience, know-
ledge and ability of the analysis group. To reduce problems, guidelines for the analysis
are prepared, such as paying attention to components one by one or investigating an
effect of a failure on auother component. It is important, for an effective analysis, to
examine and list the failure mode of each component previously. If the analysis team
relies on the previous investigation list too much, however, the result of the analysis
may tend to reflect the previous results. It is necessary to have flexibility and a wide
outlook.

4.2. Applicability of assessment method according to accident characteristics

The PSA method is useful for the assessment of potential exposure, especially
in the analysis of nuclear power plants (NPPs). A series of defensive devices or equip-
ment, defence in depth, is present in NPPs to prevent the expansion and progress of
the accident. Therefore, the large event tree/small fault tree (LET/SFT) method is
appropriate. On the other hand, the consequence is limited to the core melt in the case
of an NPP. A large fault tree can be written down, in which the core melt is designated
as the top event. Both LET/SFT and LFT/SET analyses, described in Ref. [3], are
applicable in NPP analysis. That can be considered as one of the reasons why PSA
methods were developed in the field of nuclear safety.

Usually that the sequence and scenario of analysis vary considerably from one
radiation source to another. Therefore, fault tree analysis will be relatively easy to use
because of the easiness of connecting or separating a part of the fault tree. Fault tree
analysis is also useful to limit the range of analysis.
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4.3. Uncertainty of human behaviour and dose estimation

The dose to which a person may exposed in the case of potential exposure is
very context specific, as mentioned in [CRP Publication 76 [1]. Even if the probability
of occurrence of a scenario is estimated, the dose will depend strengly on human
behaviour. If quantitative risk limitation is used for the protection of potential
exposure, we should pay attention to its large uncertainty and to the variability of
human behaviour. It is important to consider two aspects concerning human factor,
the probability of the occurrence of human error and the effcct on the severity of
accidents of human behaviour.

5. CONCLUSIONS

Two probabilistic safety assessment techniques, event tree and fault tree analysis,
have been introduced. The probabilistic assessment methods are useful for the safety
analysis of potential exposure because of their comprehensiveness. For more practical
application of such techniques, some discussion of the treatment of risk limitation
for potential exposure will be needed.
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Abstract

DESIGN AND TECHNOLOGICAL MEASURES.

The paper discusses the principles of defence in depth and good engineering practice
which are requirements of the International Basic Safety Standards for Protection against
[onizing Radiation and for the Safety of Radiation Sources, IAEA Safety Series No. 115.
Defence in depth is illustrated by describing some of the defence layers employed to prevent
inadvertent or uncontrolled entry to the radiation room in a typical Category [V irradiator when
the radioactive source is in use. Some of the practices used to ensure safety during the design
and operation of radiation sources and equipment are also described.

1.  INTRODUCTION

The purpose of this session is to discuss some design and technological
measures that can be used during the design and manufacture of radiation devices in
order to provide some assurance that products being manufactured will perform
safely.

For the purposes of the discussion we will focus on Category IV gamma irra-
diation devices because these devices have the potential for accidents with serious
consequences. Category IV [1] irradiators produce very high dose rates in the irradi-
ation mode, so the accidental presence of persons in the irradiation chamber can lead
to a lethal dose within seconds or minutes. Precautions against uncontrolled entry
must therefore be taken. Contamination can result from corroded or damaged sources,
and decontamination can be expensive. These possibilities clearly indicate the need
for a high degree of safety and reliability of the facilities. This is clearly recognized
in Ref. [2], which describes requirements for defence in depth and good engineering
practice.

2. DISCUSSION
The requirements of Ref. [2] are very global and require further clarification if

we are to conduct our daily business activities in accordance with them. For this
purpose the International Atomic Energy Agency (IAEA) provides publications to
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give advice for each specific type of device, such as Ref. [1]. This publication pro-
vides a very detailed discussion regarding the principles of defence in depth. Here we
will discuss how they are applicd in practice.

3. APPLICATION OF PRINCIPLES

The application of defence in depth can best be illustrated by describing some
of the defence layers employed to prevent inadvertent or uncontrolled entry to the
radiation room in a typical Category IV gamma irradiator when the radioactive source
is in use.

3.1. Seguential procedure to start an irradiator

Sequentially interlocked controls arc designed to ensure that the operator will
switch off the machine and take the operating key from the control console to open
the door, check the radiation room monitor for proper operation, search to make sure
no one is in the radiation room, exit quickly and close the door and start the machine
within a pre-set time limit. Any attempt to override the controls or apply them out of
sequence will automatically abort the operation and require that the sequence be
restarted. The startup sequence generates visible and audible alarm signals to warn
anyone in the area that the machine is being started. Emergency pull cables are avail-
able in the radiation room and maze passage areas so that anyone in the area can abort
the startup by pulling the cable. The radiation room door will always allow anyone to
exit by simply turning the inside door knob.

The controls are also designed to prevent access while the source is exposed.
Violation of the interlock system or use of the door while the machine is operating
will cause the radiation to be automatically terminated.

3.2. Kbey control

The keys required to operate the irradiator are strictly controlled to ensure that
only one key is available for operation at any time. The single key control of the
machine ensures that the operator is in control of the machine at all times. The key
that is required to operate the source controls is also required in order to gain access
at the personnel entry door. The same key is also required in order to initiate the
startup procedure by turning a key swiich during search and lockup inside the radia-
tion room. This procedure is to ensure that the machine is switched off with the source
in its shielded position before the personnel access door can be opened. To ensure that
no other key is available during startup, spare keys are locked in a safe place that is
under the control of the Radiation Safety Officer.
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A portable radiation meter is connected to the operating key by a chain to
ensure that the operator carries it when entering the radiation room. A small radio-
active test source is located at the entry door to enable the portable radiation survey
meter to be tested prior to entry.

3.3. Personnel access control

Lights on the console indicate the position of the source (up, down or in transit).
Warning lights above the personnel access door also indicate when the source is
exposed or in transit.

The door lock engages automatically when the barrier door is closed and
requires electrical power to open it. A limit switch inside the door detects when the
door is open or closed. If the door lock bolt is not positively engaged, a strong spring
forces the door open so that its position is clearly detected.

To enter the radiation room, the door key switch must be activated using the
same key that operates the controls. This switch will only receive power after the
operator checks the radiation room area monitor and shows that it is working
properly.

A backup access control provides a secondary system to prevent inadvertent
entry when the source is exposed. This consists of a series of photosensors or other
detectors that detect the entry and provide an alarm via a flashing beacon and audible
horn. It also returns the source to safe storage and provides a fault indication on the
control console. This system is wired independently from the primary access controls.

Before entry, the operator cuts off the air required to drive the source hoist, pre-
venting the source from being raised while the operator is inside the radiation room.

When the operator has determined that no one is in the area and that conditions
are safe to start the machine, the operator activates a safety timer key switch using the
control key and exits from the radiation room.

3.4. Timing controls

A timer monitors the machine startup procedure. Once the safety timer key
switch in the radiation room has been activated, the operator will have only enough
time to walk out through the maze, connect the safety chain, close the door and turn
the key in the control console ta start the machine. Any undue delay will cause a time
fault, which will abort the startup procedure. During this time flashing lights and
audible alarms indicate that the machine is about to start operation.

Timers also monitor source travel and product motion.

The backup access control inside the barrier door is a good example of
redundancy, diversity and independence, since it relies on photosensors or pressure
mats to detect entry; limit switches and a radiation monitor prevent entry under
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normal circumstances. This system adds substantially to safety during routine entry
into the radiation rcom, and is perhaps more important during entry when faults are
being investigated. Had this type of system been installed on machines involved in
previous fatal accidents, some of the fatalities might have been avoided, particularly
if the operator was uncertain about the source position.

Many existing machines built to earlier safety standards could be made much
safer by retrofitting such devices. This is illustrated quite well in the examples of
probabilistic safety assessment provided in Ref. [3].

It is important for designers to improve their products continuocusly, and
particularly to improve them after accidents have occurred. One example of this is
ensuring that the ‘source down’ limit switch is not accessible outside the radiation
room, since this was a contributor in previous accidents. Another example is to make
sure that entry interlocks cannot be tampered with, or ‘fooled’, as occured in some
previous accidents.

Every effort must be made to ensure that equipment operates trouble free and
cannot result in the source becoming stuck in the exposed position.

[t is equally important to make provisions to safely recover from such accidents
without unnecessary radiation exposure. The designer must therefore consider all
possible accident scenarios and provide adequate protection, detecting faults and
causing the machine to shut down safely.

It is important to design systems or procedures that will assist in recovery from
accidents. Emergency access ports are provided in the shield near to where the source
is exposed. Equipment and procedures are designed to enable technicians to locate
sources from outside the shield and to store them safely in the source storage pool.

Equipment and procedures are also designed to detect leaking sources and iso-
late them in sealed containers for removal to safe disposal. All of these activities must
be considered as part of defence in depth.

3.5. Good engineering practice

There are some guides for the design and manufacture of radiation devices. The
American National Standards Institute (ANSI) has produced standards for various
categories of irradiators |4, 5). These were produced some time ago and need to be
updated, but they still provide good advice for the design and manufacture of irradi-
ators. Reference [2] also gives good advice and provides additional references to
other standards that are useful 1o designers.

The designs of most radiation sources and egquipment are not entirely new, but
are instead based on existing proven designs modified to meet the requirements of
new applications.

Good engineering practice requires that designers have adequate systems in
place to identify the potential hazards present under the new set of circumstances, as
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well as in the existing design, and that they ensure that machine controls have ade-
quate defence in depth to avoid such hazards during use of the equipment.

One of the tools used to contro! design projects is a written project plan which
describes the planned design and quality assurance activities to be used during
manufacture. The plan provides references to all the important inputs required for the
design process. Some important things to be included in the planned activities are the
following:

(a) Design review activities that provide opportunities to provide input for all dis-
ciplines involved in the process.

(b) A review of previous accidents with similar products to check that the new
product has provisions to prevent such accidents. Customer complaints retated
to safety with similar products should also be reviewed.

(¢) A formal hazard analysis of the final design to ensure that all anticipated
hazards have been considered.

(d) A step to demonstrate safety in the finished product. The final product should
have a completed safety checklist after installation, demonstrating that all
safety devices have been tested and that they perform according to the design
specifications,

One purpose of the plan is to ensure that everyone involved in the design and
manufacturing activities adheres to the same requirements. It also allows design activ-
ities to be reviewed and performance to be verified in accordance with the initial
requirements. It helps to ensure that all necessary inspections and tests are performed
during manufacture and assembly of the equipment. It also provides a clear audit trail
that allows you to verify that ail planned activities have been completed.

Good engineering practices cover much more than design related activities.
According to the principle of defence in depth, one must also consider organizational
and behavioural activities.

Supphers of sources and equipment generally adopt a life-cycle approach to
their products, maintaining an interest in them from cradle to grave. They usually have
programmes in place to monitor the performance of products during their useful life.

Sources and equipment are not always used in the manner that the designer
intended. The designer’s intended conditions of use are not always clearly stated.
Businesses find new applications and new ways to use their existing sources.
Dangerous conditions are therefore very often not discovered until much later in
product life. It is therefore difficult to put restrictions on use at the time of sale, but it
does hightight the need to detect and communicate such situations to other users and
regulators.

Field surveillance of sources is used to periodically inspect sources in the field
or to return selected samples to production facilities where they can be given proper
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metallurgical inspection to look for early signs of failure. Failure does not necessar-
ily result from poor design or manufacture; it can also be the result of poor control or
storage conditions during use. In either case, it is in everyone’s best interest to detect
this and take corrective action.

Source suppliers usually audit operating safety systems when installing new
sources at a user’s facility. Manufacturer’s operating instructions for users require that
all safety systems be tested at specified intervals. Tt is very important that tests be
done according to these instructions, because any probabilistic analysis done to pre-
dict the safety of the equipment is only valid as long as the tests are done at the spec-
ified intervals and defective parts are replaced when detected.

Operating and maintenance instructions provided by the supplier should be
translaled into the local language so that all workers can be properly trained in the
operating and maintenance procedures. These instructions should be available before
a new facility is ready for transfer to the operating organization. The operating
manual should include an introduction advising the users about the potential hazards
involved in working with such equipment. It should also stress the need for workers
to be properly trained in the principles of radiation protection and in the operation and
maintenance of the equipment.

Since suppliers usually perform formal hazard analyses for their products, they
are best equipped to advise operators of the responses required for each accident
scenario. They can therefore provide users with a model emergency response plan
describing actions for all anticipated failures.

4. CONCLUSIONS

In most, if not all, of the fatal accidents that have occurred in Category IV
irradiators, human error or lack of understanding have been major contributors. This
will be discussed in detail in other sessions of this Conference, but it is worth
mentioning here that training has to be considered as an important element of defence
in depth. Soine of the fatalities occurred when sources becarme stuck and operators
who were not authorized and unskilled for the task attempted to correct the problem.
If they had contacted the regulatory authority and the equipment supplier before
taking action, the recovery actions might have been different and less unfortunate for
the victims.

When operators encounter unusual circumstances involving potentially
dangerous corrective actions, they should always contact the supplier who has expe-
rience with such situations, even if it is only to obtain a second opinion. The supplier
would be able to ‘talk them through’ the necessary procedure, giving advice at each
step and avoiding unnecessary risks. The lessons learned from previous accidents
point out quite clearly the benefits that may be obtained from improved training and
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improved communications between operators, suppliers and regulators. We all need
to turn these lessons into constructive practices that will help to reduce the risk of
future accidents.

(1]

(21

3]

{4]

5]
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SUMMARY OF DISCUSSION
Technical Session 2

Chairpersons:  D.G. Beninson (Argentina)
D. Quéniart (France)

Rapporteurs: N. Sugiura (Japan)
R.G. McKinnon (Canada)

A.J. GONZALEZ (IAEA): In the discussion at the end of Technical Session 1,
I.U. Ahmed called for an internationally binding legal instrument to which all
countries would become parties. However, such an instrument would, as far as I can
see, bind governments (with their regulatory authorities), but not the manufacturers
of radiation sources. When accidents with radiation sources occur, it is usually the
regulatory authorities who are blamed. There should be a way of ensuring that the
manufacturers of the sources bear their share of the responsibility.

D.J. BENINSON (Argentina {Chairperson)): The regulatory authorities in
different countries should be capable of checking whether the radiation sources being
acquired by users in those countries are safe. If they are not capable of doing that,
there are two options: to assume that the radiation sources are safe or to ban the acqui-
sition of radiation sources. With the first option, one takes the risks which are due to
faulty radiation sources; with the second option, one takes the risks which are due to
a lack of radiation therapy and other facilities.

R.E. CUNNINGHAM (United States of America): Even when regulatory
authorities have determined that radiation sources are safe, the users sometimes man-
age to bypass the safety features or do other things which give rise to accidents.
Consequently, I think that, rather than carrying out quantitative analyses of radiation
source safety, one should carry out Preliminary Safety Analyses of relative risks, with
the involvement of prospective users as well as of regulatory authorities.

J.U. AHMED (Bangladesh): I think some international mechanism must be
devised for making manufacturers liable for the safety of the radiation sources
manufactured by them.

D.J. BENINSON (Argentina (Chairperson)): When talking of the liability of
radiation source manufacturers, one should bear in mind that irradiation equipment is
sometimes badly maintained and that the procedures for operating it are sometimes
not adhered to.

R.G. McKINNON (Canada (Rapporteur)): In that connection, I should like to
recall a few facts about the radiation accidents which occurred in El Salvador and at
Sorey, in Israel. When the irradiation equipment involved in the El Salvador accident
was purchased, there was a regulatory authority in El Salvador. At the time of the
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accident, after years of civil war, there was not. As a result, the condition of the equip-
ment had been allowed to deteriorate and the operators were bypassing safety features
in order to keep the equipment working. At Soreq, the operators bypassed the room
monitor because, owing to poor maintenance, it did not function reliably — and they
did not contact the manufacturer in order to obtain assistance. A manufacturer
interested in selling radiation sources in a particular country should, if there is no
regulatory authority in that country, contact the IAEA.

J.U. AHMED (Bangladesh): What about the incident where, in Mexico, a %°Co
teletherapy source found its way into scrap metal which was melted down and used
in the manufacture of furniture parts?

R.G. McKINNON (Canada (Rapporteur)): | cannot imagine what the manu-
facturer of the source could have done in order to prevent the occurrence of that
incident.

JLR. CROFT (United Kingdom). My experience of helping the IAEA to
investigate radiation accidents is that the radiation source manufacturers are generally
keen to learn lessons from the accidents. In all the radiation accidents investigated by
the IAEA with my help, there were contributory factors connected with workers,
management and regulatory authorities. My conclusion is that the manufacturer has a
responsibility, but so have the regulatory autherity, the management and the workers.
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Abstract

MANAGERIAL MEASURES TO ASSURE THE SAFETY OF RADIATION SOURCES.

Although much can be done through design, engineering and other means to prevent
accidents and misuse of radiation sources, the most important players in the safety area are the
person who interacts with the source and those responsible for that person. The paper sets out
the structure of managerial measures that, if fully implemented, should ensure that sources are
used correctly, in accordance with defined procedures, by persons who understand what they
are doing and even — 1o some extent -—— why they are doing it. The managerial measures
covered range from the development of that intangible but recognizable entity, a safety culire,
to the need for retiable sysiems of regulatory control, the clear and systematic procedures of
quality assurance, and focus to a substantial extent on the correct application of education and
training,

1.  INTRODUCTION

In the preamble to the International Basic Safety Standards for Protection
against Ionizing Radiation and for the Safety of Radiation Sources [1] (the BSS),
managerial aspects of safety are given a prominent position, and three aspects are
emphasized:

Basic principles

**...the legal person authorized to engage in a practice involving a source of
radiation should bear the primary responsibility for protection and safety; a
safety culture should be inculcated that governs the attindes and behaviour in
relation to protection and safety of all individuals and organizations dealing
with sources of radiation; ... and protection and safety should be ensured by
sound management and good engineering, quality assurance, training and qualifi-
cation of personnel, comprehensive safety measures and a sound attention to
lessons learned from experience and research” [2].
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National infrastructures

“National infrastructures must provide for adequate arrangenients to be made
by those responsible for the cducation and training of specialists in radiation
protection and safety, as well as for the exchange of information among
specialists” [3].

The Regulatory Autherity

“Full and proper implementation of the Standards requires that a Regulatory
Authority be established by the Government to regulate the introduction and
conduct of any practice involving sources of radiation.”

“The general functions of the Regulatory Authority include the following: the
assessment of applications for permission to conduct practices that entail or
could entail exposure to radiation, the authorization of such practices and of the
sources associated with them, subject to certain specified conditions; the
conduct of periodic inspections to verify compliance with the conditions; and
the enforcement of any necessary actions to ensure compliance with the
regulations and Standards.”

“An additional responsibility of the Regulatory Authority is to require all par-
ties involved to develop a safety culture that includes: individual and collective
commitment to safety on the part of workers, management and regulators;
accountability of all individuals for protection and safety, including individuals
at senior management level; and measures to encourage a questioning and
learning attitude and to discourage complacency with respect to safety” [4].

In this paper, those aspects of managerial measures necessary to implement the
requirements of the BSS are discussed in turn, with particular emphasis on documents
published or under development by the [AEA.

2. LESSONS LEARNED

A powerful method for identifying those aspects of the management that are
crucial for safety is the analysis of accidents that have occurred, in order to identify
the causes and to extract the lessons learned. The TAEA has, at the request of Member
States, investigated a number of the more serions accidents [5-10]. It has also brought
together the findings from these and from a farge number of other accidents to com-
pile reports on the lessons learned. In this paper, attention is concenirated on analysis
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of accidents in the industrial area, especially on reports dealing with industrial
radiography [11] and irradiation facilities [12] and the management aspects of the
lessons learned.

The application of industrial radiography grew rapidly after the 1940s. The
dose rates that prevail close to a radiographic source or a device may be high enough
to cause overexposure of human extremities in a matter of seconds, which may result
in the loss of a limb. Whole body exposures resulting in a fatality are rare, but they
have occurred when sources have been mishandled or have been in the possession of
members of the public. Industrial radiography accounts for approximately half of all
reported accidents in nuclear related industry, and this is true in both developed and
developing countries.

Another application with a high growth rate is irradiation using high energy
gamma photons and electron beams. There are between 700 and 800 such facilities in
operation worldwide, and they are to be found in aimost all IAEA Member States.
The most common uses of these facilities are to sterilize medical and pharmaceutical
products, to preserve foodstuffs, to synthesize polymers and to eradicate insects by
use of the sterile insect technique. There is a substantial potential that accidents
involving these facilities will result in serious injuries or fatalities because of the very
high dose rates produced by the sources.

2.1. Causes of accidents in industrial radiography [11]
2.1.1.  Inadequate regulatory control

A primary cause of industrial radiography accidents is inadequate regulatory
control. This may be due to an ineffective regulatory authority, or it may be that no
radiation protection infrastructure has been established. Effective regulatory control
by a system of authorizations is essential to establish standards for the possession, use
and disposal of radioactive materials and for the possession and use of X ray
generating machines. These authorizations are intended to ensure that personnel are
trained, that proper equipment in good working condition is used and that written
procedures, incorporating radiation protection and safety considerations, are in place.
Where there is inadequate regulatory control, it often happens that a lax approach to
safety and a lack of safety culture are allowed to develop.

2.1.2.  Failure to follow operational procedures

Failure to follow operational procedures is a primary or contributory cause in
the majority of accidents. This problem is seen across the entire cross-section of
workers, from the most senior and well trained, who may become complacent, to the
less experienced and untrained.
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2.1.3.  Inadequate training

The second most common cause of reported accidents is inadequacy of training,
which includes ineffective initial and refresher training programmes. It is a particular
characteristic of industrial radiography, which often is carried out by small commer-
cial companies, that unqualified personnel such as radiographic assistants are permitted
to work without supervision.

2.1.4.  Human error

Even if equipment is operating properly and effective operating procedures are
established, the safe operation of radiographic equipment relies heavily on the radio-
grapher’s judgement and response. The probability of human error increases during
work under adverse and stressful conditions, such as of fatigue caused by night work,
low light and high noise environments, production pressures and physical exertion. The
probability of human error may also increase with substance use, misuse or abuse.

2.1.5.  Wilful viclation

Training, equipment design and implementation of effective operating proce-
dures cannot stop an individual from deliberately violating safety procedures. The
probability of such deliberate acts increases when workers are subjected to stressful
conditions due to fatigue, economic factors, production pressures or physical exertion.
Wilful violations are more likely to occur in operating organizations where there is no
strong safety culture.

2.2, Causes of accidents in industrial irradiation facilities [12]
2.2.1.  Tolerance of equipment malfunction

In several of the accidents reported in Ref. [12], product jams appeared to have
been frequent and to have been tolerated by personnel and management. Thus,
chalienges to the safety systems were also frequent, and operating personnel had
adopted a policy of dealing with the consequences of a problem (clearing jammed
transport systems) rather than correcting its cause (product container or transport
system design and maintenance).

2.2.2.  Failure or bypassing of interlocks

Control systems at the entry point to the irradiation chamber are of particuiar
importance. The design of irradiation facilities is such that control of access relies
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heavily on the use of interlocked systems. Serious consequences result from personnel
access through openings that were not interlocked because entry through small open-
ings or over pits was considered unlikely. In some instances the interlock controls
were not designed to be sequential, so that any attempt to override or apply them out
of sequence would abort the intended operation and require that the sequence be
restarted. Use of a radiation monitor to alert personnel, or of an interlock to prevent
access when high radiation doses were possible, was crucial. However, in all these
accidents such a system had not been installed, or was not working, or was easily
bypassed by methods known to the operating personnel.

2.2.3.  Human error and inadequate raining

In every accident, workers and operating personnel performed inappropriate
actions, given the information that was available to them and on the instructions that had
been provided. In a few accidents, the personnel involved were simply not adequately
trained to understand the hazards. In other accidents, operators who were know-
ledgeable about radiation and its risks made bad judgements on the actual condition of
the sources. Operators were so focused on routine operations and on correcting minor
problems that even the potentially severe consequences of radiation exposure from high
activity sources did not induce them to exercise the appropriate caution. Some of these
inappropriate actions were relatively long standing practices and should have been
detected and corrected by the management of the operating facility.

3. SAFETY CULTURE

It is not easy to define precisely what is meant by ‘safety culture’, although the
International Nuclear Safety Advisory Group (INSAG) refers in this connection to the
assembly of characteristics and attitudes in organizations and individuals which
establish that, as an overriding priority, protection and safety issues receive the atten-
tion warranted by their significance {13]. Nonetheless, the BSS are quite clear as to
the results that a good safety culture will achieve:

“A safety culture shall be fostered and maintained to encourage a questioning
and leamning attitude to protection and safety and to discourage complacency,
which shall ensure that:

(2) policies and procedures be established that identify protection and safety
as being of the highest priority;

(b) problems affecting protection and safety be promptly identified and
corrected in a manner commensurate with their importance;
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(c) the responsibilities of each individual, including those at senior manage-
ment levels, for protection and safety be clearly identified and each indi-
vidual be suitably trained and qualified;

{d) clear lines of authority for decisions on protection and safety be defined; and

(e) organizational arrangements and lines of communications be effected that
result in an appropriate flow of information on protection and safety at
and between the various levels in the organization of the registrant or
licensee™ [14].

The development of a good safety culture can only be achieved if the attitudes
and behaviour of both the managers and the employees of an organization are condi-
tioned in line with the requirements set out above.

In many serious accidents, deliberately or through inattention, managers
allowed safety systems to degrade significantly and workers to improvise procedures
or continue operations when engineered safety systems failed. Workers may have
believed that management encouraged deviations from procedures in order to perform
jobs more quickly — this belief being based, in part, on the evidence of management
apparently tuming a blind eye to any improvised methods. Management pressures
may have been real, or management may not have noticed the improvisation. In other
situations that did not result in accidents, managers deliberately bypassed radiation
interlocks and substituted administrative controls to avoid a shutdown to repair a
defective radiation monitor. In this way, violations of procedures, rather than the laid
down procedures, became the normal methods of working. Not surprisingly, these
violations of rules eventually led to accidents.

Failure of management to train staff in procedures and in the operation and
purpose of safety equipment can cause workers to make serious errors, Even when
training is provided, it should prepare workers to deal with rare but potential events and
should not focus on production, with a few routine requirements for safety included.

For their part, it is necessary that workers have confidence that the act of uncov-
ering a safety defect will be viewed positively and not negatively by their managers.
This means that an operator who suspends operations 10 correct the failure of a
required safety system should expect praise, not criticism.

In a working environment in which the management and workers are co-
operating to achieve safety, the result is greater than the sum of the parts. In this area,
synergism is a reality, and what is recognized as a good safety culture is the result of
that synergy. Conversely, failures in any one aspect have repercussions in other areas,
so the breakdown of a safety culture can be rapid and dramatic.

3.1. Human factors

The BSS require that:
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“Provision shall be made for reducing as far as practicable the contribution of
human error to accidents and other events that could give rise to exposures, by
ensuring that:

(ay all personnel on whom protection and safety depend be appropriately
trained and qualified so that they understand their responsibilities and
perform their duties with appropriate judgement and according to defined
procedures;

(b) sound ergonomic principles be followed as appropriate in designing
equipment and operating procedures, so as to facilitate the safe operation
or use of equipment, to minimize the possibility that operating errors will
lead to accidents, and to reduce the possibility of misinterpreting indica-
tions of normal and abnormal conditions; and

(c) appropriate equipment, safety systems and procedural requirements be
provided and other necessary provisions be made:

(i)  toreduce, as far as practicable, the possibility that human error will lead

to inadvertent or unintentional exposure of any person;

(ii} to provide means for detecting human errors and for correcting or

compensating for them; and

(iii) 1o facilitate intervention in the event of failure of safety systems or of

other protective measures” [15].

Human reliability has been defined as the probability of successful performance
of only those human activities necessary for a reliable system. Human errors, some-
times called ‘human failure events’, reduce human reliability. In the more formal
analyses of human reliability and human errors, consideration of performance shap-
ing factors is important. External performance shaping factors include the entire work
environment, the equipment design, the kind of procedures that have been specified
and the style of instructions given. All of these factors influence the probability of
human error resulting from failure in attention, failure to remember crucial instruc-
tions, lack of recognition of a potentially dangerous situation or the application of
incomplete ar inaccurate knowledge. In addition, it is possible to identify internal
factors which are likely to give rise to the failures mentioned above, such as distrac-
tion; mental or physical stress; high workload; changes in work routines, situations or
plans; inadequacies in procedures, training or leadership, poor human-machine inter-
face; or poor communications.

Human error is commonly considered to include unsafe actions and omission
of required actions. It does not include malevolent behaviour intended to produce a
harmful effect, although being alert to such behaviour is an important aspect of
management supervision, especially in situations where such behaviour may give rise
to a significant hazard. An exceptional type of unsafe action involves mistaken intentions
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or deliberate rule breaking, In these situations, people do not commit a human error
in the everyday sense of the term; rather, they circumvent a safety rule or make a
choice in order to reach the goal they believe is correct at the time. Such an action is
distinctly different in its cause from other kinds of unsafe action.

Through a risk assessment of a given device, the different kinds of human error
or equipment failure that can result in unsafe outcomes can be identified before these
errors or failures occur in practice. Techniques for such assessments have been
described by the International Commission on Radiological Protection [16]. The
management and operators of the installation may then plan the steps they would take
if such an error or failure occurred or can decide whether some simple change in
design or operating practice could removc the potential hazard before an individual
was harmed. In addition, by using risk assessment techniques, management may be
able to explore whether changes in operation (such as staffing changes) will have an
effect on safety.

Investigation of event sequences shows that certain significant patterns of
behaviour seem to play a role in potential exposure that is not always recognized in
traditional risk assessments. Perhaps the most important of these behaviour patterns are
circumventions, as described above. For example, it may become common for staff to
ignore radiation alarms if the a