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FOREWORD

by Rafael Mariano Grossi
Director General

The TAEA Nuclear Security Series provides international consensus
guidance on all aspects of nuclear security to support States as they work to fulfil
their responsibility for nuclear security. The IAEA establishes and maintains this
guidance as part of its central role in providing nuclear security related

international support and coordination.

The IAEA Nuclear Security Series was launched in 2006 and is
continuously updated by the IAEA in cooperation with experts from Member
States. As Director General, I am committed to ensuring that the IAEA maintains
and improves upon this integrated, comprehensive and consistent set of up to
date, user friendly and fit for purpose security guidance publications of high
quality. The proper application of this guidance in the use of nuclear science
and technology should offer a high level of nuclear security and provide the
confidence necessary to allow for the ongoing use of nuclear technology for the
benefit of all.

Nuclear security is a national responsibility. The IAEA Nuclear Security
Series complements international legal instruments on nuclear security and serves
as a global reference to help parties meet their obligations. While the security
guidance is not legally binding on Member States, it is widely applied. It has
become an indispensable reference point and a common denominator for the vast
majority of Member States that have adopted this guidance for use in national
regulations to enhance nuclear security in nuclear power generation, research
reactors and fuel cycle facilities as well as in nuclear applications in medicine,

industry, agriculture and research.

The guidance provided in the IAEA Nuclear Security Series is based on
the practical experience of its Member States and produced through international
consensus. The involvement of the members of the Nuclear Security Guidance
Committee and others is particularly important, and I am grateful to all those who
contribute their knowledge and expertise to this endeavour.

The IAEA also uses the guidance in the [AEA Nuclear Security Series when
it assists Member States through its review missions and advisory services. This
helps Member States in the application of this guidance and enables valuable
experience and insight to be shared. Feedback from these missions and services,
and lessons identified from events and experience in the use and application of
security guidance, are taken into account during their periodic revision.



I believe the guidance provided in the IAEA Nuclear Security Series and its
application make an invaluable contribution to ensuring a high level of nuclear
security in the use of nuclear technology. I encourage all Member States to
promote and apply this guidance, and to work with the IAEA to uphold its quality
now and in the future.

EDITORIAL NOTE

This publication does not address questions of responsibility, legal or otherwise, for acts
or omissions on the part of any person.

Guidance issued in the IAEA Nuclear Security Series is not binding on States, but
States may use the guidance to assist them in meeting their obligations under international
legal instruments and in discharging their responsibility for nuclear security within the State.
Guidance expressed as ‘should’ statements is intended to present international good practices
and to indicate an international consensus that it is necessary for States to take the measures
recommended or equivalent alternative measures.

Security related terms are to be understood as defined in the publication in which they
appear, or in the higher level guidance that the publication supports. Otherwise, words are used
with their commonly understood meanings.

An appendix is considered to form an integral part of the publication. Material in an
appendix has the same status as the body text. Annexes are used to provide practical examples
or additional information or explanation. Annexes are not integral parts of the main text.

Although great care has been taken to maintain the accuracy of information contained
in this publication, neither the IAEA nor its Member States assume any responsibility for
consequences which may arise from its use.

The use of particular designations of countries or territories does not imply any
Jjudgement by the publisher, the IAEA, as to the legal status of such countries or territories, of
their authorities and institutions or of the delimitation of their boundaries.

The mention of names of specific companies or products (whether or not indicated as
registered) does not imply any intention to infringe proprietary rights, nor should it be construed
as an endorsement or recommendation on the part of the IAEA.
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1. INTRODUCTION

BACKGROUND

1.1. The IAEA Nuclear Security Series provides guidance for States to assist
them in implementing national nuclear security regimes as well as in reviewing
and, when necessary, strengthening their regimes. The Series also serves as
guidance for States in fulfilling their obligations and commitments with respect to
binding and non-binding international instruments adopted under the IAEA and
other auspices.

1.2. TIAEA Nuclear Security Series No. 20, Objective and Essential Elements
of a State’s Nuclear Security Regime [1], provides the objective and essential
elements for a nuclear security regime. [AEA Nuclear Security Series No. 14,
Nuclear Security Recommendations on Radioactive Material and Associated
Facilities [2], provides recommendations for States and competent authorities on
developing, enhancing, implementing and maintaining a nuclear security regime
for radioactive material, associated facilities and associated activities. IAEA
Nuclear Security Series No. 11-G (Rev. 1), Security of Radioactive Material in
Use and Storage and of Associated Facilities [3], provides guidance to States
and their competent authorities on how to implement the recommendations
contained in Ref. [2].

1.3. This publication supplements Ref. [3] by providing detailed guidance on
security management, including details on the development of a security plan for
radioactive material in use and storage and for associated facilities.

OBJECTIVE

1.4. The objective of this publication is to provide guidance to States, competent
authorities and operators on how to implement and maintain security management
measures, including details on the development of a security plan, for radioactive
material in use and storage and for associated facilities.

1.5. This publication is also intended to assist regulatory bodies in establishing
regulations and guidance on security management and to assist operators in
meeting these regulatory requirements.



SCOPE

1.6. This publication applies to security management of radioactive material in
use and storage and of associated facilities.

1.7. This publication covers radioactive material that includes sealed radioactive
sources and unsealed radioactive material under regulatory control, including
radioactive material over which regulatory control has been gained or regained.

1.8. The term ‘radioactive material’ is used throughout this publication, but the
application of this guidance to radioactive material other than sealed radioactive
sources will depend on national context and priorities.

1.9. This publication is intended primarily for application at facilities that use and
store Category 1, 2 and 3 radioactive sources, as defined in the Code of Conduct
on the Safety and Security of Radioactive Sources [4], and other radioactive
material. Although this publication does not specifically address the security
management of Category 4 and 5 radioactive sources, a State might choose to
apply the security management concepts and measures outlined in this Technical
Guidance to such material.

1.10. This publication does not cover preparedness and response to a nuclear or
radiological emergency triggered by a nuclear security event, which are addressed
in IAEA Safety Standards Series No. GSR Part 7, Preparedness and Response for
a Nuclear or Radiological Emergency [5].

1.11. This publication also does not address security management relating to the
transport of radioactive material, other than transport that is incidental to the use
of mobile or portable radioactive material. The topic of transport of radioactive
material is addressed in IAEA Nuclear Security Series No. 9-G (Rev. 1), Security
of Radioactive Material in Transport [6].

1.12. This publication does not address security measures relating to radioactive
material out of regulatory control.

STRUCTURE

1.13. Section 2 explains the role and purposes of security management. Section 3

provides guidance on implementing security sub-goals and measures. Section 4
provides additional guidance and good practices for security management.



Section 5 provides guidance on the contents of a facility security plan for
radioactive material in use and storage. The annexes provide examples of
documentation referred to in the main text.

2. ROLE AND PURPOSES OF SECURITY
MANAGEMENT

2.1. Security management of radioactive material in use and storage and of
associated facilities includes the establishment and implementation of policies,
plans, procedures and processes that provide personnel with the needed authority
and resources to establish and maintain an effective security system. Security
management should be a component of the operator’s overall management system.

2.2. Security should be integrated into the overall management system in a
manner that avoids, or at least minimizes, conflicts with other elements of the
management system, such as nuclear and radiation safety, and takes advantage
of potential synergies. In particular, the operator should ensure that, as far as
possible, security measures and safety measures do not conflict with one another
and are mutually supportive.

2.3. Security management has the following three main purposes:

(a) Ensuring the effectiveness and sustainability of the security system;

(b) Ensuring that personnel, procedures and equipment function effectively as
a system (integration);

(c) Promoting a robust nuclear security culture.

In the following subsections, each of these purposes is presented in more detail.

EFFECTIVENESS AND SUSTAINABILITY

2.4. The first purpose of security management is to ensure that the security
system is effective and sustainable. To achieve this, the security system should
be reliably operated and maintained, should be evaluated, should function as
intended and should meet regulatory requirements.



2.5. The operating organization’s leadership should provide staff responsible
for security with the requisite authority, support and resources to achieve this
purpose, including by doing the following:

(a) Ensuring that the security system provides protection against the threat at
a level commensurate with the potential consequences of malicious acts, is
appropriate to the specific conditions at the facility and meets the regulatory
requirements;

(b) Establishing and implementing policies and procedures governing the
operation of the security system, the training of individuals responsible for
security and the regular evaluation of regulatory compliance and security
system performance;

(c) Maintaining security equipment to manufacturer specifications, promptly
repairing equipment malfunctions and designing and implementing
compensatory measures that meet or exceed applicable security requirements
in the event of equipment failures or outages.

INTEGRATION

2.6. The second purpose of security management is to ensure that personnel,
procedures and equipment function effectively as a system. The operator should
take measures to ensure that personnel, procedures and equipment operate
interdependently and in an integrated manner.

NUCLEAR SECURITY CULTURE

2.7. The third purpose of security management is to promote a robust nuclear
security culture. Nuclear security culture is the “assembly of characteristics,
attitudes and behaviour of individuals, organizations and institutions which serves
as a means to support and enhance nuclear security” [7]. Security management
policies, plans, processes and procedures should promote a robust nuclear security
culture by the following:

(a) Demonstrating leadership commitment to security at the highest level of the
organization;

(b) Providing personnel responsible for security with the requisite authority to
perform their duties;

(c¢) Ensuring sufficient resources are available to effectively implement security
measures;



(d) Building security awareness and cultivating a sense of shared responsibility
for security among all staff;

(e) Holding staff and management accountable for security;

(f) Embedding a robust security culture within the overall organizational
culture.

3. SECURITY MANAGEMENT SUB-GOALS
AND MEASURES

3.1. An effective security system should display an adequate level of
performance for security management as well as for each of the security
functions of detection, delay and response. This adequate level of performance
can be expressed via ‘sub-goals’, as per the method for establishing a regulatory
programme for the security of radioactive material set out in sections 5 and 6
of Ref. [3]. These sub-goals are also presented in Table 1 (reproduced from
Ref. [3]), with accompanying security measures that could be used to meet the
individual sub-goals.

3.2. The following subsections provide additional guidance on implementing
these sub-goals.

ACCESS MANAGEMENT

3.3. The first four security sub-goals — access authorization, trustworthiness
assessment, access control and information protection — are arrangements through
which the operator limits access to radioactive material and sensitive information
only to those individuals who have been authorized for such access, based on a
demonstration of their operational need for such access and verification of their
trustworthiness and reliability.

3.4. These four sub-goals are grouped together as access management in
this publication in order to emphasize their interdependency.



TABLE 1. SECURITY MANAGEMENT MEASURES

Security sub-goal

Security measures

Establish a process for granting
individuals authorized unescorted
access to radioactive material and/or
access to sensitive information

Ensure trustworthiness and reliability of
authorized individuals

Provide access controls that effectively
restrict unescorted access to radioactive
material to authorized persons only

Identify and protect sensitive
information

Provide a security plan

Ensure training and qualification of
individuals with security responsibilities

Conduct accounting and inventory of
radioactive material

Conduct evaluation for compliance and
effectiveness, including performance
testing

Establish a capability to manage and
report nuclear security events

Procedures for determining the individuals who
need access, verifying that such individuals are
trustworthy and reliable and have received
necessary training, authorizing access,
withdrawing access as appropriate and
maintaining documentation

Background checks for all personnel authorized
for unescorted access to radioactive material
and/or for access to sensitive information

Identification and verification measures

Procedures to identify sensitive information and
protect it from unauthorized disclosure

A security plan which addresses required topics,
is submitted or made available to the regulatory
body and is periodically exercised, evaluated and
revised as appropriate

Assessment of necessary knowledge, skills and
abilities; provision of corresponding training;
procedures for documenting and updating
training

Procedures and documentation for verifying
presence of radioactive material at prescribed
intervals; establishment and maintenance of a
radioactive material inventory

Process for verifying that all applicable security
requirements are met and for assessing the
effectiveness of the security system, employing
performance tests as appropriate

Response plan addressing security related
scenarios and procedures for timely reporting of
nuclear security events




3.5. Access control measures or separation of duties should be used to ensure that no
single person or part of the operating organization has authority over all measures used
to manage the access to radioactive material or sensitive information. For example,
the operator of a storage facility may require that authorization be received from two
persons from two different units in order for an access authorization to be granted.

Access authorization

3.6. Certain personnel need to have unescorted access to radioactive material
and/or access to sensitive information in order to discharge their operational or
security related responsibilities. Access authorization is the process of granting
permission to only these specific personnel for unescorted access to radioactive
material and/or for access to sensitive information.

3.7. Regulatory bodies should require operators to limit unescorted access
to radioactive material and access to sensitive information to staff with a
demonstrated need for such access to perform their jobs, whose trustworthiness
has been verified and who have received appropriate security training, to reduce
the potential risk posed by insider threats.

3.8. Unescorted access to radioactive material and sensitive information should
only be permitted if an access authorization is granted by the operator. The
granting of access authorization should be limited to the minimum necessary
number of personnel.

3.9. The operator’s management should implement a process for granting access
authorization, including establishing and implementing procedures that provide
for the following:

(a) Determining that an individual needs such access in order to discharge his or
her responsibilities and defining the scope of his or her access, for example by
limiting it to specific locations, specific hours or circumstances during which
access is permitted or specific types of information that may be accessed;

(b) Obtaining verification that the individual is trustworthy and reliable (see
paras 3.12-3.18);

(¢) Obtaining verification that the individual has received the necessary security
training (paras 3.45-3.52);

(d) Authorizing access using the processes described in (a), (b) and (c);

(e) Withdrawing access as appropriate, for example when an individual’s
responsibilities change or when employment is terminated;



(f) Maintaining current documentation of the results of this process and
providing it to those responsible for access control as needed.

Documentation of access authorization could include, for example, the names
of personnel with access authorization, their positions, the date of completion
of their background checks and security training, the scope of the access
authorization, the date from which that access is or was authorized and the date
and reason for which access was withdrawn, if applicable.

3.10. Individuals who are not authorized for unescorted access should be allowed
access to areas where radioactive material is present only if they are escorted or
observed by personnel authorized for such access, or if compensatory measures
for the security of the radioactive material have been implemented. This should
apply not only to visitors but also to individuals that may access the facility on a
regular basis, including maintenance, cleaning and repair staff and contractors.

3.11. More detailed guidance on this topic can be found in IAEA Nuclear
Security Series No. 8-G (Rev. 1), Preventive and Protective Measures against
Insider Threats [8].

Trustworthiness assessment

3.12. Trustworthiness assessments are used to provide an initial assessment (during
the hiring process) and ongoing assessments (occurring periodically throughout
the employment period) of an individual’s integrity, honesty and reliability [8].
Such a determination is in addition to any identification verification or background
checks performed by the operator upon the initial hiring of employees.

3.13. Laws or regulations may define the minimum requirements, standards and
scope for the trustworthiness assessments or establish penalties for misrepresenting
material facts during the background check. The regulatory bodies and/or other
competent authorities should also establish a framework that enables to search
criminal and counterterrorism databases as part of the background check. The details
of these arrangements will vary depending on the State’s legislation and regulations
in this area. Example elements of a background check are provided in Annex 1.

3.14. The regulatory body should require the operator to establish policies and
procedures, on the basis of the category of the radioactive material and following
a graded approach, to ensure that the trustworthiness and reliability of all
individuals authorized for unescorted access to radioactive material or access to
sensitive information have been confirmed through a trustworthiness assessment.



The regulatory body should ensure the availability of arrangements to enable
operators to implement this requirement, such as referral to law enforcement or
other external agencies for conduct of the review. In some States, this referral
process might require facilitation by the regulatory body. Moreover, as noted
in para. 4.18 of Ref. [8], “National laws might restrict the scope or conduct
of identity verification, personal document verification and trustworthiness
assessments in a State”.

3.15. The operator should establish policies and procedures for obtaining
trustworthiness assessments, documenting the results and managing the privacy
of information. The extent of the assessment should be proportional to the
sensitivity of the individual’s responsibilities, in accordance with applicable
regulations. The depth of the assessment should also account for the planned
extent of the individual’s access to radioactive material or sensitive information
and the security level of the radioactive material the individual would access.

3.16. The assessments should review the individual’s observance of the law and
adherence to the facility rules, as well as any behaviour or motivational factors
of concern. For example, the assessment should seek to identify motivational
factors such as financial problems or pressures (e.g. debts, wage cuts), adherence
to an ideology of concern, desire for revenge (e.g. a perceived injustice against
the individual), physical dependency (e.g. drugs, alcohol, sex), psychological
or psychiatric characteristics, severe dissatisfaction with private or professional
life and other factors due to which an individual could be coerced to commit
a malicious act. These motivational factors may be identified by a review of
information such as criminal records, personal and professional references,
past work history, financial records, on-line and other social networks, medical
records and job performance reports, as well as information from colleagues
about observed behaviour [8].

3.17. Depending on the State’s laws and regulations, trustworthiness checks
may be performed only by the competent authority or entirely or partially by the
operator. When the operator takes part in this process, the regulatory body and/or
other competent authorities should consider developing a standard questionnaire
for the trustworthiness assessment, to ensure the consistency of the type of
information gathered by operators. Unwillingness to provide information and
concealment or misstatement of facts in the personal history disclosure are factors
that can raise serious concern when determining trustworthiness for access to
radioactive material or sensitive information.



3.18. The trustworthiness assessment for each individual should be carefully
documented and protected as sensitive information and retained for possible
inspection by the regulatory body. This documentation is also subject to national
legislation relevant to trustworthiness assessments, information security and
privacy of information.

Access control

3.19. Access control is intended to limit access to locations where radioactive
material or security sensitive information is present to authorized persons. Access
control typically consists of allowing authorized persons to temporarily disable
physical barriers such as a locked door only upon verification of the person’s
identity and access authorization [3]. Robust implementation of access control
rules and procedures can minimize the potential that an insider adversary has
access to sensitive material, systems and equipment.

3.20. The operator should establish and document strict access control rules
and procedures to limit unescorted access of persons without authorized access
to radioactive material, equipment used for processing or handling radioactive
material and systems relevant to safety or security.

3.21. The operator should define all facility areas to which unescorted access will
be limited to authorized persons. Each such area should consist of a physical space
that provides three dimensional containment, such as a locked room with no easily
defeated entry points (e.g. windows, false ceilings), and should be configured to
minimize the number of personnel who need access in order to perform their jobs.
For example, such an area for a teletherapy unit would generally consist of the
treatment room and sometimes an anteroom.

3.22. Once the areas are defined to which unescorted access is limited to authorized
persons, the operator should select and install barriers (e.g. locked doors) that can
be temporarily disabled by authorized persons during working hours to allow entry.
Some type of access credentials (e.g. keys, identification cards or a combination
of methods) should be needed to enable entry, and a method for verifying the
authorized person’s credentials should be implemented. The operator should
install the necessary equipment, issue access media to authorized individuals,
develop access control procedures for entry to the area, provide training on their
use for authorized individuals and conduct regular tests and maintenance.

3.23. According to para. 4.55 of Ref. [8], “Access control records should also be
maintained of all persons...who have access to, or are in possession of, keys, key
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cards and other credentials relevant for accessing other systems, including computer
systems that control access”. Procedures should be developed and implemented
for documenting and maintaining information on the access authorizations of
persons permitted to enter areas to which unescorted access is limited.

3.24. Access credentials should be returned and/or deactivated when access
authorization is no longer needed. In addition, physical access credentials
such as keys and cards should also be audited and access credentials should be
changed periodically. When it is discovered, reported or suspected that access
credentials have been lost or compromised, immediate action should be taken
to prevent unauthorized access, for example by changing locks, combinations or
system programming.

3.25. Rules and procedures for the operation and management of electronic access
control systems should also be put into place, if applicable.

3.26. The operator should designate personnel to develop and implement access
control procedures, to manage and operate access and entry control systems and
to design, install and operate physical access control measures. Management
should also provide resources, awareness, training and support to enforce policies
and procedures throughout the operating organization.

3.27. Access control rules should be defined for visitors, escorts and for abnormal
conditions such as response to emergencies and system outages [8]. The access
control rules should state that authorized individuals are responsible for escorting
individuals who do not have access authorization for the limited access area.
Persons without authorized access should be permitted to enter the limited access
area only if they have a specific need to do so, such as treatment, maintenance or
janitorial activities. Authorized individuals should accompany escorted persons at
all times that they are in the limited access area or should maintain constant visual
surveillance of the unescorted persons, for example through video monitoring.
Upon exit of escorted persons, authorized personnel should ensure the limited
access area is again secure or should maintain visual surveillance of the entry
until it is secured.

3.28. Further information on access control can be found in Ref. [8].
Information protection

3.29. Paragraph 1.1 of IAEA Nuclear Security Series No. 23-G, Security of Nuclear
Information [9], states that “Sensitive information is information, in whatever
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form, including software, the unauthorized disclosure, modification, alteration,
destruction, or denial of use of which could compromise nuclear security”. The
same applies to the security of radioactive material. Such information could include,
for example, the design of a security system, a list of staff with unescorted access
to the radioactive material, or details of an organization’s response capabilities
to a particular threat. Securing sensitive information is necessary because easy
access to inadequately secured information can help adversaries to plan or commit
malicious acts with relatively little effort or risk [9]. The operator’s security
policies and procedures direct information security activities. The security plan is
the primary tool to document these activities.

3.30. Paragraph 6.15 of Ref. [9] states that “Personnel security, including
trustworthiness checks, ensures that those who have access to sensitive information
are deemed by the State to be suitably trustworthy to do so”. Personnel should
protect sensitive information from unauthorized disclosure and report any actual
or suspected unauthorized release, compromise or failure to protect sensitive
information. Support of the leadership within the operating organization is needed
to provide the resources and training to enforce policies and procedures regarding
sensitive information throughout the organization.

3.31. Paragraph 3.4 of Ref. [9] states:

“The State’s relevant competent authorities should develop and issue policy
and requirements specific to the security of sensitive information at nuclear
material and other radioactive material associated facilities and activities.
These are usually based on, and in accordance with, any national security
policy and requirements issued by the national security authorities, but taking
into account the special nature of the activities that involve such materials”.

3.32. In accordance with Ref. [9], information protection measures should be
considered for information of at least the following types, which could affect
nuclear security:

(a) Details of physical protection systems and any other security measures in
place for nuclear material, other radioactive material, associated facilities
and activities, including information on guard and response forces;

(b) Information relating to the quantity and form of radioactive material in use
or storage, including accounting information;

(c) Details of computer systems, including communication systems, that
process, handle, store or transmit information that is directly or indirectly
important to safety and security;
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(d) Security plan and information on the liaison with local law enforcement
agencies;

(e) Contingency and response plans for nuclear security events;

(f)  Personal information about employees, vendors and contractors;

(g) Threat assessments and security alert information;

(h) Details of sensitive technology;

(1)  Details of vulnerabilities or weaknesses that relate to the above topics;

(j)  Historical information on any of the above topics.

3.33. Some of the above information, such as personal information, may
also be subject to specific security requirements under other national laws or
company policies [9].

SECURITY PLAN

3.34. The security plan enables operators to demonstrate to the regulatory body
their compliance with security requirements. A security plan is an important
tool for documenting the activities associated with establishing, implementing
and maintaining an effective, sustainable and integrated security system that
demonstrates the operator’s nuclear security culture.

3.35. Paragraph 4.20 of Ref. [2] states that “Operators should be required to
develop, implement, test, periodically review, revise as necessary a security plan
and comply with its provisions”. Similarly, the Code of Conduct [4] states that:

“Every State should ensure that the regulatory body established by its
legislation has the authority to [...] require those who intend to manage
radioactive sources to seek an authorization, and to submit [...] a security
plan or assessment as appropriate”.

3.36. Paragraph 3.33 of Ref. [2] states that “The regulatory body should ensure
that the operator’s security plan includes measures to effectively respond to a
malicious act consistent with the threat”. The security plan should describe the
security systems that are planned or are in place to protect radioactive material in
use and storage and associated facilities. It should also include descriptions of the
security management measures that are planned or are in place.

3.37. Each facility should develop its own security plan on the basis of applicable
regulations and facility policies and practices.
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3.38. Applicable regulatory requirements for security, as well as any other
applicable national or local requirements, should be documented in the security
plan. Regulatory compliance should also be documented, including a description
of measures taken by the operator, where appropriate. The plan should set out any
policies and procedures established by the operator responsible for the radioactive
material that affect the security or the security management of the radioactive
material, as well as how these policies and procedures are implemented.

3.39. Senior management should designate individual(s) who will be responsible
for preparing and internally approving the security plan. Upon regulatory approval,
management should also provide sufficient resources for the implementation of
the plan. The designated individual(s) should be responsible for the drafting,
implementing, reviewing and updating of the security plan.

3.40. All staff with a defined role in the security plan should be aware of
their responsibilities, including any security procedures that apply to them. In
particular, response forces, both on-site and off-site, should be consulted during
the development of the security plan to ensure that their roles and responsibilities
are appropriately understood and documented.

3.41. The security plan should be coordinated with the facility’s emergency plans
and procedures to ensure consistency, and emergency response personnel should
be consulted during the development of the security plan.

3.42. Security plans contain sensitive information and should be protected
as such. Some information (e.g. threat information, vulnerability assessment
information) might be particularly sensitive and should be included in appendices
to which access is further limited to specific individuals with a need to know this
information in order to perform their duties.

3.43. The security plan should include a list of references used or referred to in the
body of the security plan. The security plan should include appendices (such as
procedures) that contain information that is too detailed or too sensitive to include
in the main body of the security plan.

3.44. Detailed guidance on a proposed format and contents of a security plan

following this approach is provided in Section 5 of this publication as well as in
appendix II of Ref. [3].
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TRAINING AND QUALIFICATION OF PERSONNEL

3.45. All personnel should have sufficient security awareness to enable them to
understand the need for and importance of the security of radioactive material.
They should also be able to recognize a nuclear security event and know what
to do and who to contact if such an event occurs. Regular security awareness
training should be provided to all personnel. Personnel who have specific security
responsibilities or perform a particular security function — such as controlling
access media (e.g. cards, keys) — or are involved in the response to a security
event should be adequately qualified and have specialized training. These
individuals may include both staff and contractors.

3.46. Training is used to provide staff with the knowledge, skills and abilities
to effectively execute their responsibilities for security as well as to update
their knowledge, skills and abilities. Qualification is used to ensure that staff
with specific security responsibilities are capable of performing their assigned
security responsibilities to an acceptable standard. The contents and delivery of
training at each facility should take into account facility specific conditions and
qualification of personnel.

3.47. The operator should identify needs for training and qualification of
personnel. These should be based on an evaluation of the knowledge, skills and
abilities that individuals with security responsibilities need in order to effectively
perform their roles. Training and qualification should be documented, and training
records should be maintained.

3.48. The operator should establish and deliver a training programme for new
personnel and identify needs and timelines for conducting periodic refresher or
re-qualification training (see para. 3.49). Development and delivery of security
training can be performed by qualified staff, external experts or a combination
of the two. All training should include a participant assessment to ensure that
learning objectives have been satisfied.

3.49. The content and methods of delivery of courses within the training
programme should consider the level of knowledge, skills and abilities needed by
the operator or required by the competent authority for personnel in specific roles.
The courses should include the following training content:

(a) Security awareness for all facility personnel;

(b) Security system and functions for personnel with specified security
responsibilities;
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(c) Specialized or advanced training, such as for response personnel;
(d) Specific on-the-job training involving procedures or equipment instructions;
(e) Refresher training.

3.50. All training courses and materials should be regularly reviewed by the
operator for relevance of content and effectiveness of delivery. Suggested key
learning areas and their topics are provided in Annex II.

3.51. The operator’s qualification needs for personnel with specific security
responsibilities should generally include minimum educational and previous
experience and may also include physical and psychological aspects as well
as experience or training in the operation specific security equipment. The
management should assess each individual’s knowledge, skills and abilities as
well as other qualifications against the applicable needs before assigning that
individual to a position with security responsibilities. The competence of such
staff to perform their assigned duties should also be periodically re-assessed
(re-qualification).

3.52. The qualification process should also involve an assessment or verification
of the knowledge, skills and abilities needed by the operator. Performance testing
provides an additional means to evaluate or validate the application of knowledge
and skills of the staff during the performance of their duties (see paras 4.19—4.23).

ACCOUNTING AND INVENTORY

3.53. An inventory is a current list of all radioactive material or items containing
radioactive material that an operator is authorized to possess. Accounting processes
are used to verify that all radioactive material in an operator’s inventory is present
at its authorized location, providing a means to detect the loss or unauthorized
removal of any radioactive material.

3.54. The regulatory body should specify accounting and inventory requirements
in its regulations for the security of radioactive material.

3.55. The operator should verify the presence of radioactive material at its
authorized location through such means as the following:

(a) Physical checks;

(b) Remote video monitoring;
(c) Examination of seals or other tamper indicating devices;
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(d) Radiation measurements at designated measurement points.

The verification should take place at intervals prescribed by the regulatory body,
in accordance with a graded approach and following specific procedures. The
intervals at which this verification should take place for various types of material
are presented in Ref. [3].

3.56. Theregulatory body should require the operator to maintain records indicating
the results of each accounting verification, including the date, the individual
who carried out the verification and the means used to verify the presence of the
radioactive material. If the presence of the radioactive material cannot be verified,
the operator should be required to report the loss or unauthorized removal to the
regulatory body and/or other competent authorities in a manner and within a time
prescribed by the regulatory requirements and to initiate efforts to locate and
regain control of the material.

3.57. The operator should establish an inventory of all radioactive material
it possesses, noting for each radioactive material in the inventory the
following information:

(a) The location of the material;

(b) The radionuclide;

(c) The activity on a specified date;

(d) The serial number or unique identifier;

() The chemical and physical forms;

(f) The material use history, including movement into, within and out of the
operator’s facility;

(g) Receipt, transfer or disposal of the material;

(h) Other information, as appropriate, to enable the material to be identifiable
and traceable.

This inventory should be established as prescribed by the regulatory body and in
accordance with specific procedures summarized in the security plan.

3.58. The operator should also be required to adjust the inventory following any
transfers and receipts within a period of time specified by the regulatory body.
Annually or more frequently, as specified by the regulatory body, the operator
should be required to verify that the inventory is complete and accurate in all
respects and to adjust the inventory to reflect any discrepancies identified. The
operator should be required to report the results of these activities to the regulatory
body for inclusion in the national registry of radioactive material.
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3.59. The operator should assign to one or more individuals the responsibility
for performing periodic accounting activities and for verifying the inventory of
radioactive material.

EVALUATION FOR COMPLIANCE AND EFFECTIVENESS

3.60. During an evaluation process, the operator should perform a self-assessment
to verify that the facility is in compliance with all applicable security requirements.
The operator should also assess the effectiveness of the security system to identify
any weaknesses that should be corrected and identify any opportunities for
improvement, including the development of more effective protection measures.

3.61. Evaluation helps to ensure that the operator’s security system is reliably
operated and maintained, functions as intended, is effective and continues to meet
the regulatory requirements. Evaluation also assists the facility to prepare for
regulatory inspections and thus to avoid negative inspection results and possible
enforcement action. It may also identify opportunities for improving the cost
effectiveness of the security system. If the operator lacks the capability to perform
an evaluation of its system, the evaluation could be conducted by specialized
security subcontractors or by competent authorities, such as law enforcement.

3.62. The operator’s management should establish a process and schedule for
conducting evaluations and assign roles and responsibilities for their conduct.
Depending on the size of the facility and the complexity of the evaluation,
participants can include the following:

(a) An evaluation team leader with overall responsibility for the evaluation;

(b) Evaluation team members responsible for specific assigned evaluation
topics;

(¢) A facility representative who serves as liaison between the evaluation team
and other facility staff;

(d) The facility safety officer who ensures that security evaluation activities,
such as performance tests, do not compromise safety.

All facility staff should cooperate as requested in the conduct of these evaluations.
3.63. As described in Ref. [3], performance tests are an especially useful means
of evaluating security measures to determine whether these measures can actually

perform as expected and produce the desired results. Guidance on performance
testing, which should be integral to the evaluation process, is provided in Section 4.
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3.64. Over time, the operator should track trends and patterns in the evaluation
results to identify emerging problems and opportunities for improvement. The
operator should also incorporate evaluation results (both positive and negative),
as appropriate, into security awareness training for all staff, as well as in specific
training for staff with assigned security responsibilities.

3.65. The details of the evaluation process should be flexible and tailored
to the facility’s particular needs and constraints. The remainder of this
subsection describes an example of how an evaluation should be implemented.

Implementation of an evaluation

3.66. The operator’s management should define the scope of the evaluation and
identify the security requirements against which compliance is to be verified,
such as regulatory requirements, licence conditions and provisions of the facility
security. The scope should include the security system and security management
elements to be evaluated. Evaluation criteria and methods of evaluation should be
agreed with the regulatory body.

3.67. Once the scope of the evaluation is defined, the operator’s management
should assign a team leader to assume overall responsibility for the planning and
conduct of the evaluation. The team leader should prepare an evaluation plan
which sets out the evaluation method to be used for each topic to be addressed.
Evaluation methods might include: document review (e.g. review of accounting
records, access control procedures, training records), interviews (e.g. asking
questions of radiation protection officers), observations (e.g. watching personnel
entering the secured area) and security analysis tools and models, supported by
performance testing (e.g. testing of equipment, personnel or procedures'). The
results of the evaluation should be integrated for analysis.

3.68. The evaluation plan should include assigned roles and responsibilities for
conducting the assessment, including, if appropriate, evaluation team members,
facility representatives, facility safety officers and facility staff responsible for
matters subject to the evaluation. For each evaluation team member, the plan
should specify the topics to be assessed by the team member, the requirements
applicable to each assigned topic, any good practices applicable to the topic which
have been followed by the operator, the methods to be employed for evaluating

! Because of their key role in evaluations, performance tests are addressed separately
in paras 4.18-4.23. However, performance testing will be conducted as an integral part of the
evaluation process.
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each topic and the schedule for preparing, performing and reporting on the
evaluation of each assigned topic.

3.69. Following the completion of the evaluation, the team leader should compile
the results and prepare an evaluation report. This report could, as applicable,
include the following:

(a) The scope and type of the evaluation;

(b) The topics evaluated;

(¢) Therequirements and the effectiveness of the measures or the good practices
applicable to each topic;

(d) The methods employed for evaluation with respect to each topic;

() The conclusions reached with respect to each topic with specific reference
to the basis for each conclusion;

() Recommendations for any follow-up actions.

The evaluation team leader should review the results with the operator’s
management and adjust any follow-up actions as directed. The operator’s
management could prepare a prioritized action plan to correct any problems
identified in the evaluation.

3.70. The regulatory body should consider if the findings necessitate changes in
the facility security system. If so, the findings arising from the evaluation of the
effectiveness of the security system should be incorporated into the operator’s
nuclear security plan to gain regulatory approval for changes to the security system.

MANAGEMENT OF NUCLEAR SECURITY EVENTS

3.71. Management measures related to nuclear security events consist of the
operator’s policies, plans and procedures to prepare for, respond to and report
on nuclear security events. These policies, plans and procedures should be well
defined and exercised.

3.72. The facility’s response plan should address management and reporting of
nuclear security events. Paragraph 3.124 of Ref. [3] states:

“The regulatory body should require the operator to establish, test and

implement measures to detect and respond to nuclear security events, using
a graded approach and in cooperation with State and local level emergency
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and response plans. These measures should be documented in the operator’s
security plan or in a stand-alone response plan”.

3.73. The operator’s response plan should take into account facility circumstances
(e.g. its location) and business operations, as well as the roles of the operating
personnel, external security response personnel, emergency response organizations
and the regulatory body. In developing the facility response plan, the operator
along with the external response organizations should determine the following:

(a) The types of nuclear security event to be addressed (such as suspected or
threatened malicious acts, unauthorized access to a limited access area,
attempted malicious acts and successful malicious acts);

(b) The means by which each type of nuclear security event might be identified
(such as detection and assessment of an alarm);

(c) The roles and responsibilities of the operating personnel in the initial
phase of each type of nuclear security event, including communications, as
appropriate, with the operator’s management, external response forces and
the regulatory body;

(d) Arrangements with external security response forces for their deployment
in response to each type of nuclear security event, including, as appropriate,
arrangements regarding the forces’ familiarity with the facility and targets,
estimated response times, capabilities, strategy and tactics;

(e) Communication methods to be used by operating personnel and external
security response forces;

(f)  Procedures for reporting of nuclear security events to the regulatory body
as well as for notifying external response forces and emergency response
organizations, as appropriate, including timeframes for notification and
reporting commensurate with the significance of the event.

The operator should confer with the regulatory body to determine when and how
the regulatory body will be informed of and involved in the response to a nuclear
security event.

3.74. While the operator is responsible for developing, implementing and
regularly exercising the response plan, in most cases, the portion of the response
aimed at interrupting the adversary will be provided by external security response
forces, such as the local law enforcement. Accordingly, the operator should
jointly develop, implement and exercise the response plan in conjunction with the
organization responsible for the external response forces in order to ensure that
the planned response and division of responsibilities is agreed and coordinated.
The operator should also include emergency response organizations in the
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development, implementation and exercise of the response plan for events that
might initiate a nuclear or radiological emergency. The regulatory body might
need to engage with the response force organization to facilitate the necessary
communications and coordination with the operator.

3.75. The operator should document arrangements with external organizations,
such as response force organizations, in memoranda of understanding or other
arrangements. The operator should make the response plan available in draft form
to the organization providing the external response and the regulatory body for
their review and comment, if required or requested.

3.76. The operator should exercise the response plan on a regular basis (at
least annually), with the participation of external security response personnel
and others, such as the regulatory body, as appropriate. The exercises should
also address nuclear security events that might initiate a nuclear or radiological
emergency, in order to evaluate the integration of the security response forces
with the emergency response organizations. Such exercises could be conducted
either as tabletop exercises or as field exercises, depending on the situation and
availability of resources. The regulatory body should facilitate the involvement
of external security response personnel and other external entities as necessary
and appropriate.

3.77. The operator along with external response personnel should review
the exercise results and modify the response plan as necessary to address any
identified deficiencies.

4. ADDITIONAL GUIDANCE ON SECURITY
MANAGEMENT

4.1. In addition to the security management sub-goals and measures identified
in Ref. [3] and presented in Section 3, there are a number of other good practices
for security management, five of which are presented in the subsections to follow.
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4.2. The operator’s management should support the promotion and strengthening
of nuclear security culture and the evaluation and continuous improvement of
nuclear security, including by doing the following:

(a) Establishing clear lines of responsibility and accountability for the
implementation of nuclear security requirements imposed by the regulatory
body;

(b) Setting security objectives and security performance goals;

(c) Periodically evaluating the management system for the security of
radioactive material;

(d) Allocating sufficient resources to guarantee the implementation of security
requirements;

(e) Conveying the importance of nuclear security and of fulfilling legal and
regulatory obligations;

(f) Creating and sustaining opportunities for learning and development for all
personnel;

(g) Encouraging feedback, both positive and negative, from facility personnel.

4.3. The operator’s management should continuously promote nuclear
security culture and a sustainable security system in which personnel turnover,
organizational changes or competing organizational priorities do not lead to a
loss of core competencies or weaken security culture. This effort should include
systematic knowledge management and succession planning.

ROLES AND RESPONSIBILITIES

4.4. The operator should assign roles and responsibilities for security and ensure
that the personnel are familiar with the equipment and procedures needed for these
roles and responsibilities to be carried out. In assigning roles and responsibilities
for security, the operator should ensure that the security system is effective and
that the personnel are held accountable for the proper performance of their duties.

4.5. The operator should analyse the security system to identify activities
associated with designing, implementing, operating and maintaining the security
system. On the basis of this analysis, the operator should then define, assign
and document all roles and responsibilities associated with the performance of
each activity. Roles and responsibilities should be described in a manner that is
clear, understandable, unambiguous, specific and complete, and the roles and
responsibilities should be clearly assigned to appropriate parts of the organization
or personnel. The assignment of roles and responsibilities should be summarized
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in the security plan as well as in other documents that are accessible to facility
personnel with a need to know but without access to the security plan.

4.6. The operator should ensure that the facility personnel possess the authority,
training and resources needed to fulfil the responsibilities assigned to them. Once
roles and responsibilities have been assigned, performance expectations should be
established and assigned staff should be held accountable to them. The operator
should clearly convey to the personnel their roles and responsibilities related to
security and overall facility operations.

MAINTENANCE PROGRAMME

4.7. A maintenance programme is used to ensure that all security equipment is
kept in operational condition and that any security equipment that is
malfunctioning is identified as such and restored to its normal operating mode.
Most modern security system components have a lifecycle of several years. An
effective maintenance programme supports the sustainability of an operator’s
security system.

4.8. The operator should establish and implement a maintenance programme
that defines steps, procedures and schedules for ensuring that all components of
the security system are operating effectively. The maintenance programme should
also ensure that any components that are not operating effectively are repaired as
soon as possible and should include procedures for tracking and reporting system
faults. These procedures should include timelines for responding to component
or system failures. Until systems are returned to effective operation, the operator
should implement additional temporary security measures to ensure that overall
security effectiveness is not degraded.

4.9. The maintenance programme should be integrated as much as possible into
the overall management system of the facility, while recognizing the sensitive
nature of the security system.

4.10. The maintenance programme should address both preventive and corrective
maintenance. Security equipment should receive periodic routine preventive
maintenance to ensure reliable operation. The maintenance programme should
also include arrangements for corrective actions when a system or component
fails during normal operation or during testing.
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4.11. Activities performed by security maintenance personnel should include
the following:

(a) Developing a schedule for preventive maintenance on the basis of
manufacturer specifications and experience with the equipment;

(b) Conducting preventive maintenance tasks, including development of
maintenance schedules and inspection of existing security equipment;

(c) Correcting faults and failures in a timely manner;

(d) Repairing, modifying or replacing faulty security equipment;

(e) Managing equipment and parts inventory;

(f) Keeping maintenance and warranty records;

(g) Interacting with technical support resources within the organization, security
equipment vendor or manufacturer.

4.12. More sophisticated systems, such as those that incorporate biometric sensors
or other special detection means, might need more frequent attention.

4.13. The maintenance programme can be carried out by qualified facility
technicians, suitable external contractors or a combination of the two. The
description of roles and responsibilities summarized in the security plan should
include information indicating which personnel have the overall responsibility
for maintenance as well as which personnel have the authority for conducting
each particular type of maintenance. If an external contractor is employed for
the maintenance of security equipment, the description should identify the
contract and the major tasks the contractor is to perform. If a combination of
facility technicians and external contractors performs maintenance tasks, then the
respective section of the security plan should describe explicitly which tasks are
assigned to facility technicians and which to external contractors.

4.14. All facility staff should be held responsible for noticing and immediately
reporting security equipment that does not function effectively or is not
being used properly.

BUDGET ALLOCATION AND RESOURCE PLANNING
4.15. Security budget allocation and resource planning should reflect the priority
given to security within the overall facility management system. Budget allocation

ensures that necessary funds are available for and dedicated to operating,
maintaining and continuously improving the security system. Resource planning
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involves a detailed plan to identify, obtain and properly use financial and human
resources, training, equipment, and infrastructure for security.

4.16. The operator’s budget allocation and resource planning process should
include the following activities:

(@)
(b)
(©
(d)

(©)
®

Establishing objectives and goals for the security system that are consistent
with the policies of the organization;

Determining the resources necessary to ensure the effectiveness of the
security system;

Ensuring that all individuals with security responsibilities are trained and
competent to perform their duties;

Providing the necessary resources to operate the security system;
Establishing metrics to ensure the effective use of budget and resources;
Reviewing regularly the expenditure of resources against budget and
resource projections and ensuring that action is taken to address deviations.

The information and knowledge of individuals within the organization should
also be managed as a resource so that it is retained over time.

4.17. Staff with security responsibilities should provide input into the budget and
planning process, as appropriate, as well as use resources efficiently.

PERFORMANCE TESTING

4.18. Paragraph 6.57 of Ref. [3] states:

“Performance testing, which should be integral to the evaluation process,
includes the investigation, measurement, validation or verification of one or
more of the following:

— Personnel, to verify that they understand the security system, follow
procedures and use the system properly and as intended;

— Procedures, to verify that the procedures produce the desired result
and that personnel understand and properly follow them;

— Equipment, to verify that equipment functions as intended and is
effective.”

Paragraph 6.58 of Ref. [3] states that “The regulatory body should require
the operator to develop and implement an evaluation process that includes
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performance tests, as appropriate”. Facility personnel, contractors or a
combination thereof should be assigned the responsibility for scheduling and
implementing performance tests as part of the evaluation process.

4.19. The operator should conduct appropriate performance tests that include both
limited scope tests that focus on one component or a few components at a time
and system-wide tests of the entire security system. For example, performance
tests may be conducted when the functionality or effectiveness of a particular
security system component or security management element is in question. The
results of all performance tests conducted should feed into the ongoing evaluation
process. Corrective action should be taken when performance testing indicates
that any of these items are defective or not performing adequately.

4.20. There are several types of performance tests, such as those testing the
following:

(a) Operability, to confirm the operability and functionality of an individual
component or system;

(b) Effectiveness, to determine how well the component or system performs;

(c¢) Simulated adversary testing, to test how a component, group of components
or the entire system performs against a specified threat scenario.

4.21. For each performance test, a specific plan should be developed,
including the following:

(a) Test objective(s) indicating what is to be accomplished by conducting the
performance test;

(b) References to the manufacturer’s performance specifications;

(¢) The conditions for conducting the performance test;

(d) The test control measures taken to ensure the performance test is valid,;

(e) A description of the resources that are needed to conduct the performance
test;

(f)  Any coordination needs, such as who approves or acknowledges the conduct
of the performance test;

(g) The procedure for conducting the performance test;

(h) Criteria for evaluation of the results of the performance test.

An example of a performance test plan is provided in Annex III.
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4.22. After conducting a performance test, the operator should document the
results, identify any deficiencies and determine corrective actions to address them.
The operator should retain all documentation relating to the performance tests.

4.23. Regular performance testing and the review of the results of sequential
performance tests can help to identify trends that might need to be addressed to
maintain system effectiveness.

RECEIPT AND TRANSFER PROCEDURES

4.24. The regulatory body should specify requirements for receipt and transfer
of radioactive material as part of its regulations for the security of radioactive
material, including requirements for radioactive material to be transferred only
to persons authorized by the regulatory body to receive the material. These
requirements may be included as part of general regulations or safety regulations.
These requirements are intended to prevent security from being compromised
when radioactive material is transferred outside the facility, a stage at which it is
especially vulnerable.

4.25. Procedures should be in place to ensure continuity of regulatory control
when radioactive material is received from or prepared for shipment. The operator
should develop, follow and document compliance with procedures to ensure that
the security and control of radioactive material is maintained when it is being
received from or prepared for shipment outside the facility and that it is only
transferred to persons authorized to receive it.?

4.26. These procedures should ensure at a minimum that the operator performs
the following actions:

(a) Determines in advance when radioactive material will be received or
transferred;

% International transfers are addressed by export controls consistent with the
supplementary Guidance on the Import and Export of Radioactive Sources [10], which
is beyond the scope of this Technical Guidance. Transport security, including preparation
of radioactive material for transport and development of transport security plans has to be
addressed by measures consistent with IAEA Nuclear Security Series No. 9-G (Rev. 1), Security
of Radioactive Material in Transport [6], which is also beyond the scope of this Technical
Guidance.
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(b) Verifies that the recipient of any radioactive material to be transferred is or
will be authorized to receive it before the material is shipped;

(c) Identifies any security measures that will not be fully effective when the
radioactive material is being accepted or prepared for shipment and any
associated vulnerabilities;

(d) Establishes and implements compensatory security measures that address
any vulnerabilities identified;

(e) Restores normal security measures as soon as possible when acceptance or
transfer is complete;

(f) Updates the facility inventory and reports to the regulatory body that the
radioactive material has been received or transferred to another licensed
facility, to allow for updating of the national registry.

5. CONTENTS OF A SECURITY PLAN FOR
RADIOACTIVE MATERIAL IN USE AND STORAGE

5.1. This section contains guidance on the preparation of a security plan for
radioactive material in use and storage, including on the proposed structure
and contents of the plan. This section is structured under seven subsections,
corresponding to the sections of a facility security plan. This structure builds
on the guidance provided in appendix II to Ref. [3]. A detailed example facility
security plan is provided in Annex IV.

5.2. The security plan should take into account any applicable national regulatory
requirements. Each facility should develop its own security plan in accordance
with applicable regulations and facility policies and practices.

INTRODUCTION

5.3. In this section of the security plan, the facility to which the security plan
applies should be briefly identified, along with relevant background information
for the security plan. The regulatory requirements on which the security plan is
based should be described, as well as the objectives it satisfies and the scope of
the security plan.

5.4. As part of the elaboration of the plan’s scope, connections to other relevant
documentation or plans should be described, such as management, operational,

29



radiation protection or emergency arrangements. Areas where security interacts
with or impacts other management systems, especially those for safety,
should be addressed.

5.5. Theprocess for developing, approving and updating the security plan should
also be described in this section, as well as how the security plan is reviewed and
updated. It should be specified that reviews and updates are to be undertaken
at a prescribed interval specified by the regulatory body, as applicable, and as
necessary to address new threat information, changes in facility operations or any
other development that could affect the effectiveness of the security system.

FACILITY DESCRIPTION

5.6. This section of the security plan should describe the purpose or mission
of the facility and its operating organization, the activities involving radioactive
material, the radioactive material to be protected as part of the plan, its location,
the level of protection required by the regulatory body for the material and the
physical and operational environment of the facility.

5.7. Information on the radioactive material and associated equipment or
devices covered by the security plan should include the radionuclide(s), the
current activity as well as the activity at the time that the source was imported
with associated reference dates, chemical and physical forms, radioactive source
or device serial number, equipment or device brand and model and manufacturer.
Further, the categorization of the radioactive material and the associated security
level should be identified, according to the applicable regulations, and the basis
for this identification should be explained.

5.8. In addition, the physical features of the facility and its surrounding
environment should be described in this section, including diagrams and scale
floor and building drawings and photographs. The physical descriptions should
indicate areas accessible to the public, roads and parking areas, nearest public
thoroughfares, the central security office, the building and site perimeter, access
points and physical barriers. In addition, the facility’s surrounding environment
should be described, including areas for industrial, commercial, residential or
other uses, approximate distances to nearest police stations and other response
services and the proximity to other buildings, roads and other features of security
or operational interest, such as other facilities with hazardous materials. Security
features should not be described in this section of the security plan, but rather in
the security system section.
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5.9. Finally, a description of the facility operations should be provided,
including working and non-working hours, the number and type of staff involved
in the facility’s operations and the typical number, type and frequency of visits
of non-staff in the facility during scheduled operations or at any other time.
Non-staff could include visitors, members of the public, patients, customers,
service personnel or contractors.

SECURITY MANAGEMENT

5.10. This section of the security plan should describe the security management
measures in place and the duties of management and staff that ensure the effective
implementation of these measures. This should include information on roles and
responsibilities, access authorization, trustworthiness assessment, information
protection, budget allocation and resource planning, evaluation for compliance
and effectiveness, and the maintenance programme for the security system.
Further information on these topics is provided in paras 5.11-5.19.

5.11. The assignment of all roles and responsibilities relevant to the security of
radioactive material should be documented in the security plan, including the
roles and responsibilities of the following:

(a) Leadership, management and supervisors;

(b) Staff directly responsible for the security of radioactive material;

(c) Staff with responsibility for regulatory matters, including the licensee,
radiation protection officer(s), security personnel, advisers, guards and staff
in positions specifically required by regulation.

These roles and responsibilities should be presented in the form of a table.

5.12. In addition, an organizational chart showing the staffing structure with lines
of authority and supervision should be included that demonstrates how the security
organization and responsibilities fit within the overall facility organization.

5.13. The process for authorizing personnel who need unescorted access to
radioactive material, secured areas and/or security sensitive information in order
to perform their duties (which might or might not be directly related to nuclear
security) should be described in the security plan, including information on how
to do the following:

(a) Identify which positions need unescorted access;
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(b)
(©
(d)

(e)
®

Verify that the individuals holding the identified positions have the necessary
qualifications and training (see para. 5.14);

Verify that the individuals holding the identified positions are trustworthy
(see para. 5.15);

Perform the timely withdrawal of access for individuals who no longer
need it;

Conduct periodic review and re-evaluation for particular circumstances;
Maintain up-to-date records of personnel authorized for unescorted access.

5.14. The information on how to verify that individuals holding positions that need
unescorted access have the necessary qualifications and training should cover the
following, drawing on the information on positions with security responsibilities
from paras 3.45-3.52:

(@)

(b)

(©

(d)
(©)

The established specifications for qualification of staff with security
responsibilities, including any qualifications required by the regulations or
licence conditions;

The training to be provided to each individual, including the needed initial,
specialized, advanced or refresher training for each position with security
responsibilities;

Security awareness training for all staff and any other relevant specific
on-the-job training, such as training involving procedures and work
instructions;

The provider(s) of the identified training and how frequently each training
is to be conducted;

The training records that document satisfactory completion of all security
related training.

This information can be presented in the form of a table.

5.15. The security plan should clearly describe the process that is used to verify
that individuals holding positions that need unescorted access are trustworthy,
including any requirements for periodic review or re-evaluation for particular
circumstances. This description should cover the following:

(a)
(b)
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Identification of the individuals whose trustworthiness is to be assessed, on
the basis of their need for access authorization;

Identification of the applicable requirements for trustworthiness in the
regulations for the security of radioactive material, licence conditions or
elsewhere, including any requirements that vary depending on the security
level or other factors;



(©
(d)

Indication of the method by which each individual is assessed;
Stating which records are maintained and kept confidential as part of the
trustworthiness assessment.

5.16. Information that needs to be protected based on regulatory body requirements
or facility management policies should also be described. Examples of such
information include the following:

(a)
(b)
(©)
(d)
(e
®
(2
(h)
()

@
(k)

Location and inventory of the radioactive material;

Access authorization and access control measures;

Security system design, equipment details and diagrams;

Lock combinations and key codes;

Information on the threat and vulnerability assessments;

Temporary or long term weaknesses in the security system;

Security staffing arrangements;

The means of response to events or alarms;

Planned dates, routes, and mode of shipment or transfer of radioactive
material;

Security plan and procedures, response plans and related arrangements and
measures;

Private information relating to individuals’ background checks.

5.17. In addition, measures used to protect this information should be described,
such as the following:

(@)

(b)

(©

(d)

(©)

®

How the protected information is identified, such as the use of markings
or other designators to ensure all users of this information recognize it as
needing protection;

The particular forms of the protected information, such as paper documents,
electronic media or closed-circuit television (CCTV) recordings;

Where the protected information is stored and who has custody of it;

Who has access to sensitive information and how that access is determined
(e.g. Is the information required to perform someone’s job? Do they have an
appropriate level of trustworthiness?);

Which protection measures are in place to prevent unauthorized access when
the information is being used or is being stored (e.g. physical protection,
encryption);

Which requirements are in place for preventing unauthorized access when
the protected information is being reproduced or transmitted within or
outside the facility;
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(g) How the protected information is destroyed to prevent recovery when no
longer needed, including who is authorized to destroy it and by which means
the various forms of information will be destroyed.

5.18. Finally, the methods for conducting and implementing resource planning
for security should be summarized, including descriptions of how the objectives
and goals for the security system are established in accordance with the policies
of the organization and how the resources necessary to ensure the effectiveness
of the security system are determined and provided. All security related activities
of the security system should be considered, including human resources, training,
operational costs and equipment maintenance. In addition, a description of how
metrics are established to ensure the effective use of budget and other resources
should be included, as well as of how the expenditure of resources is reviewed
against budget and resource projections and how it is ensured that actions are
taken to address any deviations.

5.19. Instead of describing in detail the methods for conducting and implementing
resource planning for security in the security plan, references to appropriate
documentation can be considered to be sufficient. The process for verifying that the
facility security system is in compliance with all applicable security requirements
should be described, as well as the process for assessing the effectiveness of the
documented security system to identify any weaknesses that should be corrected
and any opportunities for continuous improvement, including arrangements for
performance testing.

SECURITY SYSTEM

5.20. This section of the security plan should include a description of how the
current security system is designed and implemented, in accordance with the
State’s applicable regulations for the security of radioactive material. This should
include any consideration given to the threat information provided to the facility
and a description of the security assessment methodology and the security system
design, including annotating layers of security on the facility layouts with their
associated access control, detection and delay measures. Each of these topics is
addressed in paras 5.21-5.26.

5.21. The threat information provided to the facility by the regulatory body or
other competent authorities should be summarized as well as how and when this
information was provided to the facility. To the extent that the threat information
is provided to the facility by the regulatory body or other competent authorities,
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this information should be summarized in the security plan to indicate how the
security system is designed to protect against both external adversaries and
insider threats. Information should also be included addressing which personnel
at the facility are responsible for receiving threat information, including any
notifications from the regulatory body or other competent authorities of a specific
threat or of an increase in an existing threat, and how such information is to be
appropriately shared with facility personnel who have a need to know.

5.22. The description of the security assessment methodology should include
how the threat information provided to the facility is used in the assessment.
The description of the methodology should also include the results of the initial
security assessment that was used as input to the security system design, if
applicable. The evaluation and vulnerability assessments should be periodically
updated as part of any review or update of the security plan and in accordance with
licensing requirements. The security plan should address how the evaluation and
vulnerability assessments will be updated and how they will be adapted to address
any new threat information, any changes in the facility operations or any other
developments that could affect the security system performance or vulnerabilities.

5.23. The description of the security system design should note how a graded
approach and the concepts of security design, for example, defence in depth,
timeliness, robustness and balanced protection were taken into account including
description of the layers of protection provided around each secured area identified
in the facility layout.

5.24. The description of the security system design should include information
on the detection, delay and response measures deployed and how these measures
are implemented in an integrated and balanced way along security layers. The
description should include the following, for each of the layers of protection
around each secured area:

(a) The measures used to detect unauthorized access including, as applicable,
both intrusion detection systems and observation by facility personnel;

(b) The measures used to assess the detection of unauthorized access, including
personnel and equipment supporting the assessment;

(¢) Any barriers or other delay measures used to increase the adversary task
time relative to the response time.
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5.25. The description of the security system design should also include access
control measures across security layers, such as:

(a) How personnel are physically controlled at each access control point;

(b) Specific media used to authenticate the identity of authorized persons
such as key cards, personal identification numbers, biometric devices or
combinations of these;

(c) Procedures to be followed by authorized persons to access a secured area
including, where relevant, the application of the two-person rule;

(d) Procedures to be followed for non-routine access (e.g. medical emergencies,
fires, criticality alarms, security incidents);

(e) List of personnel who have access to radioactive material.

5.26. Threat information and the descriptions of the security assessment
methodology and security system design can be placed in appendices to which
access is limited to authorized personnel with a need to know.

SECURITY PROCEDURES

5.27. The written procedures that provide instructions to the personnel responsible
for operating and maintaining the security measures should be summarized in the
security plan. The procedures themselves should be separate documents and could
be included individually as appendices to the security plan. These procedures
include those for routine, off-shift and emergency response, for opening and
closing the facility, for access control, for accounting and inventory and for receipt
and transfer of radioactive material.

5.28. The summary of the procedures for routine, off-shift and emergency
response should include information on how the assigned personnel, such as
staff and contractors, will operate the security systems and discharge their other
security related responsibilities during regular business hours, non-business hours
(off-shift or after-hours operations when staff are not ordinarily present, generally
at nights, on weekends, and during holidays), and during emergency response.

5.29. The summary of the procedures for the opening and closing of the facility
should include general information on procedures used for opening and closing
each secured area within the facility, particularly activities such as the unlocking
and locking of doors and other barriers and communications with the central
alarm station to deactivate and activate detection systems. The summary of the
procedures should identify who within the organization is responsible for opening
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and closing these areas and should note actions used to validate that other delay
mechanisms have been appropriately secured.

5.30. The summary of the procedures for access control should include general
information on the procedures used for control of keys, locks, combinations,
passwords and related access control measures. The summary should note who is
responsible for changing these access control measures and the specific conditions
under which they are to be changed, such as the compromise of a combination or
password, loss of a security key or termination of a staff member’s access.

5.31. The summary of the procedures for accounting and inventory should address
how periodic accounting for radioactive material is performed, as required by the
applicable regulations, including the following:

(a) The accounting method used, such as physical checks, remote video
monitoring, examination of seals or other tamper indicating devices or
radiation measurements;

(b) The information contained in records that are generated, indicating the
results of each verification and when, by whom and by what method
verification was performed;

(c) Facility rules for the implementation of corrective actions and reporting if
the presence of radioactive material cannot be verified;

(d) A description of how the facility’s inventory of all radioactive material is
established and maintained, as required by the applicable regulations.

Information should be included on procedures to notify the regulatory body
of changes to the inventory within the prescribed period and to report the
inventory to the regulatory body at prescribed intervals to verify that it is
complete and accurate.

5.32. The summary of the procedures for receipt and transfer of radioactive
material should include a summary of the procedures used to ensure that the
operator maintains security and control of radioactive material when it is being
received from outside the facility. Procedures used to ensure that the facility
takes the necessary steps to make sure that radioactive material is provided only
to a person authorized by the regulatory body to receive the material should
also be summarized.
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RESPONSE

5.33. The security plan should include information on the on-site and off-site
response arrangements for nuclear security events, including how these
arrangements are integrated with the response to nuclear or radiological
emergencies. The security plan should include information on the following:

(@)

(b)

(©

(d)

(e)

The facility’s arrangements with local law enforcement or other designated
response authorities for responding to a nuclear security event, including
attempted or actual theft or sabotage;

Methods to be used by the operator for communicating with the regulatory
body and local law enforcement or other designated competent authority
within the time frame required by the regulatory body;

Methods for reporting nuclear security events to the facility security
organization, including how nuclear security events are documented, which
personnel are responsible for documenting the event and any subsequent
external reporting requirements (e.g. reporting to the regulatory body) as well
as how plans and procedures are reviewed after an event in order to evaluate
the effectiveness of the security plan and to identify corrective actions;
Arrangements and actions to be taken during nuclear, radiological or other
emergencies not initiated by a nuclear security event or other contingency
situations in order to ensure the protection of the radioactive material at the
facility, including any compensatory measures to be employed in the case of
security system failures (such as loss of power);

How notifications of an increased threat level are addressed by the facility.

REFERENCE DOCUMENTS

5.34. The security plan should include a list of reference documents. This
could include specific regulations, regulatory licences, operating manuals and
organizational policies, security response and emergency plans and other manuals
that are referred to in the security plan, or that are needed to explain or expand on
any details in the security plan.
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Annex I

EXAMPLE ELEMENTS OF A BACKGROUND CHECK

I-1. The security manager of the facility reviews and re-evaluates the
background checks for the facility personnel. The nature and depth of background
checks is proportionate to the security level of the radioactive material (i.e. more
thorough background checks for radioactive material assigned to a higher
security level) and in accordance with the State’s regulations or as determined by
the regulatory body. This annex provides an example of the elements of such a
background check.

CONFIRMATION OF IDENTITY

[-2. Authenticate an individual’s identity to confirm that the name and personal
details of the individual in question are correct. Consider the following:

— Security concern: False or misleading identification information deliberately
supplied by the applicant has to be considered a major, potentially
disqualifying security concern.

— Potentially mitigating factors: Confusion created by legal name changes,
marriages, divorces or cultural factors (e.g. concerning name conventions).

VERIFICATION OF EMPLOYMENT HISTORY AND EDUCATION

[-3. Verify education and periods of employment provided in the applicant’s
personal history. Where possible, interview previous employers and associates
and seek to obtain information concerning the individual’s honesty, character,
conduct and reliability. Consider the following:

— Security concern: False or misleading identifying information deliberately
supplied by the applicant has to be considered a major, potentially
disqualifying security concern. Derogatory information obtained during
interviews has to be corroborated before it is considered to be disqualifying.
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REVIEW OF CRIMINAL HISTORY

I-4. Evaluate records contained in law enforcement criminal records databases
or counter terrorism databases. Consider the following:

— Security concern: Past or current criminal activity creates doubts about a
person’s judgment, reliability, trustworthiness and willingness to follow the
rules and regulations that protect radioactive material or sensitive information.

— Disqualifying security concerns might include records of a severe crime or
various less significant offences or other violations of concern and/or failure
to respond court trials to convincingly clarify any allegations.

— Conditions that could mitigate security concerns could include the time
elapsed since the criminal behaviour happened, or whether it happened
under such unusual circumstances that it is unlikely to recur and does not
cast doubt on the individual’s reliability, trustworthiness or good judgment.
There could be a situation where the person was pressured or coerced
into committing the act, and those pressures are no longer present in the
person’s life and the evidence of successful rehabilitation is obvious. Age
and maturity of the person at the time of the criminal conduct could also be
considered as a mitigating condition.

REVIEW OF FINANCIAL HISTORY

I-5. Evaluate the applicant’s financial responsibility based on relevant
information supplied by the applicant, for example credit history reports from
established credit agencies. Poor financial history of an individual handling
sensitive information or material might be a risk for being engaged in illegal acts
to generate funds. Consider the following:

— Security concern: Meeting financial obligations leading to delinquency
that can affect the individual’s reliability, trustworthiness and ability to
take care of classified information. Conditions that could raise a security
concern might also include deceptive or illegal financial practices such as
embezzlement, employee theft, check fraud and other intentional financial
breaches of trust, and financial problems that are linked to drug abuse,
alcoholism, gambling problems or other issues of security concern.

— Conditions that could mitigate security concerns include the occasional or
very rare occurrence of financial problems under circumstances that are
unlikely to recur; cases where the individual initiates good faith recovery
efforts to maintain the necessary level of trustworthiness.
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PERSONAL REFERENCES TO DETERMINE THE INTEGRITY,
CHARACTER AND RELIABILITY OF EACH RELEVANT EMPLOYEE

[-6. Complete reference checks to determine the character and reputation of the
individual who has applied for unescorted access. To the extent possible, obtain
independent information to validate the information provided by the individual
(e.g. seek references not supplied by the individual). Consider the following:

— Security concern: Derogatory information revealing personal or professional
conduct involving questionable judgment, lack of candour, dishonesty or
unwillingness to comply with rules and regulations can raise questions about
an individual’s reliability, trustworthiness and ability to protect radioactive
material or sensitive information.

— Conditions that could raise a security concern and might be disqualifying
include breach of confidentiality, unauthorized release of sensitive
information relating to radioactive material and associated facilities,
other inappropriate behaviours such as deliberate omission, concealment
or falsification of relevant facts, or personal history disclosure used to
determine employment qualifications or determine trustworthiness or
eligibility for unescorted access.

— Conditions that could mitigate security concerns include restoration of
trustworthiness while declining to act inadequately upon being aware of the
consequences in doing so and cases where the individual has recognized to
change the behaviour and is willing to take other positive steps to alleviate
the circumstances or factors that caused the untrustworthy behaviour.
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Annex 11

EXAMPLE FACILITY TRAINING PROGRAMME FOR THE
SECURITY OF RADIOACTIVE MATERIAL IN USE AND STORAGE

II-1. This annex provides a brief description of different types of training that
could form part of a facility training programme for the security of radioactive
material in use and storage and of associated facilities.

FACILITY SECURITY AWARENESS TRAINING

II-2. The audience for this training includes all staff who work at the facility
and other staff who do not work at the facility, but interact regularly with the
facility. It will be conducted annually. The prerequisite for attending this training
is familiarity with the facility’s operational context.

II-3. Proposed learning areas include the following:

(a) Threats and the need to protect radioactive material at the facility;

(b) Legal and regulatory requirements for the security of radioactive material;

(¢) General concepts of security systems and examples of their application to
the physical protection and security management at the facility;

(d) Outline ofthe security plan with emphasis on the facility security organization,
the role of all staff in security and relevant operating procedures;

(e) Nuclear security culture.

TRAINING FOR FACILITY PERSONNEL WITH SPECIFIC ROLES
AND RESPONSIBILITIES FOR SECURITY

[I-4. The audience for this training includes staff with specific operational roles
or responsibilities for or affecting security, usually as identified in the security
plan and associated procedures. It will be conducted initially upon assignment to
the position and then annually as a refresher. The prerequisites for this training
are attendance at the facility security awareness training and assignment of a
specific operational responsibility for security at the facility.
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II-5. Proposed learning areas include the following:

(a)
(b)

(©

(d)

Overview of the design and operation of the security system;

The functions of the physical protection measures at the facility and the
operation of the equipment performing the functions, particularly for timely
detection and response (on-the-job training in specific security procedures
might be needed in addition);

The application of each of the elements presented in Section 3 of this
publication, including facility staff roles and responsibilities in the relevant
procedures (on-the-job training in specific security procedures might be
needed in addition);

Topics covering the means to operationally ensure that the security system
is effective and integrates equipment, people, plans and procedures, the role
of the security plan and regulatory compliance in ensuring effectiveness and
the development and maintenance of nuclear security culture.

TRAINING FOR SECURITY GUARDS AND OTHER RESPONSE
PERSONNEL

[I-6. The audience for this training includes the operator’s security guards
and the off-site response personnel of other organizations. It will be conducted
initially upon assignment to the position and then annually as a refresher. The
prerequisites for this training are attendance at the facility security awareness
training, as well as requisite training and qualifications, such as those in guarding,
self-defence, tactical response and use of response equipment.

II-7. Proposed learning areas include the following:

(a)

(b)
(©

(d)

Threats, threat assessment and the motivation and objectives of adversary
groups (including classroom exercises);

The facility’s measures for access control and lock and key control;
Assessment and response to facility alarm annunciations and other
indications of intrusion and the application of the concept of timely detection
and response;

Guard and off-site response force organizations’ roles, responsibilities,
operations and communications in relation to, and arrangements with, the
operating organization.

45



Annex 111

EXAMPLE OF A PERFORMANCE TEST PLAN FOR KEY CONTROL

III-1. This annex provides an example of a performance test plan for key
control for a security system for radioactive material in use and storage and of
associated facilities.

TEST OBJECTIVE

III-2. The test objective is to determine whether security keys are being properly
accounted for, controlled by the person responsible for the keys and inventoried
to prevent loss or unauthorized use.

APPLICABLE REQUIREMENTS

III-3. The applicable requirements for the performance test plan for key control
are the following:

— National regulations for the security of radioactive material [indicate
applicable articles];
— Facility security plan [indicate applicable sections of the security plan].

TEST PROCEDURES AND CONDITIONS

I11-4. This test will be conducted during operating hours. The assessor will
review the security key inventory and will select a given number of keys. The
status of each key will be noted (in secure storage or in possession of a custodian
— that is, a person authorized to possess the key). The assessor and a facility
representative will physically locate each selected key to verify the status of each
key. If a custodian does not possess his or her assigned keys or if a key is not in
secure storage, the assessor will begin an inquiry to determine the location of
any missing keys.

III-5. The assessor will also select two custodians and will record the serial
numbers of all security keys in their possession. The assessor will then compare
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these serial numbers to the inventory to determine if a custodian is in possession
of a security key that has not been properly documented on the inventory.

EVALUATION CRITERIA

I11-6. All keys selected in the test have to be located (either in secure storage
or in the possession of a custodian). If a key cannot be located, the result of the
performance test will be considered as ‘FAIL’ (Table III-1). All keys have to be
physically presented to the assessor.

TEST CONTROLS

III-7. Keys selected for this performance test will be selected at the time of the
test. No advance notification will be provided to identify the keys to be selected
for the test. No other controls are necessary.

RESOURCE NEEDS

III-8. Two key custodians are needed for the conduct of the test: one assessor
and a facility representative.

TABLE III-1. EVALUATION CRITERIA FOR THE PERFORMANCE TEST
FOR KEY CONTROL

Result of

Performance test
performance test

All keys have been identified on the inventory and signed for by the

. PASS/FAIL
correct custodian
Each person responsible for the key possesses it and/or the key is properly PASS/FAIL
secured
A record exists that demonstrates a key has been returned PASS/FAIL
All keys in the possession of a custodian are accounted for on the PASS/FAIL

inventory record
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TEST COORDINATION NEEDS

III-9. Coordination will be needed from the following personnel:
— Assessment team leader;
— Facility representative;
— Facility safety officer.

APPROVAL

I11-10. Signatures of the approvers:

Assessment Team Member: Date:
Inspection Team Leader: Date:
Facility Safety Officer: Date:
APPENDICES

[Provide or list the procedures stated in the security plan, including their
dates and version. |
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Annex IV

EXAMPLE OF A SECURITY PLAN FOR A
UNIVERSITY MEDICAL CENTRE

INTRODUCTION

IV-1. This security plan documents the security system that is designed to
meet the regulatory requirements. It addresses design, operation and maintenance
of the security system for the protection of radioactive material at a University
Medical Centre, including security management measures.

Requirements

IV-2. This security plan has been prepared in accordance with [article or annex
of applicable regulations]. All references to articles in this document refer to
articles within the regulations on the security of radioactive material issued by
the national regulatory body, unless otherwise specified.

Objective of the security plan

IV-3. The objective of this security plan is to describe the overall nuclear security
system in place to protect the radioactive material, including the measures to
address increased threat level, response to nuclear security events, and protection
of sensitive information in order to demonstrate regulatory compliance.

Scope

IV—4. This security plan applies to all operations involving the use or storage
of Category [1, 2 and/or 3, as applicable] radioactive sources at the University
Medical Centre. In accordance with [article of applicable regulations], nothing
in this security plan or within the security measures indicated by this security
plan will be implemented to the detriment of other applicable radiation protection
and safety measures, contained in safety and environmental regulations,
as documented in [facility’s health and safety plan and other applicable
facility documents].
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Preparing and updating the security plan

IV-5. This security plan was developed in accordance with the national
regulations and reviewed and approved by the national regulatory body for
radioactive material.

IV-6. The security plan will be updated as necessary to reflect circumstances
affecting its continuing effectiveness, including when the type or location of
radioactive material changes, when there are changes in facility operations or
the security system, or when necessary to address new threat information or new
security regulations.

IV-7. Updates to the security plan will be reviewed and approved by the
regulatory body for radioactive material.

FACILITY DESCRIPTION

IV-8. This section describes the radioactive material that needs to be protected
and its location at the University Medical Centre, the level of protection required,
and the physical and operational environments that affect such protection.

Overview

IV-9. The University Medical Centre diagnoses and treats cancer patients with
a variety of methods, including chemotherapy, teletherapy, brachytherapy and
surgery. The radioactive material used by the facility is described in Table IV—1.

Radioactive material
(See Table IV-1.)
Categorization and security level of radioactive material

IV-10. The cobalt-60 teletherapy unit is assigned to Category 1 and the
iridium-192 brachytherapy unit is assigned to Category 2, in accordance
with [article or annex of applicable regulations], which requires that all
teletherapy units have a high level of protection of radioactive material against
unauthorized removal and that all high and medium dose rate brachytherapy
units have an intermediate level of protection of radioactive material against
unauthorized removal. Figure IV—1 describes the layout of the facility.
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TABLE IV-1. RADIOACTIVE MATERIAL USED AT THE FACILITY

Service
Elovator Ji| Double
Doors
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Oncology Doctor's <

Device Source Im.tlfil Category
. . . activity .
Device serial Isotope serial and security
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number number level
date)
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SHETPY 70008UFGY901  Cobalt-60  92356000HS65 Security
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2013)
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activity) Level B
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FIG. IV=1. [Name of facility] facility layout.
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Physical description

IV-11. The layout of the surrounding environment of the [name of facility] is
shown in Fig. IV-2.

Operational description

IV—12. The University Medical Centre is open 08:00-17:00 and Monday
through Friday, with staff present in the facility 07:00-18:00 daily. The staff
includes the centre director, two doctors, the security manager, four security
guards, a radiation protection officer, four nurses, four medical technicians, and
two receptionists. The clinic receives between 30 and 40 patients per day, usually
with five patients in the facility per hour. Anyone from the public can walk into
the facility, but it is rare to have non-patient visitors.

|

[

[

[

| State University Medical
| School
\

[

\

\

Main Street

Commercial
Offices and
Medical Clinic

Radiation Avenue

City
Park

University Medical Center

University Boulevard

Main Campus

Residential Areas,
Student Housing,
and Apartments

University Campus
Police
(Alarm Monitoring Station)

FIG. IV=2. Surrounding environment of the facility.
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SECURITY MANAGEMENT

IV-13. This section describes the security management measures in place at the
University Medical Centre and the security related duties of management and staff.

Roles and responsibilities

IV-14. Each person working at the University Medical Centre has a responsibility
to be vigilant against potential threats, to understand all relevant security policies
and procedures, to report any identified security risks to the proper entities, and
to respond to security concerns defined in the University Medical Centre Security
Policy and outlined in this security plan.

IV-15. Additional specific responsibilities of the staff with respect to security of

radioactive material are described in Table [V-2, whereas Fig. IV-3 provides the
security organization organogram.

TABLE IV-2. STAFF WITH SECURITY RESPONSIBILITIES

Position Security responsibilities
Medical centre Establish security policy for the University Medical Centre
director Approve security processes and procedures

Ensure that the University Medical Centre meets all applicable
security requirements

Security manager Develop all security processes and procedures according to security
policies and regulatory requirements
Recruit qualified staff and provide security training
Prepare and periodically review, update and submit for approval the
security plan
Prepare the security response plan in conjunction with the local law
enforcement commander
Oversee design, day-to-day operation and sustainability of security
system
Supervise security guards

Security guards Operate central alarm station
Escort security contractors
Conduct regular patrols
Summon off-site response to security incident and take other actions
in accordance with the security response plan
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TABLE IV-2. STAFF WITH SECURITY RESPONSIBILITIES (cont.)

Position

Security responsibilities

Radiation protection

officer

Medical technicians

Nurses

Oversee day-to-day operation of the radiotherapy programme
Conduct and manage inventory of radioactive material
Develop accounting processes and measures

Supervise medical technicians and nurses

Understand and follow applicable security procedures

Understand and follow applicable security procedures

Medical
Center
Director

Security Radiation
Manager Protection Officer

L Security

Guards

1

Medical
Technicians

Nurses

FIG. IV=3. Security organization of the facility.

Training and qualification

IV-16. Training types and frequencies of refresher trainings for the facility

staff are presented in Table [V-3.

IV-17. The security manager is responsible for ensuring that each employee
has the necessary qualifications before assumption of security related duties, that
the necessary training is scheduled, conducted and successfully completed, and

that records of the foregoing are maintained.
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TABLE IV-3. QUALIFICATION AND TRAINING REQUIREMENTS FOR

STAFF
Position Se?curlty Training Training Tralqmg
qualifications type frequency provider
All staff No specific Basic security Annually Security
security awareness training manager
qualifications
Security Certified Certified physical Upon employment Certified
manager physical security professional  and as required training
security refresher training to maintain institute
professional Basic instructor certification
training
Security Two years Security guard Upon employment Vendor
guards in law training and annually
enforcement Central alarm station thereafter
or equivalent  operation
Radiation No specific Facility security Upon employment Security
protection security training and and annually manager
officer qualifications  awareness thereafter
Nurses No specific Facility security and ~ Upon employment Security
security awareness training and annually manager
qualifications thereafter
Medical No specific Facility security and ~ Upon employment Security
technicians security awareness training and annually manager
qualifications thereafter

Access authorization

IV-18. Unescorted access to radioactive source locations, secured areas and/or
security sensitive information is limited to those who need such access to perform
their duties. Unescorted access is only authorized when the security manager
has verified that the individual has a need for unescorted access, has passed the
relevant background check, and is up-to-date on the relevant training.

55



IV-19. Individuals in the following positions need unescorted access to the
radioactive source location:

— Doctors;

— Radiation protection officer;
— Nurses;

— Medical technicians.

IV-20. Individuals in the following positions need unescorted access to the
central alarm station:

— Security manager;
— Security guards.

IV-21. Individuals in the following positions need unescorted access to all
security sensitive information:

— Director;
— Security manager;
— Radiation protection officer.

IV-22. The security manager will review and re-evaluate the training records
and background checks annually to ensure that staff training is up-to-date and
that no staff without proper authorization have unescorted access. This review
will also be conducted on an as-needed basis when staff change jobs, staff have
new job responsibilities or there is termination of employment.

IV-23. All computerized systems for access will be programmed to remove
access every six months unless the security manager reconfirms that a given staff
member still needs to have access.

Trustworthiness

IV-24. In accordance with article XXX of applicable regulations, the
trustworthiness of all personnel identified as needing unescorted access to
radioactive sources, secured areas and/or security sensitive information will be
verified prior to grant of access and again every two years. The trustworthiness is
verified by the following means, as outlined in procedure ABC.

— An identity verification;
— A review of record of previous employment;
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— A criminal record check.

IV-25. Records of the individuals whose trustworthiness needs to be verified
and the results of those verifications are retained for a minimum of five years and
kept confidential.

Information protection

IV-26. In accordance with article XXX of applicable regulations, all
information pertaining to the following topics is considered sensitive security
information, whether in hard copy or electronic form:

— Employee background checks and their results;

— Security system design;

— Inventory of radioactive material;

— Security system weaknesses and results of security evaluations;
— Security plan.

IV-27. Procedure XYZ, established to protect sensitive information,
outlines the following:

— Such information will be marked ‘CONFIDENTIAL .

— Protected information will be stored in locked filing cabinets, which will
remain locked at all times when they are not in use.

— When protected information is stored on a computer, each protected file will
be encrypted or password protected and the computer will be programmed
to automatically lock and request a password to unlock the computer.

— The computer will have installed a firewall and the latest version of antivirus
software.

— Only those personnel having authorized access to security sensitive
information will have access to that information and only so long as such
information is necessary in order to perform their job.

— All electronic communications containing protected information will be
encrypted or otherwise password protected. When transporting protected
information in hard copy, the documents will have a cover page or will be
in an envelope or folder to prevent unauthorized persons from seeing the
contents.

— Protected information in paper form will be destroyed when it is no longer
needed by the authorized person. All paper documents will be shredded.
Electronic information will be destroyed.
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Maintenance programme

IV-28. Security system maintenance is provided by ABC vendor. As provided
in the maintenance contract, for the duration of the contract, the contractor checks
all equipment to determine, on quarterly basis, whether the equipment works and
replaces any item that is faulty.

IV-29. Contractor maintenance checks include the following:

(a) Inspecting electronic components and connections;
(b) Battery checks and replacements;

(¢) Voltage checks and comparisons;

(d) Cleaning of appropriate electronic components;

(e) Performance testing of equipment;

(f) System adjustments for peak performance.

IV-30. If any equipment fails between quarterly visits, the contractor will
replace that as well. In addition, the contractor provides the following services as
provided in the contract:

(a) Unlimited replacement parts;

(b) Temporary substitution parts as needed (loaner parts);
(¢) On-site response within 24 hours of notification;

(d) Unlimited local telephone support;

() Unlimited unplanned visits;

() Maintenance and warranty records for the site.

IV-31. All personnel are obligated, through security procedure AXY, to report
observed problems with the security system to the security manager, who will
notify the contractor.

Budget and resource planning

IV-32. The security manager establishes objectives and goals for the
security system. Each year, the security manager determines the resources
necessary for the effective operation and maintenance of the security system,
including the following:

(a) Equipment purchase;

(b) Human resources;
(¢) Training;
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(d) Operational costs of the security system;
(e) Equipment maintenance;
(f)  All other activities relating to the security of radioactive sources.

IV-33. The security manager submits a request to the centre director for the
necessary financial and other resources.

IV-34. The centre director acts on this request through the regular budgeting
and resource planning process of the organization.

IV-35. As part of the evaluation process described below, the security manager
reviews the expenditure of resources against budget and resource projections and
ensures that actions are taken to address any deviations that might arise.

Evaluation for compliance and effectiveness

IV-36. The security manager develops and implements an annual security
evaluation for compliance with the applicable regulatory requirements and for
effectiveness in protecting the facility’s radioactive material.

IV-37. The scope of the evaluation addresses both the security system and
security management measures.

IV-38. Following the completion of the evaluation, the security manager
compiles the results and prepares an evaluation report that includes the following:

(a) The scope of the evaluation;

(b) The methods employed in the evaluation;

(c) The issues identified and their suspected causes;
(d) The conclusions of the evaluation;

(e) Recommendations for follow-up action.

IV-39. The recommendations for follow-up action will include the following:

(a) Any results that have to be reported immediately to the regulatory body;

(b) Other actions that have to be taken;

(¢c) Identification of who is responsible for each action;

(d) When each action has to occur;

(e) Responsibility for confirmation and documentation that each action has
been taken.
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IV-40. The security manager reviews the results with the centre director and
adjusts any follow-up actions as directed.

SECURITY SYSTEM

IV—41. This section describes the security system designed and implemented at
the University Medical Centre in order to protect the facility’s radioactive material,
consistent with national regulations for the security of radioactive material.

Threat information

IV-42. The regulatory body provides general information to the University
Medical Centre regarding the threat that the security system has to be designed
to protect against. If the security manager is notified about specific or increased
threat, the security manager shares this information by secure means (usually an
in-person meeting) with those facility staff who are authorized to receive security
sensitive information and have a need to know.

IV-43. The regulatory body for the security of radioactive material has
provided a representative threat statement. Based on this, the capabilities
of the external and insider threats were addressed through the technical and
administrative measures of the security system. Specifically, the response plan
addresses the number of external adversaries and their weapons. The technical
security measures were selected to counter the capabilities, tools, skills and
training of the external and insider adversaries. Further, administrative measures
were developed to adequately identify and report suspicious activity.

Security assessment methodology

IV-44. In order to design the security system, the following
approach was employed:

(1)  Security layers were selected around the targets to minimize access;

(2) Access controls were placed on the layers considering the threats and
operations;

(3) Barriers were installed and balanced to strengthen the boundary of the layers
to adequately delay any attempted penetration through the layers;

(4) Balanced detection and assessment were provided around the security
layers to detect any attempted penetration (ensuring timeliness by preceding
delay);
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(5) All electronic information (i.e. access control, detection assessment) was
routed to the central alarm station;

(6) Security procedures were developed and personnel were trained to ensure
the smooth integration between people and equipment;

(7) Performance tests were conducted to assure that the equipment and people
performed as intended.

Security system design

IV-45. Based on the regulations, the teletherapy and brachytherapy units
required two layers of security. Therefore, two security layers enclosing two
security areas were established around both the teletherapy and brachytherapy
sources. The barriers comprising the boundary of the security layers around
the teletherapy unit, in accordance with a graded approach as outlined in the
regulations, are more robust than those surrounding the security layer for the
brachytherapy unit. The security system designs for the teletherapy unit and the
brachytherapy unit are shown in Figs IV—4, IV-5 and IV-6. Details of access
control, detection, delay and response measures and security procedures are
described in the subsequent text.

Access control

IV—46. In accordance with article XXX of the applicable regulations for the
security of radioactive material, the following access control measures are in
place and are documented in procedure YZZ.

Video camera @ Radio

Dual technology (PIR+Microwave) motion sensor @= Glass break sensor

Electromagnetic lock @ Fixed duress switch

Balanced magnetic switch @-

Device tie-down

e N &

Electronic tamper indication device

2 Tamper indication seal
Mobile duress button s
High security mechanical lock

Q@

PIN pad/Proximity card reader

FIG. IV—4. Security measures employed in the security system.
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FIG. IV-6. Security system protecting the brachytherapy unit.

(a) Teletherapy unit:
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(@)

(i)

The teletherapy door is a steel plated lead lined security door with
protected high security hinges and mechanical steel bolts thrown into
the steel door jamb and ceiling. Further a high security electromagnetic
lock secures the door.

For access to the teletherapy unit, the mechanical bolts are released
by a mechanical level handle that is secured with a high security key.
The electromagnetic lock is released upon receipt of an authorized
personal identification number (PIN) and proximity card.



(iii) During non-business hours, the door to the teletherapy treatment room

(iv)

is locked by both high security mechanical and electromagnetic locks
that demand the use of a high security key, a proximity card and a
PIN to allow access. A balanced magnetic switch on the door and an
internal motion sensor are activated to detect unauthorized entry.
During business hours, the door to the teletherapy treatment room is
unlocked, but is under continuous observation by trained staff equipped
with a mobile duress button. Patients and other non-authorized persons
may enter only if accompanied by staff with authorized access.

(b) Brachytherapy unit:

(@)

(i)

During non-business hours, the door to the brachytherapy
treatment room is also locked by high security mechanical lock and
electromagnetic lock that demand the use of a high security key, a
proximity card and a PIN to allow access. During non-business hours,
a balanced magnetic switch on the door and an internal motion sensor
are activated to detect unauthorized entry.

During business hours, the door to the brachytherapy treatment
room is unlocked, but is under continuous observation by trained
staff equipped with a mobile duress button. Patients and other
non-authorized persons may enter only if accompanied by staff with
authorized access.

Detection (including assessment) and delay measures

IV-47. The security systems consist of the following detection, assessment and
delay measures (see procedures X, Y and Z):

(a) Teletherapy unit:

(@)

(i)

Detection: During non-business hours, detection of unauthorized
access to the teletherapy treatment room is provided by a balanced
magnetic switch on the door and a dual technology motion sensor
located inside the treatment room. During business hours, detection
is provided through continuous observation by trained staff equipped
with a mobile duress button and a radio transmitter. The electronic
tamper indication device remains armed 24 hours. A fixed duress
switch is also installed in the treatment room.

Assessment: During non-business hours alarms from the sensors are
communicated to the central alarm station of the University Medical
Centre. The security guard at the central alarm station views the
video images from the cameras located in the treatment room to
determine whether an intruder might be present. If so, the security
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(b)

(iii)

guard summons the local police. During business hours, assessment
is provided by staff concurrently with detection by observation. If
an intruder is present, the staff member summons the police by the
mobile duress button, radio or fixed duress switch.

Delay: Means of delay include the hardened door to the treatment
room equipped with an electromagnetic lock and the housing of
the teletherapy unit itself (which has to be partially disassembled to
remove the radioactive source).

Brachytherapy unit:

(@)

(i)

(iii)

Detection: During non-business hours, detection of unauthorized
access to the brachytherapy treatment room is provided by a balanced
magnetic switch on the door and a dual technology motion sensor
located inside the treatment room. During business hours, detection
is provided through continuous observation by trained staff equipped
with a mobile duress button and a radio transmitter. A fixed duress
switch is also installed in the treatment room.

Assessment: During non-business hours, alarms from the sensors
are communicated to the central alarm station of the centre. The
security guard at the central alarm station views the video images
from the cameras located in the treatment room to determine whether
an intruder might be present. If so, the security guard summons the
local police. During business hours, assessment is provided by staff
concurrently with detection by observation. If an intruder is present,
the staff member summons the police by the mobile duress button,
radio or fixed duress switch.

Delay: Means of delay include the hardened door to the treatment
room equipped with an electromagnetic lock and a fastening of the
brachytherapy unit to the floor.

SECURITY PROCEDURES

1v—48.
section summarizes the procedures used by staff to operate and maintain the
security system. The full written procedures are included in separate documents
issued to assigned staff.

In addition to the procedures for the actions described above, this

Routine, off-shift and emergency response

IV—49. Assigned staff have different responsibilities and follow different
procedures during business hours, non-business hours and emergency response.
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During business hours, sensors are deactivated and medical staff assume the
primary responsibility for detecting and assessing the presence of intruders and
summoning a response. During non-business hours, sensors are activated and
alarm monitoring staff are responsible for assessing the cause of an alarm and
summoning a response.

Opening and closing of facility

IV-50. At the beginning of each business day, two security guards open the
doors to the teletherapy and brachytherapy treatment rooms and deactivate
the sensors. They then conduct an examination of the treatment room and the
device to verify the absence of any signs of intrusion or tampering with delay
mechanisms or the device, confirm that the assigned medical staff responsible for
controlling access during business hours are present and are properly equipped
with the necessary communications equipment and report these actions to the
central alarm station.

IV-51. At the end of each business day, two security guards confirm that the
medical staff no longer have the need to access the treatment room and verify
that the device is appropriately secured. They then activate the sensors, lock the
treatment room doors and report these actions to the alarm monitoring station.

Key and lock control

IV-52. Upon determination by the security manager that a staff member is
authorized for unescorted access to radioactive material locations and/or secured
areas, the security manager will issue the staff member a proximity card and a
PIN. All user PINs are reset every 12 months, or more frequently in the event of a
compromise of a combination or a PIN, loss of a security key or termination of a
staff member’s access.

IV-53. The security manager is responsible for collecting proximity cards
when a staff member’s access authorization changes. In addition, the security
manager needs to verify every six months that each user qualifies for continued
access to the facility so that the proximity card and PIN can continue to be
valid. In the event that continued access is not verified within six months, the
system is programmed to deny personnel access until their authorization for
access is confirmed.
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Accounting and inventory

IV-54. In accordance with article XXX of applicable regulations, the
University Medical Centre performs periodic accounting for radioactive material
and establishes and maintains a radioactive material inventory as follows:

(a) Accounting: The [radiation protection officer or other designated position]
verifies the presence of the teletherapy source daily and the presence of
the brachytherapy sources weekly. These verifications are performed by
examination of the device to confirm the absence of tampering and by
review of radiation monitoring measurements. The [radiation protection
officer or other designated position] enters the results of each check on a
hard copy accounting log for the source immediately after performing the
verification. If the presence of the radioactive source cannot be verified, the
radiation protection officer immediately notifies the security manager, the
regulatory body and the local police or other designated response authority.

(b) Inventory: The [radiation protection officer] maintains an inventory of
radioactive sources at the University Medical Centre, which contains the
following information on each radioactive source:

(i) Location of the source;

(i1)) Radionuclide;

(iii)) Radioactivity on a specified date;

(iv) Serial number or unique identifier;

(v) Chemical and physical form;

(vi) Radioactive source use history and any internal movements, as
applicable;

(vii) Date and origin or destination of receipt, transfer or disposal of the
radioactive source.

IV-55. The radiation protection officer verifies the accuracy of the inventory
annually and adjusts the information on each radioactive source within 30
days of any change.

Receipt and transfer

IV-56. When receiving or transferring radioactive material, the security
manager will arrange for compensatory security measures appropriate for the
category of the material. Such measures might include the staffing of additional
security guards to protect the material while outside a secured facility location
or transport vehicle, and coordination with the local police force so that they are
aware the transfer is being made. When transferring radioactive material to an
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outside entity, the security manager will first verify with the regulatory body that
the entity has the necessary authorization to handle that material.

RESPONSE

IV-57. This section describes arrangements for responding to a nuclear
security event.

Security events

IV-58. The security manager has overall responsibility for making arrangements
for the response to a security event and has made the following arrangements:

(@)

(b)
(©
(d)

(©)
®

Contacted the police with the assistance of the regulatory body and arranged
a visit to the University Medical Centre for familiarization with the facility’s
radioactive material and associated equipment and devices, security system
and security management measures.

Confirmed the means by which the facility will notify the police following
detection and assessment of an alarm.

In coordination with the regulatory body, discussed with the police the threat
that responders have to be prepared to counter.

Obtained from the police the estimated response time and modified the
security system as necessary to provide sufficient delay to enable a timely
response.

Reached agreement with the police on any specific actions to be taken by
facility staff to facilitate a response.

Arranged for exercises of these arrangements for response to a security
event.

Communications

IV-59. The University Medical Centre employs the following means to
communicate with the police:

(a)
(b)
(©
(d)
(©)

Phones;

Fixed duress switches;
Radios;

Landline telephones;
Cell phones.
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IV-60. All of these are programmed to enable immediately communication
to [local law enforcement or other designated response authority] that a nuclear
security event is or might be occurring at the facility.

Security event reporting

IV-61. Following a security event, the security manager is responsible for
drafting a report on what occurred. The report is provided to the regulatory body
within 60 days after the incident, as required by article XXX of the applicable
regulations. The security manager will work together, with the response or
security organization as necessary, to understand how the security event
occurred and to determine what improvements have to be made to the security
of the facility.

Nuclear security during emergencies and contingencies

IV-62. To the extent feasible without endangering personnel safety, in the
event of a non-security conventional emergency such as fire, earthquake, flood or
hurricane, [designated staff with access to the radioactive source] will ensure that
all the teletherapy and brachytherapy devices are appropriately secured and the
treatment room doors are locked.

IV-63. In the event of failures in the security system, responsible staff will
implement the compensatory measures.

Increased threat level

IV-64. In accordance with article XXX of applicable regulations, when the
facility becomes aware of a heightened threat level, the security manager will
determine what immediate steps can be taken to increase security in order to
meet the increased threat level. Immediate measures might include deploying
additional security guards, changing PINs, alerting staff to additional risks,
testing security equipment and meeting with local police to develop and review
response plans. Modification of the security system will also be considered as
necessary, such as installing additional security cameras, new and/or additional
locks, new and/or additional alarm systems or other measures, such as structural
changes to the facility to better secure sources. The measures will be adopted as
quickly as possible.
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