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TAEA NUCLEAR SECURITY SERIES

Nuclear security issues relating to the prevention and detection of, and response
to, criminal or intentional unauthorized acts involving, or directed at, nuclear material,
other radioactive material, associated facilities or associated activities are addressed in the
IAEA Nuclear Security Series. These publications are consistent with, and complement,
international nuclear security instruments, such as the Convention on the Physical Protection
of Nuclear Material and its Amendment, the International Convention for the Suppression of
Acts of Nuclear Terrorism, United Nations Security Council resolutions 1373 and 1540, and
the Code of Conduct on the Safety and Security of Radioactive Sources.

CATEGORIES IN THE IAEA NUCLEAR SECURITY SERIES
Publications in the TAEA Nuclear Security Series are issued in the following categories:

e Nuclear Security Fundamentals specify the objective of a State’s nuclear security
regime and the essential elements of such a regime. They provide the basis for the
Nuclear Security Recommendations.

o Nuclear Security Recommendations set out measures that States should take to
achieve and maintain an effective national nuclear security regime consistent with the
Nuclear Security Fundamentals.

e Implementing Guides provide guidance on the means by which States could implement
the measures set out in the Nuclear Security Recommendations. As such, they focus on
how to meet the recommendations relating to broad areas of nuclear security.

e Technical Guidance provides guidance on specific technical subjects to supplement the
guidance set out in the Implementing Guides. They focus on details of how to implement
the necessary measures.

DRAFTING AND REVIEW

The preparation and review of Nuclear Security Series publications involves the IAEA
Secretariat, experts from Member States (who assist the Secretariat in drafting the publications)
and the Nuclear Security Guidance Committee (NSGC), which reviews and approves draft
publications. Where appropriate, open-ended technical meetings are also held during drafting
to provide an opportunity for specialists from Member States and relevant international
organizations to review and discuss the draft text. In addition, to ensure a high level of
international review and consensus, the Secretariat submits the draft texts to all Member States
for a period of 120 days for formal review.

For each publication, the Secretariat prepares the following, which the NSGC approves
at successive stages in the preparation and review process:

e An outline and work plan describing the intended new or revised publication, its
intended purpose, scope and content;

e A draft publication for submission to Member States for comment during the 120 day
consultation period;

e A final draft publication taking account of Member States’ comments.

The process for drafting and reviewing publications in the IAEA Nuclear Security
Series takes account of confidentiality considerations and recognizes that nuclear security is
inseparably linked with general and specific national security concerns.

An underlying consideration is that related IAEA safety standards and safeguards
activities should be taken into account in the technical content of the publications. In particular,
Nuclear Security Series publications addressing areas in which there are interfaces with safety
— known as interface documents — are reviewed at each of the stages set out above by
relevant Safety Standards Committees as well as by the NSGC.
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FOREWORD

by Rafael Mariano Grossi
Director General

The TAEA Nuclear Security Series provides international consensus
guidance on all aspects of nuclear security to support States as they work to fulfil
their responsibility for nuclear security. The IAEA establishes and maintains
this guidance as part of its central role in providing nuclear security related
international support and coordination.

The IAEA Nuclear Security Series was launched in 2006 and is
continuously updated by the IAEA in cooperation with experts from Member
States. As Director General, I am committed to ensuring that the IAEA maintains
and improves upon this integrated, comprehensive and consistent set of up to
date, user friendly and fit for purpose security guidance publications of high
quality. The proper application of this guidance in the use of nuclear science
and technology should offer a high level of nuclear security and provide the
confidence necessary to allow for the ongoing use of nuclear technology for the
benefit of all.

Nuclear security is a national responsibility. The IAEA Nuclear Security
Series complements international legal instruments on nuclear security and serves
as a global reference to help parties meet their obligations. While the security
guidance is not legally binding on Member States, it is widely applied. It has
become an indispensable reference point and a common denominator for the vast
majority of Member States that have adopted this guidance for use in national
regulations to enhance nuclear security in nuclear power generation, research
reactors and fuel cycle facilities as well as in nuclear applications in medicine,
industry, agriculture and research.

The guidance provided in the IAEA Nuclear Security Series is based on
the practical experience of its Member States and produced through international
consensus. The involvement of the members of the Nuclear Security Guidance
Committee and others is particularly important, and I am grateful to all those who
contribute their knowledge and expertise to this endeavour.

The IAEA also uses the guidance in the [AEA Nuclear Security Series when
it assists Member States through its review missions and advisory services. This
helps Member States in the application of this guidance and enables valuable
experience and insight to be shared. Feedback from these missions and services,
and lessons identified from events and experience in the use and application of
security guidance, are taken into account during their periodic revision.



I believe the guidance provided in the IAEA Nuclear Security Series and its
application make an invaluable contribution to ensuring a high level of nuclear
security in the use of nuclear technology. I encourage all Member States to
promote and apply this guidance, and to work with the IAEA to uphold its quality
now and in the future.

EDITORIAL NOTE

This publication does not address questions of responsibility, legal or otherwise, for acts
or omissions on the part of any person.

Guidance issued in the IAEA Nuclear Security Series is not binding on States, but
States may use the guidance to assist them in meeting their obligations under international
legal instruments and in discharging their responsibility for nuclear security within the State.
Guidance expressed as ‘should’ statements is intended to present international good practices
and to indicate an international consensus that it is necessary for States to take the measures
recommended or equivalent alternative measures.

Security related terms are to be understood as defined in the publication in which they
appear, or in the higher level guidance that the publication supports. Otherwise, words are used
with their commonly understood meanings.

An appendix is considered to form an integral part of the publication. Material in an
appendix has the same status as the body text. Annexes are used to provide practical examples
or additional information or explanation. Annexes are not integral parts of the main text.

Although great care has been taken to maintain the accuracy of information contained
in this publication, neither the IAEA nor its Member States assume any responsibility for
consequences which may arise from its use.

The use of particular designations of countries or territories does not imply any
Jjudgement by the publisher, the IAEA, as to the legal status of such countries or territories, of
their authorities and institutions or of the delimitation of their boundaries.

The mention of names of specific companies or products (whether or not indicated as
registered) does not imply any intention to infringe proprietary rights, nor should it be construed
as an endorsement or recommendation on the part of the IAEA.
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1. INTRODUCTION

BACKGROUND

1.1. Publications in the IAEA Nuclear Security Series provide nuclear security
guidance to States to assist in establishing, implementing and maintaining their
national nuclear security regimes.

1.2. Nuclear security culture is defined as “The assembly of characteristics,
attitudes and behaviour of individuals, organizations and institutions which
serves as a means to support, enhance and sustain nuclear security” [1-3]. As
this definition indicates, nuclear security culture is an important component of
an effective nuclear security regime. Essential Element 12 (para. 3.12(c)) of
the Nuclear Security Fundamentals [4] states that “Developing, fostering and
maintaining a robust nuclear security culture” contributes to the sustainability
of a nuclear security regime, and the Nuclear Security Recommendations
publications [1-3] underscore the importance of a robust nuclear security culture.
Nuclear security culture' is also one of the 12 Fundamental Principles of the 2005
Amendment to the Convention on the Physical Protection of Nuclear Material [5],
which entered into force in May 2016 and states that “All organizations involved
in implementing physical protection should give due priority to the security
culture, to its development and maintenance necessary to ensure its effective
implementation in the entire organization.”

1.3. The current publication is intended to help States develop, enhance and
maintain a robust nuclear security culture; it complements and follows:

(a) TAEA Nuclear Security Series No. 7, Nuclear Security Culture [6], which
provides a model for nuclear security culture and identifies the roles and
responsibilities of various nuclear security stakeholders;

(b) TAEANuclear Security Series No. 28-T, Self-assessment of Nuclear Security
Culture in Facilities and Activities [7], which provides a methodology for
nuclear security culture self-assessment.

1.4. The IAEA has also issued several publications on enhancing nuclear safety
culture [8-13]. Much of the information in these publications also applies to
nuclear security culture, as both nuclear safety culture and nuclear security culture

! For historical reasons, nuclear security culture is referred to in the Amendment to the
Convention on the Physical Protection of Nuclear Material [5] as ‘security culture’.



are part of an overall organizational culture. For example, relevant requirements
for enhancing nuclear safety culture are specified in IAEA Safety Standards
Series No. GSR Part 2, Leadership and Management for Safety [8]. In addition,
both nuclear safety culture and nuclear security culture focus on promoting the
attitudes and behaviour required to support each discipline.

OBJECTIVE

1.5. This publication is intended to provide practical guidance on how to implement
a systematic approach to enhancing nuclear security culture. This publication is
provided for use by States; competent authorities with responsibilities relating to
nuclear security; and the operators of associated facilities and activities, including
managers and other personnel?.

SCOPE

1.6. A graded approach can be used to implement nuclear security culture
enhancement, as described in this publication, for nuclear and other radioactive
material and associated facilities and activities. The enhancement of nuclear
security culture, as described, may also be applied to nuclear security culture in
organizations with responsibilities for the security of nuclear and other radioactive
material out of regulatory control, but detailed guidance for those types of
organization is not provided in this publication.

1.7. As managers can strongly affect nuclear security culture, this publication
includes guidance on enhancing management skills to better support nuclear
security and the stakeholder organization as a whole.

1.8. This publication addresses enhancing nuclear security culture within all
stakeholder organizations, including operators or competent authorities who
regulate or support regulated entities.® The operator has the primary responsibility
for implementing nuclear security measures for nuclear and other radioactive

2 In the context of this publication, personnel are all people (including staff, managers,
contractors, vendors and collaborators) who work to support an associated facility or associated
activity. A manager is any person who has authority over a group of subordinates.

3 In the context of this publication, the term ‘organization’ is used to mean any entity
associated with nuclear and other radioactive material (e.g. an operator of a facility or activity,
a competent authority, a guard or response force, the police, law enforcement, customs).



material, and associated facilities and associated activities. These responsibilities
are overseen and supported by various competent authorities, such as regulatory
bodies and law enforcement agencies, who need a robust nuclear security culture
to function effectively. This publication is also intended for any stakeholders
whose only involvement with regulated facilities or activities is through their
authorized access to sensitive information about such facilities or activities.

STRUCTURE

1.9. Section 2 highlights the roles, responsibilities and activities of those involved
in a nuclear security culture enhancement programme. Section 3 describes the
key elements of such a programme. The annexes provide detailed examples and
information on nuclear security culture. Annex I provides examples of how the
attitudes and behaviour of personnel impact the overall effectiveness of nuclear
security. Annex Il provides a matrix of nuclear security culture indicators and
examples of activities that can be undertaken to enhance nuclear security culture.
Annex III describes the training that personnel, and specifically managers, can
take to enhance nuclear security culture. Annex IV provides a sample nuclear
security culture code of conduct. Annex V provides a completed action plan
sample. Annex VI summarizes how nuclear security culture can evolve.

2. ROLES, RESPONSIBILITIES AND ACTIVITIES
FOR THE ENHANCEMENT OF NUCLEAR
SECURITY CULTURE

2.1. Fundamental Principle F of the Amendment to the Convention on the
Physical Protection of Nuclear Material [5], on security culture, requires all
organizations involved in implementing physical protection to give due priority
to nuclear security culture.

2.2. In addition, Essential Element 12 of the IAEA Nuclear Security
Fundamentals [4] states:

“A nuclear security regime ensures that each competent authority
and authorized person and other organizations with nuclear security



responsibilities contribute to the sustainability of the regime by:
Developing, fostering and maintaining a robust nuclear security culture”.

2.3. An effective nuclear security culture contributes to the ability of personnel
to effectively mitigate potential threats to nuclear and other radioactive material
and associated facilities and activities. Moreover, an effective nuclear security
culture instils attitudes and behaviour that result in personnel adopting a more
rigorous and prudent approach to their nuclear security responsibilities. It can
also increase vigilance and increase correct reactions to abnormal and unexpected
situations. Within organizations that have a strong nuclear security culture, the
increased level of vigilance and professional adherence by all personnel to good
nuclear security practices should lead to personnel being less likely to commit
a malicious act.

EFFECTIVE NUCLEAR SECURITY CULTURE

2.4. An effective nuclear security culture strengthens nuclear security by
encouraging personnel, including managers, to do the following:

(a) Improve their understanding of threats to, and vulnerabilities of, nuclear and
other radioactive material and associated facilities and activities, as well as
sensitive information;

(b) Build a common understanding and awareness of nuclear security at all
levels (including the State, competent authorities, facilities and activities),
and enhance coordination among nuclear security stakeholders;

(c¢) Involve all stakeholders in promoting the importance of nuclear security;

(d) Build an atmosphere of individual and collective responsibility for nuclear
security;

(e) Have a sense of pride in performance and job satisfaction, potentially
dissuading disgruntled personnel who might carry out malicious acts from
doing so;

(f) Increase their commitment to security objectives and exhibit behaviour
supporting nuclear security that is beyond compliance with job requirements;

(g) Promote appropriate allocation of human, technical and financial resources
to nuclear security;

(h) Reduce human error and its impact on the effectiveness of nuclear security
systems and measures;

(i)  Establish an atmosphere of respect for all nuclear security personnel;

(j)  Act on lessons learned and other feedback, as appropriate, to continuously
improve nuclear security.



2.5. Each organization already has an existing nuclear security culture. However,
this nuclear security culture can be enhanced. An enhanced nuclear security culture
will increase the stakeholder’s ability to maintain effective nuclear security and
support the continuous improvement of nuclear security. A collective effort by
personnel to enhance nuclear security has benefits. For example, personnel in
facilities or involved in activities with a strong nuclear security culture might be
more vigilant and have fewer inspection findings and enforcement actions. This
can improve relationships among stakeholders, including the public.

2.6. Moreover, the human factor plays a critical role in ensuring that the
nuclear security regime can meet evolving challenges and threats. Personnel
who understand that their contribution to nuclear security is important — owing
to a strong nuclear security culture — will be motivated to implement nuclear
security more effectively and vigilantly than personnel in an organization with a
weak nuclear security culture. In this way, these personnel help improve nuclear
security as a whole.

2.7. The approach to enhancing nuclear security culture presented in this
publication can continuously improve nuclear security and help organizations
successfully fulfil their missions. Using the roles and responsibilities outlined in
the remainder of Section 2, as well as the key elements for a programme at the
organizational level to enhance nuclear security culture outlined in Section 3, each
organization with responsibility for nuclear security can take steps to minimize the
gap between the current state of the nuclear security culture and the desired state.

ROLES, RESPONSIBILITIES AND ACTIVITIES AT THE STATE LEVEL

2.8. Reference [6] states:

“Security culture has three major components. The first concerns the policy
that the State wishes to put into practice, in particular given the national
and international contexts. The second is the organization introduced within
each body concerned, particularly to apply the policy fixed by the State. In
this component, a distinction must be made between what comes under the
organization itself and what concerns its managers. The third component is
the attitude adopted by the various individuals at all levels to implement this
policy and to incorporate it into their work.”



2.9. Inother words, the nuclear security culture within a State has three categories
of actors with roles relevant to nuclear security:

(a) The State itself.

(b) Organizations associated with nuclear and other radioactive material, such
as operators of facilities and activities, competent authorities, guard or
response forces, police, law enforcement and customs authorities.

(¢) Individuals, including the following:

(i)  The head of the organization®*;

(il)) Managers within the organizations;

(iii)) Other personnel, including staff, contractors, vendors or other
collaborators, who work in or support facilities and activities.

2.10. Additional roles that might be identified by the State or by organizations to
enhance nuclear security include, at the national level, a nuclear security culture
enhancement group, and at the organizational level, nuclear security culture
coordinators, whose potential responsibilities are discussed further in paras
2.21-2.37 and 2.54-2.63, respectively.

2.11. The following subsections provide a set of roles, responsibilities and
activities that various stakeholders can use to enhance nuclear security.

Roles, responsibilities and activities of the State

2.12. Depending on the structure of the State’s nuclear security regime, the State
should undertake multiple activities to enhance nuclear security culture within
relevant organizations; some of these activities can be delegated to a competent
authority. Activities that may be performed by the State or its delegate are
described in paras 2.13-2.20.

Establishing policy

2.13. The State should promote a strong nuclear security culture. In so doing,
the State may establish, develop and implement a policy for nuclear security
culture enhancement within its legislative and regulatory framework for nuclear
security, as appropriate, given the structure of the State’s nuclear security regime.
Establishing, developing and implementing a policy for nuclear security culture
enhancement will help States build a robust nuclear security culture to meet these

4 The head of an organization might be an administrator, chief, director or other person
in charge.



obligations under the Amendment to the Convention on the Physical Protection
of Nuclear Material [5] and the objectives of Essential Element 12 of Ref. [4].

2.14. A State’s policy for nuclear security culture enhancement should have three
major objectives:

(a) Continuously improve the effectiveness of the nuclear security regime;

(b) Emphasize the importance of taking personal responsibility for nuclear
security;

(c) Promote, establish and sustain the attitudes and behaviour that support
effective nuclear security and personal responsibility for nuclear security.

2.15. The establishment, development and implementation of the policy reflects
a clear understanding of the need to enhance nuclear security culture as well as
its major aspects. Some examples of the potential impact of nuclear security
culture on the effectiveness of nuclear security at the organizational level are
described in Annex 1.

2.16. The specifics of the policy for the enhancement of nuclear security culture
could be based on an assessment of the threat as well as activities undertaken
within the State involving nuclear and other radioactive material. A range of
nuclear security stakeholders should be involved in the development of the State’s
policy for the enhancement of nuclear security culture.

Designating responsibilities

2.17. The State may designate responsibilities for nuclear security culture
enhancement to organizations that are responsible, either directly or indirectly, for
the protection of nuclear and other radioactive material and associated facilities
and activities. These organizations will vary depending on the structure of the
State’s nuclear security regime. Organizations with responsibilities designated by
the State include the following:

(a) Competent authorities;

(b) Those who promote or manage the use of nuclear energy (e.g. training
centres, fuel fabrication facilities);

(¢) Those who are licensed or authorized to use, store or transport nuclear and
other radioactive material for industrial research and other peaceful uses
(e.g. nuclear facilities, hospitals);

(d) Guard or response forces and customs authorities.



Allocating resources

2.18. The State should allocate resources to appropriate competent authorities
in order for them to conduct nuclear security culture enhancement activities
(e.g. providing oversight, designating responsibilities, drafting regulations,
providing recommendations, defining requirements, providing training).

Assigning responsibility

2.19. The State may choose to establish a nuclear security culture enhancement
group to oversee nuclear security culture enhancement efforts in the State.
If a nuclear security culture enhancement group is established, this group will
set the strategy, guidelines and structure supporting the State’s programme for
nuclear security culture enhancement. This group should include representatives
of the State, competent authorities, operators of facilities and activities, nuclear
safety and security experts, psychologists, sociologists and other stakeholders
(e.g. representatives of nuclear security support centres). The nuclear security
culture enhancement group sets the strategy to enhance the State’s nuclear
security culture and provides high level oversight for its implementation. The
nuclear security culture enhancement group also provides a central mechanism for
coordinating nuclear security culture efforts rather than a regulatory mechanism.
The roles and responsibilities of the nuclear security culture enhancement group
are discussed in more detail in paras 2.21-2.37.

Additional responsibilities of the State

2.20. The State and competent authorities have several additional responsibilities
for nuclear security culture enhancement, including the following:

(a) Promoting the enhancement of nuclear security culture in organizations
under its jurisdiction.

(b) Educating regulatory inspectors so that they better understand and evaluate
nuclear security culture.

(c) Overseeing, through the regulatory body, the operators’ nuclear security
culture efforts. The regulatory body should be independent of the operators.

(d) Advising stakeholders to cooperate with international organizations on
nuclear security.

(e) Encouraging organizations to participate in relevant nuclear security
meetings and workshops, as appropriate.



Roles, responsibilities and activities of the nuclear security culture
enhancement group

2.21. As stated in para. 2.19, the State may establish a nuclear security culture
enhancement group to set the strategy, guidelines and structure supporting the
State’s policy for nuclear security culture enhancement.

2.22. The nuclear security culture enhancement group should maintain
independence from the regulatory body. However, this should not prevent
representatives of the regulatory body and the operator from serving in the
nuclear security culture enhancement group. Having representatives of both these
organizations serve in the group would promote information sharing on nuclear
security culture enhancement. For example, the regulatory body could provide
information to the operators about nuclear security culture requirements and make
sure indicators of lowered performance are being addressed. In addition, including
a human factors expert, a psychologist, a sociologist, a nuclear security expert, a
nuclear safety expert and members of the State will increase the effectiveness of
the nuclear security culture enhancement group.

2.23. The members of the nuclear security culture enhancement group should
undertake introductory training to learn core concepts and gain a common
understanding of nuclear security culture (for additional information about training
for members of the nuclear security culture enhancement group, see para. 3.35).

2.24. Activities that could be performed by the nuclear security culture
enhancement group, if the State decides to convene such a group, are described
in paras 2.25-2.37.

Developing strategy

2.25. The nuclear security culture enhancement group should develop a strategy for
the enhancement of nuclear security culture within the State. The strategy should
include identifying key elements to be included in organizations’ programmes
(see Section 3 for suggestions for key elements), drafting and distributing
guidance on implementing the strategy and providing high level oversight of its
implementation.

2.26. When developing the strategy, the nuclear security culture enhancement
group should review the existing practices and approaches including, if
appropriate, those used to enhance nuclear safety.



2.27. The nuclear security culture enhancement group should also determine a
process to review and update the strategy for the enhancement of nuclear security
culture. The need for modifications of this strategy might be identified after pilot
programmes have been conducted and assessed, after results of self-assessments
are analysed or if trends indicating a pattern of problems in nuclear security
within the State are identified. It is recommended that the nuclear security culture
enhancement group regularly update the strategy.

2.28. The following are questions to consider when developing the nuclear
security culture enhancement strategy:

(a) Are the expectations for nuclear security clearly communicated to
stakeholders, including operators?

(b) Do competent authorities and operators consider nuclear security and
nuclear safety to be equally important?

(c) Are personnel receiving training in the appropriate skills and knowledge
to effectively conduct their work and respond to abnormal and unexpected
situations?

(d) Isthere a State level event reporting system that distributes relevant lessons
learned to avoid repeated errors?

(e) Isthere a State level requirement for the operators of facilities and activities
to conduct self-assessments on nuclear security culture?

(f) Is there a State level requirement to conduct root cause analyses and does it
cover human factor issues?

(g) Is there a State level requirement for the operator of a facility or activity to
implement a personnel assistance programme to decrease potential insider
threats (see para. 3.51 for additional information on personnel assistance
programme)?

(h) Has a training analysis been conducted for personnel?

(i) Do managers receive training in enhancing nuclear security culture and
motivating personnel?

Providing support
2.29. The nuclear security culture enhancement group should meet as needed to
identify and develop support materials, such as training, poster campaigns and

reference documents for the nuclear security culture coordinator.

2.30. As part of enhancing nuclear security culture within the State, organizations
may identify a nuclear security culture coordinator: an officially designated
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person or persons to lead an organization’s efforts to enhance nuclear security
culture (see paras 2.42, 2.43 and 2.54-2.63).

2.31. The nuclear security culture enhancement group should identify content for
and authorize the development of training materials and other resources for the
nuclear security culture coordinators. The group should also establish a process
to provide nuclear security culture coordinators with initial and refresher training.
Training topics could include core concepts of nuclear security culture, how to
conduct self-assessments, how to develop and implement an action plan and how
to implement change.

2.32. The nuclear security culture enhancement group should regularly meet with
the nuclear security culture coordinators to review progress, identify and resolve
common issues, share good practices and provide the nuclear security culture
coordinators with resources (e.g. training materials, posters, videos, brochures,
newsletters) to support an enhanced nuclear security culture programme.

2.33. The nuclear security culture enhancement group members should also
(a) mentor the nuclear security culture coordinators, (b) keep the nuclear
security culture coordinators up to date on the development of the action plan
and topics relating to nuclear security and nuclear security culture, and (c) advise
nuclear security culture coordinators about solutions to issues that can affect
action plan items.

Evaluating and improving effectiveness

2.34. The nuclear security culture enhancement group should maintain current
knowledge regarding nuclear security events that have occurred and evolving
domestic and international threats. The group should analyse these events and
consider how an enhanced nuclear security culture could address or mitigate
them. In this way, the nuclear security culture enhancement group’s efforts will
remain relevant and continue to address evolving threats to nuclear and other
radioactive material and associated facilities and activities.

2.35. The nuclear security culture enhancement group should also provide

information to the nuclear security culture coordinators on nuclear security events
and trends that might help identify areas for improvement, as applicable.
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Developing a code of conduct

2.36. The nuclear security culture enhancement group should develop a
model nuclear security culture code of conduct for personnel within relevant
organizations. More information on a nuclear security culture code of conduct is
provided in paras 3.52 and 3.53.

Advocating for nuclear security culture

2.37. Members of the nuclear security culture enhancement group may advocate
to strengthen nuclear security culture within their organizations and lobby for
resources, regulations, oversight and general infrastructure needs to support
the State’s nuclear security regime. In addition, stakeholders should regularly
report relevant progress, achievements and issues to the nuclear security culture
enhancement group to help evaluate and improve the effectiveness of nuclear
security culture.

ROLES, RESPONSIBILITIES AND ACTIVITIES AT THE
ORGANIZATIONAL LEVEL

2.38. Each organization with nuclear security responsibilities may develop and
implement a programme for the enhancement of nuclear security culture. Before
developing and implementing this programme, each organization should identify
the new attitudes and behaviour necessary to develop and maintain a strong nuclear
security culture. Once the characteristics of a strong nuclear security culture and
supportive practices are identified, each stakeholder should then assess the current
state of nuclear security culture and determine the gap between the current state
and the desired state.

Roles, responsibilities and activities of the head of the organization
2.39. The head of an organization with nuclear security responsibilities should
pursue implementation activities for the enhancement of nuclear security culture.
He or she thereby promotes attitudes and behaviour that support a continuous
cycle of improving nuclear security effectiveness (see paras 2.40-2.53).

Announcing programme

2.40. The head of an organization with nuclear security responsibilities should
announce the programme for the enhancement of nuclear security culture to
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personnel. The head of the organization should also describe how the programme
is to be implemented in accordance with the guidance on, and the strategy for,
the enhancement of nuclear security culture provided by the State or the nuclear
security culture enhancement group, if established. For example, the head of the
organization may issue an official document to all personnel announcing the
establishment of the programme for the enhancement of nuclear security culture,
stressing the need for cooperation.

2.41. In addition, the head of the organization is responsible for deciding how
best to implement the programme for the enhancement of nuclear security culture.

2.42. The head of an organization with nuclear security responsibilities may
designate a person or persons who will assume the roles and responsibilities of the

nuclear security culture coordinator, described in more detail in paras 2.54-2.63.

2.43. The head of the organization should ensure that the nuclear security culture
coordinators complete training for their roles and responsibilities.

Allocating resources

2.44. The head of the organization should provide for the appropriation of the
resources to be allocated to the programme for the enhancement of nuclear
security culture. The head of the organization should also support the provision of
nuclear security culture training to all personnel.

Authorizing code of conduct

2.45. The head of the organization should authorize a nuclear security culture
code of conduct (see example in Annex IV) and act in accordance with the code
of conduct. More information on this topic is provided in paras 3.52 and 3.53.
Authorizing self-assessment review and results

2.46. The head of the organization should authorize nuclear security culture
self-assessments, review the results of the assessments and distribute the
results to personnel.

Reviewing action plan and results

2.47. As discussed in more detail in paras 3.12-3.30, a nuclear security culture
action plan should be developed for the organization. The action plan should
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describe enhancement efforts, which might include self-assessments. Although
the nuclear security culture coordinator is responsible for developing and
implementing the action plan, the head of the organization should review and
authorize the nuclear security culture action plan, ensure that resources are
available to implement it and oversee its implementation.

Evaluating and improving effectiveness

2.48. The head of the organization should review the outcomes and lessons
learned from the nuclear security culture enhancement programme. The head
of the organization should also give feedback to the nuclear security culture
coordinator and nuclear security culture enhancement group, if applicable.

2.49. In addition, the head of the organization should establish mechanisms
for reporting abnormal occurrences and nuclear security concerns, tracking
resolution of corrective actions and ensuring that corrective actions are taken in
a timely manner.

Demonstrating leadership
2.50. Reference [6] states:

“Management systems must be put in place for each security function to
define expectations, implement and maintain processes, measure progress,
assess compliance, improve performance on the basis of experience, and
manage change.”

2.51. Examples of elements of effective management systems are described
in section 4.3 of Ref. [6]. The head of the organization should review these
management system elements and ensure that they are implemented, as appropriate.

2.52. The head of the organization should act as a positive role model and support
effective nuclear security culture by adhering to all nuclear security requirements,
showing leadership behaviour as discussed in Ref. [6] and establishing the
expectation that personnel adhere to high standards of individual and collective
behaviour in support of a strong nuclear security culture.
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2.53. In addition, the head of the organization should foster leadership behaviour
among all levels of personnel through the following:

— Establishing clear expectations and accountability regarding personnel
behaviour relating to nuclear security.

— Communicating nuclear security priorities to personnel.

— Establishing mechanisms to promote behaviour that supports and enhances
nuclear security, such as a programme that encourages and acts on
suggestions from personnel. More information on a personnel suggestion
programme is provided in para. 3.49.

Roles, responsibilities and activities of the nuclear security culture
coordinator

2.54. As stated in para. 2.30, as part of enhancing nuclear security culture within
the State, each organization may identify a nuclear security culture coordinator to
lead the organization’s efforts in enhancing nuclear security culture.

2.55. Depending on the scope of the nuclear security responsibilities of the
organization, the position of nuclear security culture coordinator may be a
full-time position or a part-time position. If the position is part-time, the roles
and responsibilities of the nuclear security culture coordinator may be shared and
included in those undertaken by a person or persons in another nuclear security
related position.

2.56. The nuclear security culture coordinator should promote and support the
attitudes and behaviour necessary for continual improvement of nuclear security
culture within the organization. The nuclear security culture coordinator is
responsible for emphasizing the importance of nuclear security, reminding all
personnel of the credibility of threats to nuclear and other radioactive material
and associated facilities and activities. The nuclear security culture coordinator
should continually motivate personnel to maintain the effectiveness of the nuclear
security system.

2.57. The nuclear security culture coordinator should have a general knowledge
of nuclear and other radioactive material associated with the organization, as
applicable, as well as the relevant nuclear security requirements. He or she should
be positioned at a high enough level, or have the appropriate level of authority,
to initiate changes within the organization and to regularly inform the head of the
organization of the efforts, progress and results.
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2.58. Depending on the size of the organization, the nuclear security culture
coordinator might have assistants with complementary skills and experience in
nuclear material accounting and control, radioactive source registry, physical
protection, psychology, sociology, safety, transport, or guard or response forces. For
example, assistants might (a) provide advice on how to develop a self-assessment
questionnaire, (b) give input on appropriate scenarios to be illustrated in videos
or (c) review posters and training materials for technical accuracy. Assistants may
also help implement nuclear security culture enhancement activities in different
buildings, departments or areas.

2.59. The nuclear security culture coordinator may undertake a number of
activities to enhance nuclear security culture (see paras 2.60-2.63).

Developing nuclear security culture action plan

2.60. The nuclear security culture coordinator should establish the goals of the
nuclear security culture enhancement programme and develop an action plan
describing future enhancement efforts, which may include self-assessment.
The head of the organization is responsible for approving the nuclear security
culture action plan.

2.61. The nuclear security culture coordinator should regularly review action plan
progress, track accomplishments and adjust the nuclear security culture action
plan and its associated details as appropriate. Less frequently, the nuclear security
culture coordinator should lead a self-assessment to evaluate the results of the
nuclear security culture enhancement programme. He or she should adjust the
nuclear security culture action plan as appropriate. More detailed information on
the development and implementation of the nuclear security culture action plan is
provided in paras 3.12-3.30.

Reporting progress made and status of nuclear security culture within the
organization

2.62. The nuclear security culture coordinator should regularly report action plan
progress as well as the status of nuclear security culture activities to the head of
the organization.

Developing code of conduct

2.63. The nuclear security culture coordinator should develop and disseminate
the nuclear security culture code of conduct (see example in Annex IV) and act in
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accordance with the code of conduct. More information on this topic is provided
in paras 3.52 and 3.53.

ROLES, RESPONSIBILITIES AND ACTIVITIES AT THE INDIVIDUAL
LEVEL

Roles, responsibilities and activities of managers
2.64. Reference [6] states:

“Managers influence culture throughout their organization through their
leadership and management practices. With sustained effort, and by
employing the incentives and disincentives at their disposal, they must
establish patterns of behaviour and even alter the physical environment.
Senior managers are responsible for defining and revising policies and
protection objectives; operational managers are in charge of initiating
practices that comply with these objectives. Through their behaviour,
managers demonstrate their commitment to nuclear security and, in so
doing, play an important role in promoting nuclear security culture within
the organization.”

2.65. Effectivenuclearsecurity depends onindividual managers. Theirinvolvement
is key to establishing a strong nuclear security culture because personnel will judge
what is important by the words and behaviour of these managers. Managers can
enhance nuclear security culture through good management techniques, by being
a positive nuclear security role model, by obeying nuclear security requirements
and by following nuclear security procedures. Managers should complete nuclear
security culture training and stay up to date with nuclear security trends to better
understand nuclear security culture and set an example for personnel.

2.66. Managers should hold themselves to the same level of accountability as
subordinates for following nuclear security requirements. They should also report,
without fear of reprisal, any unusual occurrences and create a work environment
that encourages personnel to report nuclear security concerns and abnormal
behaviour. In addition, managers will sign the nuclear security culture code of
conduct, promote its contents and act accordingly. Managers must also protect all
sensitive information and assets.

2.67. Managers are encouraged to maintain an overall positive work environment.
Such a work environment can increase productivity and decrease safety and
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security events. It might also reduce potential insider threats by increasing job
satisfaction, thereby decreasing the possibility that personnel will perform,
support or ignore a malicious act.

2.68. Managers should use effective management skills to improve the work
environment and strengthen nuclear security culture. They should strive to
achieve the following:

(a) Resolve conflict in a timely manner;

(b) Support the implementation of the management systems identified in
Ref. [6], as authorized by the head of the organization;

(¢) Hold personnel accountable for their behaviour and continually motivate
them to enhance nuclear security effectiveness;

(d) Encourage personnel to have the appropriate questioning attitude that
supports continuous improvement of nuclear security;

(e) Actively support nuclear security culture training for subordinates as well as
verify that personnel complete such training when necessary.

2.69. In addition, managers should complete all required training and seek new
opportunities to improve their management skills. These skills might include
effective communication and motivation of personnel (additional information on
management training topics is provided in Annex III).

2.70. Managers should show commitment to nuclear security by supporting
organizational nuclear security policies and procedures as well as the nuclear
security culture action plan and self-assessments. Managers may underscore the
importance of nuclear security by holding regular meetings to define expectations
and check for understanding of nuclear security requirements. The nuclear
security culture coordinator should be invited to the meetings to discuss activities
under way to enhance nuclear security culture and to ask for ideas for additional
activities that could improve the effectiveness of nuclear security.

2.71. Managers should take the opportunity at forums such as meetings,
presentations, and informal and formal gatherings to stress to personnel
the importance of (a) protecting nuclear and other radioactive material and
associated facilities and activities, as well as sensitive information and assets,
and (b) adhering to nuclear security requirements. Managers should maintain
appropriate information on nuclear security and nuclear security culture in
a central location and encourage personnel to access these resources. This
information might include nuclear security culture training materials, visual aids
(e.g. posters, policy, videos) and reference documents (e.g. brochures). Managers
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should share these resources with personnel and have the resources displayed
inside and outside their offices.

2.72. In addition, managers should propose enhancements and revisions to nuclear
security requirements based on periodic reviews and regular walkthroughs to
observe subordinates in the field. Managers should ask for feedback to help
adjust the nuclear security culture action plan. Managers may interact with
personnel during walkthroughs to discuss nuclear security concerns as well as
ideas to improve work processes, environments and levels of job satisfaction.
Managers can reinforce good behaviour through constructive feedback during
the walkthroughs.

2.73. Managers should review the effectiveness of the current nuclear security
system to determine if it is adequate for current and future circumstances. In doing
so, they may conduct regular risk assessments, participate in nuclear security
exercises and determine how to eliminate deficiencies.

2.74. Overall, managers should seek to continually improve nuclear security
effectiveness and achieve the three stages of nuclear security culture (see
Annex VI for further information):

(a) Stage 1: Nuclear security is based on rules and regulations.
(b) Stage 2: Nuclear security becomes an organizational goal.
(¢) Stage 3: Nuclear security is continually improved.

Roles, responsibilities and activities of personnel

2.75. Personnel at all levels of organizations should support nuclear security
culture enhancement through the following activities:

(a) Protecting all sensitive information and assets;

(b) Taking responsibility for nuclear security;

(c) Completing all required nuclear security training, and giving feedback on its
effectiveness and value;

(d) Complying with nuclear security rules, regulations and procedures, and
proposing changes as needed;

(e) Knowing how to access nuclear security and nuclear security culture
resources;

(f) Reporting abnormal activity and nuclear security concerns;

(g) Supporting managers in creating and maintaining a work environment that
encourages reporting of abnormal activity and nuclear security concerns;
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(h) Suggesting improvements to nuclear security and its effectiveness;

(i)  Giving feedback to managers and the nuclear security culture coordinator about
programme effectiveness, training, job satisfaction and work environment;

()  Questioning unusual activities performed by other personnel;

(k)  Encouraging positive nuclear security behaviour in others;

(I)  Adhering to the nuclear security culture code of conduct.

3. KEY ELEMENTS OF A PROGRAMME FOR THE
ENHANCEMENT OF NUCLEAR SECURITY CULTURE

3.1. Organizations can consider all elements identified in this publication
for inclusion in a programme for the enhancement of nuclear security culture.
However, a graded approach can help prioritize the implementation of the various
elements according to the potential consequences of possible malicious acts.
In turn, these potential consequences depend on the quantity and category of
nuclear and other radioactive material in storage or use and on the size and type
of facility, activity or organization. When establishing a programme, the head of
the organization and the management should first refer to existing infrastructure,
procedures and processes for support and maintenance.

3.2. A strong nuclear security culture includes effective change management
accompanied by detailed documentation. It is important to refer to this documentation,
as well as current security requirements, before implementing changes.

3.3. In addition, quality assurance can contribute to a strong nuclear security
culture. To remain effective, nuclear security needs a high degree of rigour, control
and assessment. Therefore, quality assurance practices for nuclear security should
be well documented and applied to ensure effectiveness.

3.4. An effective nuclear security culture also depends on how well the
organization is integrated. Often, certain stakeholder functions are separate from
other functions, either geographically or owing to organizational structure. In
these cases, different priorities can develop, resulting in uneven policies and
standards within the different functions. It is important that personnel frequently
interact to share information. It is also important that managers communicate the
same prioritization of nuclear security throughout the stakeholder organization.
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REGULATORY BASIS

3.5. Aregulatory basis is a mechanism that helps States prescribe a formal plan
for implementing elements of a nuclear security culture enhancement programme.
Before developing the regulations, States may pilot the implementation of a
nuclear security culture enhancement policy to determine the most effective
elements to include in the regulation.

3.6. If a regulatory basis is unavailable, policy or guidelines issued by the
State, the competent authority or the organization may be used as a basis for the
enhancement programme for nuclear security culture.

SELF-ASSESSMENT

3.7. As is suggested in Ref. [7], a self-assessment method, with indicators for
assessment, helps stakeholders decide how best to strengthen nuclear security
culture. A nuclear security culture self-assessment can help organizations identify
(a) the existing beliefs and attitudes held by personnel that support the effectiveness
of nuclear security and (b) ways to improve these attitudes and address signs
of complacency.

3.8. Various methods of assessment, including surveys, interviews, focus
groups, observations and document review, can help organizations assess
their existing nuclear security culture. The most reliable feedback comes from
using a combination of these assessment methods. Reference [7] provides an
approach to help organizations determine the level of nuclear security culture
within an organization. References [9, 10] provide additional information about
specific methods of self-assessment for safety culture and the advantages and
disadvantages associated with each method.

3.9. Completing a self-assessment at the beginning of programme implementation,
with follow-on assessments repeated on a regular basis, can produce insights about
which specific efforts to include in the nuclear security culture action plan.

3.10. An independent assessment of nuclear security culture can complement the
self-assessment process. Often, personnel from outside the organization can more
readily detect nuclear security culture strengths and weaknesses than those within
the organization. Notably, during an oversight activity, competent authorities play
a key role in observing and identifying these strengths and weaknesses as well as
in promoting a robust nuclear security culture. Nuclear security culture training of
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representatives of competent authorities might enable them to better observe and
identify indicators of a strong nuclear security culture and assess gaps that might
need to be addressed.

3.11. Some important nuclear security culture indicators that are more easily
identified by an external perspective include change management, quality
assurance, integration and findings from external nuclear security reviews.

NUCLEAR SECURITY CULTURE ACTION PLAN

3.12. The development and implementation of a nuclear security culture action
plan is a key activity in nuclear security culture enhancement. A nuclear security
culture action plan, which should be approved by the head of the organization,
gives nuclear security culture coordinators direction for implementing the
enhancement programme for nuclear security culture in the organization.

3.13. In the nuclear security culture action plan, the nuclear security culture
coordinator should describe the following:

(a) Specific goals for the enhancement programme for nuclear security culture;
(b) Specific actions to be taken to achieve those goals;

(¢) The personnel responsible for these actions;

(d) The time frame in which the actions should be completed;

(e) The resources needed to complete the actions;

(f) Potential barriers for completing the actions;

(g) Steps to be taken to complete the actions;

(h) Expected results of the actions.

3.14. The actions described in the nuclear security culture action plan may
include training managers and other personnel conducting self-assessments,
implementing poster campaigns, promoting the importance of nuclear security
and familiarizing personnel with the goals of the programme for the enhancement
of nuclear security culture (see Annex V for suggested efforts to include in the
nuclear security culture action plan).

3.15. The nuclear security culture coordinator ensures that the action plan
includes a range of efforts that support a strong nuclear security culture. This
includes efforts to educate personnel about the existence of credible threats to
nuclear and other radioactive material and associated facilities and activities,
as well as sensitive information and assets. Such information on threats can be
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communicated in a general, non-sensitive manner to all personnel and in more
detail to those with a need to know. Efforts to support a strong nuclear security
culture should also include educating personnel about the importance of nuclear
security and the consequences of ineffective nuclear security to themselves,
their families, the public, the organization, the environment and the nuclear
industry. Efforts should promote attitudes and behaviour that support continual
improvement of nuclear security.

3.16. In addition, the nuclear security culture action plan should address the
impact on nuclear security of human factors and human error. The plan should
also address enhancement of the human element of nuclear security and efforts to
analyse nuclear security events, track trends and use lessons learned to improve
nuclear security.

3.17. The nuclear security culture action plan should be modified as needed
(e.g. owing to self-assessment results, changes in threat, trends in nuclear security
events, inspection results, changes in the organization’s mission).

3.18. Paragraphs 3.19-3.30 outline the steps to be taken by the nuclear security
culture coordinator to create a nuclear security culture action plan, including
development, initial review, approval, implementation, final review and revision
(see Annex V for an example action plan).

Development of the action plan

3.19. Afteraninitial self-assessment and evaluation (as described in paras 3.7-3.11)
and before drafting a nuclear security culture action plan, the nuclear security
culture coordinator may answer the following questions:

(a) What are the key concerns identified in the self-assessment results?

(b) What new way of working is needed to meet the organization’s nuclear
security objectives?

(c) What new attitudes and behaviour are needed to support the new way of
working?

(d) Which current characteristics of the organization’s nuclear security culture
can be further developed to achieve the desired state?

(e) What actions might help improve nuclear security culture in the organization?

() What changes are needed for the organization to achieve its nuclear security
objectives?
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3.20. The nuclear security culture coordinator should identify and document
any actions already being implemented to enhance nuclear security culture in
the organization. Since a parallel approach might enhance nuclear safety culture
and nuclear security culture, the nuclear security culture coordinator should
also review efforts at the organization or elsewhere to enhance nuclear safety
culture. The nuclear security culture coordinator should know the nuclear security
culture enhancement group’s strategy. He or she should also know domestic
and international nuclear security trends, recent nuclear security issues within
the organization and the specific concerns of nuclear security personnel within
the organization.

3.21. The nuclear security culture coordinator should define specific actions to
include in the nuclear security culture action plan. These actions should build
on the strengths of the nuclear security culture of the organization and reduce
its weaknesses as identified in the self-assessment. The actions contained in the
nuclear security action plan may be developed in a SMART (specific, measurable,
achievable, relevant and time-bound) manner:

(a) Specific: The nuclear security culture action plan addresses the action goals
and how they contribute to nuclear security. A specific action should answer
five questions: What will be accomplished? Why will it be accomplished?
Who will be involved? Where will it take place? Which requirements and
constraints are expected?

(b) Measurable: The action plan addresses how success can be measured. This
includes methods that management can use to judge whether the action has
been completed. A specific action should include criteria for measuring
progress.

(c) Achievable: The action is realistic, attainable and in accord with the typical
performance of the organization.

(d) Relevant: The action enhances nuclear security.

(e) Time-bound: The action is accomplished within a set time frame. A
commitment to a deadline helps a team focus their efforts on completing the
action on or before the due date and provides a sense of urgency.

3.22. The nuclear security culture coordinator should have a process to track
action plan progress. Responsible parties should be identified for each action
in the plan, and these parties should be held accountable by management for
successful completion of each action. Sample enhancement activities that are
grouped in line with nuclear security culture indicators (Annex II) might facilitate
the development or identification of actions.

24



Review with head of the organization

3.23. Once the nuclear security culture coordinator drafts an initial nuclear
security culture action plan, the nuclear security culture coordinator should
meet with the head of the organization and explain each proposed task, expected
outcomes and resource needs. The head of the organization should ask questions
and provide feedback.

Approval by the head of the organization

3.24. The nuclear security culture coordinator should modify the nuclear security
culture action plan on the basis of feedback and submit the final version for
approval by the head of the organization. Once approved, the nuclear security
culture coordinator files the document, keeping it accessible for later reference.

Implementation

3.25. The nuclear security culture coordinator should communicate the approved
nuclear security culture action plan to personnel, including managers and those
responsible for the implementation of the action plan. The nuclear security culture
coordinator may also post the nuclear security culture action plan on an internal
web site or within the organization, as appropriate, to help familiarize personnel
with the plan.

3.26. The nuclear security culture coordinator should hold regular meetings with
the personnel responsible for completing the tasks in the nuclear security culture
action plan for updates on progress, costs and any challenges. The nuclear security
culture coordinator should also make himself or herself available for questions on
the programme and action plan. Communication about programme goals for the
enhancement of nuclear security culture can help personnel better understand the
programme, why it exists and the goals and actions to be undertaken. Furthermore,
if personnel fully understand the purpose of the nuclear security culture action
plan, they might be more willing to give feedback, work more effectively as
individuals and work as a group to support its implementation.

Review of the outcomes
3.27. Throughout the implementation of the nuclear security culture action plan,
the nuclear security culture coordinator should monitor the progress and results of

each action. The nuclear security culture coordinator should periodically review
the progress of the nuclear security culture action plan with appropriate managers,
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those responsible for implementing the actions contained in the action plan,
and other personnel. The frequency of these reviews will depend on the people
involved. Such reviews should focus on implementation progress for the nuclear
security culture action plan, any problems encountered, how the problems were
resolved and any changes that will be made in the overall enhancement approach.

3.28. The nuclear security culture coordinator should assess the effectiveness of
the steps taken, the results of each action and the associated costs, and should
maintain a record of this information.

Revision

3.29. After the review of outcomes and any self-assessment results, the nuclear
security culture coordinator should update the actions contained in the nuclear
security culture action plan, add new actions to address strengths and weaknesses,
address obstacles that have hindered the implementation of the actions, and update
the resources needed for the completion of the actions, if this has changed.

3.30. These updates should be conducted regularly. They should be reviewed by
the head of the organization, who offers feedback on, and ultimately approval of,
the revised nuclear security culture action plan (see Annex V for a sample action
plan and related instructions).

NUCLEAR SECURITY EDUCATION AND TRAINING

3.31. Asstated in para. 2.14, a programme for the enhancement of nuclear security
culture has three major objectives:

(a) Continuously improve the effectiveness of the nuclear security regime;

(b) Emphasize the importance of taking personal responsibility for nuclear
security;

(c) Promote, establish and sustain the attitudes and behaviour that support
effective nuclear security and personal responsibility for nuclear security.

3.32. To achieve these objectives, it is necessary to (a) instil in personnel the
belief that the threat to nuclear and other radioactive material and associated
facilities and activities is credible, (b) build an understanding of the consequences
of ineffective nuclear security and its impact on the personnel themselves, and
(c) encourage personnel to take concrete steps to enhance nuclear security. This
may be accomplished through formal nuclear security education and training and
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through awareness campaigns and promotional products. Educational institutions
that offer nuclear security degrees or have related programmes should include in
their curricula material on nuclear security culture and its importance.

3.33. All personnel involved in nuclear security should receive some level of
nuclear security culture education, as discussed in paras 3.34-3.42.

3.34. For personnel working at the competent authority, this education may
include workshops on the impact of the human element on nuclear security
and suggestions for incorporating concepts of nuclear security culture into the
legislative and regulatory framework and inspection regime.

3.35. For the nuclear security culture enhancement group, introductory education
and training may support a common understanding that includes concepts and
principles. In addition, nuclear security culture enhancement group members may
undertake the same education and training provided to nuclear security culture
coordinators or managers.

3.36. For nuclear security culture coordinators, initial education and training
may include (a) an overview of nuclear security and the threats to facilities and
activities from outsiders, insiders or both and (b) the potential consequences of
theft of nuclear and other radioactive material and sabotage of associated facilities
and activities. The training may also address the following: the regulatory basis
of the nuclear security culture, the nuclear security culture model as described
in Ref. [6], the effect of the human factor on nuclear security, self-assessment of
nuclear security culture [7], effective communication, motivation techniques, and
methods for change management and conflict resolution. The nuclear security
culture coordinators should receive refresher training on a periodic basis.

3.37. Important information on nuclear security may be provided to all personnel
during new employee training and may include an overview of credible threats.
This information can be supplemented with training in the nuclear security
system and how personnel can support the system’s effectiveness. For example,
personnel can support the system’s effectiveness by protecting access badges or
passes, following nuclear security procedures and reporting suspicious activity.
This type of education and training should be periodically reiterated during annual
refresher training.

3.38. Personnel directly supporting nuclear security, such as guard or response

forces and nuclear material accounting and control personnel, should also be
provided with in-depth education on credible threats, as appropriate, and on the
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importance of nuclear security to counter the threats. Subsequent training sessions
may address the reasoning behind nuclear security requirements and explain the
objectives of the organization’s nuclear security systems. Education and training
for these personnel should be updated and provided immediately after new
information about the threat is available and should be periodically reiterated as
refresher training.

3.39. The nuclear security culture coordinator should also ensure that additional
education and training is provided to scientific and technical personnel on credible
threats; the importance of nuclear security; the consequences of ineffective
nuclear security; and personal responsibility for nuclear security, including the
importance of protecting nuclear security information. These personnel may also
be given the opportunity to discuss the reasoning behind the requirements so that
they recognize the importance of their contribution to nuclear security. This type
of information may be included as an introductory module to technical training
courses, as appropriate.

3.40. Managers can be important nuclear security role models and have a
significant effect on the level of nuclear security culture within an organization.
For example, if other personnel observe management complying with all access
control procedures and requirements, they will internalize the importance of
following those procedures. Education and training for managers are tools that
improve management skills specific to enhancing nuclear security and nuclear
security culture. Managers should complete all required education and training
and continue to seek new opportunities to improve their management skills. For
example, managers may take training that addresses effective communication and
motivation of personnel.

3.41. Education and training sessions for managers may include an overview of
nuclear security and the threats to facilities and activities from outsiders, insiders or
both, as well as the potential consequences of theft of nuclear and other radioactive
material and sabotage of associated facilities and activities. In addition, education
may include the risk informed approach to nuclear security, the importance of
the human factor and its impact on nuclear security, the nuclear security culture
model discussed in Ref. [6], and self-assessment of nuclear security culture [7].
Managers may also be trained in elements of the response strategy that apply
to their areas of responsibility. In addition, education and training may include
information on how management could improve nuclear security culture and
nuclear security through good communication, timely feedback, motivation of
personnel, observation of personnel performance and nuclear security practices,
as well as by allocating appropriate resources for nuclear security.
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3.42. The education and training activities listed above may be provided at an
organization, at a central training centre or at a combination of venues. The
nuclear security culture enhancement group may review the State’s education and
training infrastructure to determine how to sustainably implement such activities.’

PROMOTIONAL PRODUCTS AND TRAINING AIDS

3.43. Promotional products and training aids reinforce attitudes and behaviour
that enhance nuclear security. These products and training aids could take different
forms, such as contests, posters, handouts and newsletters.

3.44. Contests might help remind personnel of the importance of nuclear security
and can reach a great number of personnel. For example, a contest could focus
on developing a nuclear security culture poster, logo or slogan. If the reward for
winning the contest is associated with nuclear security (e.g. stationery stamped
with the winning slogan), the reward serves as a long term reminder of the
importance of nuclear security.

3.45. Posters may be developed by one central organization for distribution
to all organizations or by nuclear security culture coordinators specifically for
their own organizations. Poster campaigns may include motivational content to
reinforce specific positive behaviour or to counteract negative trends discovered
during self-assessments of nuclear security culture or through other methods
(e.g. informal feedback from personnel). Posters may be displayed at central
workplace locations, visually reminding personnel of the importance of nuclear
security. The posters should be replaced on a regular basis so that personnel
continue to notice them.

3.46. Handouts are any items that can be given to personnel to remind them of
nuclear security. For example, handouts can include a calendar with a different
nuclear security message for each month of the year. Each time personnel look
at or use this item, they are reminded to think about nuclear security. Additional
examples of handouts include pens, notepads and other stationery items with a
nuclear security logo or message on them.

3.47. Newsletters with information on nuclear security may be regularly issued
and may include content intended to appeal to a large audience. In addition to
including information about nuclear security, newsletters might contain news

5 Nuclear security support centres, where available, could also perform this task.
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about the organization, a question and answer section, interviews, contests and
motivational quotations. Personnel may be encouraged to submit information for
possible inclusion in future newsletters. If the organization already issues a more
general newsletter, another option would be to regularly provide information on
nuclear security and its importance for inclusion in the existing newsletter.

HUMAN RESOURCE ELEMENTS

3.48. Many organizations currently have programmes with the potential to
influence nuclear security culture under human resources or other departments
within the organization. These programmes may include a personnel suggestion
programme, personnel recognition programme and personnel assistance
programme. These programmes are discussed in paras 3.49-3.51.

Personnel suggestion programme

3.49. A personnel suggestion programme provides a vehicle for personnel to
propose improvements to the nuclear security system or related separate measures,
such as management practices, procedures and policies. This programme may
offer recognition or other rewards to personnel who make such proposals,
especially if they are acted on by the organization. Proposals relating to nuclear
security could be given to the nuclear security culture coordinator, who would
research, evaluate and reply to the individual who made the suggestion. The reply
could respond to the suggestion and show appreciation for the personnel’s desire
to enhance nuclear security.

Personnel recognition programme

3.50. A recognition programme is designed to reinforce good nuclear security
practices. However, managers should be aware that routine rewards do not
replace hands-on coaching and supervision. The existing reward system should
be evaluated for the impact it has on desired behaviour, such as teamwork, quality
and ethics, to make sure that it aligns with the desired nuclear security culture.
For example, it would not enhance nuclear security culture to implement a reward
system that encourages productivity above nuclear security. A recognition system
might include certificates of appreciation or letters of recognition issued by the
manager or photos periodically posted on a central bulletin board recognizing
positive personnel contributions to nuclear security.
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Personnel assistance programme

3.51. Outside stressors (e.g. divorce, death or illness in the family, financial
problems) might affect personnel performance and emotional stability.
A personnel assistance programme can help alleviate these outside stressors. If
these stress factors are not addressed, they could lead to malicious behaviour in
the workplace. A personnel assistance programme can help by providing services
such as psychological counselling, care for elders, monetary loans, childcare and
addiction treatment.

NUCLEAR SECURITY CULTURE CODE OF CONDUCT

3.52. One way to enhance staff morale and the workplace environment is to
remind personnel of the importance of their duties. The nuclear security culture
enhancement group may develop a model nuclear security culture code of
conduct, which can be modified, as appropriate, and distributed to all personnel
to remind them of their share of responsibility for nuclear security, as discussed
in para. 2.36.

3.53. Anuclear security culture code of conduct may be issued by the organization
to all personnel as a document for signature, confirming that personnel
understand their responsibilities. This nuclear security culture code of conduct
may be developed and issued by the nuclear security culture coordinator, as
discussed in para. 2.63. A pocket version could help remind personnel of their
responsibilities and the importance of nuclear security. The signed version should
be kept in personnel files. A sample nuclear security culture code of conduct is
provided in Annex IV.

LESSONS LEARNED PROGRAMME

3.54. States may have a programme that defines the types of nuclear security
event that the operator of a facility or activity reports to the competent authority.
The competent authority reviews the nuclear security events that have been
reported to determine trends and provide lessons learned in an appropriate form
to all relevant organizations.
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CONTINUOUS IMPROVEMENT OF NUCLEAR SECURITY

3.55. Promoting the importance of nuclear security and enhancing nuclear security
culture is a continuous activity.

3.56. There might be a need for regulatory requirements to facilitate the
implementation of a nuclear security culture enhancement programme in
organizations. The regulation may allow for the programme to be maintained over
the long term.

3.57. The programme may also use lessons learned from enhancing nuclear safety
culture and may consider existing infrastructure to promote synergy between
nuclear safety and nuclear security.

3.58. Education of all stakeholders on existing threats, the importance of nuclear
security to counter those threats and the personal consequences of ineffective
nuclear security is vital to receiving resources and support. When those who can
provide the resources (e.g. competent authorities, the head of the organization,
managers) understand why it is important to do so, they might be more likely to
give such support (for additional information about education and training, see
paras 3.31-3.42).

3.59. The active involvement of all organizations with nuclear security
responsibilities within the State promotes a sense of ownership and is crucial to
the effectiveness and sustainability of the nuclear security culture enhancement
policy. A coordinating body, such as the recommended nuclear security culture
enhancement group, if created, can allow for close cooperation between nuclear
security stakeholders. This interaction can reinforce specific attitudes and
behaviour supporting the importance of nuclear security.

3.60. Finally, each organization’s programme for the enhancement of nuclear
security culture may include processes to facilitate the reporting of nuclear
security concerns and events and the subsequent review of the reported data to
learn how to improve performance and mitigate potential threats.
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Annex I

EXAMPLES OF THE IMPACT OF NUCLEAR SECURITY
CULTURE ON NUCLEAR SECURITY

I-1. This annex provides examples of how the attitudes and behaviour of
personnel contribute to the overall effectiveness of nuclear security.

EXAMPLE 1: COMPUTER SECURITY

I-2. The head of security receives a telephone call from the information
technology manager and is informed that remote terminals are to be installed in
all material balance areas and hooked up to the facility’s mainframe computer
system. The remote terminals will be used to process sensitive inventory data.
After reviewing the potential security implications, the head of security and
the information technology manager agree that the remote terminals are to be
configured as a physically separate, secure network, complete with appropriate
data encryption and communication line protection.

[-3. If the information technology manager had not informed the head of
security about the installation of the remote servers, it is possible that one or both
of the following security vulnerabilities could have occurred:

(1) Sensitive information on the remote terminals could have been inadvertently
introduced onto the mainframe. If the mainframe had not been adequately
configured to protect sensitive nuclear security information, that information
could have been accessed without authorization.

(2) The competent authority might have required accreditation of networks
used to process sensitive inventory data. Not protecting these remote
terminals appropriately could have resulted in the system not complying
with accreditation requirements. This could have resulted in a temporary
shutdown of the network until the system had been accredited, which could
have significantly interrupted workflow.

I-4. Coordination between the head of security and the information

technology manager exhibited the following characteristics of a strong nuclear
security culture:
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(a) Management systems are well developed and prioritize security:

(i) Clear roles and responsibilities: The information technology
manager recognized and understood the head of security’s role in and
responsibility for assessing vulnerabilities associated with making

changes to the site network.

(i1) Information security: The information technology manager worked
with the head of security to ensure that sensitive information was not

compromised.

(iii) Change management: The information technology manager properly
coordinated with the head of security before making any changes to
ensure that there would be no negative impacts on nuclear security.

(b) Leadership behaviour fosters more effective nuclear security:

(i) Decision making: The information technology manager exhibited
strong decision making skills by deciding to coordinate with the
security organization before installing the computer equipment and

connecting it to the mainframe.

(i1)  Effective communications: Good communications between the head
of security and the information technology manager prevented the

introduction of vulnerabilities into the system.
(c) Personnel behaviour fosters more effective nuclear security:

(i) Adherence to procedures: The information technology manager
followed proper protocol by contacting departments that could be
affected by the change, including the security department, before

installing new equipment.

(ii) Teamwork and cooperation: Despite working in different departments,
the information technology manager and the head of security worked
effectively together to ensure that the proposed change would not

introduce security vulnerabilities.

(i) Vigilance: Both the head of security and the information technology
manager recognized the potential for security vulnerabilities and took

proactive steps to prevent them.

EXAMPLE 2: VISITOR ACCESS CONTROL

I-5. Visitor passes for access to a facility are issued when a visitor arrives and
are returned when the visitor leaves. A log book is maintained to sign visitors in
and out of the facility. Visitors are escorted at all times by personnel who receive
annual training on their responsibilities as an escort. When escorting a visitor out
of the facility, the escorting personnel note that the visitor pass reception area is
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unattended. The escorting personnel ensure that the visitor is signed out in the
visitor log book and that the pass is deposited in secure storage.

I-6. If the escorting personnel had not assumed the responsibility of ensuring
that the visitor was signed out and the pass was properly secured, it is possible that
one or more of the following nuclear security vulnerabilities could have occurred:

(D
)

€)

If the pass had not been returned to secure storage, it could have been reused
by an unauthorized person to gain entry into a secure area.

If the pass had been removed from the facility, the pass could have been
examined to obtain information on the methods used by the automatic
access control system to determine validity and authenticity.

If the visitor had not been signed out, he or she might have been considered
missing in the case of an event, thereby putting rescue personnel in
unnecessary danger by expending effort searching for the visitor within the
facility.

I-7. The actions of the escorting personnel demonstrated the following
characteristics of a strong nuclear security culture:

(a) Management systems are well developed and prioritize nuclear security:

(b)

(@)
(i)

Clear roles and responsibilities: The responsibilities of an escort were
clearly defined by the operator of the facility.

Training and qualification: Annual refresher training provided the
personnel with a clear and currentunderstanding of their responsibilities
as escorts as well as the requirements for visitor access to the facility.

Personnel behaviour fosters more effective nuclear security:

(@)

(i)

(iii)

Professional conduct: The personnel took their escort responsibilities
seriously and were willing to assume the duties of the person that
normally staffs the visitor pass reception area.

Adherence to procedures: The personnel ensured that all procedures
relating to visitors were followed, including securing the visitor pass
and signing out the visitor.

Vigilance: The personnel observed that the visitor pass reception area
was unattended and took action to ensure that all procedures regarding
visitors and visitor passes were followed.
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EXAMPLE 3: INFORMATION SECURITY

I-8. A facility operator occasionally holds meetings with vendors, personnel
at other facilities and personnel at the competent authority, which involves
either the facility personnel travelling to the meetings or the off-site personnel
travelling to the facility. Owing to increasing costs of travel, the facility operator
implements an initiative to conduct more meetings using teleconferencing. Two
meeting rooms are equipped with teleconferencing equipment, which allows
off-site personnel to participate in the meeting by telephone.

I-9. The facility operator develops the following procedures for
teleconferencing:

(1) Meeting participants are reminded that teleconferencing is in use.

(2) All callers confirm how they connected to the call and give their location
and environment.

(3) The head of the meeting affirms whether sensitive information can or cannot
be discussed.

(4) The head of the meeting provides regular reminders that teleconferencing is
in use and what type of information can or cannot be discussed.

(5) The head of the meeting mutes the telephone if sensitive information is
discussed. Once the call is unmuted, the head of the meeting reminds
participants of the information security arrangements for the meeting.

I-10. The manager communicates expectations regarding the handling
of teleconferences and videoconferences by ensuring that (a) a copy of
the procedures is posted in each meeting room with teleconferencing or
videoconferencing capability and (b) a briefing on the procedures is provided
before use of the teleconferencing and videoconferencing capability and is
included in the annual security refresher training. Without these procedures, it is
possible that some participants might inadvertently discuss sensitive information
that is not permitted to be disclosed over the communication network.

I-11. The actions of the facility operator demonstrated the following
characteristics of a strong nuclear security culture:

(a) Management systems are well developed and prioritize nuclear security:

(i)  Visible nuclear security policy: Posting the procedures in the meeting
rooms provided a clear visual reminder to meeting participants.
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(i) Clear roles and responsibilities: The responsibilities of meeting
participants and the head of the meeting were clearly defined by the
operator of the facility or activity.

(i) Training and qualification: Initial and annual refresher training
provided personnel with a clear and current understanding of their
responsibilities during teleconferences and videoconferences.

(b) Leadership behaviour fosters more effective nuclear security:

(i) Expectations: Facility managers clearly communicated their
expectations regarding the handling of teleconferences and
videoconferences.

EXAMPLE 4: NUCLEAR FACILITY SECURITY

I-12. Unionized nuclear security personnel of a nuclear facility are preparing
to go on strike. The head of the facility informs the competent authority of an
imminent strike of the facility nuclear security personnel. Presumably, not all
nuclear security personnel will join the strike, but it might be impossible to avoid
a shortage of nuclear security personnel.

I-13. The competent authority requests the head of the facility to take measures
to make sure the facility is protected, even in the case of reduced availability of
nuclear security personnel. The competent authority implements an action plan
to ensure off-site responders can relocate to supplement nuclear security of the
facility in cases of personnel shortages. The head of the facility also reacts to
this potential vulnerability by developing an action plan that addresses future
instances of reduced levels of nuclear security personnel, including agreements
with operators of other facilities to use their trained and experienced nuclear
security personnel as backup.

I-14. The actions of the competent authority and the head of the facility
demonstrated the following characteristics of a strong nuclear security culture:

(a) Management systems are well developed and prioritize nuclear security:

(i)  Work management: The head of the facility took steps to ensure that
adequate resources would be available to maintain an appropriate
level of nuclear security in the case of a strike.

(i1)) Compensatory measures: The head of the facility developed a
compensatory measure to ensure that adequate nuclear security would
be maintained in the case of a strike; the competent authority developed
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an action plan to use oft-site responders to provide additional resources
to the facility if needed.

(iii)) Coordination with off-site organizations: The head of the facility
coordinated with the competent authority to address the potential
strike and worked with operators of other facilities to arrange for
additional resources in the case of a strike.

EXAMPLE 5: NUCLEAR FACILITY SECURITY

I-15. While conducting an evaluation, facility managers note that an emergency
exit door is occasionally propped open so that personnel can take smoke breaks
and move equipment in or out of the building. Further review reveals that nuclear
security personnel do not respond to the alarm from the propped door because
they are aware that authorized personnel are working in the area and assume it is
part of normal activity. The facility managers recognize that propping open the
emergency exit door provides an opportunity for insiders to circumvent access
controls and detection and provides outsiders with a direct, unimpeded access
path into the vital area.

I-16. Facility managers take the following corrective actions:

(1) A procedure is developed requiring nuclear security personnel to
investigate and document the cause of all unexpected alarms from the
vital area, regardless of whether authorized personnel are working in
the area. All nuclear security personnel who monitor the alarm system
for the vital area are trained in their responsibilities under the new
procedure.

(2) A procedure is developed for posting a guard at the emergency exit
door during periods when the door is opened for non-emergency use
(e.g. movement of equipment).

(3) Anotice is placed at the emergency exit door to contact security before
opening during non-emergency situations.

(4) Facility or activity personnel are immediately briefed on the nuclear
safety and nuclear security implications of propping open doors
into the vital area without posting guards and on the procedure
for non-emergency use of the emergency exit door. The briefing
is incorporated into an annual nuclear security refresher briefing
provided to all personnel.
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During subsequent evaluations, no instances of misuse of the emergency exit
door are noted.

[-17. The actions of the facility manager and personnel demonstrated the
following characteristics of a strong nuclear security culture:

(@)

(b)

(©

Management systems are well developed and prioritize nuclear security:

(@)

(i)

(iii)

(iv)

™)

Visible nuclear security policy: Posting notices at the vital area
emergency exit doors clearly conveyed the nuclear security policy for
non-emergency use of the doors.

Clearroles and responsibilities: The responsibilities for non-emergency
use of the emergency exit door were clearly defined by the facility
operator in the new procedures.

Training and qualification: Initial and annual refresher training
provided personnel with a clear and current understanding of the
nuclear security policy for non-emergency use of the emergency exit
door.

Operations and maintenance: The facility operator developed an
effective compensatory measure (posting of guards) for non-emergency
use of the emergency exit door.

Self-assessments: The facility’s self-assessment programme was
capable of identifying issues that needed to be corrected and
eliminating the identified vulnerabilities.

Leadership behaviour fosters more effective nuclear security:

(@)

(i)

Expectations: By implementing new procedures and directing training
and briefings on the new procedures, facility managers clearly
communicated their expectations to personnel regarding use of the
emergency exit door.

Effective ~ communications:  Facility = managers  effectively
communicated requirements through briefings and postings.

Personnel behaviour fosters more effective nuclear security:

(@)

Adherence to procedures: Subsequent evaluations showed that
personnel were following procedures established for use of the
emergency exit door.

EXAMPLE 6: TRANSPORT SECURITY

I-18. Shipping department personnel at a facility notice that one of the approved
transport carriers has changed how it handles the facility’s most sensitive
shipments. It is clear to the shipping department personnel that the new method
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of handling the shipment is less secure than the original method. Following
the nuclear security procedure in effect means these items will continue to be
consigned to the shipper but not handled in an appropriate manner. Since shipping
department personnel understand not just that the material must be shipped
through the approved carrier but also the reason for the shipping method, they
alert nuclear security management. Nuclear security management removes the
carrier from the approved list until it corrects the way it handles the shipments.

I-19. The actions of the personnel demonstrated the following characteristics of a
strong nuclear security culture:

(a)

(b)

(©
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Management systems are well developed and prioritize nuclear security:

(@)
(i)

Clear roles and responsibilities: Shipping department personnel were
well aware of their responsibilities regarding sensitive shipments.
Training and qualification: Shipping department personnel were
trained and qualified to recognize that the new method of handling
shipments provided inadequate nuclear security.

Leadership behaviour fosters more effective nuclear security:

(@)

(i)

Decision making: Nuclear security management reacted quickly to
remove the shipper from the approved list until the method of handling
shipments was corrected.

Involvement of personnel: Nuclear security management listened to
the concerns voiced by the shipping department personnel and took
action to correct the problem.

Personnel behaviour fosters more effective nuclear security:

(@)

(i)

(iii)

Professional conduct: The shipping department personnel went
beyond merely following procedures and ensured the continued
nuclear security of the sensitive items.

Personal accountability: The shipping department personnel
recognized their own responsibility to ensure nuclear security and to
resolve issues when they arise.

Vigilance: Shipping department personnel noticed and questioned the
change in the shipper’s method for handling shipments.



Annex I1

NUCLEAR SECURITY CULTURE INDICATORS
AND EXAMPLE ACTIVITIES

II-1. This annex provides tables of nuclear security culture indicators with
associated activities that can be undertaken to enhance specific characteristics
of an effective nuclear security culture. These characteristics are described in
Ref. [1I-1] and are reproduced here in Fig. II-1.

GOAL: EFFECTIVE NUCLEAR SECURITY

FIG. II-1. IAEA model of nuclear security culture [1I-1].
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II-2. These indicators and associated activities may be modified to address the
specifics of a facility, activity or competent authority, and additional indicators
and activities can be added. The head of the organization, other appropriate
managers and the nuclear security culture coordinator can initially review the
list in this annex to see if there are any immediate activities they would like
to implement to enhance the nuclear security culture. After a self-assessment
is conducted, as suggested in Ref. [1I-2], this list may again be reviewed for
potential activities that build on and optimize the identified strengths to further
enhance nuclear security and the nuclear security culture. Many of the indicators
are similar in nature; therefore, it might be helpful to peruse an entire section of
sample activities to gain a fuller picture of what can be done to enhance a certain
management system, leadership behaviour or personnel behaviour. The activities
selected for implementation would be included in the nuclear security culture
coordinator’s action plan (see Annex V for a sample action plan).

II-3. The suggested activities in this annex identify an entity that would be
responsible for conducting the activity; however, this entity might be different for
different facilities and activities. It is the nuclear security culture coordinator’s
responsibility to determine who will assist in implementing each of the efforts
included in the action plan. It is also the nuclear security culture coordinator’s
role to facilitate and monitor progress on each item of the action plan.

[I-4. Many of the activities are to establish nuclear security measures. It is
not the purpose of this annex to provide details on how to establish each of
these measures. States can seek technical assistance from the IAEA and other
international partners and look to international good practices when establishing
the details of these elements.

II-5. The following tables may be used as a toolbox. Not every characteristic
or indicator needs to or can be addressed at once. As addressed in Ref. [1I-2],
self-assessment can focus on a subset of indicators, as can the action plan
developed by the nuclear security culture coordinator.

MANAGEMENT SYSTEMS

II-6. Management systems are the framework of processes and procedures
used to ensure that a facility or activity operator can fulfil all tasks necessary to
achieve the facility or activity’s nuclear security objectives through a process of
continual improvement. These management systems support security functions
to define expectations, implement and maintain processes, measure progress,
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assess compliance, improve performance on the basis of experience, and manage
change. The management systems set out in Ref. [II-1] are included below.

Visible security policy

[I-7. Each stakeholder will have a policy document that indicates its commitment
to nuclear security and requires personnel to adhere to the expectations set out
in the policy. These expectations include protecting sensitive materials and
information, acknowledging security concerns and threats, being vigilant in
carrying out nuclear security responsibilities, and reporting any unusual activity
(see Table 11-1).

Clear roles and responsibilities

II-8. All personnel have a responsibility for nuclear security within their own
area of activity. Personnel need a clear understanding of who is responsible for
what in order to achieve effective nuclear security. Stakeholders need to review
and update documented roles and responsibilities for each position when change
to the organizational structure is being planned and implemented (see Table 11-2).

Performance measurement

II-9. Nuclear security performance measures assist in establishing management
expectations for personnel (see Table 11-3).

Work environment

II-10. The physical and psychological work environment has a large impact on
how personnel comply with nuclear security requirements and undertake their
roles and responsibilities. Good standards in housekeeping generally indicate the
presence of interested managers and motivated personnel who take pride in their
environment (see Table 11-4).

Training and qualification

II-11. Personnel need to have the skills and knowledge required to perform
their nuclear security duties to the desired standards (see Table 11-5).
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Work management

II-12. All work is suitably planned and coordinated to prevent compromises of
nuclear security (see Table 11-6).

Information security

II-13. Controlling access to sensitive information is a vital part of an effective
nuclear security system (see Table 11-7).

Operation and maintenance

II-14. The indicators included in this section cover the technical equipment
employed in the nuclear security system (e.g. material accounting and control,
physical protection, and transport security equipment), as well as the broader
facility or activity’s operations and maintenance (see Table 11-8).

Determination of trustworthiness

II-15. Reference [II-3] provides reasoning for implementing a trustworthiness
programme. These types of determination are intended to identify possible
insider motivation or behaviour. Identifying potential motivations and abnormal
behaviour early allows peers, managers and the nuclear security culture
coordinator to encourage personnel to seek assistance and get the help they need
(e.g. see para. 3.51 on personnel assistance programmes) before any malicious
behaviour is exhibited. Trustworthiness programmes can only be implemented in
accordance with national laws.

[I-16. Some States have had success implementing post-employment
programmes that allow the operator of the facility or activity to keep in touch with
personnel who have held critical positions in the past (e.g. retirees, temporary
personnel). These programmes include having certain managers of the facility
or activity continue to interact with these personnel to solicit their expertise and
continue to value their experience and dedication to the facility or activity. It is
also a way to remind past personnel that they might still have unique knowledge
that needs to be protected and to continue to provide them with the support to do
so (see Table 11-9).
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Quality assurance

II-17. Standard quality assurance and control practices are to be applied to
nuclear security. For example, the preparation, issue and updating of procedures
will be subject to quality control, and the responsibilities for review will be clear.
An indicator of a strong nuclear security culture would be that the personnel who
have to use the procedures are involved in their review (see Table 11-10).

Change management

[I-18. Changes in equipment, procedures, organizational structures, and
roles and responsibilities can have an impact on the effectiveness of nuclear
security. Therefore, each stakeholder will have an effective process in place to
understand, plan, implement and reinforce change as it applies to nuclear security
(see Table ITI-11).

Feedback process

II-19. A systematic in-depth analysis of events is necessary if lessons are to
be learned and the root causes identified. Root cause analysis requires that both
the direct and indirect causes of events be identified. Experience has shown
that human factors play a large role in many nuclear security events. Indicators
of a strong nuclear security culture are that the stakeholder trains personnel to
conduct systematic analyses of events and that lessons learned are disseminated
as appropriate (see Table 11-12).

Contingency plans and drills (exercises)

[I-20. Effective nuclear security systems are in a continuous state of readiness
to address security events. Important elements are the contingency plan that
covers responses to unauthorized acts and the exercises that are conducted to
practice and assess the contingency plan (see Table 11-13).

Self-assessment

II-21. This section covers a system of self-assessment that includes a wide range
of nuclear security assessment programmes, root cause analyses, performance
indicators, lessons learned and corrective action tracking programmes that can
be used for nuclear security. Indicators listed in Ref. [I[-2] are included here to
support nuclear security culture self-assessment (see Table 11-14).
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Interface with the regulatory body (and law enforcement bodies)

II-22. This section focuses specifically on the facility or activity operator’s
interaction with the competent authority appointed by the State to perform
nuclear security oversight (see Table I1-15).

Coordination with off-site organizations

II-23. Interaction with off-site organizations promotes learning from
the experience of others and formalizes the support required from off-site
organizations that help to support nuclear security (see Table [I-16).

Record keeping

II-24. Record keeping is an essential characteristic of a nuclear security regime

and is closely linked to the quality assurance function, as it ensures that nuclear
security documentation is maintained and kept current (see Table 1I-17).

Text cont. on p. 122.
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CHARACTERISTICS OF LEADERSHIP BEHAVIOUR
Expectations

[I-25. Managers establish performance expectations for nuclear security roles
to guide personnel in carrying out their responsibilities (see Table 11-18).

Use of authority

[I-26. Managers establish the responsibility and authority of each position
within the nuclear security organization. They do not abuse their authority to
override nuclear security requirements (see Table 1I-19).

Decision making

[I-27. Implementation of a formal and inclusive decision making process
demonstrates to personnel the importance of nuclear security decisions and
provides them with a sense of ownership (see Table 11-20).

Management oversight

[I-28. A strong nuclear security culture is dependent on the behaviour and
attitudes of personnel. Personnel are very strongly influenced by positive
supervisory skills (see Table 11-21).

Involvement of personnel

11-29. Performance is improved when personnel are encouraged to share their
ideas, especially when those ideas are acted on by management (see Table 11-22).

Effective communications

II-30. One indicator of a strong nuclear security culture is the quality of
communication established by managers (see Table 11-23).

Improving performance
II-31. To instil vigilance, it is recommended that personnel strive to
continuously improve nuclear security effectiveness. Managers establish

processes and show by example that they expect personnel to recommend ways
to improve (see Table 11-24).
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Motivation

II-32. There are many references available on how managers can motivate
personnel; this publication provides only a few simple examples. The nuclear
security culture coordinator is encouraged to read additional texts on this topic
to develop a more robust approach to motivate personnel to continually improve
nuclear security. In addition, the nuclear security culture coordinator can work
with psychologists for ideas on how to motivate personnel (see Table 1I-25).

Text cont. on p.156.
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CHARACTERISTICS OF PERSONNEL BEHAVIOUR

[I-33. Managers and nuclear security culture coordinators are vital to eliciting
the following results from personnel. To foster the desired behaviour, managers
and nuclear security culture coordinators conduct themselves as role models and
continually work with personnel on these indicators using the approaches and
methods identified within this publication. The activities listed for personnel in
the tables that follow are the expected results of a robust nuclear security culture
enhancement programme.

Professional conduct

11-34. All organizations involved with nuclear security need their personnel to
adhere to high standards of professionalism (see Table 11-26).

Personal accountability

II-35. Accountable behaviour means that all personnel understand what they
need to accomplish, by when, and what results are expected to be achieved. If
they cannot execute their tasks as expected, they are encouraged to inform their
manager (see Table 1I-27).

Adherence to procedures

1I-36. It is important that procedures be followed to avoid repeating errors that
have been identified and corrected. To assist personnel with adhering to procedures,
it is recommended that they be clear, up to date, readily available and user friendly
(see Table 11-28).

Teamwork and cooperation

II-37. A strong nuclear security culture can best be achieved when there is
extensive interpersonal interaction and when relationships are positive and
professional (see Table 11-29).

Vigilance

II-38. The effectiveness of nuclear security depends on the vigilance of

personnel. Prompt identification of potential vulnerabilities permits timely and
proactive corrective action (see Table 11-30). Text cont. on p.186.
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Annex 111

SUGGESTED TOPICS TO INCLUDE IN MANAGEMENT TRAINING

III-1. Nuclear security culture, for the most part, is driven by management.
It is important for management personnel to recognize this and act as positive
role models within a nuclear security culture enhancement programme.
Training courses in management skills may be provided to those responsible for
overseeing nuclear security so that management personnel are equipped with
tools to enhance nuclear security and credibly deliver the message that nuclear
security is important. The positive actions that managers take will ultimately
support continual improvement in nuclear security and provide a positive
work environment, which might help minimize disgruntlement and potential
insider motivation.

III-2.  Nuclear security culture coordinators are encouraged to include in the
action plan an effort to implement workshops specifically designed for managers.
These workshops may provide information on the following topics:

e The regulatory basis for nuclear security culture;

e International improvement programmes, including the IAEA nuclear
security culture model [I11-1];

e Self-assessment of nuclear security culture [111-2];

e Threats to nuclear and other radioactive material and associated facilities
and activities, as appropriate;

e The importance of human factors and their impact on all elements of nuclear
security (e.g. physical protection, material accounting and control, sensitive
information protection, transport security, computer security, role of guard
or response force, contingency plans).

III-3. These are all important topics relating to nuclear security. However,
the primary goal of any workshop for managers is to provide the skills and
knowledge they need to improve the nuclear security culture in their facility or
activity. During manager workshops, skills such as motivation, communication,
observation, time management, conflict resolution and performance evaluation
may be analysed, and good practices relating to these topics may be discussed.
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Commitment

III-4.  Success in establishing a strong nuclear security culture will depend to a
large degree on the commitment of management to implement effective nuclear
security and the enhancement programme. Managers need to communicate their
priorities through policy and procedures; most importantly, however, they need
to communicate their priorities through their actions, decisions and behaviour.
Managers who are visibly committed to nuclear security through their behaviour
will have a positive impact on their personnel.

Motivation

II-5. In general, personnel want to perform well. A manager’s primary role
in this context is to motivate personnel so that they feel valued and contribute
to their overall facility or activity. Managers need to recognize and reward
personnel for commendable performance. In doing so, managers create a positive
work environment in which productivity is often increased and the potential
for personnel becoming disgruntled is decreased. Managers who provide an
interesting work environment and make themselves available to mentor and
answer questions are more likely to see a positive workplace in which personnel
take responsibility for their actions and are generally willing to contribute to the
overall improvement of nuclear security. The following suggested motivational
checklist may be used by managers within an enhancement programme:

— Bevisible throughout the facility or activity and perform regular (e.g. weekly)
walkthroughs during all shifts.

— Learn subordinates’ names and spend time building strong working
relationships.

— Ask for suggestions about how to improve work processes, work environment
and training and about what additional activities could be implemented to
improve the effectiveness of nuclear security.

— Acknowledge individual and group contributions, celebrate successes and
say thank you when it is deserved.

— Share as much information as you can (both good and bad) with personnel,
as appropriate, in compliance with nuclear security considerations.

— Hold formal and informal meetings to keep information flowing both ways
and to stress the importance of protecting nuclear and other radioactive
material and adhering to nuclear security requirements.

— Develop the skills and capabilities of personnel.

— Provide constructive and timely feedback.
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III-6. Managers need to model the behaviour and levels of performance they
expect. They can keep current with nuclear security trends and actively and
systematically solicit personnel opinions regarding how to improve the morale
and performance of personnel and, ultimately, how to enhance nuclear security.

Communication

III-7. Effective communication is key to maintaining a strong nuclear security
culture within a facility or activity. To get the expected results, the manager
will communicate clearly and with confidence and sincerity. Managers need
to be precise and communicate in a manner that will make it easy for others
to understand.

III-8. Managers need to make personnel aware of policies and procedures and
the importance of following them. Managers need to provide complete and clear
directions and expectations, acknowledge individual and group contributions and
provide constructive feedback. In the area of nuclear security, managers need to
ensure that personnel know which nuclear security roles they are responsible for
and consistently embrace the concept that a credible threat exists, that an event
could happen at their facility or activity and that they need to do everything
possible to prevent such an event.

III-9. One of the keys to personnel performance and job satisfaction is the
frequency and quality of personnel interactions with their manager. Work
dialogues (e.g. what is said and how it is said to personnel) establish the context for
managers to say things that encourage or discourage the quality of subordinates’
work, the quality of the product and the relationship with the customer.

Observation

III-10. Observation is a key method of assessment and one way to identify
strengths and areas to improve in nuclear security. Managers need to go into the
work area to observe and let personnel know that the work they are performing
is important. During regular (e.g. weekly) walkthroughs, managers may request
feedback from personnel regarding the action plan, nuclear security concerns,
and suggested improvements to work processes and the work environment.

Time management

III-11. Managers in the nuclear field need to prioritize responsibilities and the
workload to ensure that emphasis is on the most important activities. Managers
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can delegate work, as needed, so that they have time to address critical issues in a
complete and thorough manner. It is helpful to generate a to-do list that is kept in
sight while working. Managers can do the following:

— Update the to-do list regularly (e.g. daily);

— Set priorities on the to-do list using a low, medium and high urgency rating
system, for example writing an article on nuclear security culture for the
facility newsletter might be a low priority while addressing non-compliance
of a nuclear security procedure would be a high priority;

— Leave some uncommitted time;

— Start by determining which tasks may be delegated.

III-12. Managers are responsible for ensuring that those working for them have
the appropriate time and resources to perform their assigned tasks.

Conflict resolution

I1I-13. All personnel experience stress. Stress might be positive (e.g. wedding,
birth of a child) or negative (e.g. divorce, illness in the family). When stress
impacts personnel, distress can occur. Minimizing conflict in the workplace might
decrease motivation for personnel to become an insider who plans a malicious
action. Managers may minimize stress in the workplace by applying conflict
resolution techniques. To understand the conflict, managers might observe
interaction and facilitate communication. Managers need to ask questions and
listen to the answers. If the manager has already established a culture of open
communication and trust, it will be easier to understand the conflict and invite
personnel to work together to find a solution.

Feedback process

I11-14. Managers need to continuously encourage personnel to offer suggestions
that could improve nuclear security performance. Managers, in return, need to
give feedback on personnel performance, often and in a timely manner. When
offering feedback, managers can do the following:

— Provide constructive feedback to reinforce expected behaviour;
— Base comments on documentation, facts and observations;

— Avoid relying on hearsay, rumour or second hand reports;

— Make any comments or suggestions privately to the person.
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II-15. Managers need to describe the behaviour that is unsatisfactory, rather than
judge, and need to encourage all personnel to continuously monitor performance,
report problems and apply lessons learned (see paras 3.40 and 3.41 for additional
information about training for managers).'

REFERENCES TO ANNEX 111

[II-1] INTERNATIONAL ATOMIC ENERGY AGENCY, Nuclear Security Culture, [AEA
Nuclear Security Series No. 7, IAEA, Vienna (2008).

[I1I-2] INTERNATIONAL ATOMIC ENERGY AGENCY, Seclf-assessment of Nuclear
Security Culture in Facilities and Activities, IAEA Nuclear Security Series No. 28-T,
IAEA, Vienna (2017).

' The International Nuclear Security Education Network provides nuclear
security culture educational and training resources. Further information can be found at
www-ns.iaea.org/security/workshops/insen-wshop.asp.
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Annex IV

SAMPLE NUCLEAR SECURITY CULTURE CODE OF CONDUCT

Iv-1.

Box IV—1 is a sample nuclear security culture code of conduct

for personnel.
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BOX IV-1. NUCLEAR SECURITY CULTURE CODE OF CONDUCT

Nuclear and other radioactive material that is acquired by criminal or terrorist
groups presents a threat not only to national and international nuclear security but
also to our community and citizens, including facility or activity personnel and
their families. Proper protection of nuclear and other radioactive material,
associated facilities and activities, and sensitive information and assets is the
responsibility of all personnel. This requires every person’s vigilance, not just that
of nuclear security personnel or personnel who work directly with nuclear and
other radioactive material. All personnel need to understand that nuclear security
applies equally to the protection of sensitive information and assets and to the
nuclear and other radioactive material or activities themselves.

It is your obligation and responsibility to:

1. Know and follow the laws, regulations and nuclear security procedures and
instructions associated with your job.

2. Perform your job in a responsible and rigorous manner, recognizing that
improper job performance might compromise nuclear security.

3. Maintain your qualifications at the required level and commit to continual
improvement in your job skills and knowledge of nuclear security.

4. Maintain an appropriate questioning attitude regarding every aspect of your job
performance. Do not accept or participate in non-standard operations without
proper authority. Take responsibility and report job requirements that are not in the
best interests of nuclear security.

5. Protect, at all times, your badges, passes, access cards, codes and passwords that
provide you with access to the facility or activity, secure areas, computer systems
and sensitive information, and report their loss as soon as possible.

6. Respect the work of nuclear security personnel and the guard or response force.

7. Uphold the standards of professionalism and be open and honest in all
interactions with colleagues, managers and subordinates.

8. Report immediately any violation or infraction of nuclear security protocols,
procedures and instructions, including any inadvertent errors you have made or
observed.



9. Report immediately any suspicious events in or around the facility or activity,
as well as unusual contacts with facility or activity or non-facility or activity
personnel, particularly any inquiries regarding nuclear security measures.

10. Ask questions and challenge assumptions without hesitation to dispel
complacency.
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Annex V

SETTING NUCLEAR SECURITY CULTURE
ENHANCEMENT PROGRAMME GOALS AND
DEVELOPING AN ASSOCIATED ACTION PLAN

V—1. The nuclear security culture coordinator, in cooperation with the head of
the organization (whether they work for a competent authority with a nuclear
security function to regulate or support regulated entities, or for an operator),
establishes and records the goals of the nuclear security culture enhancement
programme along with expected results and a means of assessing the programme.
The nuclear security culture coordinator then identifies actions that will be
performed in support of the nuclear security culture enhancement programme
and includes them in the action plan. For each action, the nuclear security culture
coordinator will document the personnel responsible for carrying out the action,
the associated time frame, the resources needed, the potential barriers, the steps
to be taken and the expected results. Directions for developing an action plan are
provided below, followed by an example.

GOAL

V-2. The goal is to increase the contribution to nuclear security made by
personnel using the following means:

(a) Educating personnel on the existence of credible threats to nuclear and
other radioactive material and training them on their personal role and
responsibility in supporting effective nuclear security;

(b) Training managers to provide them with skills to enhance the work
environment and motivate personnel;

(c) Educating and motivating personnel through nuclear security posters.

RESULTS AND ACCOMPLISHMENTS

V-3. A nuclear security culture enhancement programme will aim for specific
results and accomplishments such as the following:

(a) Personnel who willingly adhere to all nuclear security procedures;
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(b)

(©

Managers who communicate to personnel why certain nuclear security
procedures are being implemented and motivate personnel to recommend
improvements to nuclear security;

Personnel who actively participate in providing recommendations on how
to improve nuclear security.

EVIDENCE OF SUCCESS

V—4. The success of a programme can be measured by:

(a)
(b)
(©
(d)
(©)
®

The number of personnel who participate in training sessions;

The number of managers who participate in training sessions;

The number of personnel who submit ideas for poster campaigns;
Feedback from training participants’ course evaluation forms;

The number of suggestions on how to improve nuclear security;

Interest from personnel on additional nuclear security topics to include in
training.

ASSESSMENT PROCESS

V-5. The programme can be assessed as follows:

(@)

(b)

(©

Compile feedback from course evaluation forms and summarize the
comments to determine the overall effectiveness rating of training and
interest in additional training.

Track the number of personnel participating in training sessions and check
with the training department on the percentage of personnel who have
completed training.

Hold discussions with personnel attending training to get their views on the
importance of nuclear security and how they can contribute to it.
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DEVELOPING, IMPLEMENTING AND MAINTAINING THE
ACTION PLAN

V—6. The steps for developing, implementing and maintaining the action plan
are as follows:

(1)

)
€)

4)
©)

(6)
()

Using Tables V-1 to V-3 as a template, document the activities to be
conducted for each goal identified. Modify the form as needed to fit your
specific environment.

Meet with the head of the facility or activity and obtain their approval to
implement the action plan.

Communicate the action plan to personnel, including managers, responsible
for aspects of the action plan and throughout the facility or activity, as
appropriate.

Keep copies handy to bring to meetings to review and update regularly.
Once the activity has been implemented and has been established for a
certain period, assess its effectiveness to check if results were achieved as
expected. Note that many activities will need to be performed frequently or
repeatedly. These types of activity will have a separate line on the action
plan for each time they are conducted. For example, a poster campaign may
be conducted each quarter using different posters.

Document the activity’s impacts on nuclear security culture and the
effectiveness of nuclear security.

Review progress on action plan efforts on a regular basis (e.g. quarterly) and
revise as necessary on the basis of new self-assessment results or changes to
the facility or activity’s mission, nuclear security system, material inventory
or threats. Approval from the head of the facility or activity is needed after
each revision.

V—7. The following action plan format can be used. The text included in the
completed action plan is meant to serve as an example of how nuclear security
culture coordinators may use the template to develop their own plan.
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TABLE V—-1. ACTION PLAN: ACTIVITY 1

Question

Responses

Action: What will be done?

Implement a five day nuclear security culture training for
managers.

Responsibilities: Who will do
it?

Nuclear security culture coordinator and training
department personnel.

Timeline: By when?

1 June 2021.

Resources:
(a) What resources are
available?

(b) What resources are required
(e.g. financial, human)?

(a) Training room, laptop, projector, screen, pens,
notepads, whiteboard, refreshments and photocopies.

(b) Funds for refreshments, pens, notepads and
photocopies.

Potential barriers:

(a) What barriers might there
be (e.g. legislative,
financial, environmental)?

(b) How would the barriers
affect this activity?

(a) Itis often difficult for managers to take leave for five
days to complete training. Is it possible to implement
course one day a week for five weeks?

(b) Limited participation possible.

Steps: How will it be
accomplished?

(1) Generate agenda for training.
(2) Send agenda and invitations through email to
managers, with enough lead time so that they can

block time on their calendars.

(3) Implement training.

Expected results: What will be
gained?

Managers will acquire tools to improve skills that
enhance nuclear security within the facility or activity. In
particular, managers will motivate personnel to
recommend improvements to nuclear security.
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TABLE V-2. ACTION PLAN: ACTIVITY 2

Question

Responses

Action: What will be done?

Develop, print and disseminate five nuclear security
culture posters.

Responsibilities: Who will do
it?

Nuclear security culture coordinator and graphic arts
department or creative personnel with access to a printer.

Timeline: By when?

1 September 2021.

Resources:
(a) What resources are
available?

(b) What resources are required
(e.g. financial, human)?

(a) Graphic arts department or creative personnel with
access to a printer.

(b) Funds for printing posters.

Potential barriers:

(a) What barriers might there
be (e.g. legislative,
financial, environmental)?

(b) How would the barriers
affect this activity?

(a) Graphic arts department or creative personnel might
be too busy to take on this project.

(b) Funds might not be available for intricate design.
Nuclear security culture coordinator might have to
print posters from office printer.

Steps: How will it be
accomplished?
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(1) Send email to facility or activity personnel requesting
that they reply with ideas for posters within one
month; this activity can be framed as a contest with
winners receiving recognition for poster design.

(2) Compile ideas for posters, select five poster designs
and work with graphic arts department to generate
five draft images.

(3) Email copies of completed posters to personnel and
print and hang posters in central locations in facility
or activity.



TABLE V-2. ACTION PLAN: ACTIVITY 2 (cont.)

Question Responses

Expected results: What willbe  (a) The poster campaign will motivate personnel to be

gained? creative in drafting ideas for posters, and the five
printed posters will act as a visual reminder of the
importance of nuclear security.

(b) The particular theme of the poster campaign will be
focused on the existence of a credible threat and
getting personnel to recommend nuclear security
improvements.
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TABLE V-3. ACTION PLAN: ACTIVITY 3

Question

Responses

Action: What will be done?

Implement two hour general personnel training module.

Responsibilities: Who will do
it?

Nuclear security culture coordinator and training
department personnel.

Timeline: By when?

1 December 2021.

Resources:
(a) What resources are
available?

(b) What resources are required
(e.g. financial, human)?

(a) Training room, laptop, projector, screen, pens,
notepads, whiteboard, refreshments and photocopies.

(b) Funds for refreshments, pens, notepads and
photocopies.

Potential barriers:

(a) What barriers might there
be (e.g. legislative,
financial, environmental)?

(b) How would the barriers
affect this activity?

(a) Manager might not be supportive of personnel taking
two hours for the training.

(b) Might need multiple sessions so that everyone
completes the two hour module.

Steps:
How will it be accomplished?

(1) Work with the training department to schedule
multiple sessions over a period of time.

(2) Send schedule and invitations through email to all
personnel.

(3) Work with the training department to confirm that all
personnel sign up for a session.

(4) Implement training.

Expected results:
What will be gained?

(a) During training activity, personnel will receive
information on credible threats to nuclear and other
radioactive material and associated facilities and
activities.

(b) The training will motivate personnel to take their role
in supporting nuclear security seriously and suggest
improvements.
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Annex VI

EVOLUTION OF NUCLEAR SECURITY CULTURE

VI-1. All organizations involved in the operation of facilities and activities
(including the competent authority) may assess the level of nuclear security
culture against the stages shown in Table VI-1.

VI-2. Stage 1 is often found when the procedural framework to support nuclear
security is first created. As nuclear security culture evolves to Stage 2, the focus
is more on internalizing the importance of nuclear security and establishing
effective nuclear security as a priority. The third stage corresponds to an emphasis
on continual improvement to achieve and sustain effective nuclear security.

VI-3. In Stage 3, it is understood that the human element is vital to the
effectiveness of nuclear security. In addition, managers understand the need
to develop a workplace that can cope with frequent change (e.g. to the threat).
Continual review of the threat and evaluation of the effectiveness of nuclear
security measures against the current threat are required. This goal encourages
managers to become more receptive to ideas on how to improve nuclear security
performance by enhancing the nuclear security culture.

VI-4. These three stages of nuclear security culture evolution might seem

simplistic. However, each stage is is not distinct from the others. It is possible at
any one time to exhibit characteristics associated with two or three of the stages.

TABLE VI-1. STAGES OF NUCLEAR SECURITY CULTURE

Stage Focus

1 Nuclear security is based on rules and regulations.
2 Nuclear security becomes an organizational goal.
3 Nuclear security is continually improved.
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STAGE 1: NUCLEAR SECURITY IS BASED ON RULES AND
REGULATIONS

VI-5. In this stage, nuclear security is seen as an external requirement and not
as an aspect of operations that will help the facility or activity to succeed. The
external requirements are those of the State, the legal and regulatory framework,
and the regulatory bodies. There is little awareness of how personnel’s attitudes
and behaviour affect nuclear security. Nuclear security is seen as something to
be accomplished through compliance with rules and regulations. Some possible
characteristics of Stage 1 are the following:

(a) Nuclear security problems are not anticipated, but rather reacted to as each
one occurs.

(b) Communication between departments and functional areas is poor.

(c) Collaboration and shared decision making is limited.

(d) Personnel who make mistakes are blamed for their failure to comply with
the rules.

(e) The role of management is seen as enforcing the rules.

(f)  There is little listening and learning, and criticism is met with a defensive
position.

(g) Thereisanadversarial relationship between managers and their subordinates.

(h) Personnel are rewarded for compliance.

STAGE 2: NUCLEAR SECURITY BECOMES AN
ORGANIZATIONAL GOAL

VI-6. In this stage, nuclear security is considered to be an important goal, even
in the absence of external requirements. Although there is growing awareness of
how attitudes, beliefs and behaviour impact the effectiveness of nuclear security,
this aspect is largely missing from security management, which generally
concentrates on technical and procedural solutions. Nuclear security is dealt with
in terms of goals, with accountabilities specified for achieving the goals. It is
often discovered that after a period of time, when nuclear security trends have
improved, a plateau of effectiveness is reached. Some possible characteristics of
Stage 2 are the following:

(a) There is growing awareness of the impact of nuclear security culture,

although it is not understood why added controls and training do not yield
the expected nuclear security improvements.
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(b) Management encourages interdepartmental and interfunctional
communications.

(c) Management’s response to mistakes is to introduce more controls and
procedures and to provide more retraining.

(d) The role of management is to make sure that goals are achieved and that
work objectives are clear to personnel.

(e) Thereis willingness to learn from external groups, especially new techniques
and good practices.

(f) The relationship between managers and other personnel is adversarial,
although there might be some opportunities to discuss common goals.

(g) The interaction of personnel and technology is considered, but more from
the viewpoint of increasing the efficiency of the technology.

(h) There is some teamwork.

(i) Problems are addressed in a reactive mode, although there might be more
anticipation of potential problems in the planning process.

STAGE 3: NUCLEAR SECURITY IS CONTINUALLY IMPROVED

VI-7. In Stage 3, the idea has been adopted that continual improvement is
necessary to maintain effective nuclear security and the viability of the facility or
activity and competent authority. There is a strong emphasis on communications,
training, management style, efficiency and effectiveness. Personnel understand
the impact of human factors and nuclear security culture on nuclear security.
Some possible characteristics of this stage are the following:

(a) Anprocess is in place to evaluate potential future problems and address them
proactively, rather than simply reacting to them as they occur.

(b) Teamwork and cooperation are actively pursued at all levels and across
departmental boundaries.

(¢) Nuclear security is a priority, and therefore there are minimal conflicts
among the goals of safety, nuclear security and mission (e.g. production).

(d) Nuclear security can be improved by continual self-assessment; almost all
mistakes are viewed as an opportunity to understand and correct the root
cause rather than find someone to blame.

(e) In addition to ensuring compliance with regulations, a process is in place to
continually evaluate and improve performance.

() Managers show through personal example and direction that they expect
workers to look for ways to learn and improve their performance.

(g) Learning from others is valued; processes exist for obtaining, reviewing
and applying experience from internal and external sources; frequent
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management and other personnel level communication is accomplished
with local and national stakeholders involved in nuclear security.

(h) Managers recognize, respect and value personnel for their contribution to
nuclear security.

(i) The relationship between managers and other personnel is mutually
supportive; personnel are encouraged to make suggestions and are properly
recognized for their contributions, while management’s role is seen as
coaching personnel to improve their performance.

(j)  Personnel are aware of the impact and the main principles of nuclear security
culture, and these are considered in decision making.

(k)  Personnel are rewarded for improving processes as well as achieving results;
processes are in place to allow and encourage personnel to report abnormal
events as well as recommend enhancements and, when appropriate, to
reward them.

(I) Personnel are considered to be an important part of the stakeholder
organization, and attention is given to satisfying their needs, not just
achieving technical efficiency (see para. 3.51 on the personnel assistance
programme, which can also help manage stress).

VI-8. The time required to achieve these stages is variable. Much depends on
the commitment and effort that personnel are prepared to make to bring about
change. Sufficient time is needed for the benefits from changed practices to be
realized and become mature. Change is rarely simultaneous or uniform. A rule
based approach does not need to be viewed negatively; there will be circumstances
in which strict compliance with rules is essential, such as when responding to an
emergency. Nuclear security culture is not incompatible with having strict rules;
much of any culture is about complying with rules or conforming to norms.
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DEFINITIONS

associated activity., The possession, production, processing, use,
handling, storage, disposal or transport of nuclear material or other
radioactive material.

associated facility. A facility (including associated buildings and equipment)
in which nuclear material or other radioactive material is produced,
processed, used, handled, stored or disposed of and for which an
authorization is required.

competent authority. A governmental organization or institution that has been
designated by a State to carry out one or more nuclear security functions.

human factor. The complex of all individual and collective human physical,
psychological and behavioural properties that interact with technological
systems, management organizations and natural environments.

nuclear security culture. The assembly of characteristics, attitudes and
behaviour of individuals, organizations and institutions which serves as a
means to support, enhance and sustain nuclear security.

nuclear security culture coordinator. A person or a group of people officially
appointed to lead the effort to enhance the nuclear security culture.

nuclear security culture enhancement group. A group of representatives of
the nuclear security stakeholders, as identified by the State or competent
authority, that sets the strategy to enhance the nuclear security culture and
provides high level oversight of the strategy’s implementation.

nuclear security culture enhancement programme. A systematic set of
measures designed to continually enhance nuclear security.

nuclear security culture indicator. A nuclear security culture characteristic that
can be observed or measured and compared against criteria as a means of

assessing the strength of the nuclear security culture.

nuclear security event. An event that has potential or actual implications for
nuclear security that must be addressed.
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nuclear security regime. A regime comprising:

— The legislative and regulatory framework and administrative systems
and measures governing the nuclear security of nuclear material, other
radioactive material, associated facilities, and associated activities;

— The institutions and organizations within the State responsible for ensuring
the implementation of the legislative and regulatory framework and
administrative systems of nuclear security; and

— Nuclear security systems and nuclear security measures for the prevention
of, detection of, and response to, nuclear security events.

nuclear security system. An integrated set of nuclear security measures.
operator. Any person, organization or government entity licensed or authorized

to undertake the operation of an associated facility or to perform an
associated activity.
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