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FOREWORD

One of the [AEA’s statutory objectives is to “seek to accelerate and enlarge the contribution of atomic energy
to peace, health and prosperity throughout the world.” One way this objective is achieved is through the publication
of a range of technical series. Two of these are the IAEA Nuclear Energy Series and the IAEA Safety Standards
Series.

According to Article III.A.6 of the IAEA Statute, the safety standards establish “standards of safety for
protection of health and minimization of danger to life and property”. The safety standards include the Safety
Fundamentals, Safety Requirements and Safety Guides. These standards are written primarily in a regulatory style,
and are binding on the IAEA for its own programmes. The principal users are the regulatory bodies in Member
States and other national authorities.

The IAEA Nuclear Energy Series comprises reports designed to encourage and assist R&D on, and application
of, nuclear energy for peaceful uses. This includes practical examples to be used by owners and operators of
utilities in Member States, implementing organizations, academia, and government officials, among others. This
information is presented in guides, reports on technology status and advances, and best practices for peaceful uses
of nuclear energy based on inputs from international experts. The IAEA Nuclear Energy Series complements the
IAEA Safety Standards Series.

Many of the challenges facing the nuclear industry highlight the important role played by management and
leadership in successful safety and business performance. A distinction can be made between management and
leadership. While both are important, this publication will focus particularly on leadership in nuclear emergencies
and on the challenges of human performance and communication within the organization during such emergencies.

Many recent IAEA publications have emphasized the importance of leadership and of tasks related to it
(e.g. creating a proper organizational culture, managing change, continually improving performance, becoming a
learning organization). In addition, communication with national and international organizations, governments, the
public and the media during a nuclear or radiological emergency is covered in the [AEA publications Operations
Manual for Incident and Emergency Communication (EPR—IEComm 2012) and Communication with the Public
in a Nuclear or Radiological Emergency (EPR—Public Communications 2012). However, comprehensive guidance
on leadership, human performance and internal communication in severe nuclear emergencies — as covered in this
publication — has been lacking.

The TAEA wishes to thank and acknowledge the efforts of the contributors who are listed at the end of this
publication for their valuable assistance in its development. Particular thanks go to S. Haber for her aid in its
preparation. The IAEA also wishes to thank the organizations of the contributors. The IAEA officers responsible
for this publication were J.P. Boogaard, B. Molloy and P.T. Pyy of the Division of Nuclear Power. IAEA Incident
and Emergency Centre staff also provided valuable support.



EDITORIAL NOTE

This publication has been edited by the editorial staff of the IAEA to the extent considered necessary for the reader s assistance.
It does not address questions of responsibility, legal or otherwise, for acts or omissions on the part of any person.

Although great care has been taken to maintain the accuracy of information contained in this publication, neither the IAEA nor
its Member States assume any responsibility for consequences which may arise from its use.

Guidance provided here, describing good practices, represents expert opinion but does not constitute recommendations made on
the basis of a consensus of Member States.
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1. INTRODUCTION

1.1. BACKGROUND

Nuclear organizations have achieved major successes over the past fifty years in improved safety, reliability
and overall performance. The growth of new nuclear capacity in emerging markets and the life extension of many
older nuclear facilities increase the pressure for sustainability. However, recent nuclear emergencies and challenges
continue to highlight the significant impact that human behavioural issues can have on the effective management
of these events.

The human behaviours that are important during emergency situations might differ from those that are
important in normal operations. Consequently, Member States have shown great interest in receiving guidance
on this topic. The 2011 accident at the Fukushima Daiichi nuclear power plant in Japan accelerated the need for a
publication providing specific guidance, because that event highlighted the significant impact of leadership, human
performance and communication. In addition, every organization should establish an integrated management
system that supports leadership and creates a good organizational culture.

In emergencies, it is imperative that leaders be able to draw organizational and human needs closely
together. This publication focuses in particular on the aspects internal to the organization during an emergency.
Communication with other national and international organizations and with other governments is covered in
Ref. [1], and communication with the public and the media during a nuclear or radiological emergency is covered
in Ref. [2].

The challenges faced by the nuclear industry have highlighted the role played by people in successful safety
and business performance. The significant role that leadership plays in creating a positive organizational and
safety culture, managing change, ensuring continuous improvement and creating a learning organization has been
stressed. The role of effective leadership for the successful implementation of a formal management system has
also been emphasized. The attributes associated with management systems are relevant for all aspects of nuclear
emergencies. Information on these attributes is given in IAEA publications on responses to nuclear or radiological
emergencies [3-5].

A competency framework for emergency situations, which leaders may develop to help select their staff,
would ideally include attributes that provide both technical and experience based knowledge. The leaders and
staff chosen should meet the requirements set by the management system. Consideration of the unique aspects
of emergencies in the development of emergency response (ER) plans will help to ensure that the appropriate
leadership qualities, human performance capabilities and internal communication mechanisms are in place if and
when an organization needs to respond to an emergency.

1.2. OBJECTIVE
The aims of this publication are to:

(a) Identify the necessary attributes of leadership in nuclear emergencies.

(b) Identify the leadership behaviours, human performance capabilities and internal communication aspects that
are important for managing nuclear emergencies.

(c) Provide guidance on how the strength of leadership, human performance and internal communication in
nuclear emergencies can be sustainably anchored in an effective emergency response organization.

1.3. SCOPE

This publication presents key concepts related to leadership, human performance and communication,
especially how they relate to an organization’s ability to successfully manage an emergency. The focus is especially
on what happens inside the emergency organization located at a nuclear site. Day to day leadership in normal



operating conditions falls outside the scope of this publication. Similarly, management and management systems,
which are vital elements in ensuring preparation for emergencies, mainly fall outside the scope of the discussion.

External communication in emergencies is covered in Refs [1, 2] and is otherwise excluded from the scope of
this publication.

1.4. STRUCTURE

This publication presents the general structure of an emergency response organization (ERO) and discusses
the characteristics that are significant for human behaviour in Section 2. Section 3 discusses the attributes required
for emergency leadership and advises how to ensure the necessary competencies. In Section 4, important human
performance elements in emergencies, such as decision making and extreme stress, are discussed, together with
ways to mitigate adverse effects. Finally, ways to ensure effective internal communication in emergencies — with
issues for consideration, barriers to overcome and mitigating strategies — are discussed in Section 5.

1.5. USERS

The target individuals for this publication are officials and senior managers of governments, local authorities,
regulatory bodies and nuclear facility personnel. Those who have an influence on the style of leadership and
personnel development and training that is applied in their organizations and those who are involved in emergency
preparedness and response would also benefit from this publication.

2. EMERGENCIES AND HUMAN BEHAVIOURAL
CHARACTERISTICS

2.1.  EMERGENCIES AND EMERGENCY RESPONSE ORGANIZATIONS

Before discussing the leadership behaviours, human performance capabilities and internal communication
mechanisms needed to effectively manage nuclear emergency situations, it is important to clarify why the ERO
necessitates separate consideration from the organization during normal operations. Specifically, the change in
formal reporting and decision making relationships, the pace of activities that can occur, the potential need to
develop ad hoc decisions in response to the event, the adoption of a modified organizational structure to handle
the event and the potential for increased interaction with a variety of external agencies, all create a situation that
requires some different organizational behaviours than would be necessary during normal operations.

When senior operations staff become aware of plant abnormal status (or plant disturbance), a specially
pre-prepared ERO will be activated (on the basis of agreed criteria and according to a pre-established response
plan). In addition, designated members of a first response team will be called to assist in coping with the event [5].
Initially, the senior operations staff member on duty has the authority to make all necessary decisions and becomes
the response leader.

If initial actions taken do not contain the event, additional capabilities will be called on, with the structure of
the ERO scaled to the type of response functions needed to deal with the scope of the emergency. In that case, the
function of the initial response leader will likely be transferred from the senior operations staff member to another
designated internal group as per the individual facility’s ER procedures. The ER is highly procedure based to
enable the ERO to be fully staffed and capable of facing the challenges of the emergency.

It is critical that, at all stages of ER, any individual who will perform leadership activities has the necessary
skills and competencies to perform these activities. This is especially important during an ER because of the quickly
changing nature of events and the multiple individuals and organizations likely to be involved in the response.
Additionally, the organization needs to provide effective means of supporting human performance during the event.



Experience has shown that human performance is a key factor in the outcome of events. By providing effective
human performance support tools to the individuals who are responding to the event, organizations are more likely
to have a favourable outcome at the end of the event. Finally, effective communication and coordination are critical
to a positive event response. By developing methods to promote effective communication among all members of
the ERO, the likelihood of a positive ER outcome is increased.

2.2. CHARACTERISTICS OF EMERGENCIES SIGNIFICANT FOR HUMAN BEHAVIOUR

If attention is paid to the following characteristic issues, the ability of an organization to effectively respond

to an emergency situation will be significantly improved. While not intended to be comprehensive, the list below
represents the types of issue to be considered in ER situations, focusing on the characteristics of leadership, human
performance and internal communication:

(@)

(b)

(©

(d)

(e)

The strengths and weaknesses inherent in any organization will likely be exacerbated in an emergency
situation, and therefore it is critical that they be understood and integrated into the emergency preparedness
plans developed for the facility. For instance, in some situations, a command and control type of response
(e.g. hierarchical reporting structure) is perceived to be most beneficial and to lead to the most effective
response; in other situations, a team concept may be perceived to be most effective for ER. Regardless
of which type of response would be most beneficial, there are inherent benefits and weaknesses to both
approaches. In a hierarchical reporting structure, the organization still needs to ensure that members feel
free to voice concerns, when appropriate, and that they do not just blindly follow orders. In a culture that is
more team oriented, the organization needs to ensure that decisions are made with the rapidity required for
the situation and are not paralyzed by dissension or indecision. Organizations may find it useful to spend
time considering the specific nature of their organization, the environment it operates in, and the potential
strengths and weaknesses that could result.

People’s behaviour during normal operations will influence the manner in which others within the organization
respond to them during off-normal operations. For example, if ER leaders have not established trust among
themselves and others during normal operations, their ability to effectively lead during an accident situation
may be inhibited because organizational members may question leaders’ actions and the rationale behind
decisions that are being made.

Effective horizontal and vertical coordination and communication is a key element to successful ER. This is
especially important for individuals and groups who may not interact frequently during normal operations
but must interact to a high degree during emergency situations. Similarly, any issues related to horizontal
and vertical coordination and communication during normal operations can further degrade and potentially
impact the ability of various groups and levels within the organization to effectively respond to an event.
During an emergency situation, staff and facilities need to be capable of transitioning from their normal role
to their emergency role. This may mean taking on new responsibilities or working with different groups and
individuals within the organization. If not clearly documented in response procedures and practised in drills
and exercises, these unfamiliar roles and relationships can have a significant effect on the manner in which
the event unfolds. Therefore it is important that these roles and relationships are well defined, understood,
trained for and practised by all parties ahead of time.

Behaviours and habits become ingrained in people over time. Bad work habits and behaviours that are
allowed to occur during normal operations are not likely to change when a person is faced with an emergency,
but good work habits and behaviours that are frequently used are likely to also be used in an emergency.
In fact, people tend to revert to the behavioural patterns they are most familiar with during times of high
stress or uncertainty [6]. This makes it imperative that organizational members are held to high standards
of performance during normal operations (e.g. a questioning attitude; the stop, think, act, review process;
or three way communication') to ensure that these same performance standards are strongly ingrained and
followed during emergency situations. The actions carried out, including the review results, also need to be
communicated.

! Message given, message received and message understood.



(f) Emergency situations often do not follow the path that prior analysis has assumed they will take, and not
all emergency situations have been conceived of before they are encountered. Organizations need to be
able to exhibit flexibility and agility in their response to an event, which is a concept often referred to as
organizational resilience. Organizations that have resilient capabilities are able to avoid disruptions, adapt to
events and continue on, even in the face of adversity. Such organizations also create an environment that is
likely to produce resilient leaders.

(g) All organizations have individuals that are recognized as leaders by others, even though they may not hold
a formal leadership title. Ignoring the importance of these individuals to the organization could have a
detrimental impact on the organization’s ability to respond effectively to an emergency situation.

(h) Several lessons learned from the human and organizational factors analysis of the Fukushima Daiichi
accident that was conducted by the IAEA need to be considered in trying to understand human behaviour
during an ER [7]. In particular, the assumptions that guide human behaviour, often subconsciously, need to
be recognized. Preparation for the unexpected is necessary, and the level of complexity around emergency
situations demands that a systemic approach be used to provide a comprehensive picture of the situation.

3. ATTRIBUTES AND CORE COMPETENCIES OF
LEADERSHIP IN AN EMERGENCY

3.1. ISSUES FOR CONSIDERATION

Many of the challenges facing the nuclear industry highlight the important roles of management and
leadership. Recent IAEA publications [8—11] have stressed the important role that leadership plays in creating
a strong organizational and safety culture, managing change, ensuring continuous improvement and creating a
learning organization. The IAEA Safety Standards in Refs [12—15] stress the importance of proper leadership and
management of nuclear facilities, which certainly includes the management of nuclear emergencies.

A distinction also needs to be made between management and leadership. IAEA Safety Standards Series No.
GSR Part 2, Leadership and Management for Safety [13], defines management as a “formal, authorized function
for ensuring that an organization operates efficiently and that work is completed in accordance with requirements,
plans and resources” and adds that “Managers at all levels need to be leaders for safety.” In comparison,
GSR Part 2 defines leadership as “the use of an individual’s capabilities and competences to give direction to
individuals and groups and to influence their commitment to achieving the fundamental safety objective and to
applying the fundamental safety principles, by means of shared goals, values and behaviour.” Good managers are
not necessarily good leaders, and vice versa. While both are needed, the focus here is on individuals performing
leadership functions within an emergency situation.

Leadership that successfully utilizes the staff and supporting organizations in the management of an
emergency emphasizes the relationship between leadership, communication and human performance. However,
because emergencies are rare, being able to demonstrate that the required leadership competencies for dealing with
an emergency are present is not a simple matter. The selection and preparation of leaders and staff to form an ER
team requires specific measures to ensure that the competencies needed for successful ER are considered.

There is substantial literature (e.g. Ref. [16]) about the competencies of effective managers, in general, and
also of managers in the nuclear power sector. Reference [17] provides detailed information concerning the training
of personnel, including training for managers and for handling emergency tasks. These publications include aspects
of essential management competencies.

Often, techniques such as the use of ‘competency wheels’ (like the one shown in Fig. 1) can be utilized and
may be helpful in the selection of leaders, because competencies can be described and weighted. The wheel in
Fig. 1 details the desired competencies for a particular manager or leader. The degree to which the ideal leader
would exhibit each competency is shown in blue. The ideal leader is expected to be trained and prepared, decisive
and assertive, goal oriented, able to listen and communicate, and able to think critically. To a lesser extent, although
still important, the ideal leader would be experienced, open minded, responsible and adaptive; able to facilitate,



prioritize, and handle stress; and have personal drive and energy. This gives the organization a means of identifying
which individual competencies are most important for any specific position. Then, candidate ratings on these same
competencies can be compared with the ideal to determine the match between actual and ideal. The weighting of
individual competencies can be particularly important when:

(a) Comparing potential candidates, because no one person will ever be the perfect leader for all situations;

(b) Preparing individual training and development plans for individuals in leadership positions to strengthen and
develop critical competencies;

(¢) Considering different leadership roles such as control room operator, incident commander and plant
supervisor, because the various roles will require a different balance of skills under the same core competency
such as ‘critical thinking’;

(d) Ensuring that the individual embraces the perspective that a leader is part of a larger system, and that this
system needs to support leadership to become effective.

The identification of competencies required for effective leaders also helps to distinguish between
competencies that are trainable and those that are more difficult to develop. This aspect needs special attention
when selecting managers for emergency teams. While it is not possible to present here all the various models on
leadership competencies that could be considered, a few relevant competency sets are discussed.

Competencies such as those shown in Fig. 1 may be clustered into groups of similar competencies. Other
perspectives [19-22] on competency clusters include:

— Self-awareness. This competency involves being aware of one’s own behaviour, particularly with regard to
how that behaviour influences the behaviour of others.

Experienced
0
Adaptive Able to Handle Stress

Ideal
‘ = Candidate

ey

\ P
\V\\ /(

Open-Minded Able to Facilitate

Able to Prioritize

Able to Listen

FIG. 1. Competency wheel — example of a leader profile. Adapted from Chandler [18].



— Relationship building. Communication and relationship building often go together and are keys to good
leadership. Collaboration and trust are foundational to building strong relationships, as are active and
empathetic listening and respecting colleagues. A good leader is also willing to invite and accept challenges
from subordinates.

— Practical capability. Having the necessary nuclear knowledge, as well as the relevant behavioural and
technical ability, is important. Capabilities in team building, delegation of work, decision making, project
management, conflict resolution and providing appropriate motivation should also be considered. Relevant
past experience is a highly desirable trait and can ensure that the leader has some level of intuition in dealing
with an event.

— Strategic action. Thinking strategically requires the ability to uncover and question the assumptions being
made in the presenting situation. Leaders have to be able to ensure the response team has a consistent, simple,
clear and easily understood statement of the emergency situation and the objectives they are being asked
to meet. Leaders who are able to think strategically are better able to ensure the appropriate information is
provided in a way that will be most helpful to the individuals who use it.

— Authenticity. Authenticity, consistency and integrity of leader behaviours and actions are critical elements to
promote credibility and inspire trust among those that they are leading.

Leaders in emergency situations must confront a number of challenges; how these challenges are addressed is
affected by leader competencies, attitudes and efficacy. Leaders need to be aware of the situation and — recognizing
the often large uncertainties — maintain control over the events that are under their influence, take effective actions
with the available resources and develop a response that will positively impact the course of the event.

Considering the context of this publication, the following leadership competencies are especially relevant for
the management of nuclear emergencies and need to be kept in mind in the selection and development of ER team
leaders.

3.1.1. Situational awareness

Participants in an emergency situation who possess good awareness are able to identify, process and
comprehend the critical elements of an emergency. The concept of situational awareness is important for coping
successfully with emergency demands. Situational awareness can be defined as “the perception of the elements in
the environment within a volume of time and space, the comprehension of their meaning and the projection of their
status in the near future” [23]. It means that the leader understands the situation and knows what to do to effectively
mitigate the event. Leaders who possess good situational awareness are able to:

(a) Assemble a plausible picture of the event, consistent with known information and possible outcomes;

(b) Acquire, interpret and use relevant information to make sense of current events, anticipate future events and
make intelligent decisions;

(c) Stay aware by continually assessing and reassessing the situation.

In nuclear power plants, the following have been identified as areas where improved situational awareness
would be beneficial: planning, problem solving, perception, team coordination, knowledge building and
communication [24].

3.1.2. Decision making, including strategic thinking

Leaders who demonstrate decision making, including strategic thinking, are able to make critical and timely
decisions with limited and ambiguous information. Leaders with this competency are able to:

(a) Gather facts, solicit input, make good assumptions and consult with stakeholders to weigh benefits and risks,
and quickly make and execute decisions with limited and incomplete information;

(b) Apply the appropriate decision making process for the situation (i.e. systematic versus derived from
experience);

(c) Anticipate the impact and implications of the decisions they make;



(d) Continuously assess and adjust decisions and actions as new information becomes available;
(e) Be mindful about cognitive slips, lapses and errors that may occur in a critical situation;
(f) Comprehend the complexity of the situation and be reluctant to oversimplify.

3.1.3. Team management of emergency response teams

An effective ER is dependent on successful team management by the leader of the ER team. The team
members execute their tasks, share an understanding of the evolving emergency and work on the same response
plan towards a common goal. Good team management will help to prevent people from abandoning their posts,
reacting with panic and being uncooperative. Leaders with this competency:

(a) Exemplify appropriate behaviours for other team members;

(b) Provide the team members with the resources and information required for a successful response to the event;

(¢) Delegate appropriately within the team and allow team members the necessary autonomy to make decisions
within established guidelines;

(d) Address conflicts between team members positively and constructively;

(e) Develop, communicate and monitor team performance expectations.

3.1.4. Coordination

ER team leaders have to be able to effectively coordinate the work activities of the team while also managing
demands and pressures, both external and internal, to the organization. If the organization does not have a clear
understanding of the various roles and responsibilities, then responses may become uncoordinated and mitigating
measures may be ineffective or even contradictory. Even when an emergency event is contained inside an
organization, outside stakeholders need to be informed and prepared for possible future coordinated action if the
event spreads over organizational boundaries. When more organizations become involved, there is a demand for
good coordination among them and clear divisions of roles in order to achieve the most effective ER and resource
management. Leaders with this competency:

(a) Interact with individuals across various agencies and organizations to ensure information is shared and
collaboration is achieved;

(b) Set priorities to deal with conflicting demands and build consensus among affected parties on what those
priorities would be;

(c) Have the knowledge necessary to link the required groups (internal and external to the organization) to ensure
that the goals of the ER are achieved;

(d) Have the capability to communicate in a stringent and concise manner.

3.1.5. Professionalism, integrity and honesty

Professionalism, integrity and honesty are key attributes for leaders in the establishment of trust and
confidence with the members of the ER team. It is especially important for a leader to demonstrate these attributes
when the leader is new to the team. A leader who is viewed as having integrity will earn the respect and the
willingness of the team to follow the leader’s direction. Leaders with this competency are able to:

(a) Demonstrate knowledge and experience, as well as recognize when additional expertise is needed;
(b) Determine what information needs to be shared;
(¢) Be aware of and sensitive to the health risks the team and public may be exposed to as a result of the event.

3.1.6. Stress management
Effective leaders are able to recognize the symptoms of stress in themselves as well as within the people they

are leading. This competency is especially important during an emergency situation when the people who must
respond to the event experience tremendous stress as they face what is often an uncertain situation. Even with



appropriate training, it is very difficult to know how people will react during an actual situation (as opposed to a
simulated situation), when they are concerned for their own safety as well as perhaps the safety of their families
and larger community. Leaders with this competency have to be able to:

(a) Persevere under difficult circumstances;

(b) Adhere to the priorities of radiation safety of the public, even if such adherence potentially puts themselves
at risk;

(¢) Recognize the impact of stress on themselves and those they are leading and take appropriate action if they
determine that the stress is impeding their or other team members’ abilities to effectively perform their roles
on the ER team;

(d) Demonstrate mental discipline and maintain control;

(e) Know when to take a short break to ease the tension from stress.

It is advantageous to make provisions in the emergency procedures to have periodic turnovers, if feasible, in
the emergency posts, including for the leaders. Turnovers will help to minimize fatigue and promote a higher level
of effectiveness while dealing with an emergency situation (e.g. in some plants, emergency procedures dictate a
routine turnover every 12 hours). When such turnovers are not feasible, as was seen during the Fukushima Daiichi
accident where fresh and rested crew members were not able to get to the plant for days, other steps might need to
be considered to offset the impact of prolonged stress and fatigue.

Organizations also need to recognize the stress that is caused to workers who are uncertain of what their
families may be dealing with and whether or not they are safe. It is wise to have mechanisms to facilitate workers
to get information about their families and to let their families know they are safe. Emergencies demonstrate how
difficult this can be. However, by establishing a protocol ahead of time, the organization is more likely to be able to
provide workers with information about their families, which will allow them to better focus on responding to the
emergency without additional distraction.

While not all leaders will display all competencies, organizations need to carefully consider these competencies
when making decisions about individuals who will lead ER efforts and the roles they will play in those efforts. In
addition, organizations need to actively pursue opportunities to strengthen these competencies within their leaders
to ensure they have the most effective leadership available in the event of an emergency situation.

3.2. ENSURING THE NECESSARY LEADERSHIP COMPETENCIES

It is apparent that effective emergency management is dependent on the abilities of the leaders directing the
ER. Fortunately, organizations do not frequently encounter emergencies; however, this also makes it difficult to
determine whether or not leaders have the necessary competencies to cope with an event. There are some actions
that an organization can take to help develop leadership qualities in individuals who may need to take on leadership
roles during an emergency, and these are discussed below.

3.2.1. Selection criteria for leaders

Some aptitudes relevant for ER team leaders and members are very difficult to develop through training.
One example of this is stress resistance or stress tolerance: a person’s ability to perform well under stress. Team
members with a low stress tolerance can encounter conditions in which they are unable to perform as required
because of stress, despite having excellent technical knowledge and managerial skills. If this were to happen to the
emergency team leader, the consequences of cognitive failure under high stress conditions could be severe, in terms
of both plant damage and contamination of the environment.

Industries or other organizations that use comparable EROs to those used by nuclear facilities (e.g. airlines or
military forces) have implemented measures to predict the performance of applicants under stressful conditions [25].
Even if a nuclear operating organization does not typically use psychometric tests in its recruitment/selection
process, it might be worth while to consider their use in the selection of emergency teams. Such psychometric
tests can include the assessment of stress resistance, as well as other relevant areas for effective emergency teams
(e.g. strategic thinking, motivation and self-confidence). Multiple psychological and sociopsychological factors



come into play in emergencies, which are very situation dependent and impossible to completely predict, so trusting
psychometric testing solely may not be recommended.

Another important dimension may be that managers during normal operations may not be designated as
managers during the emergency situation but are reluctant to give up their manager role. A subordinate of that
manager may be placed into a leadership role during an emergency, and it may be difficult for subordinates not to
be influenced by the fact that their normal managers are working for them or under them during the emergency,
only to return as their managers after the emergency.

3.2.2. Training for leaders
3.2.2.1. General

There may be several individuals designated to perform different leadership functions during a nuclear
emergency situation. For example, one may be assigned by the nuclear facility in the first response to the immediate
area of activity, another to an on-site coordination room and still others to site evacuation or to the chief of the
regional fire brigade. For this reason, both individual and group training is important to gain maximum benefit in
the event of an emergency.

Emergency exercises often attempt to engage as many people from different EROs as might be involved in an
ER, including the local emergency services. It is also important that emergency exercises be practised at regional
and national levels, so that individuals in leadership positions gain valuable insights into some of the organizations
they may need to deal with should an event occur, as well as have an opportunity to interact with leaders across
all levels and organizations that might be involved in an ER. Emergency exercises may be developed, conducted
and evaluated in a manner consistent with the guidance provided in the IAEA publication Method for Developing
Arrangements for Response to a Nuclear or Radiological Emergency [26].

Recognizing that nuclear emergencies are infrequent events, every opportunity may be considered to place
leaders in situations that will simulate some of the types of activities they might encounter. For example, placing
ERO leaders with a local fire brigade or other ERO that deals with emergencies on a frequent basis will demonstrate
how these organizations and their leaders cope with emergencies and what principles for coping are employed.

Competency assessment results may be used to identify and seize opportunities to train individuals in
situations that take them out of their ‘comfort zone’. Such examples may include learning to dive while on holiday,
organizing a local fete or show as part of normal life, or conducting a confined space entry while at work on a
reactor site.

3.2.2.2. Types of training for emergency situations

Various methods can be used to train leaders in the necessary competencies. Clearly, background reading
is a good start and can be supplemented by lectures, films, group exercises, case studies and computer based
training. There are assessment exercises available that leaders can engage in to determine their own personal style
of leadership as well as what the strengths and weaknesses of this style might be. Such exercises provide the leader
with useful insight and can highlight areas of focus for future development.

Exercises of all types are useful, for example, a tabletop exercise or the larger scale version conducted as
a walkthrough, simulators and full scale on-site exercises or those involving external agencies. However, there
is little substitute for hands-on experience, even if it is gained in allied fields. The only requirement is that those
being trained experience first hand the actual stress of leadership in difficult situations. Ultimately, this will serve
to extend candidates’ comfort zones, which would make them more effective in real emergency situations.

A note of caution may be made about ‘overpreparation’ resulting from routine on-site exercises. Continued
use of the same or similar scenarios in emergency preparedness exercises can induce a false sense of confidence in
people’s ability to respond to an event, which may quickly evaporate in a real emergency, to everyone’s detriment.
Some good practices that can be conducted to prevent this include:

(a) Training leaders in thinking the unthinkable. What if the indications, alarms and other received information
are not telling the staff what they think they are? One famous example of this occurred in the Three Mile
Island accident in the United States of America [27]. As the operators were not able to see one of the indicator
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lights on the control room alarm panels, the automatic emergency cooling system was manually overridden
because the operators believed there was too much coolant water in the reactor when, in fact, the opposite
was true. Training in the unthinkable may extend to team training in which unexpected events are imagined
and discussed in a brainstorming session (e.g. the plant is not near an airport, but imagine that an aircraft has
crashed on it).

Training leaders in stakeholder needs. It is important that ER leaders have a good understanding of all the
needs of the various stakeholders, as there are times when these needs might conflict. By developing a better
understanding of these needs, the leaders will be able to interact in a more constructive manner during an
event, as there is greater appreciation of why various stakeholders may be behaving the way they are or
seeking specific types of information. One option to improve leader understanding of stakeholder needs is for
leaders to participate in stakeholder exercises.

Involving leaders in providing team emergency preparedness training, in order to set the example of
following emergency plan procedures, as well as looking for improvement opportunities for future training
and performance.

Involving leaders in providing training (including training of new personnel and permanent contractors) on
the history of significant nuclear emergencies. This sends a key message to the staff that emergencies can
occur and inspires trust in the leaders because they will be seen as knowledgeable about events that have
occurred. It also shows that, as a learning organization, the leaders can learn and minimize the likelihood of
similar events within their own plant. At the same time, leaders can make it clear that newcomers have a role
to play in preventing a nuclear emergency by exercising professionalism in all that they do. For example, in
some nuclear plants, plant superintendents give lectures to newcomers about significant nuclear emergencies,
stressing the importance of being ‘nuclear professionals’.

Training leaders in situations that are as realistic as possible (e.g. requiring them to conduct a plant tour with
blacked out masks or imagine a scenario in which one of the senior leaders in the emergency response centre
(ERC) suffers a heart attack mid-crisis). By providing such training, leaders will have an understanding of
the myriad of events they could encounter and be equipped to deal with a wide range of potential events and
scenarios.

Training leaders in the use of communication tools, such as shared space and mindfulness [28], that foster
trust, motivation and openness.

3.2.3. Developing leaders during normal operations

Some procedures that can be followed during normal operations within a facility will develop leadership

skills and instil employee confidence in the leaders of the organization to ensure effective ER:
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Leaders may be expected to encourage and promote the use of emergency decision making protocols
(e.g. emergency operating procedures) that were developed for emergency situations whenever something
unexplained happens at the plant. While this is always a useful exercise to engage in, the opportunity to
take early action will be increased should the unexplained situation turn out to be an event. Use of these
emergency decision making protocols for all unexplained events will also increase familiarity with these
protocols, which will increase the likelihood of success in their use during an emergency.

Leaders may be expected to support and encourage staff to express their attitudes and ideas/concerns. This is
true during normal operations as well as during abnormal and emergency operations. Organizations should
ensure that a ‘no blame culture’ exists at all times. If people feel comfortable and free to express their attitudes
and ideas or concerns during normal operations, they are much more likely to be able to express their attitudes
and ideas or concerns during abnormal operations. Leaders also need to be able to recognize their limitations
and the limitations of their organization and be open to involving experts from outside the organization to
ensure the successful resolution of the problem.

In ER training, leaders need to try to anticipate how the event may develop in the future, as well as possible
lines of action that may need to be taken. This reflects a strategic way of thinking and normally would
incorporate both anticipated and unanticipated sequences of events. This will encourage members of the
response team to keep an open mind about the incident and not ignore symptoms that may not fit the probable
or anticipated event sequence.



(d) Brainstorming is an excellent method for use in strategic thinking, and leaders may consider soliciting such
input from their staff as part of normal operations and ER training activities. Incorporating the expertise of
additional experts external to the facility can provide another perspective and is also recommended as part of
training.

(e) Communication tools that quickly and effectively create a shared understanding may be utilized.

In summary, leaders within the organization will play an integral role in ER. Any activities that can be
undertaken to strengthen and improve the required leadership competencies will lead to stronger leadership and
support for that leadership by the ER team. Additionally, good leaders will provide support for strong human
performance and communication, which are two other elements critical to the effectiveness of ER.

4. HUMAN PERFORMANCE IN AN EMERGENCY

4.1. ISSUES FOR CONSIDERATION

When a serious emergency occurs, that emergency will have to be managed by people who will need to
diagnose unfamiliar situations, make decisions about what actions to take, choose goals to be met and undertake
action plans that have been previously developed or develop new plans based on the situation. The humans making
the decisions are likely to be under enormous levels of stress and pressure to make those decisions and take action
quickly and in a manner most likely to mitigate the event with the least amount of damage to the plant, personnel
and the surrounding environment and community. In unusual situations, which any real emergency will certainly
be, human beings are a more adaptable and intelligent resource than any machine logic. However, human beings
also have limitations and do not behave perfectly, even in the most ideal situations. Therefore, to have a greater
likelihood of successful management of an emergency, it is important to understand what human limitations exist,
what problems may arise because of those limitations, and what can be done to minimize the potential impact of
those limitations and ensure that the benefits of having intelligent and autonomous people working together in
teams are gained at the least cost.

This section outlines the human performance elements that need to be considered, specifically during an
emergency situation and especially in the areas of decision making, stress management and group interaction.
Consideration of these issues in ER preparation activities, as well as within the whole management system of
the organization, will help to promote effective human performance during an event. This publication focuses on
the personnel on-site for the emergency, including site management, operational staff, vendors and contractors.
However, the presented concepts may also be extended to off-site professionals, who can contribute to the
successful management of an emergency (e.g. corporate staff, regulatory staff and external experts), as well as
off-site emergency resources — such as fire brigades, the military and civil defence forces — that may be involved
in ER.

4.1.1. Decision making

During an emergency, the real time requirements for making decisions can differ from everyday decision
making requirements. The immediate importance of making decisions may be more critical, the information
required to make decisions may be missing or delayed, and less time may be available to make decisions than
under normal conditions. All of these factors make it essential to understand what can be done to support effective
decision making and reduce the chances of making poor decisions.

Personnel also have to be able to cope and make these decisions in emergency situations with issues and
conditions that are non-standard because, for instance:

(a) Emergencies do not often unfold as they have been modelled. In fact, what appears common may be

misleading, while what appears different may be consistent and understandable once an adequate mental
model of the situation has been developed.
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Individuals may be restricted in their ability or willingness to believe or understand such non-standard
situations. Denial is a common way of coping with the stress that an emergency may bring.

The mental models of normal operations may not fit the emergency situation.

Decisions may have to be made before all the information can be gathered or processed. Lack of information
is one of the greatest contributing factors to making poor decisions [29].

The accuracy of the information may be questionable. In emergency situations, normal information
systems may not be available and there will be a greater level of uncertainty about the status of the facility;
consequently, a greater effort in challenging any information source is required, which may not be necessary
under normal conditions.

Time stress generates the greatest chance of making an incorrect decision, oversimplifying complex situations
or not knowing what to do at all [30].

Emergencies require team activity; it is crucial that the teams operate as effectively as possible and that
good leaders are in place who understand the normal social dynamics that can influence emergency activity,
whether positively or negatively.

In emergencies, people do not typically have the luxury of selecting a special team; those who are present as
the emergency unfolds compose the team that has to respond to the event.

4.1.1.1. Biases in thinking and problem solving

There are biases in thinking processes that can influence both how people think of problems in advance —

risk perception — and how they solve problems when faced with them directly. The cognitive biases that have
been identified are not just bad habits that people have acquired; if they were, they could be trained out relatively
simply. Cognitive biases are the consequences, or downsides, of highly effective ways that people solve most
of their problems and make the most of their everyday decisions. Cognitive biases are tendencies to think in
certain ways. They can lead to systematic deviations from a standard of rationality or good judgement. Knowledge
about these biases has been developed to understand decision making under uncertainty, which is considerable in
emergency situations. Some examples of cognitive biases that can influence human performance during emergency
situations follow:

(@)
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Slow versus fast modes of thinking. Distinct from the actual time frame within which an event may unfold
(from initial indication of a problem to the days and/or weeks over which the event may occur), there are
ongoing cognitive processes that relate to the rapidity of the thought process itself. Considerable evidence
has demonstrated that people have two modes or systems of thinking [31]. One mode is slow, conscious,
methodical, takes effort and can be comprehensive and therefore takes time. The other is rapid, subconscious,
immediate, effortless and generally effective, but can be influenced by emotional factors. This distinction is
particularly relevant for decision making and problem solving in emergency situations because of what can
be perceived as the need to move forwards and make decisions in a rapid time frame. Many examples of poor
decision making and problem solving from the nuclear industry, as well as in other high hazard industries
such as commercial aviation, can be understood in this light. The rapid thought process, which also carries
with it the feeling that one is right, often just because the answer came so quickly, is a very attractive path
during emergency conditions. The solution to prevent people from following the rapid process of thinking is
to require people to reveal and communicate their thought processes and ensure they do not miss vital steps.
Moreover, following the ER procedures and checklists step by step should ensure that vital steps are not
missed, although it should always be borne in mind that emergencies often create unexpected scenarios.
Availability. People have a tendency to overestimate the likelihood of events with greater ‘availability’
(i.e. more easily recalled) in memory, which can be influenced by how recent the memories are or how
unusual or emotionally charged they may be [32]. What people remember most easily, and hence first, sets
the context for how they proceed in their thinking, but what comes easily may not be what is needed or
appropriate. People also confuse ease of recall or construction of information, such as a scenario, with the
probability that such a scenario is actually the case.

Overconfidence. People who feel confident in their ability and knowledge feel that they make better decisions
— this is not always true, especially when their confidence is not fully justified [33]. The Kruger and



Dunning [34] effect means that the best informed may actually feel less confident, while the less informed
tend to feel more confident.

(d) Representativeness. When people encounter a new event, they have a tendency to pay attention to those
characteristics of an event that are most similar to other ‘known’ events [35]. This can result in them missing
or ignoring pieces of information that do not fit within that mental model.

(e) Anchoring or focalism. This occurs when people take a starting point and then move towards a solution
by adjusting what they are thinking about from that anchor [36]. Unfortunately, the anchor used may be
influenced by previous, irrelevant factors. This can result in people relying too heavily on one piece of
information when making decisions (often the first piece of information acquired).

(f) Confirmation bias. People have a tendency to search for, interpret, focus on and remember information in
a way that confirms their preconceptions [37]. When making a decision, this can cause people to look for
confirming evidence that will prove their hypothesis and to not seek out potentially disconfirming evidence.

(g) Conservatism bias or belief revision. This is a bias in how people process information and more specifically
how they incorporate new information with what they already know. This bias causes people to update their
opinions or beliefs as new evidence is obtained but more slowly than would be expected if they were using
a completely rational process, so they overestimate the significance of prior evidence and underestimate the
significance of new evidence [38].

These are just some examples of the types of cognitive biases people can have in making decisions.
While these biases can often be helpful when making decisions, as they can provide a short cut to arriving at an
appropriate and effective decision, their impact on decision making during emergency operations can be negative if
not properly understood and managed.

4.1.1.2. Errors in decision making

The ways in which decision making processes can fail are well understood, and this information can be
used in training for defining support mechanisms and processes for emergency decision making. An incorrect
diagnosis will lead to the selection of incorrect courses of action to solve the wrong problem. When people make
decisions, they tend to shut out what has gone into the decision and move on so that once a decision has been made,
any counter-evidence to that decision tends to be ignored, rejected or explained away. James Reason [39] defines
human error as “a generic term to encompass all those occasions in which a planned sequence of mental or physical
activities fails to achieve its intended outcome, and when these failures cannot be attributed to the intervention of
some chance agency”. While there are many different models of error, one that is especially helpful to think about
in terms of human performance during an emergency situation is Reason’s framework of slips, lapses and mistakes:

(a) Slips are typically considered to be actions that are not carried out as intended or planned and usually occur
during task execution. Slips are often considered attention failures as they result from inattention or misplaced
attention. For instance, miskeying a command into a computer system or turning the wrong valve are both
examples of a slip.

(b) Lapses are missed actions and omissions that occur when someone fails to do something because of lapses of
memory or because they have forgotten something. An example of a lapse would be when a person forgets to
restore normal valve settings after performing maintenance.

(c) Mistakes are a specific type of error brought about by a faulty plan or intention and often involve somebody
doing something they believed to be correct when it was, in fact, wrong, resulting in a plan being developed
that is not going to achieve the desired results. These types of error typically occur during the planning stages
and are often affected by some of the cognitive biases that were discussed earlier. They can result from
choosing an inappropriate rule or from an incomplete or inaccurate understanding of a system.

Examples of mistakes that have occurred during serious events at nuclear power facilities include the
following:

(i) During the event at Three Mile Island [27], the operators prematurely disabled the high pressure injection
pumps. While they believed this to be the appropriate action to take, it actually resulted in exacerbating the
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event as they did not have a complete understanding of what was occurring. Mistakes can be particularly
problematic during an emergency because people often have a difficult time revisiting decisions that have
been made, leading to rejection or misinterpretation of additional evidence and data in favour of the mistaken
hypothesis.

(i1) In the minutes after the initial earthquake at Fukushima Daiichi, the backup cooling system or isolation
condenser started up automatically [7]. This system relied on convection and gravity to perform its cooling
function and should have helped to keep the water level high in the core of unit 1 throughout the crisis. But
operators soon noticed that the isolation condenser was cooling the core too quickly, which could stress
the pressure vessel, so they shut the system down. Although this was the appropriate decision according to
prevailing convention at that time, it did not take the ensuing tsunami into account. The tsunami led to a total
loss of power at the plant, and having turned off the system just before the tsunami, there was no electric
power to reopen the valves for the system to let steam and water flow to keep the core covered.

It is important to understand the distinction between slips, lapses and mistakes, as there are different actions
that can be taken to manage these various types of error. Also, it is important to understand that these are different
in nature to wilful acts such as violations, where, for example, a procedure is violated but intentions are basically
good (see the next subsection), and acts of sabotage, where intentions are malevolent. Some specific actions will be
discussed later in this section.

4.1.1.3. Variation from procedures

Another issue to be considered related to decision making during an emergency is the concept of variation
from emergency operating procedures, accident management guidelines or other instructions. This issue is
important during an emergency situation because, by its nature, the emergency most often involves events or event
sequences that have not been accurately modelled and considered by the organization in advance. The operators
may discover that the procedures available are not suitable to deal with the circumstances of the event. Thus,
calling this kind of act simply a violation would not be justified.

Decision making and actions that are outside of the standard rule base are a result of a deliberate deviation
from established procedures. Additionally, the deterministic safety management approach is often built on the
assumption of full procedural compliance. However, as seen in the previously mentioned example of the operators
closing the valves to the isolation condenser during the Fukushima Daiichi accident, full procedural compliance
may not be the best option in all cases. It is critical that procedural deviation not be considered in isolation, but
rather in terms of the interaction of that deviation with other activities and actions being taken.

People are more likely to deviate from procedures when they are under high levels of stress or feel they have
the competencies and knowledge to do so and that the procedure is inaccurate or getting in the way of a higher
goal. While procedural deviations can be successful, especially when carefully considered using all available
knowledge, they can become extremely dangerous and exacerbate the situation, which is more likely when the
deviation is accompanied by other unforeseen circumstances (e.g. by independent error).

Therefore, while it is clear that there are times when deviations from procedures are necessary, the issue for
nuclear power plants is how to manage this within the existing safety management framework. When personnel
have been trained and managed to fully comply with procedures, even if they know they have to deviate, it is not
a comfortable experience for them. Doubt and concern over consequence, to them or to the organization, can be
influential. The organization has to be sensitive to this and ensure that personnel that are responding to an event
have the necessary knowledge and tools to make any deviations more likely to lead to a successful outcome.

4.1.1.4. Other suboptimal behaviours associated with decision making
In addition to the tendency for people to not revisit decisions once they have been made, there are other
suboptimal behaviours associated with decision making that can occur. These are particularly relevant in an

emergency situation and need to be identified, especially by those who have the task of challenging those making
the decisions:
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(a) Premature closure. People often conclude with insufficient data; picking a solution that is ‘good enough’ is
a strategy that is usually effective but formally suboptimal. The need to make a decision can be great, but it
is essential to have, where at all possible, an agreed set of minimum criteria against which decisions can be
assessed to see if closure is appropriate [40].

(b)  Thematic vagabonding. This is a behaviour where people move between options on the basis of ease or
opportunity rather than on the basis of the priority set by the situation. Clear prioritization of actions and
frequent checks against that prioritization can help contain inappropriate opportunistic behaviours [39].

(¢c) Paralysis by analysis. This behaviour is characterized by a failure to progress as a result of overanalysing the
situation and the possible actions that can be taken. Given the nature of emergency situations and the lack
or inaccuracy of data, this can become a serious issue. It is the opposite of premature closure, but the same
support mechanisms can help and will be discussed later in this section.

(d)  Functional fixity. This behaviour results from an inability to see beyond the original function of something to
new and novel ways of its use, resulting in using that item only as originally intended. Thus, this bias prevents
people from thinking ‘outside the box’ and coming up with new and novel ways to deal with something [41].

(e) Cognitive dissonance. This refers to a tendency for people to strive for consistency in their thoughts, beliefs
and opinions. When faced with making a decision, especially when the outcome of that decision is unknown,
people will tend to increase the attractiveness of the chosen alternative and decrease the attractiveness of the
alternative that was not chosen simply as a means of decreasing the dissonance [42].

4.1.2. Stress

Managing and understanding stress is one of the most important tasks in an emergency, especially for the
leader. The term ‘stress’ implies psychological distress and discomfort, and it occurs when the perceived demands
(stressors) exceed the perceived resources for coping with these demands [43]. If resources are judged to be
equal to or to exceed the demands, the individual feels in control, but when demands exceed the resources, stress
responses (mental, physical and emotional) start to occur. While a moderate degree of stress can have a positive
effect on individual functioning, it is also recognized that stress can lead to errors, particularly because people will
revert to using some of the cognitive biases discussed earlier, in an attempt to relieve some of the stress they are
experiencing.

While many different kinds of stress exist, the focus of this guide is on acute or emergency stress, when
individuals or groups are suddenly exposed to a threatening situation (e.g. an event in a nuclear power plant). Stress
increases when people encounter situations and conditions that are unfamiliar, such as those that can occur during
an emergency. During acute stress, individuals experience physiological and psychological reactions (decrement in
performance or self-report of stress), which, although often adaptive, can manifest in undesirable ways (e.g. panic
attacks, freezing or tunnel vision). The function of the stress reaction is to prepare the body for action under threat
(fight or flight response), but in a complex environment, this is not always useful.

Another aspect of stress is that the same situation could be stressful for one individual but not for another,
depending on each person’s available resources (e.g. expertise, experience or human and material resources).
The differences in stress levels between individuals make this an important area for a leader to manage.

4.1.2.1. Causes of stress
There are a number of causes of stress [24, 43]:

(a) Physical. For example, fatigue, noise, time of day, temperature, weather, rapid changes, wide geographical
impact, exposure to radiation or long lasting environmental impact.

(b) Psychological. For example, threat to important values; exposure to danger; fear of death, personal loss or
injury; witnessing losses; difficult choices; workload; time pressure; information load or lack of information;
lack of control; strain of responsibility; mission failure; chaotic conditions; monotony; isolation; role conflict;
crowding; or seeing and handling dead people.

(¢) Social. For example, interpersonal relationships, group cohesion, group pressure, emergence of subgroups or
large numbers of stakeholders with different demands.
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During an emergency, all three of the above causes may occur. A stress process for an emergency leader is
given in Fig. 2, where feedback loops are omitted.

The impacts of the stressors depend on different factors that range from personal to social. The most important
factors for minimizing the impacts of stress are training, experience and practice. Emergency operating procedures
help provide some control in ambiguous and demanding situations as they normally include symptom based initial
actions and, when the event diagnosis is confirmed, event based actions. However, the more the emergency scenario
proceeds, the more it takes an individual course.

Fitness and fatigue, as well as social support (or lack of it) from colleagues and superiors, influence the
impacts of stressors. With regard to personality traits, the situation is not as clear, and there is no consistent set of
personality traits that could be considered as crucial for coping with stress in emergencies [44].

4.1.2.2. Impacts of stress on behaviour
Reactions to stress fall into four categories:

(1) Physiological:
— Trembling;
— Sweating;
— Nausea;
— Frequent urination.
(2) Emotional:
— Excitement;
— Anxiety;
— Loss of emotional control;
— Surprise;
— Anger;
— Fear;
— Helplessness.
(3) Behavioural:
— Avoidance;
— Hyperactivity;
— Trritability;
— Shouting;
— Withdrawal,
— Disengagement.
(4) Cognitive:
— Self-delusion;
— Regression;
— Inability to prioritize;
— Disorientation,;
— Mental confusion;
— Difficulty in naming objects;
— Loss of objectivity;
— Memory deficit.

Effects can be positive or negative, depending on the circumstances, and of the general type ‘flight, fight
or freeze’.

Contrary to the prevailing opinion connecting people’s behaviour in emergencies with panic, flight,
regression, selfishness and irrational behaviours, there is substantial evidence to suggest that people in danger
usually behave functionally, appropriately to the situation and supportively of each other [45]. One need look no
further than the behaviour of the first responders during the attacks in New York City on 11 September 2001 or the
behaviour of the employees at the Fukushima Daiichi nuclear power plant to see that these individuals stayed at
their posts and did their best to perform their duties during extremely stressful situations. For this reason, leaders
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FIG. 2. Emergency stress process for an emergency leader. Adapted from Flin et al. [24]. PTSD: post-traumatic stress disorder.

cannot delay in immediately warning people about danger because, in most cases, the warning will not cause a
panic but will prepare and guide people. By issuing timely and adequate warnings, leaders can provide confidence
that the situation is being addressed, which prevents unnecessary activities and uncoordinated behaviours.

Behaviours such as abandoning the post, not helping co-workers, not considering orders, and so on, are rare,
and depend on factors such as the safety culture, social climate and relationships in a group; the credibility of the
leader; training; decision support systems; and the norms of the organization in normal operations. In principle,
establishing a good social climate, ensuring competent personnel are in place, and having credible and responsible
leaders help to guarantee adequate behaviour in emergencies. As the effects of nuclear emergencies can potentially
influence a wide area, the establishment of good relationships between the nuclear facility and the local community,
including common training exercises, is necessary and beneficial. In communities located near a nuclear facility, a
so called ‘nuclear’ community culture could develop, meaning greater understanding of what is going on or what
could happen in a facility, greater preparedness for possible emergencies, and so on. Of course, the behaviours
exhibited will be dependent on pre-existing relationships, which emphasizes the importance of developing positive
relationships between groups during normal operations so that they are in place and functioning appropriately
should an emergency occur [7].

One exacerbating factor to be considered associated with ERO members and stress is that workers may have
family members in the immediate area around the nuclear facility who they will be concerned about. During the
accident at Fukushima Daiichi, many of the workers were not able to contact their family members for extended
periods of time and had no way of knowing if they were safe or in danger. Therefore, in addition to dealing with the
stress of the actual accident and what could be done to mitigate the damaging effects, these workers had the added
stress of not knowing the statuses of their families. There are steps that nuclear facilities can take to put mechanisms
in place in advance of an event that could help in such situations and would thereby potentially remove at least one
level of stress the workers are undergoing. These steps are addressed later in this section.

In summary, stress is one of the critical variables that influences decision makers dealing with an emergency
at a nuclear power plant for a variety of reasons. By recognizing the very real impact of stress in the emergency
environment, organizations and leaders within the organizations can take steps to minimize the potential for
negative impact.

4.1.3. Group processes and dynamics

While group decision making has the potential to overcome many of the individual cognitive biases discussed
earlier, if not properly managed it can result in extreme outcomes that lack deliberate assessment, planning and
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execution [46]. Many of the cognitive biases discussed earlier can also occur within a group setting. This can
amplify the impact of these biases and cause them to be even more severe if there is no one within the group
who can look beyond the bias. For example, confirmation bias, or the tendency to pay attention to information
that ‘confirms’ what is already thought can be amplified if an entire group is behaving in this manner and there
is no one with an independent voice to question the path the group is following. There are some other well
known dysfunctional group behaviours that can also impact the group process, particularly during an emergency,
for example:

(a)  Groupthink. This is the tendency for individuals in a group to attempt to minimize conflict and thereby reach
consensus without conducting a critical evaluation of alternative viewpoints [47]. Dissenting views are
typically suppressed, or group members isolate themselves from any outside influence. This can cause group
members to avoid raising alternative solutions or controversial issues, and independent thinking by members
of the group can be lost.

(b) Blind adherence to authority. This phenomenon in groups causes people to assume that something is true
solely because of the authority of the person making the claim. This can be especially problematic when
individuals within the group hold positions of authority, are held in high esteem by other group members or
use their power and position as a means to convince other group members that they are correct. Sometimes,
this can occur on a subconscious level.

(c) Shared information bias. This bias within groups can cause people to spend more time discussing information
that is shared among or known by all or most members of a group and less time discussing information that
fewer people in the group share [48]. This can lead the group to be less knowledgeable about critical pieces of
information that are significant to dealing with the effect.

(d) Group polarization. Some research suggests that decisions made by groups tend to be more extreme and
riskier than the average of the individual decisions made by group members would have been [49]. This
has implications during an emergency situation, as it suggests that actions taken by a group may be prone
to being riskier than actions taken by an individual, although there could also be a beneficial impact of this
behaviour in that people may be more prone to thinking outside the box.

All members of the ERO need to be aware of these potential issues. In particular, leaders ought to be
knowledgeable about them and know what warning signs to look for to ensure such behaviours do not have undue
impact on the decisions and actions being taken in response to an event.

4.2. MITIGATING ISSUES ASSOCIATED WITH HUMAN PERFORMANCE DURING AN EMERGENCY

While the issues around human performance are often built into the human thinking apparatus, which makes
them difficult to counter, there are ways to mitigate their effects. Specifically, managers can try to put in place
mechanisms that will prevent workers from making errors as well as install controls to prevent errors that are made
from having an effect. Research shows that approximately 80% of all incidents are initially attributed to human error
[38], with the remainder being a function of equipment or material failures. Of the incidents with initial attribution
to human error, only approximately 30% are the result of a worker incorrectly interfacing with equipment and/or
systems [50]. The rest of the events have been found to be associated with underlying organizational weaknesses
(e.g. issues with processes or cultural factors) that can either be a precipitating event to someone making an error or
weaken the controls put in place to prevent errors from having a negative effect. There is no reason to believe that
these same issues would not be inherent in human performance when dealing with an emergency. Therefore, the
importance of having effective error prevention tools and mitigating controls in place cannot be overstated when
dealing with an emergency situation.

To understand the types of tools that are useful during an emergency to help people perform in the desired
manner, it is important to acknowledge the following three modes of human performance [51]:

(a) Skill based performance. When workers perform skill based activities, they are performing actions, often

from memory and without obvious thought or attention (e.g. driving a car or turning a valve). People tend
to be very familiar with these tasks and therefore attach low perceived risk to them, which can make people
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somewhat unaware of the potential hazards in performing the task. Of course, during an emergency, even
simple skill based actions that are performed on a routine basis can become significant, and people are more
likely to pay greater attention to their actions (just think of driving a car during a blizzard), but people will
still tend to have higher confidence in their ability to perform those actions and perceive lower risk in the task
performance. When performing skill based activities, inattention is the primary reason that errors are made.
Ensuring that appropriate mechanisms are in place to promote paying proper attention in the performance
of the activity, such as peer checking, procedure checklists with systematic checking and other attention
focusing mechanisms, is the primary means of dealing with these types of errors during an emergency.

(b)  Rule based performance. Rules are often used when workers perform activities that they are less familiar with
and have not practised as much. Workers are likely to encounter rule based performance during an emergency
situation, particularly when it is necessary to change their otherwise skill based performance to deal with
some unexpected condition. When performing rule based activities, workers often use memorized or written
procedures or instructions. However, the workers need to be able to recognize the appropriate rules to follow
given the circumstances they are encountering. Misinterpretation of the event is the primary cause of errors
made when performing rule based activities. Providing ERO members with appropriate decision aids to assist
in their identification and proper interpretation of the circumstances is a key aspect of preventing this type of
error.

(¢) Knowledge based performance. Knowledge based performance occurs when workers are uncertain about
what to do and must use the knowledge and information they have available to make a decision about a
path forward. Therefore, knowledge based performance and prevention of associated errors become acutely
important during ER. Skills in diagnosis and problem solving are important when performing knowledge
based activities. The chance for error when involved in such activities is especially high, and errors that do
occur are primarily the result of inaccurate mental models.

As knowledge based performance is the most likely mode to lead to error, as well as the most likely mode
to be encountered during an emergency situation, this publication will now largely focus on actions that nuclear
facilities can take to mitigate associated knowledge based error. This is not to say that performance mitigating
tools and techniques are not also useful for skill and rule based performance during emergencies, but rather that
the tools and techniques helpful for skill and rule based performance are typically in use during normal operations
and are already covered in Ref. [11]. Effective implementation and reinforcement of human performance tools to
support skill and rule based performance during normal operations (e.g. procedure use and adherence, three way
communication) is expected to transfer to the performance of these same types of activities during emergency
situations.

4.2.1. Techniques for supporting human performance during an emergency

There are some significant actions that organizations can take to reduce the potential for the occurrence of
human error during an emergency situation. Again, many of the techniques critical to reducing the potential for
error making when performing skill and rule based activities are techniques that are implemented during normal
operations to help support human performance. Some of these techniques include three way communication,
procedure use, procedure adherence, promoting a questioning attitude, and pre-job and post-job briefings.
Reference [11] provides guidance on the implementation of these human performance techniques during normal
operations. To the extent that these techniques can be used to help decision making, they can definitely be used
and applied in an emergency situation. The consistent use, expectation for and reinforcement of these techniques
during normal operations will better ensure their continued use during an emergency operation. The focus of this
publication is on specific techniques that are associated with the knowledge based performance and decision
making that is required to support such performance, particularly during an emergency situation.

4.2.2. Pre- and post-task briefings
While pre- and post-task briefings are a common occurrence in nuclear power plants during normal

operations, there are some aspects that might be considered for incorporation to ensure these briefings will strongly
support performance during emergency operations. Specifically, pre-job briefings may be structured in a way that
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ensures the workers are engaged and take ownership for the jobs. This is often done by having the workers that will
be performing the task conduct the briefings, while supervisors and other relevant parties listen to the briefing and
provide feedback and ask questions. This is often referred to as ‘reverse pre-job briefing’. Such briefings can be
especially useful to discuss critical tasks and any potential hazards, what safety precautions need to be taken and
any error traps that could be present in the work. Additionally, post-task briefings carry specific significance during
an event or emergency as the workers can provide important feedback regarding any unanticipated conditions
that were encountered or anything out of the ordinary that was noted. Such information could be vitally important
in responding to an emergency, and post-job briefings provide a formal mechanism to ensure this information is
effectively transmitted to other members of the ER team.

4.2.3. Job site review

As with pre- and post-task briefings, worker review of the job site prior to actually conducting work is a
critical activity during an emergency situation and requires some effort on the part of the individuals performing
the work, especially as they may be doing so under difficult conditions, with time pressure for task completion.
However, by pausing briefly and reviewing the job site, the worker can take note of any discrepancies between
what is expected and what actually exists in the environment. These discrepancies could in fact lead the ER team
to re-evaluate planned actions. Similarly, if workers encounter a situation that differs from what is expected, they
ought to be trained to stop and seek clarification from the ER team before moving forward.

4.2.4. Inquiring attitude

One of the most significant things organizations can do during normal operations that will aid in response
to abnormal situations is to instil an inquiring attitude within their workforce. People need not be afraid to raise
concerns or ask thought-provoking questions. An inquiring attitude is a very useful mentality to combat some of
the cognitive and social biases that are bound to be exhibited during an ER. A particularly important aspect of
developing an inquiring attitude is that people are able to support their positions on the basis of identifiable facts
and not just opinions or assumptions. At the same time, people deserve to be encouraged to think outside the
box and consider all possibilities so that there is a greater awareness among the ER team of what they could be
encountering.

4.2.5. Decision making support tools

The best way to ensure good decisions are made involves practising making decisions in advance and
providing decision makers with a decision making template or process that they can follow to support them in
making the best decision possible. Examples include the operational decision making procedure developed by the
Institute for Nuclear Power Operations [52] or systemic mapping [53]. Good decision making, supported through
effective leadership and leadership competencies such as situational awareness and strategic thinking, can be
broken down into the following steps:

(a) Making an adequate diagnosis of the situation that is as comprehensive as possible given the situation and the
information available;

(b) Generating feasible plans of action to address the diagnosis;

(c) Carrying out the plans of action to impact the physical situation and hopefully alter it in the desired direction;

(d) Examining and evaluating feedback on the actions taken in order to move on if successful; repair and, if
necessary, recover if less successful; and learn as the decision makers proceed.

Decision making is a skill that can be trained for and a process that can be supported. Structured support for
critical decision making can help to ensure that inappropriate or inadequate information is not given undue weight
and that the potentially negative impact of cognitive biases is controlled. Many organizations have implemented
decision making methodologies (e.g. decision tree models) that are useful to ER participants.

Practice in decision making, at least in the types of critical decision expected, can also help. Often, structured
decision making methodologies are implemented across the organization for all types of decisions. This ensures

20



that individuals are familiar with the methodology and gives them practice in its use so it is not an unfamiliar
activity when encountered during an emergency. Additionally, practising the use of these structured decision
making methodologies will help to identify any potential issues with the methodologies prior to implementation
during an event.

One particular form of support is the presence of an informed and positive critic whose task is to ensure that
the best decisions are made and that traps to good decision making are avoided. This person is outside the actual
decision making process but provides input and serves as a line of defence to the organization and the ER team by
critically examining and questioning the decisions that are made and the processes used to arrive at those decisions.

4.2.6. Emergency operating procedures

The TAEA report on the development and review of emergency operating procedures [54] discusses the
development and implementation of emergency operating procedures in detail. What is significant to note is
the role such procedures can play if effectively developed and implemented in mitigating human performance
deficiencies as well as the negative impact that poorly developed emergency operating procedures can have on
human performance. Organizations are expected to put emphasis on development, testing and training in emergency
operating procedure use to ensure they can provide the maximum support possible to personnel responding to
emergencies, while understanding that emergencies often develop in ways that may not be completely in accordance
with any emergency operating procedure.

4.2.7. Human performance considerations in training for emergency response

Providing training and practice in dealing with an emergency situation can be carried out in a variety of ways.
Paper or computer based training problems can allow individuals to exercise basic rational processes. Simulator
training can add elements to the complexity of responding to an event, such as time pressure, and can provide
feedback with knowledge of results. Group exercises can develop group skills and allow the introduction of a
human critic (possible, but different in nature from a computer system) and can also be run in simulations.

One problem that has to be faced in training people to deal with emergency situations is that the best
performance, especially as measured in the face of a real emergency situation, requires ‘requisite variety’ [55].
‘Requisite variety’ refers to the range and variety of problems practised being sufficiently varied that individuals
develop capabilities in solving new and unknown problems rather than simply solving the examination set.

If a limited set of emergency conditions is used in training for dealing with emergencies, and adequate
variations to those conditions are not introduced, people may perform poorly under emergency conditions, when
the problem they have to solve may not fit the script that they have been taught in advance. For instance, people
may have to cope with situations that in everyday activities are recognized as normal but which may need to be
considered as abnormal, or at least anomalous, in emergency situations. For example, what might be considered a
nuisance alarm during operations may be indicative of a more serious situation during an emergency or event.

An alternative way to provide experience with emergency situations is by providing people with an opportunity
to spend time with emergency services such as the fire brigade or military. The ability to cope successfully and
rapidly with such deviations from day to day routines also needs to be taken into account in both the selection and
training of operators and managerial staff.

There are limitations associated with training that are important for the ERO personnel to understand.
Specifically, the training is only as good as the models and assumptions behind it. The most significant and
consequential events within the nuclear industry have followed paths that had not previously been conceived.
Simulators may not simulate failures or the development of emergency processes well. This problem can also
apply to brainstorming by groups on unexpected events, when they may lack the ability to move past the most
obvious failure modes, especially where people are involved rather than just technical equipment and processes.
ER personnel need to be aware of the following issues associated with the training they have received so that they
are able to look at the event with a critical mind and keep all possibilities open:

(a) The models that humans create to help understand situations and processes, often referred to as mental
models, which are used in the development of exercise scenarios are often restricted to well understood
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(b)

(©

(d)

situations. Mental models are limited by capabilities, and well understood scenarios can be modelled most
realistically and easily.

Complex technical failures may be well understood but not integrated into the simulation model because the
understanding and representation of those failures do not lend themselves to the simulation methodology
being used.

If simulation is used frequently, people will learn in ways that are limited by the simulator. Cross training not
only has general benefits for daily operations but also can provide extra skills in emergency situations as well
as requisite variety in decision making.

Simulations usually concentrate on technical issues and may miss the human and organizational elements
that will also be influential in a real situation. In an emergency situation, there are many people involved, and
they will likely need to interact with one another, which, as discussed throughout this publication, can lead to
a host of other issues, particularly if these interrelationships and interdependencies have not been previously
managed.

Another variable to consider is the frequency of recurrent training for emergencies. Organizations need to

take the following factors into account:

(1)

(i)
(ii)
(iv)

V)

(vi)

(vii)

The frequency of practice determines the ease and speed with which people can switch from a normal to an
emergency operating mode.

Infrequent practice means that people can forget what they learned, so learning has to be considered in the
light of forgetting.

Less frequent practice means that the default behaviour, which is what people will revert to under stress and
other emergency related conditions, is the normal behaviour rather than the emergency one.

If exercises are not taken seriously and are not as realistic as possible, then the learning will be limited. There
has to be a mechanism to ensure that emergency exercise training is considered important enough by the
organization to ensure people are intrinsically motivated to take the activity seriously.

Different groups (e.g. operators, managers) may practise with different scenarios and not practise working
together (e.g. field operators, maintenance staff, non-licensed individuals and groups). Different groups may
also use similar terms with different meanings (or different terms with similar meanings). It is essential to
ensure that everyone, both internal and external to the organization, who might be involved in handling a real
emergency is using the same terminology and understands the same concepts.

Exercises are usually carried out at convenient times and under agreeable conditions. A real emergency may,
and probably will, occur at the wrong time and leave the plant with insufficient power, some smoke and a
great deal of confusion. Organizations may need to take steps to provide training opportunities that are likely
to closely mimic the types of conditions that would be encountered in an emergency. This will make it more
realistic for the people who are learning and is more likely to provide them with a sense of confidence when
they encounter an emergency that they have been well prepared to handle.

Many organizations conduct ER training, especially the training that involves multiple organizations and
agencies, with a team comprising their top performing employees. Such a team is not likely to be in place
during an actual event, which may occur off-shift or on weekends or during holidays. All training for ER
needs to take the variety of personnel that are likely to be on-site during a real event into account when
selecting people to participate in that training.

4.2.8. Organizational knowledge

Generational differences between skill based, rule based and knowledge based performance may mean that

more experienced workers have a greater base knowledge, while younger, less experienced workers and contractors
have a more limited experience and have received limited exposure to the fundamental knowledge and the physical
reality of their operating environment. Therefore, the technical basis required for deep troubleshooting may not be
present in younger generations of workers and contractors, unless the organization takes steps to counter this.

For example, organizations need to provide opportunities to physically touch the equipment and not just

learn about it through lectures or readings. This can help make the equipment more ‘real’ and help people to better
understand the reasons it might fail to work. Additionally, having seasoned employees mentor newer employees
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and involving contractors can be helpful in ensuring that the knowledge they have gained through the years of
working at the facility is transferred effectively to other groups of workers.

5. ENSURING EFFECTIVE INTERNAL COMMUNICATION
DURING AN EMERGENCY

There are two overriding objectives of communication during a nuclear or radiological event:

(a) To support the recovery of the nuclear facility experiencing the emergency by providing a means of sharing
information on emergency status and establishing communication channels for making decisions for all
employees and contractors directly involved in the ER;

(b) To provide information about the emergency in a timely manner to the rest of the stakeholders, both internal
(employees and contractors not directly involved in the emergency, all employee families and potential
visitors to the nuclear facility where the emergency happened) and external (e.g. governments, regulators,
the public) and receive and respond to their feedback and concerns about the emergency.

The focus of this publication is on the first objective, the communication that occurs primarily within
organizations, including with headquarters, with employees at all levels and in all departments, and with contractors.
This is referred to as ‘internal communication’.

Although it will be briefly discussed here, external communication with outside authorities and the public
during a nuclear or radiological emergency is covered in detail in Ref. [2]. In real emergencies, as discussed in
Sections 5.2 and 5.3, it may be impossible to separate these internal and external communication situations totally,
as enquiries via modern information technology from outside the facility will undoubtedly interfere with internal
communication. A leader, therefore, needs to be prepared to deal with both external and internal communication
requirements simultaneously and often under considerable stress.

Effective internal communication is a vital component of ER to ensure that all members of the ERO receive
the most up to date information available to be able to perform ER functions. Plans and procedures for effective
internal communication can be developed in advance of an emergency. These plans and procedures will need to be
integrated within the overall planning and arrangements for managing emergencies. They should detail the roles
and responsibilities of various individuals as they relate to communication, both internal and external, as well as
the activities to be carried out during the ER. Many organizations assign dedicated communicators to the ERO(s).
These communicators have the primary responsibility of providing and receiving all communication into and out
of their organization related to the event as well as keeping a detailed log of that communication. Procedures and
checklists should be developed that provide specific instructions to individuals assigned to fulfil various roles and
to undertake communication activities.

5.1.  ISSUES FOR CONSIDERATION

Emergency situations present numerous unique and complicating factors that can impact the effectiveness of
communication. Some of the factors to be considered in the communication process include:

— Communication source. The originator of the message.

— Message. The actual information being conveyed by the source.

— Channel. The means or method of communication used by the source.

— Receiver. The audience to whom the message is intended.

— Effect. The possible effects of the message (e.g. message intended to transmit information versus information
to be acted on).

— Feedback. The information received back in response to the message — communication needs to be a two
way process.
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Potential issues associated with each of these factors are outlined below.
5.1.1. Communication source

The person delivering the message or the source of the communication has an impact on how the
communication is received. Establishing trust is not likely to occur during an emergency but is more likely to
be based on relationships that are built prior to the event’s occurrence (i.e. during normal operations). If the
communication source is perceived to be truthful, open and knowledgeable, the communication is more likely to
have the intended impact on the receiver.

5.1.2. Message

Delivering the right message is a critical part of communication. The reason, the usefulness and the accuracy
of the message will affect how the message is received. Information has to be useful, timely, consistent, complete
and correct. Insufficient, inaccurate or incomplete information can impede proper situation assessment, while too
much information can overload personnel and cause confusion. Human information processing capabilities are
limited, and consideration of this is important in the communication that is provided during an ER.

5.1.3. Channel

The means through which a message is conveyed is known as the channel. Various channels are available
for communicating during an emergency, including face to face, loudspeaker, radio, written emergency operating
procedures and accident management guidelines, written material, and telephone or videoconferencing. It is
important to recognize that some channels that might ordinarily be available during normal operations are not
available during an emergency (e.g. telephone communication may be limited, or loss of power could impact other
communication methods available). This needs to be recognized by the organization and given proper consideration
in ER planning. Different channels have different strengths and weaknesses, as well as varying impacts on the
forcefulness of the message. For example, critical actions to be taken may not be best communicated via text
message or email unless adequate steps are taken to ensure that the message has been received and understood.
As another example, it is not particularly effective to give a long list of directions verbally, and it is better to
have them written out and communicated. Visualization of information is powerful; using whiteboards to structure
information can also be helpful in channelling information.

5.1.4. Receiver

The person for whom the message is intended is the receiver. Although the message sender may have specific
actions or reactions in mind that they intend the receiver to get from the message, the sender has to bear in mind
that each individual enters into the communication process with their own ideas and feelings as well as specific
environmental conditions that will undoubtedly influence their understanding of the message and their response.
This deserves consideration in formulating and delivering the message, and appropriate modifications may need to
be made. For instance, certain individuals that are being communicated with in an emergency may be in extremely
difficult and stressful environments or situations. Not taking this into account when formulating and delivering the
message could lead to problems with the receiver’s understanding of the information being communicated.

5.1.5. Effect
The sender of the message has an intended effect in sending the message — it may be purely informational or

with the intent that the receiver acts on it in some way. However, it must be clear what the intended effect is so that
the receiver is able to respond accordingly.
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5.1.6. Feedback

Effective communication is a ‘looped’ process, not a one way process. Mechanisms need to be considered
to ensure that the people receiving the communication have a method by which to provide information back to the
sender. This will ensure that communication can be verified and questioned as necessary, and updates or corrections
to the communication can be provided, if appropriate, by the receiver.

5.2. POTENTIAL BARRIERS TO COMMUNICATION DURING AN EMERGENCY

It is clear that even during the best of circumstances, breakdowns in single or multiple communication factors
can occur. The potential for such breakdowns is exacerbated during an emergency situation, so it is especially
important that ERO members are aware of the potential pitfalls and have the knowledge and skills to recognize
means through which they can better improve communication during an event.

Potential issues with communication increase with the involvement of more people and participating
organizations, as is likely to be the case during an emergency. Assigning roles and responsibilities relating to
communication is critical, especially as many people and organizations become involved. Ensuring that all intended
recipients of communication have actually received the message and understood it can become a monumental task
if steps have not been taken ahead of time by the organization to ease this process. Also, determining who needs
to receive what information is a crucial element of communication during an emergency. It is vital to ensure that
important information does not get lost or forgotten. Providing unnecessary information to members of the ERO
increases the information ‘noise’ and can decrease the perceived urgency of the information provided.

Barriers to communication can emerge due to factors internal to the participating parties (e.g. language
differences, culture, motivation, expectation, past experience, prejudice, status, emotions, hearing or voice level)
as well as external (e.g. noise, interference or distractions, separation in location and/or time, lack of visual clues,
collapse of the communication system). Simple measures, such as limiting personnel access to rooms where
decisions or important communication is occurring, can be helpful. Identification of these potential barriers ahead
of time can facilitate the development of means to manage them.

Additionally, while the overriding concern of members of the ERO is to effectively mitigate the event, there
is also a need to ensure that the public has the necessary information to deal with the potential consequences of the
event. The organization also needs to ensure that information necessary for proper record keeping and preparation
of status information for competent authorities and technical support organizations is available and communicated.

5.3. MITIGATING ISSUES ASSOCIATED WITH COMMUNICATION

Systematic planning, implementation and evaluation of communication with internal stakeholders (under
normal conditions and during unexpected events) are essential and represent an important investment for a robust
organization in terms of financial and human resources. Planning for communication needs during an emergency is
the best defence an organization has in mitigating potential communication problems. Through anticipation of all
potential issues with communication that could arise, organizations can attempt to put defences in place to protect
the organization from those issues. This is well documented in the IAEA emergency preparedness and response
methodology [5].

5.3.1. Use of dedicated communication professionals

Experience shows that communication specialists, both under normal conditions and during an emergency,
can provide useful and professional support and assistance to the organization to improve communication.
Many organizations have communication professionals who work to assist the organization in identifying the
communication barriers within the organization as well as to aid in the development of a communication plan for
ER. The mechanisms for effective communication are not necessarily apparent to all, as evidenced by the examples
of communication breakdowns in the literature during ER [56-58]. The potential for these breakdowns increases
exponentially during an emergency.
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In addition to the trained communication professionals on the ERO staff, designated communicators are often
integrated into the ERO to coordinate communication activities during an event. Designated communicators are
typically assigned to each of the primary ERCs that are activated. These individuals are the liaisons between their
particular centre and all other ER groups, both internal and external to the organization. Providing a mechanism
for all communication to flow through one central individual, whose only responsibility is communicating during
the course of the event, helps to ensure that all communication is documented and distributed appropriately within
the ER team. This is useful to help prevent information from getting lost or forgotten, to provide an important
documentation function for informing others who may enter into the ERO at a later point in time, and to enable the
organization to reconstruct the event after it has concluded.

5.3.2. Leadership competencies in communication

It is important for ER leaders to establish effective communication with their employees during routine
operations in order to clarify expectations about the organization and the leader’s vision and philosophy, and to build
mutual trust. When there is existing trust, it can reinforce employee loyalty to the organization and the leadership
and ease internal communication. During an emergency, appreciating the time pressure, leaders need to maintain an
open communication channel face to face or via videoconferencing or audio conference calls, particularly with the
ER team (at the site under emergency and at the headquarters/corporate offices), and to provide regular updates on
the emergency status and answer any questions.

At the same time, the perceived accuracy and clarity of the information provided regarding the emergency
can strengthen the image of transparency of the organization, both internally and externally. When people receive
information that they perceive as inaccurate or unclear, they are less likely to pay attention to or believe future
communication. When communication is clear and accurate, people are more likely to believe the organization is
being open with the information provided.

Clear communication of the overall vision and of the basics is important. ‘Keep the core covered with
water’, ‘get as much cooling capacity mobilized as possible” and ‘maintain containment integrity’ are examples
of the organizational priorities in the face of an emergency event. When leaders concisely and simply state these
organizational priorities, there is full understanding among ER personnel about what their primary focus is during
the event.

In communicating with all the internal stakeholders, the organization and its leaders have to provide accurate,
factual and complete information and manage a ‘one voice policy’ (i.e. the same message is delivered, regardless of
who it comes from) to ensure consistency of messages (and also through which channels that message is delivered);
this principle also applies to external stakeholders. When the flow of information is not properly managed and the
role of the spokespersons is not properly defined, it can result in confusion among employees and cause additional
stress as well as have an impact on external communication.

It is essential that all levels of leadership within the organization foster a safety culture in which
communication is promoted by encouraging appropriate inquiring. Appropriate inquiring should always be
encouraged during training activities as well as during actual operations, and it should be clear that there will be
no negative repercussions for appropriate questioning of decisions or actions proposed or taken. The organization
should focus on developing skills for effective inquiring so that organizational members can feel confident in how
they go about questioning others within the organization.

5.3.3. Communication skills for all emergency response team members

Good listening is an important quality for all members of an ER team. Effective communication results from
listening to other team members as fully as possible, given the time constraints, and ensuring that there has been
nothing important left unsaid. If team members feel that they do not have an opportunity to inform their team
properly, then frustration and annoyance will result, and communication within the team will deteriorate. Leaders
play a key role in communication by the model they set. Leaders who ensure that they listen to input from all
members of the team are much more likely to be able to respond to the event effectively.

Effective and proven communication techniques should be modelled and reinforced during normal operations
to ensure that their use is carried over into emergency operations. For example, three way communication should be
promoted. Three way communication and the phonetic alphabet should be used as standard communication during
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normal operations to ensure that their use is transferred across to the ERO. Also important is the use of repetitive
messaging. Communication of information that is especially critical or vital for the ER team to understand should
be repeated multiple times. This will help to ensure not only that the message is heard but also that the significance
of the information is understood.

Training in communication skills should be provided to all potential members of an ERO with specialized
training on communication for ER leaders. This training should cover the potential issues with communication
that could be encountered during an emergency event, the things that can be done to ensure communication is
successful during an emergency and other relevant topics associated with ER communication. Emergency exercises
conducted on simulators should reinforce the communication concepts. ER exercises with the various emergency
organization elements fully activated should also occur and provide an opportunity to practise communication
during a simulated emergency situation.

5.3.4. Contingencies for communication with external stakeholders

Organizations need to be able to ensure that they can communicate vital information to the public.
Contingencies should also be considered in the event that certain mode(s) of communication become unavailable
during the event. Loss of power or significant degradation to the infrastructure in the area surrounding the nuclear
facility could make certain planned communication mechanisms unavailable. Facilities should consider this ahead
of time and put in place alternative mechanisms that could be used should planned mechanisms fail.

5.3.5. Organizational infrastructure for communication

A survey of good practices in the nuclear industry suggests the following infrastructure guidelines should be
considered to mitigate some of the issues associated with communication that can arise during an emergency [2]:

(a) Establish clear lines of communication and primary points of contact for each group that is part of the
ERO. By identifying this information ahead of time, along with defined roles and responsibilities related to
communication activities, clear communication paths among those involved in ER will be facilitated.

(b) Individuals with operational experience should be considered as dedicated internal communicators during an
emergency. Ideal candidates are prior licensed or non-licensed operators, operations instructors, operational
support engineers and system engineers. These individuals should be identified by name and actively
participate in a comprehensive training programme.

(¢) Adequate tools, instruments, supplies, equipment and documentation such as procedures, checklists, telephone
numbers, preformatted templates and plant status whiteboards (together with flipcharts, pens, etc.) should
be provided to summarize and share key information among various internal stakeholders. Preapproved
communication templates could be prepared to expedite information sharing.

(d) Organizational procedures to manage internal communication need to be defined, standardized and agreed on,
both with those internal to the organization and with external stakeholders. These procedures should include
clarification of the roles and responsibilities of entities and individual officials in internal communication
(e.g. main control room, site ERC, employees, plant managers, engineers, field operators and communication
specialists). For instance, in the case of a multiplant emergency, communication related to each plant may be
assigned to separate individuals to avoid overload of information for any one individual. At the same time,
it is useful to have a mechanism in place to ensure that these individuals have a means to communicate and
share information with one another and that they are not working at cross purposes.

(e) External stakeholder intervention should be monitored, and in fact, only specific teams or individuals should
respond to external stakeholder enquiries.

() Overflow of information has to be managed. In the case of the Fukushima Daiichi accident, interviews
with company officials from the Tokyo Electric Power Company working at the Daiichi ERC showed that
managers responsible for more than one plant were challenged by the amount of data for each of the plants. In
this case, either reassignment of responsibility or support in the management of the flow of information could
have helped.

(g) Asingle point of contact for communication between the site and external organizations should be provided. At
Fukushima Daiichi, between 11 and 15 March 2011, there was an internal communication challenge between
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the ERC and the corporate ERC; this led to both entities communicating with external stakeholders, resulting
in conflicting and inconsistent information. After 15 March 2011, some of the key external stakeholders
(e.g. the cabinet, fire brigade, police, self-defense force) started sharing the physical space with the corporate
ERC (integrated ER headquarters in Tokyo), so that the site ERC had only one entity to communicate with,
which helped to avoid miscommunication.

(h) Examples from nuclear operators show the efficacy of organizing internal meetings during the course of an
event to provide information and to show the company’s position and answer employee questions. Such an
effort can also be supported by establishing an intranet site to answer employee questions and provide any
additional information.

5.3.6. Communication plan

Nuclear facilities need to develop and implement a communication plan in case of an emergency. The
internal and external emergency communication plan or communication strategy is a vital part of the organization
communication plan or strategy, and needs to be integrated into the overall emergency preparedness plan. It is critical
that senior management support for the plan is obtained. The communication plan supports the infrastructure, but
having the appropriate infrastructure is also a critical requirement for the plan. As the communication plan provides
information on how communication should take place among the various units, the infrastructure also needs to be
effectively developed to allow those communications to take place.

It is useful to keep in mind the following general concepts in developing the communication plan:

(a) The plan needs to be as simple as possible. Development of a well organized and systematic plan that contains
all relevant information regarding communication in one centralized place will generally be suitable to guide
organizations in their communication through most incidents.

(b) The plan has to ensure that communication is appropriately focused on relevant information. The plan aids in
ensuring that only the relevant facts as they are available are provided, that those facts are distributed quickly
and proactively, that regular follow-up is ensured and that relevant parties are appropriately informed. The
plan would also ideally provide a mechanism to ensure that any incorrect information is resolved as quickly
as possible.

(¢) The plan needs to be regularly reviewed and tested to ensure that it makes sense and that all supporting
materials (e.g. press release forms, media briefing arrangements, lists of critical contacts) are up to date.

(d) The plan has to allow for some degree of flexibility and not be so prescriptive that changes or unforeseen
circumstances cannot be effectively handled. In most cases, a basic plan template with supporting document
files will be sufficient.

() The plan needs to be coordinated with all relevant organizations at the site. While, in many cases, the
public relations or communication organization will be the group that coordinates external and internal
communication, it will need to work closely with the other ER personnel at the site. By ensuring that the plan
is coordinated with all of these groups prior to the occurrence of an event, the organization is much more
likely to provide effective internal and external communication during the event.

Typical emergency communication plans need to contain sufficient details to ensure they provide effective
guidance on communication during emergencies. Discussion of procedures such as how internal alerts are to be sent
deserves to be detailed in the plan. Examples of this include guidelines on the use of email, public announcement
systems, voice messages, text messages and cell/smartphones. Where possible, the communication plan could
provide detailed preformulated messages that could be used to deliver information such as instructions on building
evacuations, assembly point information, updates on the status of the situation and notification of when it is safe
to return to work. The manner in which external emergency communication will occur also needs to be included
in the plan and should cover topics such as notifying family members of an injury or death, discussing the disaster
with the media and providing status information to stakeholders. What is most important is that each message
needs to be prepared with the receiving audience (e.g. employees, media, families, government regulators) in mind;
broad general announcements may be acceptable in the initial aftermath of an incident, but these will need to be
tailored to the audience in subsequent releases.
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The emergency situations and disasters that a nuclear facility may have to contend with are broad and range
from fires, floods and severe weather to kidnappings, bomb threats and vandalism. The emergency communication
plan developed has to be sufficiently encompassing to ensure that all types of emergencies can be addressed under
the plan. The plan has to be able to launch quickly, provide senior management with a briefing of the situation,
identify the company spokesperson and provide him or her with a briefing of the situation, assist in the preparation
of company statements to the media and other organizations, organize and facilitate broadcast media coverage,
communicate situation information and procedural instructions to employees and other stakeholders, communicate
with employee families and the local community, and continually adapt to changing events associated with the
emergency.

The plan may be divided into three general sections: communication preparation, communication during the
event and follow-up after the event. Details on the types of information to be included or referenced in each of
these sections are provided below [2, 59]. While some reference to external communication is made, the focus
here is on how the organization can best internally plan to address all aspects of communication necessary in the
emergency situation.

5.3.6.1. Communication preparation

The following items need to be prepared and included in the communication plan to facilitate communication
during an emergency:

(a) List of internal points of contact (e.g. employee list, ER team members).

(b) List of external points of contact (e.g. media, vendors, government agencies).

(c) Any special forms to be used in the course of emergency communication. Examples of such forms include call
logs to track inquiries from the media and others, an emergency contact directory and an incident description
report.

(d) Any prewritten communication such as press releases, initial announcements and follow-up statements.

(e) Identification of an area where media can assemble.

(f) Identification and the detailed roles and responsibilities for a trained emergency communication team.

(g) Identification and detailed roles and responsibilities for a trained company spokesperson.

(h) Information regarding use of available technology for providing emergency information to employees,
stakeholders, suppliers, clients, government agencies and other external entities. In addition, backup
communication technology needs to be available in the event that any of the normally used mechanisms are
not available due to the emergency.

(i) A company policy with regard to all aspects of emergency communication. For instance, any communication
channels that should not be used during an emergency need to be identified in this policy. Also, how
employees should respond to media requests deserves to be identified in this policy (e.g. refer them to the
company spokesperson).

(j)  Statements to inform all involved in the emergency situation that the information will evolve over time and
will therefore be dynamic. Issued statements may be changed owing to contradictory information as time
elapses.

By developing these items prior to an emergency, the facility will be in a position to effectively communicate
if and when an emergency should occur.

5.3.6.2. Communication during the event

The communication plan ideally also provides a means to ensure that information is consistently collected
and retained during the course of the event. In some cases, collection of this information will assist in the ongoing
ER, and in other cases, it will assist in later reconstruction of the event. Regardless of the purpose it is being

collected for, the plan would provide ER personnel with an outline of the type of information to be collected:

(a) The facility would need to ensure that it can adequately account for the location of all employees, contractors
and visitors believed to be at the plant. Employees not directly involved in the incident response should be
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(b)

(©

directed to leave the facility if possible or congregate in a central and previously designated location. It is
vital that the ERO has a good understanding of what resources are available to them on-site as well as the
ability to account for all employees to ensure their safety and well-being.

The communication plan would need to ensure that updated status reports on the incident are developed at
regular intervals. This will help to ensure that any new individuals coming into the organization to aid in
the event response have the most up to date information available in a consistent format. The status reports
should provide details on actions taken during the incident, any problems encountered and how they were
resolved, and any persistent problems that require additional resources so that they are effectively dealt with.
A log of any communication made in the course of the event, internal or external to the organization, would
need to be maintained and to include the purpose of the contact, the information transmitted or received from
that contact and any follow-up actions to be taken as a result of that contact.

5.3.6.3. Follow-up communication after an event

Once an event has concluded, there will still be communication activities that need to occur. Those activities

may have to do with the emergency itself and/or with the communication related to the event. There will also
be lessons learned that could be helpful in dealing with future emergencies. Some examples of the things the
communication plan would need to consider during a follow-up, at the conclusion of an event, include:

(@)
(b)

(©
(d)

Confirmation that all employees are accounted for.

A completed narrative of the incident with details on what happened, what was done, the results and the
outcomes. All status reports issued in the course of the event, any individuals contacted (internal or external
to the organization) and a complete list of problems encountered and how they were resolved would also
ideally be included.

A documented and annotated emergency communication plan detailing any revisions that were made, any
issues encountered in communication and the lessons learned for future use of the plan.

Feedback on what worked particularly well with regard to communication and what aspects of communication
failed or presented problems. This is critical for future learning and development for the organization and for
sharing with other external stakeholders and organizations with an interest in the event.

5.3.7. Training on effective communication during an emergency

Communication is a skill that can be improved on with practice and training. Organizations need to implement

training programmes that will allow personnel to strengthen communication skills as well as develop relationships
among organizational members that do not normally interact but may need to interact in the event of an emergency.
Training for improved emergency communication could include:

(@)
(b)

©
(d)

©)
®

(2
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Identification of personal styles of communication that could affect communication effectiveness.

Definition of the roles and responsibilities related to communication during an emergency, including third
party roles.

Understanding of the communication process and barriers to effective communication.

Development of shared space to increase the understanding of key messages and communication of those
messages to maximize receiver understanding.

Implementation and use of the facility communication plan.

Use of a simulation exercise to practise communication across all organizational groups that may be involved in
event response. This is especially important because groups or individuals who do not normally communicate
may be required to communicate during an event. Additionally, the normal modes of communication may not
be available, and use of simulated events will assist personnel in better understanding what alternative modes
are available and what limitations they might present.

Investigation of previously identified gaps and/or strengths in the organization’s communication process.
Communication issues that are not resolved will only be exacerbated during an event, and training is one tool
that can be used to determine whether these gaps have been effectively closed.



REFERENCES

INTERNATIONAL ATOMIC ENERGY AGENCY, Operations Manual for Incident and Emergency Communication,
EPR-IEComm 2012, IAEA, Vienna (2012).

INTERNATIONAL ATOMIC ENERGY AGENCY, Communication with the Public in a Nuclear or Radiological Emergency,
EPR-Public Communications 2012, IAEA, Vienna (2012).

INTERNATIONAL ATOMIC ENERGY AGENCY, Considerations in Emergency Preparedness and Response for a State
Embarking on a Nuclear Power Programme, EPR—Embarking 2012, IAEA, Vienna (2012).

FOOD AND AGRICULTURE ORGANIZATION OF THE UNITED NATIONS, INTERNATIONAL ATOMIC ENERGY
AGENCY, INTERNATIONAL LABOUR OFFICE, PAN AMERICAN HEALTH ORGANIZATION, WORLD HEALTH
ORGANIZATION, Criteria for Use in Preparedness and Response for a Nuclear or Radiological Emergency, IAEA Safety
Standards Series No. GSG-2, IAEA, Vienna (2011).

FOOD AND AGRICULTURE ORGANIZATION OF THE UNITED NATIONS, INTERNATIONAL ATOMIC ENERGY
AGENCY, INTERNATIONAL CIVIL AVIATION ORGANIZATION, INTERNATIONAL LABOUR ORGANIZATION,
INTERNATIONAL MARITIME ORGANIZATION, INTERPOL, OECD NUCLEAR ENERGY AGENCY, PAN AMERICAN
HEALTH ORGANIZATION, PREPARATORY COMMISSION FOR THE COMPREHENSIVE NUCLEAR-TEST-BAN
TREATY ORGANIZATION, UNITED NATIONS ENVIRONMENT PROGRAMME, UNITED NATIONS OFFICE FOR
THE COORDINATION OF HUMANITARIAN AFFAIRS, WORLD HEALTH ORGANIZATION, WORLD
METEOROLOGICAL ORGANIZATION, Preparedness and Response for a Nuclear or Radiological Emergency, IAEA Safety
Standards Series No. GSR Part 7, IAEA, Vienna (2015).

NEAL, D.T., WOOD, W., QUINN, J.M., Habits — A repeat performance, Curr. Dir. Psychol. Sci. 15 (2006) 198-202.
INTERNATIONAL ATOMIC ENERGY AGENCY, The Fukushima Daiichi Accident, IAEA, Vienna (2015).
INTERNATIONAL ATOMIC ENERGY AGENCY, Establishing the Safety Infrastructure for a Nuclear Power Programme,
IAEA Safety Standards Series No. SSG-16, IAEA, Vienna (2012).

INTERNATIONAL ATOMIC ENERGY AGENCY, Management of Continual Improvement for Facilities and Activities:
A Structured Approach, IAEA-TECDOC-1491, IAEA, Vienna (2006).

INTERNATIONAL ATOMIC ENERGY AGENCY, Managing Organizational Change in Nuclear Organizations, I[AEA Nuclear
Energy Series No. NG-T-1.1, IAEA, Vienna (2014).

INTERNATIONAL ATOMIC ENERGY AGENCY, Managing Human Performance to Improve Nuclear Facility Operation,
IAEA Nuclear Energy Series No. NG-T-2.7, IAEA, Vienna (2014).

EUROPEAN ATOMIC ENERGY COMMUNITY, FOOD AND AGRICULTURE ORGANIZATION OF THE UNITED
NATIONS, INTERNATIONAL ATOMIC ENERGY AGENCY, INTERNATIONAL LABOUR ORGANIZATION,
INTERNATIONAL MARITIME ORGANIZATION, OECD NUCLEAR ENERGY AGENCY, PAN AMERICAN HEALTH
ORGANIZATION, UNITED NATIONS ENVIRONMENT PROGRAMME, WORLD HEALTH ORGANIZATION,
Fundamental Safety Principles, IAEA Safety Standards Series No. SF-1, IAEA, Vienna (2006).

INTERNATIONAL ATOMIC ENERGY AGENCY, Leadership and Management for Safety, IAEA Safety Standards Series
No. GSR Part 2, IAEA, Vienna (2016).

INTERNATIONAL ATOMIC ENERGY AGENCY, Application of the Management System for Facilities and Activities, [AEA
Safety Standards Series No. GS-G-3.1, IAEA, Vienna (2000).

INTERNATIONAL ATOMIC ENERGY AGENCY, The Management System for Nuclear Installations, IAEA Safety Standards
Series No. GS-G-3.5, IAEA, Vienna (2009).

INTERNATIONAL ATOMIC ENERGY AGENCY, Selection, Competency Development and Assessment of Nuclear Power
Plant Managers, IAEA-TECDOC-1024, IAEA, Vienna (1998).

INTERNATIONAL ATOMIC ENERGY AGENCY, Nuclear Power Plant Personnel Training and Its Evaluation, A Guidebook,
Technical Reports Series No. 380, IAEA, Vienna (1996).

CHANDLER, R.C., The Marks of a Leader (2001),
https:/training.fema.gov/hiedu/docs/hazdem/the%20marks%200f%20a%?20leader.doc

MUSSELWHITE, C., Self Awareness and the Effective Leader (2007),
https://www.inc.com/resources/leadership/articles/20071001/musselwhite.html

COVEY, S.M.R., How the Best Leaders Build Trust (2009),

https://www.leadershipnow.com/CoveyOnTrust.html

JOKINEN, T., Global leadership competencies: A review and discussion, J. Eur. Ind. Train. 29 3 (2005) 199-216.

WONG, L., GERRAS, S., KIDD, W., PRICONE, R., SWENGROS, R., Strategic Leadership Competencies (2003),
http://www.au.af.mil/au/awc/awcgate/ssi/ldr_comps.pdf

ENDSLEY, M., Toward a theory of situation awareness in dynamic systems, Hum. Factors 37 (1995) 32—-64.

31



32

FLIN, R., O’CONNOR, P., CRICHTON, M., Safety at the Sharp End: A Guide to Non-Technical Skills, Ashgate, Aldershot
(2008).

HARTMANN, E., SUNDE, T., KRISTENSEN, W., MARTINUSSEN, M., Psychological measures as predictors of military
training performance, J. Personal. Assess. 80 1 (2003) 87-98.

INTERNATIONAL ATOMIC ENERGY AGENCY, Method for Developing Arrangements for Response to a Nuclear or
Radiological Emergency, EPR-Method 2003, IAEA, Vienna (2003).

ROGOVIN, M., Three Mile Island: A Report to the Commissioners and to the Public, Rep. NUREG/CR-1250(Vol. 1), Nuclear
Regulatory Commission, Washington, DC (1979).

SCHEIN, E.H., Humble Inquiry: The Gentle Art of Asking Instead of Telling, Berrett-Koehler, San Francisco (2013).

RUSSO, J.E., SCHOEMAKER, P.J.H., Decision Traps: Ten Barriers to Brilliant Decision-Making and How to Overcome
Them, Simon and Schuster, New York (1990).

WILLIAMS, J.C., “A data-based method for assessing and reducing human error to improve operational performance”,
Conference Record for 1988 IEEE Fourth Conference on Human Factors and Power Plants, Institute of Electrical and
Electronics Engineers, New York (1988) 436—450.

KAHNEMAN, D., Thinking, Fast and Slow, Farrar, Straus and Giroux, New York (2011).

SCHWARZ, N., et al., Ease of retrieval as information: Another look at the availability heuristic, J. Personal. Soc. Psychol. 61 2
(1991) 195-202.

HOFFRAGE, U., “Overconfidence”, Cognitive Illusions: A Handbook on Fallacies and Biases in Thinking, Judgement and
Memory (POHL, R.F., Ed.), Psychology Press, Hove, United Kingdom (2004) 235-254.

KRUGER, J., DUNNING, D., Unskilled and unaware of it: How difficulties in recognizing one’s own incompetence lead to
inflated self-assessments, J. Personal. Soc. Psychol. 77 6 (1999) 1121-1134.

KAHNEMAN, D., TVERSKY, A., Subjective probability: A judgement of representativeness, Cogn. Psychol. 3 3 (1972)
430-454.

ZHANG, Y., LEWIS, M., PELLON, M., COLEMAN, P., “A preliminary research on modelling cognitive agents for social
environments in multi-agent systems”, Emergent Agents and Socialities: Social and Organizational Aspects of Intelligence,
Association for the Advancement of Artificial Intelligence, Palo Alto, CA (2007) 116—123.

OSWALD, M., GROSJEAN, S., “Confirmation bias”, Cognitive Illusions: A Handbook on Fallacies and Biases in Thinking,
Judgement and Memory (POHL, R.F., Ed.), Psychology Press, Hove, United Kingdom (2004) 79-96.

EDWARDS, W., “Conservatism in human information processing”, Formal Representation of Human Judgment
(KLEINMUNTZ, B., Ed.), Wiley, New York (1968) 17-52.

REASON, J., Human Error, Cambridge University Press, Cambridge (1990).

CROSKERRY, P., The importance of cognitive errors in diagnosis and strategies to minimize them, Acad. Med. 78 (2003)
775-780.

DUNCKER, K., On problem solving, Psychological Monographs 58 270 (1945) 1-113.

BREHM, J.W., Post-decision changes in the desirability of alternatives, J. Abnorm. Soc. Psychol. 52 3 (1956) 384-389.

FLIN, R., Sitting in the Hot Seat: Leaders and Teams for Critical Incident Management, Wiley, Chichester (1996).
CANNON-BOWERS, J., SALAS, E. (Eds), Making Decisions under Stress: Implications for Individual and Team Training,
American Psychological Association, Washington, DC (1998).

LINDELL, M.K., PRATER, C.S., PERRY, R.W., “Myths and realities of household disaster response”, Introduction to
Emergency Management, Wiley, New York (2006) Ch. 8.

KISER, R., Beyond Right and Wrong: The Power of Effective Decision Making for Attorneys, Springer-Verlag, Berlin (2010).
JANIS, I.L., Groupthink, Psychol. Today 5 6 (November 1971) 43—46, 74-76.

FORSYTH, D.R., Group Dynamics, 5th edn, Brooks/Cole, Pacific Grove, CA (2009).

STONER, J.A., A Comparison of Individual and Group Decision Involving Risk, Master’s thesis, Massachusetts Institute of
Technology (1961).

UNITED STATES DEPARTMENT OF ENERGY, Human Performance Improvement Handbook: Concepts and Principle,
Vol. 1, Rep. DOE-HDBK-1028-2009, Technical Standards Program, USDOE, Washington, DC (2009).

WACHTER, J.K., YORIO, P.L., Human Performance Tools: Engaging Workers as the Best Defense Against Errors and Error
Precursors, Safety Management, February (2013) 54—64.

INSTITUTE FOR NUCLEAR POWER OPERATIONS, Principles for Effective Operational Decision Making, INPO, Atlanta,
GA (2011).

BOARDMAN, J., SAUSER, B., Systemic Thinking: Building Maps for Worlds of Systems, John Wiley and Sons, Hoboken, NJ
(2013).

INTERNATIONAL ATOMIC ENERGY AGENCY, Development and Review of Plant Specific Emergency Operating
Procedures, Safety Reports Series No. 48, IAEA, Vienna (2006).

ASHBY, W.R., Requisite variety and its implications for the control of complex systems, Cybern. (Namur) 1 2 (1958).



[56]

[57]

[58]

NATIONAL COMMISSION ON TERRORIST ATTACKS UPON THE UNITED STATES, The 9/11 Commission Report:
Final Report of the National Commission on Terrorist Attacks upon the United States, W.W. Norton and Company, New York
(2004).

VICTORY, N.J., The FCC’s Independent Panel on Katrina’s Impact on Communications: The Chair Reports, The Metropolitan
Corporate Counsel, Vol. 14, No. 7 (July 20006),
http://www.metrocorpcounsel.com/articles/6990/fccs-independent-panel-katrinas-impact-communications-chair-reports

LOS ANGELES TIMES, Report: Japan, Utility at Fault for Response to Nuclear Disaster (26 December 2011),
http://latimesblogs.latimes.com/world now/2011/12/japans-march-11-carthquake-and-tsunami-fukushima-daiichi-nuclear-
power-plant-meltdown.html

KIRVAN, P, Developing an Emergency Communication Plan: A Template for Business Continuity Planners (2011),
http://searchdisasterrecovery.techtarget.com/Developing-an-emergency-communications-plan-A-template-for-business-continuity-
planners

33



DEFINITIONS

The definitions given below may not necessarily conform to definitions adopted elsewhere for international use.

cognitive biases. Errors in thinking that occur as people process and interpret information in the environment
around them and often occur as people try to simplify information processing. In everyday life, there are
broad rules that people use to make sense of the world and reach decisions with relative speed. As these
biases are not appropriate for every situation, they can lead to poor outcomes in certain circumstances.

emergency response organization (ERO). The authority within the Member State that is responsible for mitigating
an emergency.

human performance. Comprises the many variables that influence the observable behaviours used to accomplish
specific task objectives, or what we know as results. It refers to the manner in which tasks are accomplished to
ensure they meet predefined standards. The standards could be in the form of accuracy, efficiency and/or any
other measure, as defined by the organization.

internal communication. The process through which information is transferred within the organization — be
it among members of the same group and level of the organization, up and down through the organization
and/or across groups within the organization.

leadership. The ability of a person to have an influence on the thoughts, attitudes and behaviour of others.

management system. A set of interacting elements for establishing policies and objectives and enabling the
objectives to be achieved in an efficient and effective manner. The management system integrates all elements
of an organization into one coherent system to enable all the organization’s objectives to be achieved. These
elements include the organizational structure, resources and processes. The objectives may deal with health,
safety, environment, security, safeguards, economy or other quality requirements.
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