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TAEA NUCLEAR SECURITY SERIES

Nuclear security issues relating to the prevention and detection of, and response
to, criminal or intentional unauthorized acts involving, or directed at, nuclear material,
other radioactive material, associated facilities or associated activities are addressed in the
IAEA Nuclear Security Series. These publications are consistent with, and complement,
international nuclear security instruments, such as the Convention on the Physical Protection
of Nuclear Material and its Amendment, the International Convention for the Suppression of
Acts of Nuclear Terrorism, United Nations Security Council resolutions 1373 and 1540, and
the Code of Conduct on the Safety and Security of Radioactive Sources.

CATEGORIES IN THE IAEA NUCLEAR SECURITY SERIES
Publications in the TAEA Nuclear Security Series are issued in the following categories:

e Nuclear Security Fundamentals specify the objective of a State’s nuclear security
regime and the essential elements of such a regime. They provide the basis for the
Nuclear Security Recommendations.

o Nuclear Security Recommendations set out measures that States should take to
achieve and maintain an effective national nuclear security regime consistent with the
Nuclear Security Fundamentals.

e Implementing Guides provide guidance on the means by which States could implement
the measures set out in the Nuclear Security Recommendations. As such, they focus on
how to meet the recommendations relating to broad areas of nuclear security.

e Technical Guidance provides guidance on specific technical subjects to supplement the
guidance set out in the Implementing Guides. They focus on details of how to implement
the necessary measures.

DRAFTING AND REVIEW

The preparation and review of Nuclear Security Series publications involves the IAEA
Secretariat, experts from Member States (who assist the Secretariat in drafting the publications)
and the Nuclear Security Guidance Committee (NSGC), which reviews and approves draft
publications. Where appropriate, open-ended technical meetings are also held during drafting
to provide an opportunity for specialists from Member States and relevant international
organizations to review and discuss the draft text. In addition, to ensure a high level of
international review and consensus, the Secretariat submits the draft texts to all Member States
for a period of 120 days for formal review.

For each publication, the Secretariat prepares the following, which the NSGC approves
at successive stages in the preparation and review process:

e An outline and work plan describing the intended new or revised publication, its
intended purpose, scope and content;

e A draft publication for submission to Member States for comment during the 120 day
consultation period;

e A final draft publication taking account of Member States’ comments.

The process for drafting and reviewing publications in the IAEA Nuclear Security
Series takes account of confidentiality considerations and recognizes that nuclear security is
inseparably linked with general and specific national security concerns.

An underlying consideration is that related IAEA safety standards and safeguards
activities should be taken into account in the technical content of the publications. In particular,
Nuclear Security Series publications addressing areas in which there are interfaces with safety
— known as interface documents — are reviewed at each of the stages set out above by
relevant Safety Standards Committees as well as by the NSGC.
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FOREWORD

by Rafael Mariano Grossi
Director General

The TAEA Nuclear Security Series provides international consensus
guidance on all aspects of nuclear security to support States as they work to fulfil
their responsibility for nuclear security. The IAEA establishes and maintains
this guidance as part of its central role in providing nuclear security related
international support and coordination.

The IAEA Nuclear Security Series was launched in 2006 and is
continuously updated by the IAEA in cooperation with experts from Member
States. As Director General, I am committed to ensuring that the IAEA maintains
and improves upon this integrated, comprehensive and consistent set of up to
date, user friendly and fit for purpose security guidance publications of high
quality. The proper application of this guidance in the use of nuclear science
and technology should offer a high level of nuclear security and provide the
confidence necessary to allow for the ongoing use of nuclear technology for the
benefit of all.

Nuclear security is a national responsibility. The IAEA Nuclear Security
Series complements international legal instruments on nuclear security and serves
as a global reference to help parties meet their obligations. While the security
guidance is not legally binding on Member States, it is widely applied. It has
become an indispensable reference point and a common denominator for the vast
majority of Member States that have adopted this guidance for use in national
regulations to enhance nuclear security in nuclear power generation, research
reactors and fuel cycle facilities as well as in nuclear applications in medicine,
industry, agriculture and research.

The guidance provided in the IAEA Nuclear Security Series is based on
the practical experience of its Member States and produced through international
consensus. The involvement of the members of the Nuclear Security Guidance
Committee and others is particularly important, and I am grateful to all those who
contribute their knowledge and expertise to this endeavour.

The IAEA also uses the guidance in the [AEA Nuclear Security Series when
it assists Member States through its review missions and advisory services. This
helps Member States in the application of this guidance and enables valuable
experience and insight to be shared. Feedback from these missions and services,
and lessons identified from events and experience in the use and application of
security guidance, are taken into account during their periodic revision.



I believe the guidance provided in the IAEA Nuclear Security Series and its
application make an invaluable contribution to ensuring a high level of nuclear
security in the use of nuclear technology. I encourage all Member States to
promote and apply this guidance, and to work with the IAEA to uphold its quality
now and in the future.

EDITORIAL NOTE

Guidance issued in the IAEA Nuclear Security Series is not binding on States, but States
may use the guidance to assist them in meeting their obligations under international legal
instruments and in discharging their responsibility for nuclear security within the State.

Guidance expressed as ‘should’ statements is intended to present international good
practices and to indicate an international consensus that it is necessary for States to take the
measures recommended or equivalent alternative measures.

Security related terms are to be understood as defined in the publication in which they
appear, or in the higher level guidance that the publication supports. Otherwise, words are
used with their commonly understood meanings.

An appendix is considered to form an integral part of the publication. Material in an
appendix has the same status as the body text. Annexes are used to provide practical examples
or additional information or explanation. Annexes are not integral parts of the main text.

Although great care has been taken to maintain the accuracy of information contained
in this publication, neither the IAEA nor its Member States assume any responsibility for
consequences which may arise from its use.

The use of particular designations of countries or territories does not imply any
judgement by the publisher, the IAEA, as to the legal status of such countries or territories, of
their authorities and institutions or of the delimitation of their boundaries.

The mention of names of specific companies or products (whether or not indicated as
registered) does not imply any intention to infringe proprietary rights, nor should it be construed
as an endorsement or recommendation on the part of the IAEA.



PREFACE

The IAEA Nuclear Security Series provides recommendations and guidance
that States can use in establishing, implementing and maintaining their national
nuclear security regimes.

IAEA Nuclear Security Series No. 15, Nuclear Security Recommendations
on Nuclear and Other Radioactive Material out of Regulatory Control, provides
recommendations to a State for the nuclear security of nuclear or other
radioactive material that has been reported as being out of regulatory control,
as well as for material that is lost, missing or stolen but has not been reported
as such, or has been otherwise discovered. IAEA Nuclear Security Series
No. 15 is jointly sponsored by the European Police Office (EUROPOL), the
IAEA, the International Civil Aviation Organization (ICAO), the International
Criminal Police Organization-INTERPOL (ICPO-INTERPOL), the United
Nations Interregional Crime and Justice Research Institute (UNICRI), the
United Nations Office on Drugs and Crime (UNODC) and the World Customs
Organization (WCO).

The present publication provides more detailed guidance on meeting the
recommendations set out in IAEA Nuclear Security Series No. 15. It addresses
nuclear security detection systems and measures in a State’s interior, with special
consideration of planning detection operations, equipment deployment and
human resources development.

This publication is jointly sponsored by the European Union Agency
for Law Enforcement Cooperation (EUROPOL), the IAEA, the International
Criminal Police Organization-INTERPOL (ICPO-INTERPOL), the United
Nations Interregional Crime and Justice Research Institute (UNICRI), the United
Nations Office of Counter-Terrorism (UNOCT) and the United Nations Office on
Drugs and Crime (UNODC).
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1. INTRODUCTION

BACKGROUND

1.1. Paragraph 3.10 of IAEA Nuclear Security Series No. 20, Objective and
Essential Elements of a State’s Nuclear Security Regime [1], states:

“A nuclear security regime ensures that nuclear security systems and nuclear
security measures are in place at all appropriate organizational levels to
detect and assess nuclear security events and to notify the relevant competent
authorities so that appropriate response actions can be initiated, including:

(c) At major public events or strategic locations, including locations of
critical infrastructure, as designated by the State;

(d) In searches for, recoveries of, or discoveries of nuclear material or
other radioactive material that is missing or lost or otherwise out of
regulatory control,

(e)  Within the State’s territory or on board its ships or aircraft, and at its
international borders.”

The interior of a State covers the area within the State’s national borders and
includes urban and rural locations, transport hubs and arteries, national airports
and internal waters.

1.2. TAEA Nuclear Security Series No. 15, Nuclear Security Recommendations
on Nuclear and Other Radioactive Material out of Regulatory Control [2],
provides recommendations to States on establishing or improving prevention,
detection and response measures for nuclear and other radioactive material out of
regulatory control. Reference [2] provides recommendations for the detection and
assessment of instrument alarms and information alerts related to nuclear or other
radioactive material out of regulatory control.

1.3. Building upon these recommendations, JAEA Nuclear Security Series
No. 21, Nuclear Security Systems and Measures for the Detection of Nuclear
and Other Radioactive Material out of Regulatory Control [3], describes how
States can develop or improve systems and measures in order to detect criminal or
intentional unauthorized acts with nuclear security implications involving nuclear
and other radioactive material out of regulatory control.



1.4. TAEA Nuclear Security Series Nos 24-G, Risk Informed Approach for
Nuclear Security Measures for Nuclear and Other Radioactive Material out of
Regulatory Control [4], 34-T, Planning and Organizing Nuclear Security Systems
and Measures for Nuclear and Other Radioactive Material out of Regulatory
Control [5], and 18, Nuclear Security Systems and Measures for Major Public
Events [6], provide guidance for systems and measures related to nuclear and
other radioactive material out of regulatory control.

OBJECTIVE

1.5. The objective of this publication is to provide detailed guidance for
developing and implementing systems and measures for the detection in a State’s
interior of nuclear and other radioactive material out of regulatory control.

1.6. The publication is intended to be used by competent authorities that have
a role in designing, implementing and sustaining nuclear security systems and
measures in a State’s interior. These competent authorities may include law
enforcement, national security organizations and defence forces, as well as
medical services, emergency services, regulatory bodies, and technical and
scientific expert support organizations.

SCOPE

1.7. This publication provides guidance on planning, implementing and
evaluating systems and measures in a State in order to detect nuclear and other
radioactive material out of regulatory control in the State’s interior by means of
instrument alarms and information alerts. The guidance covers the planning of
detection operations, equipment deployment and human resource development.

1.8. This publication does not address nuclear security detection systems and
measures at a State’s borders. This is covered in IAEA Nuclear Security Series
No. 44-T, Detection at State Borders of Nuclear and Other Radioactive Material
out of Regulatory Control [7], with special consideration given to designated
points of entry and/or exit, as well as to border areas.

1.9. This publication does not cover systems and measures for nuclear and
other radioactive material under regulatory control, which is addressed in [AEA
Nuclear Security Series Nos 13, Nuclear Security Recommendations on Physical



Protection of Nuclear Material and Nuclear Facilities [8], and 14, Nuclear Security
Recommendations on Radioactive Material and Associated Facilities [9].

1.10. Detailed discussion of response activities, concerning situations in which
nuclear or other radioactive material has been detected and a nuclear security
event has been declared, is generally outside the scope of this publication.
Relevant connections between activities undertaken during detection and
response operations, as well as key preparatory actions during detection that
could impact response activities, are covered herein. Further guidance on
nuclear security related response activities is provided in IAEA Nuclear Security
Series No. 37-G, Developing a National Framework for Managing the Response
to Nuclear Security Events [10].

1.11. Recommendations on the identification and notification of a radiological
emergency during detection activities and on the relevant activation of emergency
response plans are provided in IAEA Safety Standards Series No. GSR Part 7,
Preparedness and Response for a Nuclear or Radiological Emergency [11].

STRUCTURE

1.12. Section 2 provides information on detection in a State’s interior as part of
the national nuclear security detection architecture and presents the challenges
and opportunities specific to a State’s interior, as well as training considerations.
Section 3 provides guidance on the design and implementation of detection
operations in the interior of a State. Sections 4 and 5 describe the roles of
information and equipment in the conduct of detection operations in the interior of
a State. Annex I presents a list of radiation detection equipment that can be used for
detection operations. Annex II provides an example of a template for developing
a joint detection operations plan for nuclear and other radioactive material out of
regulatory control. Annex III contains information on how to manage information
alerts obtained from medical surveillance for the purpose of detecting criminal or
intentional unauthorized acts involving material out of regulatory control.



2. DETECTION IN A STATE’S INTERIOR AS A
COMPONENT OF THE NUCLEAR SECURITY
DETECTION ARCHITECTURE

2.1. Paragraph 3.2 of Ref. [2] states:

“As part of an overall framework, the State should establish and maintain
effective executive, judicial, legislative and regulatory frameworks to govern
the detection of and response to a criminal act, or an unauthorized act, with
nuclear security implications involving any nuclear or other radioactive
material that is out of regulatory control. Responsibilities should be clearly
defined for implementing various elements of nuclear security and assigned
to the relevant competent authorities”.

2.2. A State should define in its detection strategy how the State plans to
accomplish its detection mission in both the interior and at the borders. An
integrated planning process for nuclear security systems and measures is
described in Ref. [5], and additional information can be found in IAEA Nuclear
Security Series No. 29-G, Developing Regulations and Associated Administrative
Measures for Nuclear Security [12].

2.3. When a State designs and develops its national nuclear security detection
architecture, it should apply the defence in depth principle and follow a
multilayered approach “including measures at and between POEs [points of entry
and/or exit] into the State, within the State and in other cooperating States™ [3].
Defence in depth should consider incorporating not only a variety of locations for
detection equipment (e.g. at border points, in the State’s interior, in transregional
locations), but also a mix of detection instruments (i.e. fixed, handheld and mobile
detection systems), as well as physical screening and other defensive measures.

2.4. Reference [3] outlines a multilayered approach to designing the nuclear
security detection architecture. Paragraph 3.8 of Ref. [3] defines the three primary
layers as follows:

13

Exterior: The exterior layer encompasses the nuclear security detection
architecture in other States, but should nevertheless be considered when
designing the national nuclear security detection architecture.



— Trans-border: The trans-border layer encompasses the domestic border
(both at and between the POEs [points of entry and/or exit]) of the
State, as well as transit corridors between the State and other States.

— Interior: The interior layer, within the target State, represents the
final opportunity to detect and interdict nuclear and other radioactive
material out of regulatory control before it could be used in a criminal
act or unauthorized act. The national nuclear security detection
architecture is within this layer and at the domestic border.”

2.5. Paragraph 2.9 of Ref. [3] states that “The detection strategy should be
based on a risk-informed approach and be reviewed and updated in accordance
with changes to the threat assessment.” A methodology for assessing threats,
vulnerabilities and consequences related to material out of regulatory control is
presented in Ref. [4]. A State should use information from the threat and risk
assessment as a basis to direct detection operations in the interior for nuclear
security related to nuclear and other radioactive material out of regulatory control.
More specifically, this assessment should assist in the identification of locations
and opportunities for screening and detection (e.g. interior transport routes,
public transport hubs). The assessment might further inform the prioritization of
strategic locations and potential targets to be protected by detection operations in
the interior of the State.

2.6. Law enforcement, national security organizations, regulatory bodies and
other organizations providing emergency services' are likely to have their own
risk informed strategies to address traditional security threats and conventional
risks. The threat and risk assessment for nuclear and other radioactive material out
of regulatory control should therefore be coordinated with, and integrated into,
existing threat and risk assessments, as well as national security and conventional
emergency response strategies (e.g. counterterrorism, counter-intelligence,
anti-organized crime strategies) at both the national and organizational levels.

2.7. Paragraph 3.12 of Ref. [2] states that (footnote omitted) “All nuclear
security activities involving nuclear or other radioactive material that are out of
regulatory control should be coordinated by a body or an effective mechanism in
accordance with national legislation and regulations.” All competent authorities

' The fire service or other civil protection services can be involved in emergencies
during their routine work, prior to the declaration of a nuclear or radiological emergency, or
during conventional emergency responses that do not involve the presence of radiation.



participating in detection activities in a State’s interior should be included in the
coordination mechanism. This coordination mechanism should do the following:

(a)  Support the process of developing and implementing the interior layer of the
national nuclear security detection strategy;

(b) Resolve potential disputes among authorities participating in detection
activities;

(c) Ensure adequate training for all competent authorities;

(d) Establish sustainability mechanisms for the planning of resources and
evaluation of operations needed to ensure the long term effectiveness of
national capabilities for detection;

(e) Establish a mechanism for the exchange of operational information among
competent authorities participating in detection in the interior;

(f) Ensure that appropriate information exchange channels with border
monitoring agencies and relevant authorities in neighbouring countries are
in place.

2.8. Paragraph 3.18 of Ref. [3] states:

“Deployed assets, such as detectors, technical support and analysis
centres, should have the ability to exchange accurate and timely data.
An effective data exchange infrastructure should have a combination of
effective connectivity (robust, redundant and of sufficient bandwidth) and
appropriate data standards or protocols to allow the recipient to understand
the transmitted information. Effective data exchange also enables necessary
situational awareness.”

2.9. This data exchange infrastructure should include two way communication
between different levels (e.g. strategic, operational, tactical) of an organization
in order to guarantee that relevant threat information is shared at all levels.
Differences in threat and risk perceptions in relation to the interior of a State
should be clarified within the organization before information is shared with other
organizations.

2.10. Multiple organizations with different responsibilities are involved in
nuclear security operations. The organizational policies and procedures of these
organizations should provide the basis for the operational level of the interior
detection architecture of the State. As part of a broader nuclear security strategy, a
joint detection operation plan could be developed for nuclear and other radioactive
material out of regulatory control in the State’s interior. This plan should involve



all competent authorities and other stakeholders” with roles and responsibilities
in detection activities within the State’s interior. Annex II provides an example
template with the components to be included in such a plan.

CHALLENGES AND OPPORTUNITIES FOR DETECTION IN A
STATE’S INTERIOR

2.11. The complexity, size and geography of a State’s interior create specific
challenges for the detection of nuclear and other radioactive material out of
regulatory control. However, they also create opportunities to encounter and detect
criminal or intentional unauthorized acts involving nuclear and other radioactive
material out of regulatory control. States should address the challenges and exploit
the opportunities that exist to develop the interior layer of the State’s nuclear
security detection architecture in an effective and efficient manner.

2.12. A wide range of criminal or intentional unauthorized acts involving
nuclear or other radioactive material out of regulatory control can occur in a
State’s interior, with or without nuclear or other radioactive material, devices
(i.e. improvised nuclear devices, radiological dispersal devices or radiation
exposure devices) or adversaries crossing the State’s borders. Such acts may
include the unauthorized acquisition of material, possession of material and/or
devices, device fabrication, material and/or device movement and malicious use,
threats or attempts to commit an unauthorized act, and unlawful scams or hoaxes
with nuclear security implications.

2.13. States should plan and conduct detection operations in the interior to
prevent, detect and interdict criminal or intentional unauthorized acts involving
material of domestic origin; material that has been smuggled into the interior of
the State; material that is being moved along domestic pathways (i.e. between
the domestic point of origin or point of entry into the State and the destination or
target); material in the vicinity of a target (i.e. near the target, but at a sufficient
distance to ensure that the target can still be protected); and material at the target.
States should consider that nuclear or radioactive material can be found at various
locations across the interior. A large number of potential domestic pathways exist

2 The term ‘other stakeholders’ refers to organizations that are impacted by or expected
to contribute to the detection architecture but do not have official or legal authority for nuclear
security. These stakeholders may include private and public sector organizations as defined in
Ref. [3]; for example, private companies, facility operators and other users of nuclear and other
radioactive material, academic and research institutions, or private health institutions.



for the unauthorized movement of material, and a large number of potential targets
can be exploited by adversaries.

2.14. The most efficient way to detect criminal or intentional unauthorized acts
involving nuclear and other radioactive material out of regulatory control is by
integrating nuclear security measures into existing security systems and measures.
The integration of nuclear security into common security operations in the interior
of a State is addressed in detail in Section 3.

2.15. The interior of a State typically comprises a large area, and it is not possible
to fully cover it with radiation detection equipment. Most detection equipment is
designed to scan a limited, defined area under controlled conditions. Given the
fact that resources are often limited, States generally focus on deploying radiation
detection equipment to cover only a selected number of pathways or potential
targets. To ensure that the deployment of equipment is as effective as possible,
these pathways and potential targets should be identified using a risk informed
approach. Section 4 outlines the process for information collection, analysis and
dissemination to support detection operations in a State’s interior.

2.16. A considerable number of competent authorities and other stakeholders
operate in the interior of a State, each having different missions, operating under
procedures specific to their organizations, and potentially having different levels
of awareness and practical experience with nuclear security. The administrative
division of a State results in different levels and jurisdictions (e.g. federal, regional,
local). This division is also reflected among competent authorities and relevant
stakeholders and can create challenges in communication and coordination.

2.17. Given the disposition of security resources in the interior of a State, the
timeline to interrupt a criminal or intentional unauthorized act may be compressed.
The farther away from the target detection occurs, the more time a State will
have to neutralize the threat to the target. However, security resources are often
concentrated in the immediate vicinity of potential targets, and detection may
occur in close proximity to the intended target. In this case, the consequences of a
potential nuclear security event are likely to be more severe. Strategies to address
this challenge include performing detection activities at a distance that would
ensure adequate protection of the target. For the design and implementation of
these strategies, the State should undertake an ongoing evaluation of nuclear
security threats and risks and should attempt to identify potential targets. In
addition, detection operations can be incorporated into routine security operations
occurring throughout the interior. States could also consider implementing
low visibility or discreet detection operations so as to avoid prematurely alerting



potential adversaries of the existence of detection systems and measures at
specific locations.

2.18. To ensure a strong link among competent authorities and other stakeholders
responsible for detection and response in the interior layer, States might consider
establishing and deploying specialized operational teams, which include personnel
who are qualified in nuclear security detection and response (see Ref. [10]) and/or
emergency response operations, in accordance with Refs [11, 13]. Training and
standard operating procedures should account for the fact that actions taken
during detection activities may facilitate follow-on response efforts. For example,
implementing proper procedures and ensuring chain of custody in the handling
of nuclear and other radioactive material are important for successful future
prosecution of potential criminal activity.

2.19. Sustainability considerations, including the provision of financial, human
and technical resources in the long term, should be taken into account when
designing detection operations, along with the associated systems and measures
in the interior. Paragraph 7.21 of Ref. [3] states:

“Sustainability is a key consideration for the nuclear security detection
architecture. Significant planning and commitment of resources, both
financial and human, are needed to ensure the long term operational
effectiveness of national capabilities for detection of nuclear and other
radioactive material out of regulatory control.”

Guidance on developing national and operational sustainability objectives can
be found in IAEA Nuclear Security Series No. 30-G, Sustaining a Nuclear
Security Regime [14].

TRAINING FOR DETECTION OPERATIONS

2.20. IAEA Nuclear Security Series No. 31-G, Building Capacity for Nuclear
Security [15], provides information on the systematic approach to training.
Paragraph 3.12 of Ref. [15] states:

“The first phase of the SAT [systematic approach to training] is to
determine the training needs of personnel at all levels and with all types of
responsibility for nuclear security. This is a major task that involves analysis
of the performance requirements (i.e. duties and tasks) of individuals who



have direct responsibility for planning, implementing and/or evaluating the
effectiveness of the nuclear security programme.”

2.21. Paragraphs 3.25 and 3.26 of Ref. [15] state:

“3.25. In order to establish a strategy for developing an awareness
programme, goals should be established to focus awareness raising efforts,
including the following:

(a)

(b)

(©

Providing individuals with foundational knowledge and guidance
relevant to their roles and responsibilities for nuclear security
(e.g. information on nuclear security threats, detection options and
operations) for building an effective nuclear security culture. This
knowledge can provide a basis for advanced training and a broader
understanding of one’s responsibilities.

Fostering the development of political will of government entities
and organizations to build and sustain nuclear security capabilities
and programmes. It is believed that institutionalizing nuclear security
within the responsible organization will enhance the effectiveness of
national nuclear security capabilities.

Promoting a common terminology and basis for raising awareness
with the general public and non-governmental organizations.

“3.26. To accomplish these goals, States may draw upon the following set of
guidelines for planning, developing, implementing and sustaining effective
nuclear security awareness raising:

(a)
(b)
(c)
(d)
(e)
()
(2

Communicate the need for nuclear security efforts;

Include a core set of themes;

Develop awareness for all roles and audiences;

Customize efforts to specific audiences;

Plan and organize to promote effectiveness;

Establish awareness as a continuous process;

Evaluate awareness efforts regularly and update as necessary.”

2.22. Given the diversity and number of competent authorities and other
stakeholders operating in the State’s interior, it is important to implement a graded
approach to training. The State should establish awareness building and training
curricula tailored to the needs of the target audience, depending on their specific
roles and functions in the nuclear security detection architecture.
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2.23. Basic nuclear security awareness training should be provided to the
personnel of all competent authorities and other stakeholders who participate in
detection operations in the interior of a State. Regardless of whether personnel
are equipped with nuclear security detection equipment, they might encounter
nuclear and other radioactive material out of regulatory control, or they might be
in a position to generate information alerts for criminal or intentional unauthorized
acts. Having a basic level of awareness will ensure that the personnel are able to
identify signs of suspicious activity involving material out of regulatory control.

2.24. The following topics should be included in basic nuclear security awareness
training for competent authorities and other stakeholders:

(a) Basic concepts of radiation (e.g. types of radiation emitted by nuclear and
other radioactive material, exposure to radiation, radioactive contamination);

(b) Basic concepts of radiation protection (e.g. the effects of time, distance and
shielding);

(c) Authorized uses of radioactive material and devices that incorporate
radioactive material;

(d) Nuclear security threats involving nuclear and other radioactive material out
of regulatory control;

(e) Indicators of suspicious activity involving nuclear and other radioactive
material;

(f)  Overview of the nuclear security detection architecture, including detection
by instrument alarm and information alert;

(g) Procedures for requesting assistance in the case of a potential nuclear
security event.

2.25. For the personnel of competent authorities and other stakeholders expected
to operate detection equipment or to investigate an instrument alarm or information
alert, specialized training should be offered in addition to basic awareness training.
This specialized training should be conducted before the deployment of radiation
detection equipment and at regular intervals to ensure operational preparedness.
Personnel should be aware of how time, distance and shielding affect detection.
For example, high activity radiation sources can trigger an alarm from greater
distances (e.g. several individuals or vehicles away).

2.26. Specialized training should include the following topics:
(a) Basic principles of radiation detection;

(b) Types of radiation detection equipment;
(c) Operational instructions for the use of equipment;
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(d) Daily checks on the functionality of equipment;

(e) Common causes of innocent alarms;

(f) Basic preventive maintenance;

(g) Standard operating procedures for detection operations.

2.27. Competent authorities and other stakeholders can improve the skills of
their personnel in relation to nuclear security detection by integrating appropriate
modules into existing training programmes. For example, a module on nuclear
security threat awareness could be included in basic training for new recruits and
then made mandatory as part of periodic refresher training.

EVALUATION OF DETECTION SYSTEMS AND MEASURES

2.28. The establishment of an evaluation framework or process for detection
systems and measures can promote consistent improvement across nuclear security
detection operations in a State’s interior. The evaluation process should cover all
essential elements of the national nuclear detection architecture, such as the legal
framework, strategies, plans and procedures, risk analyses, human resources and
technical assets for detection operations in the interior. This evaluation process
should be continuous and should be repeated regularly.

2.29. Evaluating detection operations in the interior of a State can be particularly
challenging because of the large number of competent authorities and other
stakeholders operating in a wide variety of locations to conduct detection
activities related to criminal or intentional unauthorized acts. The scope of the
evaluations should be appropriately defined so as to ensure that the results can
inform improvements to detection operations. Defining the scope is the process
of focusing the evaluation by clarifying its purpose, for example by undertaking
the following actions:

(a) Defining what the evaluation will cover. The focus can be on a single
component (e.g. a detection instrument), a single process (e.g. the integration
of nuclear security detection into routine patrols of the interior), multiple
operational components (e.g. officers on routine patrol calling for support
from radiation subject matter experts) or the coordinated operation of the
interior nuclear security detection architecture as a whole.

(b) Determining the level of the evaluation. Evaluations can be carried out at
the organizational level, at the national level or through peer reviews by
international experts, using mechanisms such as the IAEA International
Nuclear Security Advisory Service (INSServ) (see Ref. [16]).
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(¢) Identifying the evaluation goal. Evaluation goals can include deliverables
such as the evaluation of the operational efficacy of established concepts
of operations and standard operating procedures; the qualifications of
personnel and their ability to implement and adhere to established concepts
of operations or standard operating procedures; or the costs associated with
incorporating nuclear security detection into existing security activities in
the interior.

2.30. Evaluation criteria and metrics should be used to systematically gauge
progress with respect to a stated evaluation goal. Metrics should be relevant to
the specific evaluation purpose and scope and should provide information that
can be acted upon. The metrics should be measurable, accurately quantifying
information related to the corresponding functional objectives of detection in the
interior. They should also be objective, independent from external influence and
consistent across systems in terms of what the metrics measure, how the metrics
are defined and which units are used.

2.31. The evaluation should assess both operational capacity and efficacy.
Capacity represents the resources available to achieve the intended results.
Examples of capacity based metrics include the percentage of interior security
personnel trained in radiation basics and/or equipped with detection instruments.
Efficacy represents the ability of the personnel to perform detection operations
and achieve the intended results. Examples of efficacy based metrics include
the probability of detecting a threat (e.g. material of concern) through deployed
detection operations — with or without the use of detection instruments — and
the time needed for individuals or vehicles to traverse interior checkpoints with
screening procedures.

2.32. The State should decide the evaluation method best suited to assess
the desired evaluation goals. Each method may be performed either as a
self-assessment or as an independent assessment (see Ref. [15] for examples of
evaluation tools). The following evaluation methods can be employed for the
assessment of detection operations in the interior of a State:

(a) Exercises “are useful in assessing local and national nuclear security detection
capabilities to identify and correct deficiencies in equipment, concept
of operations and training” [3]. IAEA Nuclear Security Series No. 41-T,
Preparation, Conduct and Evaluation of Exercises for Detection of and
Response to Acts Involving Nuclear and Other Radioactive Material out of
Regulatory Control [17], introduces a structured approach for the preparation,
conduct and evaluation of exercises. Regular multiagency exercises are essential
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(b)

(©

(d)

(©)

to promote cooperation among the many competent authorities operating in the
interior and to integrate their detection strategies, procedures, operations and
other technical means. Exercising simulated nuclear security event scenarios
can ensure operational readiness.

‘Red team’ testing involves challenging the plans, programmes, assumptions
and implementation of detection operations. This method often uses covert
testing, whereby the red team serves as a surrogate adversary and attempts to
introduce a threat into the system without being detected. Effective red team
testing provides an opportunity to assess which defensive measures are working
effectively, as well as which areas or processes are likely to be most vulnerable
to adversary exploitation.

Modelling and simulation can be used to suggest an outcome or to develop a
basis for decision making. Example applications for this type of testing may
include evaluation of the effectiveness of instrument alarm algorithms or
radionuclide identification algorithms.

Administrative analysis is generally conducted by an evaluator or specialized
evaluation unit within the competent authorities. This type of analysis can
ensure continuous assessment of the nuclear security detection architecture
and can effectively monitor the implementation of improvement plans that
result from previous evaluations. A number of the evaluation tools described
in Ref. [15] fall within this category. Examples of administrative analyses may
include programme evaluation sheets, interviews, observations and feedback
from peers or focus groups. These evaluations should follow the strengths,
weaknesses, opportunities and threats (also referred to as ‘SWOT?’) analysis
process to perform gap analysis, qualitative and quantitative assessments,
performance analysis, instrument data analysis or a statistical comparison.
Technical analysis involves performance testing and evaluation to ensure the
effectiveness of systems and equipment. It is generally conducted by technical
subject matter experts in the competent authority or by a specialized expert
support organization.

2.33. The main output of the evaluation process is an evaluation report that documents
information on the evaluation, including the methodology used, the evaluation
objectives, the data collected, the results and any recommendations for improvement.
Recommendations should be relevant to the existing objectives for detection in
the interior of a State and should provide actionable steps for the improvement of
operations. The evaluation report should be provided to all relevant stakeholders for
review, and their feedback should then be incorporated into the report. Since the
data collected during such an evaluation, along with the results of the evaluation, are
often considered sensitive in terms of national security, the report should be treated in
accordance with established procedures for the protection of information.
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3. DETECTION OPERATIONS IN A STATE’S INTERIOR

INTEGRATION OF NUCLEAR SECURITY INTO EXISTING
OPERATIONS

3.1. Detection operations for nuclear and other radioactive material out of
regulatory control in a State’s interior can be conducted by law enforcement,
emergency services or specialized teams, such as intervention units, hostage
rescue teams, explosive ordnance disposal units, crime scene investigation teams,
and chemical, biological, radiological and nuclear (commonly known as ‘CBRN”)
teams, in addition to performing their other responsibilities. Paragraph 3.5 of
Ref. [1] states:

“A nuclear security regime includes measures for:

(a) Defining as offences or violations under domestic laws or regulations
those criminal or intentional unauthorized acts involving or directed
at nuclear material, other radioactive material, associated facilities
or associated activities,

(b) Appropriately dealing with other acts determined by the State to have
an adverse impact on nuclear security;

(c) Establishing appropriate penalties that are proportionate to the gravity
of the harm that could be caused by commission of the offences or

violations;

(d) Establishing the jurisdiction of the State over such offences or
violations;

(e) Providing for the prosecution or, as appropriate, extradition of alleged
offenders.”

3.2. Competent authorities and other stakeholders in the interior of a State
should integrate detection operations into their existing mission areas, concepts
of operations, procedures and training programmes, as well as into detection
operations conducted at a State’s borders. Since a number of competent authorities
may have existing capabilities and competencies for detection, the coordination
of these detection activities and the development of a joint detection operations
plan (see Annex II) could increase the efficiency of detection operations in the
interior of a State.

3.3. Competent authorities and other stakeholders in a State’s interior do not
typically operate radiation detection equipment. As part of the national nuclear
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security detection architecture, they should be able to have access to specialized
teams or expert support teams that have the capability to operate radiation
detection equipment so as to assess information alerts and instrument alarms.

3.4. Law enforcement and emergency services could incorporate the use of
radiation detection equipment into their detection operations. If they are equipped
with radiation detection equipment, they should also be provided, as appropriate,
with the corresponding training (see paras 2.25 and 2.26) and with procedures
on how to operate the equipment, interpret data from the measurements and
adjudicate on alarms.

COMMON TYPES OF DETECTION OPERATION

3.5. Detection operations in the interior of a State can be categorized into three
common types: (1) routine operations (see paras 3.7-3.9); (2) enhanced operations
(see paras 3.10-3.13); and (3) targeted or specific operations (see paras 3.14-3.19).
Special considerations for detection during routine, enhanced, and targeted or
specific operations are outlined in paras 3.22-3.67, and examples are provided
for each type of detection operation. These examples, although not exhaustive,
can be used as a basis for planning and conducting detection operations.

3.6. The selection of a particular type of detection operation as the most
appropriate to mitigate the current threats and risks in a State’s interior should
be made using a risk informed approach and should take into consideration the
threat level, including information originating from information alerts and other
relevant security information.

Routine operations

3.7. Routine operations are conducted in the interior of a State by competent
authorities and other stakeholders as part of their regular operational activities,
and they comprise ongoing control and monitoring activities. They correspond to
‘business as usual’— namely, when no specific threat has been identified. Routine
operations can take place at any location and might involve the monitoring of
large areas, specific locations, people, vehicles and goods.

3.8.  When competent authorities and other stakeholders are performing routine
operations in the interior, they are not necessarily equipped with radiation
detection instruments, and they have to rely on their ability to recognize indicators
of suspicious activity involving nuclear and other radioactive material out of
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regulatory control to generate an information alert. In this case, coordination and
information sharing among competent authorities, specialized teams and/or expert
support organizations with access to radiation detection equipment is essential for
the confirmation and adjudication of the alert.

3.9. Special considerations for and examples of routine operations are presented
in paras 3.22-3.48. These examples include routine patrols, routine checkpoints,
conventional operations of emergency services, and detection by information
alerts obtained from medical surveillance, public reporting and law enforcement
investigations.

Enhanced operations

3.10. Enhanced operations are conducted in the interior of a State by competent
authorities and other stakeholders when there is a heightened security posture.
The security posture can be heightened as a result of a raised national threat
level, a general information alert without information about a specific threat, or a
high profile event.

3.11. When conducting enhanced detection operations, competent authorities and
other stakeholders should consider the duration of the enhanced phase of operations,
since these operations will inevitably employ a larger amount of technical and
human resources than routine operations. Cooperation among multiple competent
authorities with detection capabilities should also be considered, given the limited
resources. Operating jointly with partner competent authorities has the added value
of allowing law enforcement and emergency services access to a larger number of
radiation detection equipment or more sophisticated technical equipment, as well
as to more personnel trained in nuclear security detection.

3.12. For enhanced operations, additional resources may be allocated to law
enforcement and emergency services in order to detect the presence of material
out of regulatory control in accordance with a risk informed, graded approach.
On the basis of information gathered on the potential threat, enhanced detection
operations can be integrated into law enforcement operational duties, including
roadside checks, routine patrols, dignitary protection, and security at high
profile events.

3.13. Special considerations and further examples of enhanced operations are

provided in paras 3.49-3.57 and include operations after a general information
alert and operations at a high profile event.
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Targeted or specific operations

3.14. Targeted or specific detection operations are conducted by competent
authorities on the basis of specific, credible and actionable information that
indicates with high probability that a nuclear security event is in preparation, is
ongoing or has taken place.

3.15. Targeted or specific operations can be conducted by competent authorities
and other stakeholders as part of initial assessment activities when a specific
threat has been detected by an information alert or instrument alarm; when an
event involving material out of regulatory control has already occurred; or when
investigative or special operation units make a specific request for such operations
based on precise information or intelligence.

3.16. When planning targeted or specific detection operations, competent
authorities and other stakeholders should consider (a) the nature of the operation
(e.g. overt, discreet); (b) the aim of the operation (e.g. detection or deterrence
of a criminal or intentional unauthorized act); (c) the availability of human and
technical resources; and (d) the number and level of expertise of trained personnel.

3.17. In order to effectively implement targeted or specific operations, the
competent authorities conducting these operations should have specialized
training in nuclear security threats and be equipped with, and trained to use,
radiation detection equipment.

3.18. All information or intelligence accumulated before the initiation of targeted
or specific operations will aid competent authorities and other stakeholders in
selecting the appropriate detection equipment and in determining how to adapt
existing standard operating procedures to the specific scenario.

3.19. Depending on the severity of the situation, these operations may be
conducted in parallel with emergency management processes and nuclear security
arrangements as described in the State’s national response framework. In such
cases, the relevant authorities should ensure that the operations are conducted in
a coordinated manner. References [2, 10, 11] address specific nuclear security
measures and radiological emergency response actions, including emergency
response plans. Special considerations and examples of targeted or specific
operations are provided in paras 3.58-3.67 and include area searches and
undercover operations.
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ELEMENTS OF DETECTION OPERATIONS

3.20. Paragraphs 3.22-3.67 present special considerations for, and detailed
examples of, the different types of detection operation. Guidance is provided on
each type of detection operation concerning the personnel typically involved in the
specified detection activities, the preparatory activities that should be completed
prior to the conduct of the detection operations and the steps to be followed
by personnel when implementing the detection operations. Where applicable,
operational steps and examples are provided for the conduct of detection
operations, both with and without the use of radiation detection equipment.

3.21. Across all detection operations in the interior of a State, the following
elements should be in place to ensure that operations are conducted effectively:

(a) Authority to conduct operations. Before the implementation of detection
activities, the State should ensure that the personnel conducting these
activities have the necessary authority and jurisdiction to do so. In the
particular case of a targeted search, additional steps may have to be taken
to ensure that the personnel have authorization to conduct the search or to
proceed with undercover operations.

(b) Procedures for the detection of criminal or intentional unauthorized acts.
Competent authorities and other stakeholders should develop concepts of
operations and standard operating procedures for detection. They could
also establish interagency agreements, as appropriate, and any necessary
arrangements for the involvement of expert support.

(¢) Procedures for information management. Arrangements for information
sharing should be established to manage the exchange of information within
an organization and among different organizations (see also Section 4).

(d) Training for the implementation of different types of detection operation.
Personnel should have received the appropriate training for the detection of
criminal or intentional unauthorized acts, as described in paras 2.20-2.27.
Training should be provided to personnel on the appropriate use of any
deployed equipment that personnel are expected to operate in support of
these operations.

(e) Domain awareness. Personnel should have prior knowledge of their areas
of responsibility and the situational context, including the presence of
authorized nuclear and other radioactive material (e.g. in nuclear, medical,
research or industrial facilities) in the area of operations and any pre-existing
locations with elevated radiation levels within that area.

(f) Nuclear safety awareness. Personnel should have received awareness
training on nuclear safety. Requirements on the safety of radioactive
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material are established in IAEA Safety Standards Series No. GSR Part 3,
Radiation Protection and Safety of Radiation Sources: International Basic
Safety Standards [18].

(g) Procedures for managing the interfaces with nuclear or radiological
emergency response. If an information alert or instrument alarm has been
confirmed not to be a false alarm (i.e. nuclear or radioactive material is
present), the personnel should determine whether it is safe to proceed with
the adjudication of the alert or alarm. If it is determined that it is unsafe to
proceed because of the presence of an actual or potential radiation hazard,
the appropriate response organizations should be notified, and appropriate
protective actions and other response actions should be implemented in
accordance with Refs [10, 11] and IAEA Safety Standards Series No. GSG-2,
Criteria for Use in Preparedness and Response for a Nuclear or Radiological
Emergency [19]. Appropriate response actions include identification of
whether the operational criteria warranting appropriate protective actions
are met (see Refs [11, 19]).

SPECIAL CONSIDERATIONS FOR DETECTION DURING ROUTINE
OPERATIONS

Detection operations during routine patrols

3.22. The personnel involved in routine patrols typically belong to law
enforcement or security agencies. They could also be private stakeholders, such
as private site security contractors. Patrols within a defined area of operation are
regularly carried out by such competent authorities and other stakeholders as part
of routine operations.

3.23. The competent authority or stakeholder should incorporate a concept
of operations on nuclear security detection to the existing standard operating
procedures of routine patrols, taking into consideration whether the personnel
have detention and interdiction authority; whether they have access to radiation
detection equipment; and if so, the type of equipment that they use.

3.24. Personnel should be aware of the domain in which they have been designated
to patrol. They should have received basic nuclear security awareness training, and
if they are provided with detection equipment, they should also have specialized
training in the use and basic maintenance of such equipment in advance of their
deployment on routine patrols.
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3.25. The actions to be undertaken during routine patrols by the personnel,
depending on whether they have radiation detection equipment or not, are
described as follows:

(@)

(b)

(©

If the personnel are on patrol without radiation detection equipment and
observe or receive information on any suspicious activities or materials that
could indicate the presence of nuclear or other radioactive material out of
regulatory control, they should assess the credibility of the information and
adjudicate on the alert.

If the personnel are on patrol carrying radiation detection equipment and
they receive an instrument alarm, they should confirm the validity of the
primary detection to determine whether or not it is a false alarm. Applicable
radiation detection equipment for use during routine patrols can include
personal radiation detectors worn by the operational personnel or other
handheld equipment.®

If the alarm or alert is confirmed, and it has been determined that there is no
radiation hazard, the personnel on patrol proceed to the initial assessment of
the alarm or alert. The initial assessment may result in localizing the potential
source of radiation and securing the scene. It may also result in isolating
any individuals present at the scene or separating these individuals from
materials or property, and detaining and interdicting the suspect material
as well as the individuals. The personnel can then request expert support to
assist in the secondary assessment of the alarm or alert. The expert support
team may consist of subject matter experts equipped and trained to use
radiation monitoring instruments for categorization of radioactive material
and to perform radiation protection tasks. Given the limited capabilities
of most handheld equipment and personal radiation detectors, it is likely
that even personnel carrying such equipment will need to contact expert
support for spectrometric analyses, analysis of results, scientific advice for
further measurements in the field or deployment of more sensitive detection
instruments to complete the alarm assessment and identify the material
present at the scene.

3 See Annex I for a description of the equipment used for radiation detection.
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(d) Ifthe assessment concludes that the alarm is false or innocent?, the personnel
may resume their patrols. If the alarm is confirmed not to be innocent, the
appropriate response organizations should be notified in accordance with
the relevant procedures, and protective actions and response actions should
be implemented in accordance with Refs [10, 11].

3.26. The following are example scenarios for detection during routine
law enforcement patrols:

(a) Alaw enforcement officer on patrol, without radiation detection equipment,
discovers a package with the radiation trefoil symbol displayed on the
exterior of the package. The officer secures the area around the package and
notifies the shift supervisor to request expert support for the deployment of
detection equipment to identify the package contents.

(b) Alaw enforcement officer on patrol walks past a waste container and receives
an alarm on a personal radiation detector. The officer follows the established
procedures to confirm that it is not a false alarm. When the presence of
radioactive or nuclear material is confirmed, the officer uses the detector to
locate the area of elevated radiation. The officer then secures the area and
notifies the shift supervisor to request expert support in order to proceed
with the identification of the material and determine whether the alarm was
an innocent alarm or an indication of a real nuclear security concern.

Detection operations at routine checkpoints

3.27. The personnel typically involved in routine checkpoint operations belong to
law enforcement and security agencies. They may also be private stakeholders,
such as private site security contractors. Checkpoints can be established at points
of traffic congestion, regional commercial hubs, inspection stations or transport
hubs, as well as entrances to buildings or facilities.

3.28. The location of checkpoints is decided using careful planning. Checkpoint
planning includes ensuring that the appropriate human resources will be
available, setting up traffic control measures, selecting locations to perform the

4 Reference [3] defines these terms as follows:
— False alarm: “An alarm found by subsequent assessment not to have been caused
by the presence of nuclear or radioactive material.”
— Innocent alarm: “An alarm found by subsequent assessment to have been caused
by nuclear or other radioactive material under regulatory control or exempt or
excluded from regulatory control.”

22



identification of persons and/or vehicle isolation, and determining locations to
conduct secondary inspections.

3.29. Personnel should be well aware of the domain in which they have been
designated to conduct checks. They should have received basic nuclear security
awareness training, and if they are provided with detection equipment, they
should also have received specialized training in the use and basic maintenance
of such equipment in advance of deployment. The personnel conducting checks
should have the legal authority and ability to detain and pursue vehicles, as well
as to detain suspects.

3.30. The concept of operations should be designed to ensure that personnel can
quickly identify the person or vehicle that is the source of the alarm.

3.31. The actions to be undertaken by the personnel deployed in routine duties
at a checkpoint, depending on whether the personnel have radiation detection
equipment or not, can be summarized as follows:

(a) If the personnel are operating a checkpoint without radiation detection
equipment and observe a suspicious person or material pass through the
checkpoint, they should isolate the suspected individual and/or material
from the checkpoint flow and follow standard procedures to interview the
person and inspect the material in order to assess the potential alert (see
also item (f) of this list). The credibility of the information gathered may be
assessed against known threats.

(b) Ifthe personnel have radiation detection equipment and an instrument alarm
is triggered, they should isolate the suspected individual and/or material
from the checkpoint flow and confirm the validity of the primary detection,
determining whether it is a false alarm, an innocent alarm or an indication
of a real nuclear security concern.

(c) Ifitisa false alarm, the personnel should resume their operations. Applicable
radiation detection equipment for use at checkpoints can include personal
radiation detectors worn by the operational personnel, vehicle mounted
radiation detection systems for temporary checkpoints or radiation conveyor
belt monitors designed to scan cargo or other goods.

(d) If the assessment has determined that it is an innocent alarm, the personnel
may resume their checkpoint activities.

(e) If the alarm is determined not to be innocent, the appropriate response
organization(s) should be notified, and protective actions and other response
actions should be implemented in accordance with Refs [10, 11].
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(f) If the alarm or alert is confirmed, and it has been determined that there
is no radiation hazard, the personnel should proceed with securing the
location, separating people from property, and detaining and interdicting the
material and individuals involved. If the personnel are carrying handheld
radionuclide identification devices and are trained to operate these devices,
then they may perform an initial identification of the interdicted material.
Alternatively, they can proceed directly with requesting expert support
for further analysis or deployment of additional detection equipment to
complete the initial alarm assessment and identify the material.

3.32. Radiation detection instruments can be integrated into operations by
equipping the personnel operating routine checkpoints with personal radiation
detectors and/or by diverting traffic (i.e. vehicles or pedestrians) past a
vehicle mounted detector. In the case of personnel conducting routine vehicle
checks using a personal radiation detector that produces an instrument alarm, the
personnel should follow the established procedures. The established procedures
should typically include the following actions for the personnel: using the
detector to search for the source of radiation, securing the area and notifying the
shift supervisor to request expert support so as to proceed with identification of
the material. For personnel conducting routine vehicle checkpoint operations
using a vehicle mounted detector, traffic has to be slowed as it passes through
the checkpoint. If an alarm is triggered in the vehicle mounted detector, the
personnel should isolate the vehicle and its passengers and should use personal
radiation detectors or handheld radionuclide identification devices to search for
the source of radiation.

3.33. The following are example scenarios for detection at a routine checkpoint:

(a) A law enforcement officer is operating at a routine vehicle checkpoint for
narcotics interdiction and is not equipped with radiation detection equipment.
The officer observes a suspicious package in the vehicle and on further
inspection suspects that the package might contain a radioactive source. The
officer directs the driver to the secondary inspection location after the driver
has failed to provide proof of authorization to possess nuclear and other
radioactive material. The officer isolates the driver and any other passengers
from the vehicle and secures the vehicle. The officer notifies expert support
to deploy detection equipment and assist in the confirmation of the alert and
in the identification of the package contents.

(b) Mail sent to a State’s parliament is routed through a specialized screening
facility to scan for nuclear and other radioactive material using fixed
radiation portal monitors or radiation conveyor belt monitors. After a parcel
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triggers an instrument alarm, the personnel operating the monitors localize
the source of radiation to a specific package. Expert support is requested
to assist in the confirmation of the alarm and in the identification of the
package contents.

Detection during routine operations of emergency services

3.34. The personnel typically involved in providing emergency services may
belong to law enforcement, the fire service, specialized response teams and
emergency medical services. If the personnel are provided with radiation detection
equipment, they should have received specialized training on the use and basic
maintenance of such equipment prior to deployment with the detection equipment.

3.35. The actions to be undertaken by emergency services personnel during the
conduct of routine duties, depending on whether they have radiation detection
equipment or not, can be summarized as follows:

(a)

(b)

(©

(d)

If the personnel do not have radiation detection equipment, and they
observe suspicious material or activities that might indicate the presence of
nuclear or other radioactive material out of regulatory control (e.g. radiation
markings or specialized radiation protective equipment at the scene), they
should attempt to localize the potential source of radiation and assess
the credibility of the information to confirm the alert on the basis of the
information available.

If the personnel are equipped with personal radiation detectors and an
instrument alarm is triggered, the personnel should confirm the validity of
the primary detection to determine whether it is a false alarm, an innocent
alarm or an indication of a real nuclear security concern. The detector can
then be used to search for the source of radiation that caused the alarm.

If the alarm is determined to be a false or innocent alarm, the personnel
may record the alarm and release the material. If the alarm is confirmed not
to be innocent, the appropriate response organizations should be notified,
and protective actions and other response actions should be implemented in
accordance with Refs [10, 11].

If the alarm or alert is confirmed, and it is safe to proceed according to the
assessment of all hazards present at the scene, the personnel should notify
both expert support to perform an initial assessment of the alarm or alert and
law enforcement to secure the scene. Then, the personnel should continue
their operations.
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3.36. The following are example scenarios for detection during the routine
operations of emergency services:

(a) A fire service inspection team performing a walkthrough at a nightclub
observes a package with a radiation trefoil symbol. The fire service inspection
team isolates the package, requests expert support to deploy detection
equipment and notifies law enforcement using established protocols.

(b) A fire service team responds to a fire alarm at a private residence. An
instrument alarm is triggered on a firefighter’s personal radiation detector,
indicating the presence of radiation. The firefighter follows the established
procedures, using the detector to search for the source of radiation. The
firefighter requests expert support to assist in the confirmation of the alarm
and in the identification of the material and notifies law enforcement.

Detection by information alert obtained from medical surveillance

3.37. The personnel typically involved in detection by an information alert
obtained from medical surveillance include medical personnel (e.g. doctors,
nurses) at hospitals and clinics, the personnel of other health authorities and law
enforcement personnel.

3.38. Medical surveillance is an important potential source of information
alerts. Paragraph 5.5 of Ref. [3] states that (footnote omitted) “the appearance of
radiation injuries may indicate involvement in a criminal or an unauthorized act
with nuclear security implications or the preparation for such acts.” To conduct
effective medical surveillance, the State should ensure that medical personnel
have received appropriate specialized training in identifying radiation injuries or
illnesses (see Refs [11, 20]).

3.39. During the conduct of their routine duties, medical personnel may observe
symptoms of acute radiation exposure or become aware of suspicious activity
that might be linked to the exposure of a patient to nuclear or other radioactive
material. If the origin of the radiation that caused the injury or illness cannot
be identified or is suspicious, hospitals, clinics or other health authorities should
establish a process to notify nuclear security agencies, and law enforcement and
other appropriate competent authorities should also be informed as stipulated in
Ref. [20]. In such circumstances, the medical personnel should continue with
providing necessary treatment (see Ref. [20]).

3.40. A State may decide to use existing notification mechanisms, including
those outlined in Ref. [20], or may choose to create a dedicated communication
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channel and standard operating procedures specific to the direct notification
of law enforcement about a potential nuclear security event. Additional details
concerning information sharing in relation to the information alerts obtained from
medical surveillance are provided in Annex III.

3.41. An example scenario of detection by information alert obtained from
medical surveillance is the following. A medical team identifies a patient with
symptoms consistent with radiation exposure, but the patient has no reason to be
in contact with nuclear or other radioactive material. The patient in question also
exhibits suspicious behaviour when asked about potential exposure to radiation.
The medical team isolates the patient and checks for potential radioactive
contamination. The patient is then placed under medical treatment. The medical
team follows the established notification procedures and informs law enforcement
about the incident.

Detection by information alert obtained from public reporting

3.42. Thepersonnel typically involved in detection by an information alert obtained
from public reporting are law enforcement personnel or other stakeholders, such
as private site security contractors.

3.43. In order to detect criminal or intentional unauthorized acts involving
material out of regulatory control as a result of public reporting, the State should
establish a process for authorities to receive notifications from members of the
public, such as a reporting hotline. Established public security awareness raising
channels could also be leveraged.

3.44. If a member of the public observes or becomes aware of any suspicious
activity that might indicate the presence of nuclear or other radioactive material
out of regulatory control, the following actions should be undertaken. The
person should notify law enforcement. Law enforcement should then initiate the
established procedures for conducting the initial assessment of an information
alert. Depending on the results of the initial assessment of information, a
heightened security posture may ensue (see paras 3.49-3.52) or targeted search
operations may be initiated (see paras 3.58-3.62). If the presence of radioactive
or nuclear material out of regulatory control is suspected, routine patrols could
also undertake detection operations for the initial assessment of the alert (see
paras 3.22-3.26).

3.45. An example scenario of detection by information alert from public reporting
is the following. A commuter observes a suspicious package on the train platform
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and reports the package to the local transport police. The transport police arrive to
inspect the package and observe radiation symbols on the exterior of the package.
The transport police are equipped with personal radiation detectors and receive
an instrument alarm. The police secure the package and request expert support for
identification of the material.

Detection by information alert obtained during a law enforcement
investigation

3.46. Law enforcement should establish procedures for initiating a search
for nuclear and other radioactive material out of regulatory control and for
requesting technical and scientific expert support when receiving an information
alert, investigative lead or other information during the course of regular law
enforcement investigation activities. Law enforcement personnel should be able
to assess the credibility and source of such information in a timely manner.

3.47. During routine investigations, if the personnel observe or become aware of
suspicious activity that might indicate the presence of nuclear or other radioactive
material out of regulatory control, the following actions should be undertaken.
The personnel should perform an initial assessment to determine the credibility
of the information alert. If the alert is deemed credible and is confirmed, the
personnel should initiate the established procedures to search for nuclear and
other radioactive material. The law enforcement personnel should protect the
source of the information that generated the information alert, in accordance with
established procedures, since the information may have been obtained through
sensitive means (e.g. from an informant or as part of activities gathering evidence
for use in criminal proceedings). The steps to be followed during a targeted search
are described in paras 3.58-3.62.

3.48. The following are example scenarios for detection by information alert
during a law enforcement investigation:

(a) An informant provides information related to the location of a stolen *°Co
source to a law enforcement officer. The officer assesses this information
and deems it to be credible. A search for the radioactive material is initiated
by law enforcement.

(b) Law enforcement officers are surveying a tobacco smuggling operation.
During the course of the investigation, the officers set up a telephone
interception operation. While monitoring the telephone communications,
the officers hear a discussion in which individuals are planning an attack
using a radiological dispersal device. The officers assess this information
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and determine that it is credible. They notify the specialized operations unit
and request the conduct of a targeted search operation.

SPECIAL CONSIDERATIONS FOR DETECTION DURING ENHANCED
OPERATIONS

Enhanced detection operations during a heightened security posture

3.49. The personnel typically involved in detection operations during a heightened
security posture in a State’s interior include law enforcement, security agencies,
defence forces and expert support organizations.

3.50. Each of these organizations should develop in advance operational plans for
enhanced operations during a heightened security posture. These plans should be
based on risk informed scenarios and should be adaptable to the situation that led to
the heightened security posture. In planning detection operations, the advantages
and disadvantages of overt and discreet operations for the detection of nuclear
and other radioactive material out of regulatory control should be considered.
The scope of the heightened security posture should be determined based on
a risk informed approach and should define the location and time duration of
the heightened security posture. The criteria for declaring a heightened security
posture and for establishing its scope (including which competent authorities will
be involved) should be clearly defined, given the increased resource demands for
sustaining such operations.

3.51. The following actions should be undertaken for detection during a heightened
security posture resulting from a general information alert. The pre-existing
operational plans for enhanced operations should be tailored, and additional
resources should be deployed, in accordance with the plan and the situation.
This could include the deployment of additional patrols (see paras 3.22-3.26);
the establishment of additional checkpoints where personnel could conduct
operations according to their assigned duties (see paras 3.27-3.33); and/or the
deployment of roving patrols consisting of specially trained teams with portable
radiation detection equipment (e.g. backpack based radiation detection systems).
Vehicle mounted or airborne radiation detection systems could also be used by
roving patrols.

3.52. An example scenario for enhanced detection operations during a heightened

security posture is the following. The national threat level in a State is raised after
credible but unspecific information is uncovered concerning the threat of illicit

29



use of nuclear or other radioactive material against the State. No specific material
or suspect is identified, but security organizations are instructed to heighten
the security posture for a defined time frame around potential targets, transit
pathways, and facilities where nuclear or other radioactive material is produced,
used or stored. Security organizations adapt the existing operational plan based
on the available threat information, in cooperation with technical and scientific
experts from the national regulatory authority. The security organizations deploy
additional radiation detection capabilities to the locations or pathways deemed
most vulnerable to the suspected threat.

Enhanced detection operations during a high profile event

3.53. The personnel typically involved in securing high profile events could
include law enforcement, security agencies, explosive ordnance disposal teams,
defence forces and private stakeholders, such as private site security contractors
for venue security or for the protection of high profile individuals (e.g. politicians,
celebrities, dignitaries).

3.54. The operational plan for detection at a high profile event should be developed
in advance of the event, in consultation with all the relevant stakeholders. It
should also be integrated into the overall security plan for the event. Competent
authorities should consider use of both overt and discreet detection operations
to develop a defence in depth strategy. They should also take into consideration
the scope of the high profile event, its location and its duration. Reference [6]
provides further guidance on nuclear security systems and measures that may be
established or enforced by States hosting a major public event.’

3.55. The following steps should be taken to secure an event and enable the
implementation of radiation detection measures. The personnel should conduct
an area sweep and a radiation survey before the commencement of the event
and in conjunction with other security sweeps (e.g. sweeps for explosives). Such
measures help to determine the background radiation levels, whether locations
have elevated radiation levels or whether any existing threats are present in
the area where the event is scheduled to take place. Radiation surveys can be
carried out using portable radiation detection equipment (e.g. backpack based
detectors, handheld gamma and/or neutron survey meters, handheld radionuclide

5 A major public event is defined in Ref. [6] as “[a] high profile event that a State has
determined to be a potential farget to include, for example, sporting, political, and religious
gatherings involving large numbers of spectators and participants.”
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identification devices®). After the sweeps and surveys have been concluded,
the personnel should secure the venue and establish a perimeter security
(i.e. venue lockdown).

3.56. The authorities who are responsible for the security of the event should
deploy additional resources, such as routine patrols and checkpoints, for the
detection of nuclear and other radioactive material out of regulatory control, in
accordance with pre-established processes. The authorities might also choose to
specify an area around the location of the event and raise the security posture
within that area for the duration of the event. If, during the pre-event area sweep
or at any other time during the event, the personnel receive an instrument alarm
or information alert, they should follow pre-established procedures for the timely
adjudication and confirmation of that alarm or alert.

3.57. An example scenario for enhanced detection operations during a high profile
event is the following. A famous musician is performing at a concert hall. Based
on the threat and risk assessment, the local authorities decide to deploy radiation
detection resources to the concert hall. Local law enforcement officers work
in coordination with technical and scientific experts from the national nuclear
regulatory body, as well as with the venue and the musician’s private security
personnel, to develop an operational plan so as to deploy the radiation detection
capabilities. This operational plan includes a radiation survey as part of the
pre-concert security sweep, deployment of trained personnel with detection
equipment at the entrances of the venue to screen incoming patrons, and patrols
within the venue during the concert. The operational plan also includes protocols
for activating an on-site expert team equipped with handheld radionuclide
identification devices so as to quickly resolve any instrument alarms.

SPECIAL CONSIDERATIONS FOR DETECTION DURING TARGETED
OR SPECIFIC OPERATIONS

Targeted search operations

3.58. The personnel typically involved in targeted search operations belong
to law enforcement, security agencies, defence forces and technical support
organizations. The personnel need to obtain legal authority to conduct a search
for nuclear or other radioactive material out of regulatory control, in accordance
with national legislation and regulations.

6 See Annex I for a description of the equipment used for radiation detection.
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3.59. Based on the information available, the personnel should develop a search
plan before undertaking the targeted search operations. The search plan should
take into consideration the advantages and disadvantages of overt and discreet
detection methods, as well as which entity has the authority and the jurisdiction
to conduct the search at a given location in the State. The plan should also include
provisions for selecting the appropriate type of equipment for the detection of
material at the given location.

3.60. The personnel should have access to, and specialized training on the use of,
the equipment and resources to be employed during the search, including handheld
or backpack detectors, radionuclide identification devices and vehicle mounted
radiation detection systems. The personnel planning and implementing the
operations should understand the functions and limitations of each type of
equipment. Pre-established processes should be in place to initiate, as appropriate,
the local or national response plans, which cover the relevant nuclear security
measures and emergency response actions. The trustworthiness of these personnel
should be reviewed periodically.

3.61. Competent authorities conducting targeted search operations should take
the following actions:

(a) The process for the planning of the targeted search should begin with a
determination of the scope of the search, discreet reconnaissance and
surveillance of the location, coordination with other competent authorities,
and identification of the necessary resources (i.e. specific to the material that
the search is designed to locate). The personnel planning and implementing
the operations can request technical and scientific expert support from the
regulatory body or other expert support organizations to determine the
optimal search techniques and to select the appropriate equipment. The
personnel should then deploy technical and human resources in accordance
with the search plan and use the available radiation detection equipment to
detect the nuclear or other radioactive material out of regulatory control.
Depending on the material of interest and the search area, radiation detection
equipment that can be used to conduct a search includes: personal radiation
detectors; handheld gamma and/or neutron survey meters; backpack based
radiation detection systems; and vehicle mounted, airborne or maritime
radiation detection systems.

(b) If, during the course of the search, an instrument alarm or information alert
indicates the potential presence of radiation, the personnel should follow
the operating procedure for initial alarm and alert assessment. This includes
determining whether the instrument alarm or information alert is a false

32



alarm, an innocent alarm or an indication of a real nuclear security concern.
In the case of an information alert, the validity of the alert should also be
confirmed.

(c) [Ifitis determined that the instrument alarm or information alert is a false or
innocent alarm, the personnel may record and release any material present. If
the alarm or alert is determined not to be innocent, the appropriate response
organizations should be notified, and protective actions and other response
actions should be implemented in accordance with Refs [10, 11].

(d) More specifically, if the alarm or alert is confirmed, and it has been
determined that there is no radiation hazard, the personnel should secure the
scene and should proceed to the initial assessment of the alarm or alert. The
personnel may also separate or isolate any individuals present at the scene
from materials or property, and detain and interdict the suspect material
and the individuals. Initial identification can be performed using handheld
radionuclide identification devices.

(e) Expert support should be activated to analyse the results and identify
whether the material that was found matches the description of the material
that was the object of the targeted search. If not, the material should be
securely stored, the incident documented and the search continued.

3.62. One example scenario for targeted search operations is the following. An
authorized carrier for the transport of a disused ®°Co radioactive source reports
the theft of the source to the regulatory body. Using law enforcement information,
a likely area where the missing source might be located is identified and a search
plan is developed. A search team with radiation detection equipment is assembled
and deployed in accordance with the search plan. The search team locates and
identifies the radioactive source and secures the scene, which is processed as a
radiological crime scene. The radioactive material is recovered and transported to
a secure storage location.

Detection by information alert obtained from undercover operations
3.63. The personnel typically involved in detection by an information alert

obtained from undercover operations include law enforcement, expert support
organizations and security agencies.
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3.64. Common undercover operations for the detection of nuclear and other
radioactive material out of regulatory control may include ‘sting’’ operations,
‘buy-bust’® operations and ‘controlled delivery’’.

3.65. Competent authorities planning operations should be aware of who has the
legal authority to conduct an undercover operation. Before engaging in a specific
undercover detection operation, the personnel should obtain authorization to
conduct the proposed operation in accordance with existing legal procedures.

3.66. The personnel should have specialized training on the use of the equipment
and resources that will be employed during operations, such as handheld detectors
or mobile detection systems. The personnel planning and conducting the operation
should understand the functions and limitations of each type of equipment
deployed in order to determine which, if any, equipment is appropriate for the
planned undercover operation.

3.67. The following actions should be undertaken in the case of detection by an
information alert obtained during the conduct of undercover operations:

(a) The planning process should include a determination of the scope of
operations, reconnaissance of the location, coordination with other
competent authorities and identification of the necessary resources for the
conduct of the operation. Resources should be deployed by the personnel in
accordance with their organization’s operational plan.

(b) If a suspicious activity or material is observed, the personnel should use
the techniques and information at their disposal to confirm the presence of
nuclear or other radioactive material. If radiation detection is not practicable
or feasible for the operations, then the personnel should perform a visual
examination of the material. The personnel should then decide whether to
interdict the suspicious material or to continue with the investigation until
more evidence can be collected and the alarm or alert can be confirmed.

7 “Sting’ operations are deceptive actions designed to catch a person committing a
crime. A sting operation will typically have an undercover law enforcement officer play the
role of a criminal or potential victim and go along with a suspect’s actions to gather evidence of
the perpetrator’s illegal activity.

§ “Buy-bust’ is a type of undercover operation that involves the controlled purchase by
undercover law enforcement officers of illicit material from a perpetrator. After the controlled
purchase, the perpetrator is detained and the material is confiscated.

° “Controlled delivery’ is a tactic that involves a consignment of illicit material being
detected and allowed to go forward under the control and surveillance of law enforcement
officers in order to secure evidence against the organizers of the criminal activity.
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(¢) Ifthe material has been interdicted, the alarm or alert has been confirmed and
it has been determined that there is no radiation hazard, the personnel should
secure the scene and should proceed to conduct an initial assessment of the
alarm or alert. The personnel should contact expert support for radionuclide
identification and for confirmation of whether the alarm is an indication of
a real nuclear security concern.

(d) If the alarm is determined to be a false or innocent alarm, the personnel
may resume their operations. If the alarm is determined not to be innocent,
the appropriate response organization(s) should be notified, and protective
actions and other response actions should be implemented in accordance
with Refs [10, 11].

4. ROLE OF INFORMATION FOR DETECTION
OPERATIONS IN A STATE’S INTERIOR

4.1. Information has an essential role in the planning and conduct of detection
operations in a State’s interior. Paragraph 5.1 of Ref. [3] states that “An information
alert, possibly indicating a nuclear security event, may come from a variety of
sources, including operational information, medical surveillance and border
monitoring, and with a follow-up assessment may lead to detection.”

4.2. Detection operations in the interior of a State should be implemented using
a graded approach, on the basis of updates to the threat and risk assessment that
are driven by the analysis of information relating to nuclear security. That is, when
no specific threat has been identified, routine operations can be implemented;
when the information analysis results in the identification of an elevated risk,
enhanced operations can be planned and implemented; and when a specific threat
has been detected by an information alert or instrument alarm, targeted or specific
operations can be planned and implemented.

4.3. The State should use effective processes for the collection, analysis and
dissemination of information to determine the best manner of deploying detection
resources. Information management can address the challenges presented by
detection in the State’s interior by informing the prioritization of where, when
and how to conduct detection operations.

4.4. Paragraph 3.8 of IAEA Nuclear Security Series No. 23-G, Security of
Nuclear Information [21], states that “State policy on the security of information
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FIG. 1. Information handling process for conducting detection operations.

should define which type of information the State wishes to be secured and
indicate how that security is to be applied.” Such information security policies
and protocols should be incorporated into organizational level processes and the
joint detection operations plan for nuclear and other radioactive material out of
regulatory control (see Annex II).

4.5. The general process for collecting, processing, disseminating and
using information to inform nuclear security detection operations is outlined
in paras 4.6-4.20 and depicted in Fig. 1. The State should define the sources
of information that may be used, the competent authority responsible for
analysing the information and the end users for the analytical reports. Generally,
competent authorities and other stakeholders in the State’s interior should collect
information from all available sources. These raw data should be authenticated
and then analysed, which may consist of sorting, evaluating and interpreting the
information to produce an analytical report of key findings relevant to detection
operations in the State’s interior. These analytical reports should be disseminated
to relevant competent authorities and may be used by other stakeholders to
inform the planning, implementation and evaluation of detection operations in
the State’s interior.

COLLECTION OF INFORMATION

4.6. Competent authorities can use information to design, implement and
conduct effective detection operations in the State’s interior. Types of information
that may be collected include the following:

(a) Operational information;

(b) Details of medical surveillance;
(¢) Reports of regulatory non-compliance by licensees;
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(d) Reports of loss of regulatory control of nuclear and other radioactive
material;

(e) Information from the public and other external sources that can result in
a decision to raise the security posture or can lead to a state of heightened
alert.

4.7. Competent authorities can collect or receive information from open sources
and from closed sources. Open sources consist of publicly available information
(e.g. news media, social media, published materials, the dark web) and closed
sources consist of information that is not publicly available and is generated
by authorities (e.g. reports of loss of regulatory control of nuclear and other
radioactive material, intelligence reports, other information from intelligence
gathering activities).

4.8. Information sources can be either national or international. National
information sources include intelligence (at both the strategic and operational
levels), formal reporting procedures and existing cooperation mechanisms
among competent authorities. International information sources include any
source of information received from an entity located outside of the State, such
as the IAEA Incident and Trafficking Database (ITDB) [22], the IAEA Unified
System for Information Exchange in Incidents and Emergencies (USIE) [23], the
International Criminal Police Organization (INTERPOL)', regional information
exchange networks and bilateral information exchanges between neighbouring
countries in accordance with cooperation agreements.

4.9. Operational information should include information on the presence of
authorized nuclear and other radioactive material in the area in which a competent
authority or other stakeholder holds responsibility. Competent authorities should
share relevant information from the national radioactive source inventory
with authorized personnel in security organizations on a need to know basis.
Information on the types and locations of nuclear and other radioactive material
present in a State’s interior can assist, for example, in selecting the equipment and
tactics to be used in detection operations. This information can include the types
of radionuclide, the activity, the expected dose rates, the physical characteristics
of the material and, for radioactive sources, additional information such as type,
model, packaging and labelling.

4.10. Operational information on potential adversaries in a State’s interior
can also inform the planning and implementation of detection operations.

10 https://www.interpol.int/en
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Investigative leads or information from other law enforcement activities could
result in information alerts or in detection operations targeting material out of
regulatory control.

4.11. Information relating to other hazards relevant to the planning and conduct of
detection operations in a State’s interior might include the presence and locations
of armed adversaries and of explosives or flammable chemicals.

4.12. Prompt notification by licensees'' of missing, lost or stolen nuclear or
other radioactive material can inform targeted search operations. The regulatory
body will often be the first organization to receive such information and should
have protocols in place to quickly notify the relevant security organizations
(see paras 5.17-5.21 of Ref. [2]), which can then implement the necessary
search operations.

4.13. Information from medical services and health authorities on suspected
radiation injuries or casualties may signal the occurrence of a nuclear security
event. States should define the procedures for the protection of information in the
case of sharing sensitive medical data between law enforcement and public health
authorities. More information on the management of information alerts obtained
from medical surveillance is presented in Annex III.

4.14. Competent authorities may also receive information from the public
indicating a threat, suspicious activity, abnormal situation, or a potential criminal
or intentional unauthorized act involving nuclear or other radioactive material.
Law enforcement and security agencies should establish outreach programmes
with other stakeholders, such as industry, academia and licensees of nuclear
or other radioactive material, to strengthen working relationships and promote
situational awareness among authorities.

ANALYSIS OF INFORMATION

4.15. Analysis of information is a key step for planning and implementing detection
operations in a State’s interior. Many competent authorities and stakeholders with
traditional security mandates have their own processes for information collection

! The licensee is defined as the holder of a current licence. The licensee is “the person
or organization having overall responsibility for a facility or activity” [24]. For example, a
licensee may be the operator of a nuclear facility, industrial facility, hospital or other medical
facility, or research facility.

38



and analysis, which correspond to the four steps involved in the analysis of
information: (1) sorting, (2) evaluating, (3) interpreting and (4) reporting.

4.16. The information analysis process for nuclear security detection in a
State’s interior demands multiagency cooperation, as it relies on the information
collection capability, expertise and experience of a wide variety of organizations,
including law enforcement, intelligence agencies, regulatory bodies and technical
support organizations. Subject matter experts on nuclear and other radioactive
material should be involved or consulted as part of the information analysis
process because law enforcement and national security organizations might lack
the necessary technical knowledge on nuclear and other radioactive material.

4.17. Through this analysis process, the information collected is compiled into
an analytical report that can then be used by relevant competent authorities and
stakeholders to plan and implement detection operations in a State’s interior.
Although the quantity of information available may be vast and updated on a
continual basis, the personnel who perform these analyses often face time
restrictions in delivering the relevant outcomes to operational organizations.

DISSEMINATION OF INFORMATION

4.18. Analytical reports on nuclear security should be disseminated to relevant
stakeholders on a need to know basis. Through information exchanges among
relevant competent authorities, the multiagency information analysis process can
build on, and be complementary to, existing information collection and analysis
processes. Secure dissemination of analytical reports should be ensured in
accordance with existing policies and procedures for the protection of information
(see Ref. [21]).

4.19. Information sharing should also extend to competent authorities and other
stakeholders operating at different layers of the detection architecture, including
at or beyond the State’s borders, since a nuclear security event can move through
several layers of the systems and measures in place for the protection of targets.
An information dissemination strategy outlining processes to share information
with regional and local stakeholders can effectively leverage national, regional
and local resources while maintaining information security practices.

4.20. The collection, analysis and dissemination of information enables

competent authorities to identify and prioritize strategic locations and pathways
for conducting detection operations in the interior.
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5. ROLE OF EQUIPMENT FOR DETECTION IN A
STATE’S INTERIOR

5.1. While the detection of a potential nuclear security event in the interior of a
State can occur by an information alert or an instrument alarm, radiation detection
equipment should always be used to confirm the presence of nuclear and other
radioactive material out of regulatory control. Confirmation can be obtained using
a single type of radiation detection equipment or a combination of different types
of equipment, particularly in the case of an initial assessment of an alarm.

5.2. Instrument alarms can derive from a wide variety of radiation detection
instruments. Annex I presents some of the different types of equipment that are
typically used for radiation detection in the interior of a State. Some are small
enough to be worn (i.e. personal radiation detectors), some are handheld or carried
as a backpack, and some are vehicle based.

5.3. In accordance with IAEA Nuclear Security Series No. 1, Technical and
Functional Specifications for Border Monitoring Equipment [25], the choice
of the most appropriate type of detection instrument for any given operation
should be determined by the environmental conditions and the scenarios that are
likely to be identified through a threat and risk assessment, including the type of
material of concern, the material’s signature and the expected adversary tactics.
Reference [25] further indicates that detection instruments can be used to survey
an area, to generate instrument alarms, to search and to localize material (i.e. initial
alarm assessment) or to identify radionuclides.

INSTRUMENT DEPLOYMENT PLAN FOR DETECTION

5.4. Paragraph 7.4 of Ref. [3] states:
“Based on the detection strategy and within the framework of the national
nuclear security detection architecture, the competent authorities could
prepare an instrument deployment plan(s) based upon the assessed threat of
criminal or unauthorized acts involving nuclear or other radioactive material

out of regulatory control. Consideration should be given to the following:

— Monitoring for radiation at POEs [points of entry and/or exit] at land
borders, seaports and airports;
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— Monitoring for radiation inside the country and searching for nuclear
and other radioactive material out of regulatory control;

— Monitoring for radiation at venues for major public events and any
other strategic locations that are considered to be vulnerable to
attack using an IND [improvised nuclear device], RDD [radiological
dispersal device] or RED [radiation exposure device].”

5.5. The instrument deployment plan for the interior of a State should include
the following components:

(a) Radiation detection instruments: the number and type of instruments to be
deployed and their location in the interior;

(b) Complementary technology (see paras 5.17-5.19);

(c) Supporting capabilities and infrastructure needed for the conduct of
detection operations (e.g. training, calibration, maintenance, power supply).

Further information on the components of a detection instrument deployment
plan is provided in Ref. [3].

5.6. The following factors should be taken into consideration when developing
the instrument deployment plan:

(a) The costs for the entire life cycle of the instruments (e.g. acquisition,
calibration, maintenance);

(b) Thereplacement costs after the instruments have been retired from operation;

(c) The personnel needed to operate the instruments;

(d) Other resources needed for alarm assessment and adjudication procedures
(e.g. infrastructure, training of personnel).

5.7. The instrument deployment plan should be developed by following a holistic
approach as part of a functional nuclear security detection architecture. It should
encompass both detection at the State borders and detection in the State’s interior
to ensure that the equipment needs of all the competent authorities are met.
5.8. Paragraph 3.63 of Ref. [7] states:
“Procurement considerations relating to the functionality of the equipment
(including associated computer hardware and software) include

the following:

(a) Ability to support the concept of operations and the design;
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(b)  Ability to detect and measure radiation levels associated with materials
of concern for nuclear security;

(c) Ability to identify such materials;

(d) Reliability (ability to consistently perform adequately) under expected
environmental conditions at the detection location;

(e) Compatibility with existing equipment;

(f)  Ability to meet specifications for the display, storage and retention of
data;

(g) Ease and reliability of calibration;

(h) Certification as qualified equipment for the intended purpose;

(i) Training needs for operators;

(§)  General ease of use.”

5.9. The choice of radiation detection equipment for deployment in a State’s
interior needs to address the challenges that are specific to the State’s interior (see
paras 2.11-2.19). Performing detection activities with the intention of covering
the potential adversary pathways that have the highest risk, across large areas and
diverse types of domain, can best be achieved by using mobile and/or portable,
durable and versatile equipment. Consideration should be given to such factors
during the planning and acquisition phase to help to optimize the performance of
detection equipment during operations.

5.10. The deployment plan should consider the appropriate combination of
detection equipment to best meet operational needs. Competent authorities and
other stakeholders should know the capabilities and limitations of the chosen
equipment, including their sensitivity, size, durability, battery life, battery charge
time and storage capabilities, so as to determine the most effective way to
incorporate the instruments into operational plans and procedures.

5.11. The development of the instrument deployment plan should be a multiagency
activity involving all the relevant competent authorities and other stakeholders
that take part in the nuclear security detection architecture. This activity should
account for the organizational and collective multiagency needs that best meet the
goals of the detection strategy at the national and operational levels.

5.12. A coordinated plan for selecting and deploying equipment allows the State
to maximize the use of resources — for example, by avoiding the procurement
of redundant or non-applicable equipment — and carefully weigh the trade-offs
between the costs and the desired capabilities of the equipment to best counter the
identified nuclear security risks.
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5.13. When deploying radiation detection equipment in the State’s interior,
the operational teams can use existing information on locations with elevated
radiation levels (i.e. ‘hotspots’) in the interpretation of field measurements and
in alarm adjudication. Such information can be provided by previous radiation
monitoring activities in the country (e.g. results from recent background radiation
surveys accumulated through interior detection operations).

OPERATION OF RADIATION DETECTION EQUIPMENT
5.14. Paragraph 6.3 of Ref. [3] states:

“Technical support should be available for assessing alarms and assisting
in the initial assessment activities. Technical support in the form of expert
support teams should include persons equipped and trained to use basic
radiation monitoring instruments for categorization of radioactive material
and to perform radiation protection tasks.”

5.15. During the initial assessment of an instrument alarm or an information alert,
measurements with radiation detection equipment should be conducted to verify
whether the alert or alarm is innocent — in which case, the incident should be
recorded and the material released — or whether the presence of material out
of regulatory control is confirmed — in which case, a nuclear security event
might be declared. These measurements can be performed by trained personnel
of the competent authorities conducting the detection operations or by expert
support teams.

5.16. The State should consider the response times needed for expert support
teams to be deployed in the field to support various types of detection operation.
The State should also take into consideration that such operations could take
place at any location within the State’s interior. The expert support teams should
have adequate training and equipment to identify suspect material within the time
frame that personnel are able to legally detain suspects and material.

Complementary technology

5.17. In addition to radiation detection instruments, the detection of criminal or
intentional unauthorized acts involving nuclear or other radioactive material out
of regulatory control in a State’s interior can be complemented by other security
technologies. For example, competent authorities and other stakeholders operating
in the State’s interior often deploy or have access to the following technologies:
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(@)

(b)

(©

(d)

Equipment for the detection of explosives (traces or larger volumes). The
use of such equipment can confirm, in combination with radiation detection
equipment, the presence or absence of a radiological dispersal device
through an examination of suspicious content.

Classic security monitoring equipment (e.g. surveillance cameras,
closed circuit television). The use of this equipment can provide real time
information to support detection operations in the interior of the State and
can also be used for automatic licence plate recognition, facial recognition,
perimeter security and tracking adversary movement.

Non-intrusive equipment. This equipment can be used for the inspection
of people or goods to detect contraband. For example, X ray (e.g. metal
detectors) and gamma ray imaging systems can detect the presence of
shielding or suspicious metal objects indicating the presence of a radioactive
source, source shielding or containers.

Global positioning system (GPS) equipment and software. This equipment
can be used in combination with radiation detection equipment to map areas
that have been surveyed for radiation and to record the relevant radiation
measurements.

5.18. Competent authorities and other stakeholders should consider integrating the
information generated by these complementary technologies into their detection
strategies. They should also consider methods or processes for cross-referencing
and/or processing data emanating from different systems.

5.19. The interaction and interoperability of radiation detection equipment with
other security technologies should be considered when implementing detection
operations in a State’s interior. For example, X ray or gamma ray imaging systems
can be used to detect shielding that might obscure signatures from nuclear or
other radioactive material. However, radiation detection equipment should not be
used near such imaging systems, because their emissions might cause interference
or false alarms.
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Annex I

EQUIPMENT FOR RADIATION DETECTION

I-1. Personal radiation detectors are pocket sized, lightweight radiation
detectors that can be worn on the body for the rapid detection of gamma, and
sometimes neutron, radiation. These instruments trigger an alarm (e.g. audio,
visual, vibrating) if the measured radiation level exceeds a preset threshold, and
they are generally intended to signal potentially unsafe conditions. They are
used to ensure personal safety, with little or no disruption to activities, since the
wearer is normally able to use the detector effectively while performing other
tasks. Given that they are small and compact, can be operated during extreme
environmental conditions, are user friendly and involve minimal training,
these detectors are primarily used by front line officers (e.g. border guards, the
coastguard, customs officers, law enforcement). They are the least expensive
type of radiation detection equipment but have limited sensitivity.

I-2. Handheld gamma and/or neutron survey meters are portable radiation
detectors used to search for, and locate, nuclear and other radioactive material.
They are larger than personal radiation detectors and generally offer greater
detection sensitivity, although they are typically less sensitive than radiation
portal monitors.

I-3. Handheld radionuclide identification devices are radiation detectors that
can collect and analyse the gamma energy spectrum emitted by radionuclides and
can provide isotope identification. They may also contain a neutron detector that
can indicate the presence of neutron radiation. They have built-in software for
spectral analysis and contain libraries of radionuclide data so that they are able to
identify the radioisotopes most commonly encountered by front line officers. The
main characteristics desired in radionuclide identification devices are sensitivity
to gamma radiation, reliability of radionuclide identification and an indication
of the approximate exposure rate. When items emitting radiation are detected
by screening devices such as radiation portal monitors or personal radiation
detectors, radionuclide identification devices may then be used for secondary
inspection to determine the source of radioactivity and evaluate the potential
threat. Most radionuclide identification devices can also be used as handheld
gamma and/or neutron survey meters to locate the source of radiation.

I-4. Backpack based radiation detection systems are carried by the user to
execute discreet searches; for example, in public areas. The detector — which
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detects gamma and/or neutron radiation and which might or might not have
identification capabilities — and the associated electronics are contained in the
backpack. This makes backpacks particularly useful for radiation surveys of
large areas before or during major public events, or for the detection of radiation
in close proximity; for example, while walking down the centre of a passenger
train or bus. They may also be used temporarily for area monitoring or they may
be mounted on a small vehicle. These systems can be equipped with a global
positioning system (GPS) for mapping purposes. Important considerations for
their use are weight, ergonomics, battery life, charge time and data transmission
capability, as well as ease of use and the time needed for user training.

I-5. Vehicle mounted radiation detection systems are mobile radiation detection
systems that are mounted to or placed inside a vehicle. They may also be referred
to as mobile detection systems. These systems can measure gamma and/or
neutron radiation, and they can also support the identification of radionuclides
emitting gamma radiation. They may be equipped with a GPS and may provide
search and localization capabilities. Operationally, they can be used either in
motion or as stationary equipment, and they offer increased flexibility.

I-6. Fixed radiation portal monitors are pass-through, non-intrusive monitors
consisting of one or two pillars that contain gamma radiation detectors. In
some cases, these monitors may be complemented by neutron detectors when
sensitivity to nuclear material is desired. They can be used for screening
pedestrians, vehicles, packages, personal luggage and other cargo. If the radiation
measurement exceeds a preset threshold, the radiation portal monitor triggers
an alarm to indicate the presence of nuclear or other radioactive material. These
monitors include an occupancy sensor and may be linked to video recording
equipment. Fixed radiation portal monitors are often deployed to monitor
traffic at checkpoints and at designated points of exit or entry, such as seaports,
airports, near land borders or rail crossings, and at international mail facilities.
Spectroscopic radiation portal monitors can both detect radiation and identify the
radionuclides. They are highly sensitive, but they are more expensive to procure,
install and maintain than standard radiation portal monitors.

I-7. Radiation conveyor belt monitors are portal monitors that allow material
to pass through detectors in a continuous flow by means of a conveyor drive.
They are suitable for monitoring large quantities of items, with a typical example
being the monitoring of public mail. Parcels and letters are placed on a conveyor
belt to detect the presence of gamma and neutron radiation with high sensitivity.
Conveyor belt monitors may be combined with X ray screening systems.
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I-8. Airborne radiation detection systems can be mounted inside or outside
an aircraft, including in uncrewed aerial vehicles, during their operation. They
may be used for measurement, detection and localization of radioactive material.
These systems may be equipped with a GPS for mapping purposes, and the data
obtained by these systems are typically used for area mapping. They may be
able to measure gamma and/or neutron radiation and can also incorporate the
identification of radionuclides emitting gamma radiation.

[-9. Maritime radiation detection systems can be mounted to or placed inside
a maritime vessel. They may be operated either in motion or in stationary
mode. They may be able to measure gamma and/or neutron radiation and to
support identification of radionuclides emitting gamma radiation and may
be equipped with a GPS. They are manufactured for operation exclusively in
marine environments.
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Annex 11

EXAMPLE OF A TEMPLATE FOR A JOINT DETECTION
OPERATIONS PLAN FOR NUCLEAR AND OTHER RADIOACTIVE
MATERIAL OUT OF REGULATORY CONTROL

II-1. To organize nuclear security detection operations involving multiple
competent authorities in a State’s interior, the joint detection operations plan
for nuclear and other radioactive material out of regulatory control formalizes
the coordination of the roles, responsibilities and authorities and the concept of
operations of the different authorities. Table II-1 provides an example of the
structure and the main components of a joint detection operations plan.

TABLE II-1. EXAMPLE COMPONENTS OF A JOINT DETECTION
OPERATIONS PLAN FOR MATERIAL OUT OF REGULATORY
CONTROL

Section Purpose

Title page Provides the title of the plan, approval date and version
number, and is signed by representatives of the
participating competent authorities.

Table of contents Shows the structure of the plan and provides a quick
overview of the plan.

Introduction Provides the purpose and scope of the plan, including the
mandate for its development, the participating competent
authorities, the definitions of terms used in the plan and
a list of the associated plans of the participating
competent authorities.

Planning considerations Describes preparatory activities and the process for
assessing the priorities for managing potential incidents
and nuclear security events. This section also includes
the following:

(a) Identification of potential scenarios for detection
in the interior of the State that necessitate joint
operations, including identification of likely
adversaries, tactics and materials of concern;
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TABLE II-1. EXAMPLE COMPONENTS OF A JOINT DETECTION
OPERATIONS PLAN FOR MATERIAL OUT OF REGULATORY

CONTROL (cont.)

Section

Purpose

Planning considerations (cont.)

Coordination and
communication

Concept of operations

(b)

©
(d)

Description of resources to be deployed to
implement joint operations, including the number
of personnel, amount of equipment and training
needs;

Identification of the legal authority under which
joint operations may be conducted,

Identification of funding sources for joint
operations.

Describes the chain of command and the coordination
and communication mechanisms among all
participating competent authorities, including the
following:

(@

(b)

©
(d)
(©

Interface with the national regulatory body and
operators of facilities where nuclear or other
radioactive material is used, processed or stored;
Interface with national response authorities to
locate and recover nuclear and other radioactive
material out of regulatory control;

Interface with competent authorities responsible
for nuclear forensics examinations;

Description of policies and protocols for
information security;

Public and media communications strategy.

Provides a description of the concept of operations and
standard operating procedures for potential types of
joint operation. The concept of operations generally
includes the following:

@
(b)
©

Goals and functional outcomes of the detection
process;

Existing policies and constraints affecting the
operations;

Activities and interactions among stakeholders for
alarm adjudication.
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TABLE II-1. EXAMPLE COMPONENTS OF A JOINT DETECTION
OPERATIONS PLAN FOR MATERIAL OUT OF REGULATORY

CONTROL (cont.)

Section

Purpose

Roles and responsibilities

Operational needs

Plan review and sustainability

Appendices

Describes the roles, responsibilities and areas of
jurisdiction for each competent authority involved in
each operation.

Defines the lead competent authority for each type of
joint operation.

Clarifies the needs for the conduct of operations for
detection in the interior of a State and includes the
following:

(a) Dispute resolution;

(b) Joint command structure;

(¢) Transfer of command;

(d) Intelligence activities;

(e) Detection;

(f) Request for response and assessment of response
time;

(g) Information release.

Provides details of the mechanism for plan review and
maintenance and covers sustainability considerations,
including the following:

(a) Regular time frame for conduct of review;

(b) Regular review and update of risk and threat
assessment;

(c) Process for agreeing to, documenting and
disseminating changes or amendments to the
operational needs;

(d) Assessment of training needs and needs for human
and financial resources;

(e) Maintenance of equipment;

(f) Evaluation of the plan, including joint exercises.

Includes items that support the plan, including the
following:

(a) Coordinating plans or protocols;
(b) Subordinate plans or protocols.
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Annex 111

INFORMATION ALERTS OBTAINED FROM
MEDICAL SURVEILLANCE

II-1. Law enforcement and health professionals have access to information that
could be shared with other competent authorities and stakeholders to prevent or
detect criminal or other intentional unauthorized acts involving nuclear and other
radioactive material out of regulatory control.

I11-2. When law enforcement has information about potential incidents involving
nuclear and other radioactive material out of regulatory control, they need to
notify hospitals and health emergency services. Raising the threat awareness
among health professionals increases the likelihood that they will identify signs
of suspicious injuries or activity related to a potential nuclear security event.

I11-3. Health professionals (e.g. doctors, nurses, emergency health service
personnel) might be the first to become aware of a potential nuclear security event
during the performance of their daily duties, by encountering patients exhibiting
symptoms of radiation exposure.

4. To allow effective communication of information between law
enforcement and health professionals, communication protocols need to be
developed and communicated to all parties. The establishment of these protocols
is essential for the timely exchange of information. The aim is to communicate
information at an early stage, if possible before establishing whether a criminal
or intentional unauthorized act has taken place. The communication process
includes an understanding of the information needs of each side and of who
receives what kind of information and why.

IITI-5. Authorities need to establish the communication process in the form of a
written document, enabling information exchange among all entities or parties
and ensuring that the process is aligned with national legislation. Information
needs to be shared on a need to know basis, using predefined and protected
communication channels and with recognized points of contact.

III-6. An important consideration when establishing communication protocols
is that medical data are often protected by national legislation concerning
patient confidentiality, and therefore they constitute sensitive information. The
legislation might include provisions for exemptions, allowing law enforcement
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personnel, prosecutors or security agencies to gain access to medical data for
specific reasons, such as an ongoing investigation of a potential nuclear security
event or protection of the health and safety of the public. However, the legal
liability of releasing medical data or patient information without the patient’s
consent may still be a concern for health professionals.

III-7. Provisions need to be made for compartmentalizing potentially sensitive

information available to medical personnel, who do not have security clearance,
working with a patient who could be associated with a nuclear security event.
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