Requirements for Security during Transport of Radioactive Material
in India - A Review

Khaidem Ranjankumar Singh, S.A. Hussain, Manju Saini and Anirban Guin

Radiological Safety Division, Atomic Energy Regulatory Board, Mumbai, India

Abstract. It is now well recognized that any breach in security during the transport of radioactive
material(RAM), could have safety consequences resulting in unwarranted radiation exposure to workers and / or
the public. In view of this, Atomic Energy Regulatory Board (AERB) had taken up the task of developing the
technical basis to establish security levels for the safety of radioactive materials during transport and appropriate
security measures commensurate with the potential radiological consequences that could result from malicious
use of radioactive material. From security point of view, a threshold has to be defined for determining which
packages or type of radioactive material need to be protected beyond normal practice. The likelihood of theft or
sabotage of radioactive material during transport has to be minimized by a combination of measures involving
deterrence, detection, delay and response, complemented by other measures for mitigation of consequences of
such acts, including recovery. Accordingly, AERB published a Guide on ‘Security during Transport of
Radioactive Material’ in 2008. This document is to provide guidance, to an authorized user of radioactive
material, consignor, carrier and other concerned persons, in implementing, maintaining or enhancing security in
order to protect radioactive material while in transport against theft, sabotage or other malicious acts that could
result in significant radiological consequences. In this paper, the present requirements as recommended by
AERB for security during transport of radioactive material in India and their implementation are discussed in
detail.

1. Introduction

It is now well recognized that any breach in security during the transport of radioactive material
(RAM), could have safety consequences resulting in radiation exposure to workers and / or the public
in excess of the dose limits. In view of this, AERB had taken up the task of developing the technical
basis to establish security levels for the safety of RAMSs during transport and appropriate security
measures commensurate with the potential radiological consequences that could result from malicious
use of RAM. Accordingly, AERB published a Guide on Security during Transport of RAM * in 2008,
which is based on the Security in the Transport of Radioactive Material of IAEA?. This document is
to provide guidance, to an authorized user of RAM, consignor, carrier and other concerned persons, in
implementing, maintaining or enhancing security in order to protect RAM while in transport against
theft, sabotage or other malicious acts that could result in significant radiological consequences. From
a security point of view, a threshold has to be defined for determining which packages or type of RAM
need to be protected beyond prudent management practice. The likelihood of theft or sabotage of
RAM during transport has to be minimized by a combination of measures involving deterrence,
detection, delay and response, complemented by other measures for mitigation of consequences of
such acts, including recovery.

2. Basis for Establishing Levels of Security

The level of security to be assigned to a shipment would depend upon the nature and quantity of the
RAM being transported.

Certain low specific activity materials (LSA) such as natural uranium and natural thorium and their
ore concentrates or tritiated heavy water of specific activity not greater than 0.8 TBq.I™ and
transported in industrial packages, involve relatively low security risk. So is the case with
radiopharmaceuticals, which are used for diagnosis and treatment in nuclear medicine and transported
in Type A packages. This holds good even if such transport is done in large quantities or numbers,

© International Atomic Energy Agency 1



Khaidem Ranjankumar Singh, S.A. Hussain, Manju Saini and Anirban Guin

which may be associated with a higher security risk. This is because LSA materials are intrinsically
safe and radiopharmaceuticals are permitted to be transported only in small quantities in Type A
packages.

On the other hand, Type B (U) / (M) packages containing radioactive sources, may be transported in
relatively smaller numbers and could therefore be associated with a low probability of breach of
security. But since the radioactive content of such packages is relatively high, the associated potential
radiological consequence would also be high and therefore they would involve a higher security risk.

In addition to what is stated above, fissile materials which are transported in industrial packages (IPs),
Type A or Type B (U) / (M) packages, would need to be considered differently because of their fissile
characteristics, and hence would require additional security considerations.

3. Establishing RAM Security Levels (SL)

In order to specify the transport security levels in a manner that is easily understood and integrated
into existing safety and security systems, it is essential to categorize the RAMSs being transported. In
recognition of the fact that human health is of paramount importance, the standard categorization
system of IAEA is based primarily on the potential for radioactive sources to cause deterministic
health effects. Adopting this as such for establishing security levels may not suffice, since there is also
a need to consider portable packages containing reasonably high activity and which are susceptible to
being stolen and used for malevolent purposes.

3.1. Categorization of RAM Packages for Transport
3.1.1 Types/ Categories of RAMs Transported

The transport of RAM could involve different types / categories of the material. As such the security
guidelines should cover all types of RAM, including sealed sources, unsealed sources and irradiated
nuclear fuel. Further, since these guidelines are meant to be used by specific users to establish their
security levels, it is felt desirable that the categorization should be such that the user (consignor or
consignee) is able to identify the level of security applicable to the specific consignment being
transported. For this purpose, given below is the list of possible RAM that are commonly transported.

0] Reference sources
(i) Consumer products (like smoke detectors, luminous painted dials, tritium light
sources, gas mantles)
(iti)  Uranium / Thorium ores or ore concentrates, depleted Uranium, un-irradiated natural
Uranium fuel assemblies and other RAM defined as LSA 1/ 11/ 111 in Regulations®*
(iv) Surface contaminated objects (SCO) defined as SCO 1/ Il in Regulations®*
(v) Radiopharmaceuticals
(vi) Nucleonic gauges
(vii)  Neutron sources used in oil well logging
(viii)  Industrial radiography sources
(ix) Manually handled brachytherapy sources
(x) Remotely handled brachytherapy sources
(xi) Teletherapy sources
(xii)  Gamma irradiator sources
(xiii)  Decayed sealed sources for disposal
(xiv)  Uranium hexafluoride (enriched)
(xv)  Wastes arising from the nuclear fuel cycle
(xvi)  Un-irradiated enriched nuclear fuel
(xvii)  Special nuclear material in different types of packages
(xviii) Irradiated nuclear fuel
As would be noticed, the above list is generally in terms of increasing hazard potential arising out of
their radioactivity content.
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3.1.2 Types of Packages used for Transport of RAM

The type of package that has to be used for transporting RAM is stipulated by the regulatory authority
in the Regulations **, which also prescribes the design specifications for different types of packages.
The types of packages that are used for transport of RAM are: (i) Excepted Packages (ii) Industrial
packages (IPs) —Type IP-1, Type IP-2 and Type IP-3 (iii) Type A Packages (iv) Type B (U) / (M)
Packages (v) Packages for fissile materials (vi) Packages for uranium hexafluoride

3.1.3 Which Package to use for which Type of RAM

The choice of the type of package to be used is dependent on the nature, the quantity and the physical
form of the RAM being transported. Therefore the same RAM would have to be transported in a
different type of package if there are changes in the above parameters. To identify the type of package
to be used, a guidance for the consignor is given in Table I, which indicates the type of package for
different RAM under different conditions. Once the type of package has been decided upon for a given
RAM, it is possible to assign the required level of security to be adopted for its transport.

3.2 Security Levels (SL) Envisaged during Transport of RAM
Three levels of security as detailed below are envisaged during the transport of RAM.
3.2.1 Level 1 — Prudent Management Practices

This is the minimum level of security, which is expected to be available with the adoption of prudent
management practices that would be put in place by any responsible operator. For such material,
which has very low quantities of radioactivity and thereby poses relatively low risk of radiological
hazard to the public, this level of security is considered adequate during its transport. This level of
security would be applicable to RAM transported in ‘Excepted Packages’ and ‘Industrial Packages
(types IP-1, IP-2 and IP-3)’, barring those, if any, that contain fissile material.

3.2.2 Level 2 - Basic Security

This is the basic security level which would be available with the adoption of specific procedures /
measures, over and above what the prudent management practices referred to earlier. Examples of the
type of RAMs, which would require this level of security would be sources used in nucleonic gauges,
nuclear medicine, low dose rate (LDR) brachytherapy sources, etc. This level of security would be
applicable to all RAM, except fissile material, transported in Type A Packages.

3.2.3 Level 3 - Enhanced Security

This would be the security level which would be available with the enhanced security procedures /
measures, over and above the basic security level described in the preceding paragraph. Examples of
the type of RAMSs, which would require this level of security would be sources used in teletherapy,
irradiators, high dose rate (HDR) brachytherapy sources, industrial radiography sources, etc. This level
of security would be applicable to all RAM (except irradiated nuclear fuel and fissile material)
transported in Type B (U) / (M) Packages.

3.3. Transport Requiring Special Security Measures

Over and above the commonly transported RAMs as detailed in para 3.1.1, there would be certain
shipments for which, elaborate measures / procedures would need to be put in place to ensure security.
These measures would include among others prior approval for the shipment, special vehicle,
additional security personnel and escort, secure communication support and on line tracking system,
etc. This level of security would be applicable to all RAM transported in Type IF, Type AF, Type
B(U)F and Type B(M)F Packages as well as irradiated nuclear fuel packages.

To facilitate the determination, Table I also gives the security level (SL) for the various types of RAM
listed at 3.1.1 and types of packages listed at 3.2 and 3.3.
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4. Security Measures for Different Security Levels during Transport of RAM

The security measures detailed below are with respect to the three levels of security identified in the
earlier paras, namely:  Level 1 - Prudent Management Practices, Level 2 - Basic Security Measures,
Level 3 - Enhanced Security Measures

4.1. Level 1-Prudent Management Practices

This level of security would be presumed to be sufficient without imposing any extra provisions
provided the transport complies with the applicable provisions of the Regulations. This level of
security would apply to S. Nos. 1 to 4 of Table 1.

4.2. Level 2 - Basic Security Measures

This level of security would be applicable to all RAM, transported in Type A Packages. These would
apply to S. Nos. 5 to 8 and 13 of Table I.

The measures adopted are in addition to the prudent management practices described above. These
measures include certain general security provisions such as provision of security locks, training of
personnel on security awareness, identity verification of personnel and conveyances, adoption of
formal procedures / instructions, security related information exchange and procedures for verification
of trustworthiness of personnel.

4.3. Level 3 - Enhanced Security Measures

This level of security would be applicable to all RAM (except irradiated nuclear fuel and fissile
material) transported in Type B (U) / (M) Packages. These would apply to S. Nos. 9 to 15 of Table I.
The measures adopted are in addition to the prudent management practices described above and
measures for Level 2 Security. These enhanced security measures include procedures for carrier
identification, availability of formal security plans, installation of hardware devices for tracking
shipments and provision of communication links.

4.4. Shipments Requiring Special Security Measures

This level of security would be applicable to all RAM transported in Type IP(F), Type AF, Type
B(U)F and Type B(M)F Packages as well as irradiated nuclear fuel packages. These would apply to S.
Nos. 16, 17 and 18 of Table I.

The consignor should prepare and submit to the competent authority, a detailed shipment plan, which
among others should include a security plan. This security plan should give details of the route, details
of conveyance, security personnel, details of security escort, communications facilities, tracking
mechanisms, etc.

5. Implementation of the Security Requirements during Transport of RAM

The operators in India transporting RAM requiring ‘Enhanced Security Level and undertaking
‘Transport Requiring Special Security Measures’ are all government agencies like radioisotope
supplier and nuclear power industries. As such these agencies easily comply with the security
requirements as envisaged in the referred Guide®.

The transport of RAM requiring ‘Basic Security Level’ is undertaken mainly by the private
organizations. Such transports are frequent and will probably constitute largest number of shipments
of radioactive consignments. However, these transports use Type A Packages containing sources in
limited activities. As such even if such transport is done in large quantities or numbers, most of the
materials to be transported may be intrinsically safe. Efforts are also being made to inculcate security
culture among such users by organizing regular awareness programmes.
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Table 1. Ready Reckoner for Security Level (SL) based on the Type of RAM and Type of Packages

S.No. Type of RAM being transported Type of Package to be used ApplicableTransport SL
1 Reference sources Excepted Level 1
2 Consumer goods (smoke detectors, luminous Excepted Level 1

painted dials, tritium light sources)

3 Uranium/Thorium ores or ore concentrates, IP-1, IP-2 or IP-3 Level 1
depleted Uranium, un-irradiated fresh natural
Uranium Fuel assemblies and other RAM
defined as LSA 1/ 11/ 111

4 Surface Contaminated objects SCO 1 /I IP-1, IP-2 or IP-3 Level 1
5 Radio-pharmaceuticals Type A Level 2
6 Nucleonic gauges Type A Level 2
7 Neutron sources used in oil well logging Type A Level 2
8 Manually handled brachytherapy sources Type A Level 2
9 Industrial radiography sources Type B (U/M) Level 3
10 Remotely handled brachytherapy sources Type B (U/M) Level 3
11 Teletherapy sources Type B (U/M) Level 3
12 Gamma irradiator sources Type B (U/M) Level 3
13 Decayed sealed sources for disposal Type A or Type B (U/M) Level 2 for Type A; Level
3 for Type B(U/M)
14 Uranium Hexafluoride (enriched) Type HF Level 3
15 Wastes arising from the nuclear fuel cycle Type B (U/M) Level 3
16 Fresh enriched nuclear fuel IP-2 (F) or IP-3 (F) Trans_port requiring special
security measures
17 Special nuclear material in different types of IP-2 or IP-3 or Type A or -do-
packages Type B(U)F or Type B(M)F
18 Irradiated nuclear fuel Type B(U)F or Type B(M)F -do-

Notes: 1. The symbol ‘F’ used for type of package at S. Nos. 14, 16 to 18, is to indicate that these packages may contain
fissile material.

2. Type HF package mentioned at S.No. 14 is specially used for packages containing Hexa fluoride (fissile).

3. Irrespective of what is given above, Consignor should comply with the transport regulatory requirements as
detailed in the Regulations **, with regard to type of package to be used.

6. Conclusion

Security during transport of radioactive material is of paramount importance in view of the present
threat scenarios. The transport packages are not designed to meet the security requirements. However,
it is recognized that some of the measures designed to address safety can also complement security



Khaidem Ranjankumar Singh, S.A. Hussain, Manju Saini and Anirban Guin

aims. Appropriate level of security commensurate with the activity and nature of the material; and type
of package used should be applied during transport. Care should be taken to ensure that safety and
security do not conflict. In case of conflict, the decision whether security should override safety should
be judicious; and the threat perception based on the inputs of the intelligence agencies be the main
basis because breach of security can have safety implications.

ACKNOWLEDGEMENTS

The authors are very thankful to Dr. A.N. Nandakumar, Former Head, Radiological Safety Division,
Atomic Energy Regulatory Board, Mumbai, India, for all his comments and inputs to this paper. The
authors are also very thankful to the respected Vice Chairman and Chairman of AERB for their
valuable advice and guidance on the requirements for security of radioactive material in the country.

REFERENCES

[1] ATOMIC ENERGY REGULATORY BOARD, Security of Radioactive Material during
Transport, AERB/NRF-TS/SG-10, Mumbai, 2008.

[2] INTERNATIONAL ATOMIC ENERGY AGENCY, Security in the Transport of
Radioactive Material, Vienna, 2008.

[3] ATOMIC ENERGY REGULATORY BOARD, Safety Code for Transport of Radioactive
Material Safety Code, SC/TR-1, 1986, AERB, Mumbai(1986)[UNDER REVISION].

[4] INTERNATIONAL ATOMIC ENERGY AGENCY, Regulations for the Safe Transport of
Radioactive Material, TS-R-1, Vienna, 2005.



