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IAEANUCLEAR SECURITY SERIES AND RELATED PUBLICATIONS

IAEA guidance on nuclear security issues relating to the prevention and detection of, and
response to, criminal or intentional unauthorized acts involving, or directed at, nuclear
material, other radioactive material, associated facilities or associated activities is provided
in the IAEA Nuclear Security Series. Publications in this series are consistent with, and
complement, international nuclear security instruments, such as the Convention on the
Physical Protection of Nuclear Material and its Amendment, the International Convention for
the Suppression of Acts of Nuclear Terrorism, United Nations Security Council resolutions
1373 and 1540, and the Code of Conduct on the Safety and Security of Radioactive Sources.

Publications in the IAEA Nuclear Security Series are issued in the following categories:

e Nuclear Security Fundamentals specify the objective of a State’s nuclear security
regime and the essential elements of such a regime. They provide the basis for the
Nuclear Security Recommendations.

e Nuclear Security Recommendations set out measures that States should take to
achieve and maintain an effective national nuclear security regime consistent with the
Nuclear Security Fundamentals.

e Implementing Guides provide guidance on the means by which States could implement
the measures set out in the Nuclear Security Recommendations. As such, they focus on
how to meet the recommendations relating to broad areas of nuclear security.

e Technical Guidance provides guidance on specific technical subjects to supplement the
guidance set out in the Implementing Guides. They focus on details of how to implement
the necessary measures.

Other publications on nuclear security, which do not contain IAEA guidance, are issued
outside the IAEA Nuclear Security Series.

RELATED PUBLICATIONS

The TAEA also establishes standards of safety for protection of health and minimization of
danger to life and property, which are issued in the IAEA Safety Standards Series.

The IAEA provides for the application of guidance and standards and makes available and
fosters the exchange of information relating to peaceful nuclear activities and serves as an
intermediary among its Member States for this purpose.

Reports on safety and protection in nuclear activities are issued as Safety Reports, which
provide practical examples and detailed methods that can be used in support of the safety
standards.

Other safety related IAEA publications are issued as Emergency Preparedness and
Response publications, Technical Reports and TECDOCs. The IAEA also issues reports on
radiological accidents, training manuals and practical manuals, and other special safety and
security related publications.

The IAEA Nuclear Energy Series comprises informational publications to encourage and
assist research on, and the development and practical application of, nuclear energy for
peaceful purposes. It includes reports and guides on the status of and advances in technology,
and on experience, good practices and practical examples in the areas of nuclear power, the
nuclear fuel cycle, radioactive waste management and decommissioning.
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FOREWORD

States have responded to the risk that nuclear or other radioactive material could be used for malicious
purposes by engaging in a collective commitment to strengthen the protection and control of such
material and to effectively respond to nuclear security events. They have agreed to strengthen existing
international legal instruments, and have established new ones, to enhance nuclear security around the
world. Nuclear security management is fundamental to the use of nuclear technologies and to
applications where nuclear or other radioactive material is used or transported in ways that are
consistent with these commitments.

This publication is intended for use by persons responsible for the implementation of nuclear security
management at research reactors and related facilities. It provides a single source of advice on
developing and maintaining an effective and comprehensive nuclear security programme covering all
management aspects of nuclear security for al nuclear and other radioactive material, and associated
facilities on the site.

In aiming to cover al nuclear security considerations as applied to research reactors and related
facilities, this publication may repeat or interpret guidance from IAEA Nuclear Security Series
publications. The intention is to provide usable, comprehensive information and advice on security
management in the context of research reactors and related facilities.

This publication focuses primarily on assisting operators in implementing an effective nuclear security
management system, and in demonstrating the effectiveness of their nuclear security programme to the
competent authority. The competent authority may also find it useful in supporting the licensing and
inspection of an operator’ s nuclear security systems.

The information in this publication dealing with nuclear security management at research reactors and
related facilities is based on national experience and practices as well as publications in the field of
nuclear security management. The advice is provided for consideration by States, competent
authorities and operators.

This publication was prepared in a series of nine consultancy meetings, with input from more than
12 experts from ten Member States.
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Neither the IAEA nor its Member States assume any responsibility for consequences which may arise from the use of this publication.
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1. INTRODUCTION

1.1. BACKGROUND

Existing IAEA Nuclear Security Series (NSS) publications do not provide specific guidance
for Research Reactors and Related Facilities (RRRF). Implementing Guides address technical
areas such as nuclear security culture, measures against insider threat, design basis threat
(DBT) and computer security; but these are typically meant as general guidance for nuclear
facilities rather than having specific application to research reactors. RRRF operators would
therefore need to apply a graded approach to the general nuclear security guidance on several
different topics and to take account of the particular characteristics of research reactors.

The term ‘research reactor’ is used to describe a diverse range of non-power reactors and also
includes a wide variety of co-located facilities. These overall facilities are referred to as
RRRF and may include: nuclear reactors; radioisotope production facilities; fuel research and
fabrication facilities; storage facilities for fresh fuel, spent fuel, or radioactive sources;
radioactive waste storage and disposal facilities; laboratories and hot cells; irradiation
facilities; and other non-nuclear related facilities and activities.

Research reactors therefore comprise a wide variety of facilities in terms of objectives, power
levels, fuel and complexity. This variety introduces different security concerns and
considerations when compared with other types of nuclear facility. These concerns and
considerations include, but are not limited to:

— Diversity of designs: Research reactors are designed to meet specific operational
objectives. Sometimes, these objectives result in designs that complicate the security
system.

— Power levels: Most research reactors have much lower thermal energies and fission
product inventories than power reactors and so, typically, do not present the same
hazards or risks.

— Fuel enrichment: Research reactors typically use a form of uranium that is more
highly enriched than that used for power reactors, which may be a more attractive
target for theft.

— Ageing: More than 70% of research reactors worldwide are more than 30 years old.
Many were built with older technology that did not consider security in their initial
design and construction, and many are now in a state of extended shutdown.

— Utilization: Research reactors are often part of a larger enterprise (e.g. medical isotope
production or training facilities for universities) or are part of a larger research campus
of unrelated activities. In addition, the uses of research reactors are often such that
ease of access to the reactor facility is essential.

— Stakeholders: Most research reactors are owned and/or supported by a number of
organizations, often of different types. This may influence the reliability of funding
due to the presence of competing priorities, particularly with respect to security.

— Culture: Research reactor staff may lack an effective nuclear security culture; in
particular, there may be a belief that the needs of research can take priority over
compliance with safety and security regulatory requirements.



1.2. OBJECTIVE

This publication is intended to provide a single source guidance to assist those responsible for
the implementation of nuclear security measures at a RRRF in developing and maintaining an
effective and comprehensive programme covering all aspects of nuclear security (for all
nuclear and other radioactive material and the related facilities) on the site.

In aiming to cover all nuclear security considerations as applied to RRRF, this publication
may repeat or interpret guidance from thematic guidance publications. The intention is to
provide a comprehensive set of information and guidance that RRRF security management
can use effectively and to present it in the context of how it applies to RRRF.

This publication focuses primarily on assisting an operator (operator-centric) to implement an
effective nuclear security management system, and in demonstrating the effectiveness of their
nuclear security programme to the competent authority. The competent authority may also
find this publication useful in supporting the licensing and inspection of the operator’s nuclear
security systems.

1.3. SCOPE

Existing IAEA Nuclear Security Series (NSS) publications do not provide specific guidance
for RRRF. Implementing Guides address technical areas such as nuclear security culture,
measures against insider threat, design basis threat (DBT) and computer security; but these
are typically meant as general guidance for nuclear facilities rather than having specific
application to research reactors.

This document builds on the recommendations of NSS publications No. 13 Nuclear Security
Recommendations on Physical Protection of Nuclear Material and Nuclear Facilities
(INFCIRC/225/Rev5) and No.14 Nuclear Security Recommendations on Radioactive
Materials and Associated Facilities.

RRRF operators would therefore need to apply a graded approach to the general nuclear
security guidance on several different topics and to take account of the particular
characteristics of research reactors.

The guidance in this publication applies to RRRF located on the same site. It does not address
other types of facility or the off-site transport of nuclear or other radioactive material. The
scope includes security operations, security processes, security forces as well as integrated
management system interfaces and their relationship with the State’s nuclear security regime.

The guidance in this publication applies to RRRF located on the same site. It does not address
other types of facility or the off-site transport of nuclear or other radioactive material. The
scope includes security operations, security processes, and security forces and their
relationship with the State’s nuclear security regime.

1.4. STRUCTURE

Section 1 provides an introduction and Section 2 describes the particular challenges to
establishing and sustaining effective nuclear security systems and measures at RRRF. Section
3 addresses the particular risks, targets and threats associated with RRRF. Section 4 describes
the objectives of a facility programme to establish nuclear security systems and measures to
counter the threats, and Sections 5 and 6 address, respectively, the different types of nuclear
security measure and the management processes and procedures needed to implement and
complement those measures. Section 7 describes the considerations in developing a security



plan, and Section 8 provides guidance on preparing for regulatory inspections. Appendices |-
I11 provides more detail on specific topics covered in the guidance.

2. CHALLENGES FOR NUCLEAR SECURITY AT RRRF

The Convention on the Physical Protection of Nuclear Material (CPPNM) highlights the need
for a legal and regulatory basis for nuclear security. It is a State’s responsibility to develop a
nuclear security regime with a legal basis and a regulatory structure that includes threat
assessment, trustworthiness programmes, development of regulations, establishment of
thresholds of unacceptable consequences, licensing, inspection and response arrangements.
Specific nuclear security requirements would be established by the regulatory or competent
authority and would serve as the basis for the RRRF nuclear security system. The IAEA’s
Code of Conduct on the Safety and Security of Radioactive Sources provides a foundation for
the security of radioactive sources that has application to, but is not specific to, RRRF. In
addition, the IAEA has published recommendations for nuclear security that are intended to
be input for State regulations but which do not specifically address RRRF.

Figure 1 outlines the State’s nuclear security regime and highlights security related activities,
governance and organizational interfaces and the relationships required to implement and
maintain an integrated security management system. Figure 1 also outlines the interfaces and
requirements that drive a nuclear security management system.

State’s
[ State Legislative and Regulatory Framework ] [ Contingency ]

plan

Trustworthiness Threat Assessment Regulator(s) External Response
Agency Agency g Agencies

Licensing
Personnel Regulatory Compliance

Security

Regulatory Inspection
Event Reporting

Facility Integrated Management System

Research Reactor’s Nuclear Security Management System

\- /

FIG. 1. Governance and organizational interfaces. (MoU: Memorandum of Understanding).

A nuclear security regime includes legislation, regulations, processes and plans that will
enable a State to regulate effectively the use, storage, and processes of nuclear and radioactive
material and facilities.

RRRF, owing to their diverse objectives, settings, and funding and staffing arrangements,
present a particular set of challenges to the implementation and maintenance of an effective



nuclear security programme. These challenges are summarized below and are addressed in
greater detail in subsequent sections.

2.1. SECURITY VULNERABILITIES INHERENT IN DESIGN

The majority of research reactors were not designed with security as a priority, which can
complicate the task of providing security. Research reactor designs were typically optimized
around their specific objective (e.g. education and training, research or radioisotope
production). The focus on these objectives often led to the inclusion of features that are not
conducive to nuclear security, such as:

— Beam tubes and rabbit systems intended to provide easy access to the core in order to
introduce or remove experiments;

— Exposed cores and hand tools for removing assemblies provided to facilitate frequent
reconfiguration of the core;

— Glass-walled control rooms (to facilitate instruction and training);
— Access to resident computer systems (data and network access);

— Open and exposed spent fuel pools, to reduce cost (in the absence of emphasis on
security).

These features may provide security vulnerabilities that could be exploited by an adversary
intent on committing unauthorized removal or sabotage.

2.2. AVAILABILITY OF TOOLS AND OPERATIONAL EQUIPMENT

In addition to potential security vulnerabilities introduced in the design, research reactors
often have tools and equipment kept readily available to facilitate research and training. Such
tools and equipment often includes handling poles for fuel removal, cranes, forklifts, fuel
casks, power tools, digital assets and portable shielding blocks. The availability of these types
of tool and equipment could be exploited by an adversary to assist in an act of unauthorized
removal or sabotage.

2.3. SPECIFIC SAFETY DESIGN

Owing to their lower thermal energy and fission product inventory, research reactors typically
present a much smaller hazard than power reactors and as such need much less elaborate
safety features to comply with safety requirements. A research reactor may have fewer and
less diverse safety systems, with less redundancy, and the systems may be less robust. These
safety systems may also, therefore, be more easily defeated by an adversary, and this may
increase the impact of an act of sabotage in those cases where safety functions are used to
address security functions as well. The limitations of research reactor safety systems would be
specifically considered in designing the facility’s nuclear security systems. Relevant
considerations include:

— Limited power supply redundancy;
— Type of reactivity control;

— Robustness of decay heat removal;

— Absence of containment/confinement;
— Less robust fire protection;



— Limited diversity/redundancy of safety systems;
— Limited compartmentalization.

2.4. ATTRACTIVENESS OF MATERIAL FOR THEFT

Research reactors typically use a form of uranium that is more highly enriched than that used
in nuclear power plants. The duration and frequency of operation of research reactors,
especially those that are underutilized, may also be such that the fuel burnup is low and the
dose rates from spent or irradiated fuel may be less likely to be immediately incapacitating to
an adversary. Research reactors may, therefore, hold material that is a more attractive target
for unauthorized removal than that held at nuclear power plants. Other factors that may also
contribute to this attractiveness include:

— Physical form, in terms of the size and weight of fuel assemblies and hence their
portability;

— Chemical form with regard to the extent and complexity of the chemical processing
necessary to achieve a desired form of material;

— Amount of material;
— Ease of access to the material.

2.5. CO-LOCATION WITH OTHER FACILITIES

Research reactors are often part of a larger organization (e.g. for medical radioisotope
production or for training purposes) or are part of a larger research campus that has other
unrelated activities. As such, they can be co-located with several other types of facility, often
under the same security management system. The co-location of research reactor facilities
among other types of industrial or research facility presents specific security considerations,
the impacts of which need to be considered when developing a RRRF nuclear security
system.

The following is a list of facilities typically co-located with research reactors:
— Radioisotope production facilities;
— Fuel research and fabrication facilities;
— Storage of fresh fuel, spent fuel, or radioactive sources;
— Radioactive waste storage and disposal;
— Laboratories, hot cells;
— Irradiation facilities.

2.6. OPENNESS OF ACCESS AND EXCHANGE OF INFORMATION

The operational business of RRRF often calls for an environment where the reactor’s research
areas are easily accessible to technically skilled contractors, staff, guest scientists, students
and other visitors. A large number of temporary personnel with unescorted access create
complications for a nuclear security system. In addition, the environment of information
sharing and data transparency that is integral to the research community, owing to the need to
remain competitive and viable, can create vulnerability for the nuclear security system,
including the security of computer based systems. Lastly, high levels of computer literacy,



which is a common attribute of researchers, presents a potential security vulnerability, given
the researchers’ access to the information technology infrastructure.

2.7. VARIETY OF USES OF RESEARCH REACTORS

As indicated above, research reactors have a wide variety of designs to fulfil different specific
purposes, such as: training, research and education; irradiation; neutron scatter experiments;
neutron radiography; source/radioisotope production; medical therapy and research; and
neutron activation. This diversity complicates any effort to impart a standard approach to
security.

2.8. FUNDING

Research reactors may be owned and supported by a number of different types of
organization. This can influence the extent and predictability of funding, including that for
security. Furthermore, competing priorities within organizations, particularly when funds are
scarce, may put a strain on funding the maintenance of reactor security. Funding limitations
can make it difficult to implement and maintain adequate nuclear security systems.

2.9. REGULATORY AND OPERATOR ISSUES

A RRRF operating organization(s) may lack an appropriate nuclear security culture, at times
believing that the reactor’s purpose or mission is more important than compliance with
regulatory requirements. This can be exacerbated by a lack of nuclear security expertise
and/or organizational independence in the regulatory body in States where nuclear research
operation/promotion and regulatory oversight responsibilities are within the same government
organization. Such conditions may result in the lack of effective regulatory oversight. This,
combined with the lack of a nuclear security culture among researchers, can significantly
complicate effective implementation of security measures.

2.10. RRRF SITE LOCATION

Many RRRF are in geographic locations that might be undesirable from a purely nuclear
security perspective. Such locations might, for example, have the following complicating
characteristics:

— Close proximity to centres of population;

— Dense traffic in the surrounding area;

— Unfavourable climate or frequent extreme weather;

— Seismic activity;

— Disadvantageous topography from a security perspective;
— Possibility of unattended operation;

— Co-location with other facilities;

— Location in an area not under the control of the State.

2.11. LEVEL OF SECURITY EXPERTISE

At all but the largest RRRF, responsibilities for nuclear security are typically one of a number
of duties assigned to a single staff member. Staff responsible for security often lack
specialized experience and knowledge of the security system or of security measures. This



can be exacerbated by a lack of security expertise in senior management within the
organization and/or at the regulatory authority, which limits the ability to perform effective
checks and balances. Lack of expertise can result in the following:

— The responsibility for overseeing and implementing security is effectively ignored.

— The security responsibility is undertaken, but the resulting security is ineffective due
to the limited depth of knowledge and experience in security.

— The security responsibility is transferred to a commercial contractor, whose primary
motivation is profit rather than effective security.
2.12. FACILITY AGEING ISSUES

More than 70% of research reactors are more than 30 years old. As such, they were typically
built with older technology, and security considerations were not taken enough into account in
their initial design and construction. Although many of these have been upgraded, these
upgrades may still not give adequate consideration to security. The effectiveness of those
security features that were originally present or incorporated may also have degraded with
age. Examples of weaknesses in security due to ageing include:

— Lack of robust barrier design;
— Degradation of security and safety components;
— Inability to support upgrades due to lack of infrastructure or structural robustness;

— External contractors having access to the facility and/or its security features during
facility upgrading without having been subject to trustworthiness checks;

— Security system obsolescence;
— Facility configuration or geometry that cannot accommodate security upgrades.

2.13. RESEARCH REACTORS IN EXTENDED SHUTDOWN

Many research reactors are in extended shutdown, and maintaining the commitment necessary
for the effective protection of the material is a particular security concern for such reactors.
Specific concerns include:

— Fuel remaining on-site;

— Degradation of security vigilance over time due to regulatory and operator
complacency;

— Lack of funding and/or personnel; and

— Reduced likelihood of fuel being self-protecting due to low burnup and/or radioactive
decay.

2.14. ON-SITE MOVEMENT OF NUCLEAR AND OTHER RADIOACTIVE MATERIAL

Research reactor operations may require frequent on-site movements of material, and these
movements may not, in many cases, follow defined, formal security procedures. This lack of
formality with procedures can result in potential security vulnerabilities, particularly with
respect to unauthorized removal, which depends on the frequency and duration of material
movement and the “attractiveness’ of the material being moved.



3. THREATS, TARGETS AND RISK AT RRRF

RRRF facilities need to manage the level of risk related to the potential consequences of an
act of unauthorized removal and/or sabotage of nuclear or other radioactive material. Risk
reflects a combination of the consequences of such an act if it occurred and the likelihood that
the act, and therefore the consequences, will occur.

3.1. RISK

Risk management aims to provide a graded approach by identifying the level and
effectiveness of nuclear security measures that provide an appropriate balance between the
risk associated with the potential unauthorized removal or sabotage of nuclear or other
radioactive material and the costs (including, but not necessarily limited to, the financial cost)
of providing such security. Risk management includes consideration of:

— The characteristics of the likely adversary threat;

— The potential severity of consequences (which depends on the isotope, form, and
activity of nuclear and other radioactive material);

— The thermal power of the facility and the effectiveness of its safety features in the case
of sabotage;

— The effectiveness of nuclear security systems for the materials and facilities where
they are present;

— All costs associated with implementing and maintaining the nuclear security systems.

The severity of the potential consequences of a malicious act, therefore, influences the
necessary effectiveness of nuclear security systems. This effectiveness is proportional to the
severity of consequences in a graded approach, which is one of the fundamental principles of
nuclear security and one of the tools of risk management.

The graded approach to security against unauthorized removal is applied in practice through
the categorization of materials as defined in INFCIRC 225 (for nuclear material) and the Code
of Conduct on the Safety and Security of Radioactive Sources. The graded approach for
sabotage of nuclear facilities is applied, based on potential consequences, through layers of
security that protect vital areas from physical and computer based attacks. The robustness of
security measures is driven by State defined threats. The number of layers of security is
driven by the severity of consequences with respect to criteria for “unacceptable radiological
consequences” defined by the State.

The overall effectiveness of a nuclear security system is a combination of its success in:

— Detecting any malicious act early in its development and communicating this to
appropriate response authorities;

— Delaying the progress of the malicious act after detection long enough to ensure that
an adequate and trained response force arrives to interrupt the adversary prior to
completion of the malicious act; and

— Preventing the adversary from completing the malicious act.

The level of confidence that the security system can accomplish these three steps would be
proportionate to the severity of consequences of the malicious act.



Risks can be reduced by:

— Deterring the threat. Risk may be reduced, for example, through the deterrent effect
of robust security measures and by protecting the confidentiality of sensitive
information.

— Improving the effectiveness of the nuclear security system. Strengthening defence
in depth, enhancing a nuclear security culture or otherwise improving preventative
nuclear security measures may increase the nuclear security system’s effectiveness.

— Reducing the potential consequences of malicious acts. This can be achieved by
modifying specific contributory factors, for example, the amount, type and form of
nuclear material and the design of the facility.

3.2. SEVERITY OF CONSEQUENCES

For nuclear material and facilities, the severity of the potential consequences of an act of
unauthorized removal depend on the amount and form of the material. The potential
consequences of an act of sabotage depend on the reactor’s thermal power, the accumulated
fission product inventory and the effectiveness of the mitigating safety systems. Potential
consequences that may result from either the detonation of an improvised nuclear device or
the uncontrolled release of radioactive material from a sabotaged reactor may include:
deterministic and stochastic health effects of radiation exposure, financial costs of clean-up
and the associated loss of use of contaminated areas, and negative political impact.

For radioactive material, the severity of potential consequences is determined by the chemical
form, isotopic composition and activity of the radioactive material, and in some cases, on the
immediate location into which the radioactive material would be released. As stated above,
these consequences may include deterministic and stochastic health effects from exposure to
radiation, financial costs of clean-up, economic impact resulting from loss of use of the areas
contaminated and the political repercussions of the event.

3.3. LIKELIHOOD OF CONSEQUENCES

The likelihood of consequences occurring depends on several factors. These include:

— The attractiveness of the nuclear and other radioactive material as targets for
unauthorized removal or of the related facilities as targets for sabotage;

— The intentions of potential adversaries;

— The capabilities of potential adversaries with respect to unauthorized removal or
sabotage as compared to the security, safety and other systems that they would need to
overcome.

Understanding and qualifying or quantifying the likelihood of any nuclear security event is
different from quantifying the likelihood of a similar safety scenario because of the deliberate
intent of an adversary to overcome or bypass security measures.

3.4 THREATS

To estimate the likelihood of a nuclear security event, the threat to nuclear security, which
refers to the characteristics or attributes of adversaries that may undertake an intentional
malicious act involving these materials or facilities, needs to be assessed. Among these
characteristics are motivation, which relates to the likelihood of a malicious attempt, and



capability, which relates to the likelihood of their success given an attempt. Adversary
characteristics are typically identified through the assistance of the intelligence community,
but are rarely, if ever, quantifiable.

Further information on threat can be found in IAEA NSS No. 10, “Implementing Guide on
the Development, Use and Maintenance of the Design Basis Threat”.

4. OBJECTIVES OF THE FACILITY’S NUCLEAR SECURITY SYSTEM

The overall objective of a State’s nuclear security regime (as per IAEA Nuclear Security
Series Nos 13 and 14) is to protect persons, property, society and the environment from
malicious acts involving nuclear and other radioactive material. More specific objectives are:

— Protecting against unauthorized removal and other unlawful taking of nuclear and/or
other radioactive material,

— Ensuring the implementation of rapid and comprehensive measures to locate and
recover nuclear and other radioactive material which is lost, missing or stolen, and to
re-establish regulatory control;

— Protecting nuclear and/or other radioactive material and related facilities against
sabotage;

— Mitigating or minimizing the radiological consequences of sabotage.

The objectives mentioned above would be addressed in an integrated manner, taking into
account the different risks covered by nuclear security. Risks arising from computer based
attacks on security, safety and/or emergency preparedness systems would be taken into
account. These objectives are realized through security measures to deter, detect, delay and
respond to a potential malicious act and to provide for the security management of nuclear
and radioactive material and related facilities.

These security measures would be based on a risk-informed graded approach so that similar
security is provided for material capable of resulting in similar potential radiological
consequences arising from use in a malicious act. The concept of defence in depth would also
be used.

5. SECURITY MANAGEMENT

5.1. FACILITY INTEGRATED MANAGEMENT SYSTEM

At any facility, there would be a facility integrated management system (IMS) that integrates
all of an organization’s systems and processes into one complete framework, enabling the
organization to work as a single unit with unified objectives. An integrated system provides a
clear, holistic “picture’ of all aspects of the organization as well as how they affect each other
and their associated risks. An IMS allows a management team to create one overall structure
that can help to effectively and efficiently meet an organization’s objectives.

IMS is relevant to any organization, regardless of size or sector, seeking to integrate two or
more of its management systems into one cohesive system with an integrated set of
documentation, policies, procedures and processes.
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5.1.1. Leadership for nuclear security

The promotion and maintenance of a nuclear security culture within the facility is one of the
prime security responsibilities of senior and nuclear security management at a RRRF. By
assuming a leadership role for nuclear security, management can, through the application of
incentives and disincentives, ensure that high priority is given to nuclear security throughout
the organization. Managers have a key role in ensuring that staff members are appropriately
motivated and that their role in enhancing nuclear security is recognized and valued within the
organization. Rewards, recognition and support (both tangible and intangible) can encourage
vigilance, questioning attitudes and personal accountability.

5.2. NUCLEAR SECURITY MANAGEMENT SYSTEM AT A FACILITY

Security management is a term used in this publication to describe the roles and
responsibilities that would be effectively performed and the programmes or functions that
would be successfully implemented in order that the RRRF nuclear security programme meets
the objectives laid out in international instruments, IAEA guidance and the State’s regulatory
requirements. The roles, responsibilities and programmes for management of security at a
facility include three topical areas: operations, processes and forces. These are summarized in
Fig. 2.

Facility Integrated Management System

Leadership for Nuclear Security

* Accountability and Responsibility i 3 i
* Security Culture | Interfaces with processes |

in the Facility IMS

N i * Human Resources
Nuclear Security Management System !« Procurement, Contracts and
Operations Processes Security Forces e ]:E[::,E;;Ear:: Directives
* Physical Security c:> * Analysis and Planning <:> * Guards : + Processes and Procedures
= Personnel Security = Access Control * Response Forces E * Records Management &
* Information * Security Training E Document Control
Security = System Sustainability : + Delegation of Authority
* Computer Security * Resources & Budgeting i * Management of Changes
* Maintenance, Calibration | * Performance Evaluation
& Testing P Safety, Health & Environment |
* Performance Assurance E * Material Accounting & Control |
* Compensatory Measures : [Nuclear & Radioactive ]
* Process Improvement e e e e
* Security Events Reporting

FIG. 2. Srructure of facility Nuclear Security Management System.

The management structure for nuclear security at a RRRF would be clearly defined. Managers
responsible for nuclear security at the facility would define the roles and responsibilities
relating to nuclear security for each level of the organization and its interfaces with other
aspects of facility management. This includes defining the specific assignment of
responsibility for nuclear security to an individual (or individuals) and assignment to the
individual(s) of the necessary authority, autonomy and resources to successfully carry out this
role. The individual(s) would report to the top manager or the appropriate organization senior
manager who is authorized to operate the research reactor, and the responsibilities assigned to
their position would be documented in sufficient detail to avoid ambiguity.

Managers at facilities possessing nuclear or other radioactive material are responsible for
ensuring that appropriate standards of behaviour and performance relevant to nuclear security
are established and that expectations with regard to the application of these standards are
understood. They would also ensure that there is a clear understanding within the organization
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of the roles and responsibilities of each individual involved in security, including clarity
concerning levels of authority and lines of communication.

Managers would also establish a formal decision making mechanism that is well understood
within the organization and involve their staff in decision making, where appropriate. The
quality of a decision is improved when the individuals involved are able to contribute their
insights, ideas and experiences.

5.2.1. Security operations

The operational elements of nuclear security can be divided into physical security, personnel
security, information security and computer security. A description of how these operational
elements are implemented is presented in this section, and further details can be found in
Annex.

5.2.1.1. Physical security

Physical security is employed as a system to protect the RRRF and its nuclear and other
radioactive material against malicious acts that could result in unacceptable radiological
consequences. A physical security system achieves this through the integrated deployment of
technical and administrative measures to deter, detect, delay and respond to attempted
malicious acts. The severity of potential consequences is the basis for the level (i.e. grading)
of physical security to protect nuclear or other radioactive material and facilities. Physical
security systems need to be designed installed and maintained to provide adequate protection
against the defined threats and would be periodically evaluated to ensure that they remain
effective. The Annex provides a more thorough description of physical security elements.

5.2.1.2. Personnel security

Personnel security means ensuring the honesty, reliability and trustworthiness of staff and
others with access to protected targets in order to minimize the likelihood that any of these
persons would be motivated to participate in a malicious act (defined as insider threats in
IAEA NSS No. 8).

Personnel security is applied to persons, including contractors and visitors, who have
authorized access to the RRRF and its nuclear and other radioactive material. It is therefore
necessary to confirm that the honesty, reliability and trustworthiness of personnel and visitors
meet national criteria that are commensurate with the nature of the facility, material or
information and to the level of access granted. Background and trustworthiness checks may
be used to identify any indicators that might raise concerns about a susceptibility, willingness
or desire to commit a malicious act (e.g. drug or alcohol addiction, mental illness, financial
problems, history of violent or criminal behaviour). Personnel security would also include
defined criteria for limiting or excluding access (see IAEA Nuclear Security Series Nos 7
and 8).

Personnel would be screened prior to employment, and the granting of unescorted access
would be controlled to minimize the likelihood of an insider attempting a malicious act. The
programme would also include periodic checks to provide assurance that personnel and
contractors continue to be trustworthy.

5.2.1.3. Information security

Information security is the control and protection of the confidentiality of sensitive
information, which can be in the form of electronic or printed data, text, maps, drawings or
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photographs. The disclosure of sensitive information could aid an adversary in the execution
of a malicious act involving nuclear or other radioactive material or facilities housing such
materials.

Operators of RRRF need to address the security of information that could be of value to an
adversary’s plan or in the commission of a malicious act that could result in unacceptable
radiological consequences. Information security measures would protect the confidentiality,
integrity, accessibility and availability of information through classification, information
controls and information accountability as well as the security measures applied to the
protection of information. As in physical security, information sensitivity needs to be
identified, classified and graded to reflect the severity of the potential consequences if the
information be compromised. Access to sensitive information would be restricted to persons
having the appropriate clearance, authorization and need to know based on a strict evaluation.
Information  security measures include authentication, access authorization and
compartmentalization, access detection, storage rules and access delay. The sensitive
information programme would be periodically reviewed and updated to reflect changes in the
facility characteristics. It includes, as a minimum, the following:

— Security of information in physical form (e.g. paper, electronic media);

— Security of computer systems, which is also referred to as computer security,
information technology security or cyber security;

— Security of information assets (e.g. information storage and processing equipment and
communications systems and networks);

— Security of information about facility employees and third parties (e.g. contractors and
vendors) that could compromise the security of the above;

— Security of intangible information (e.g. knowledge).

The sensitive information protection programme would be developed in compliance with
national security policy and relevant national laws and requirements. All employees would be
fully aware of the need for information security.

Management has the overall responsibility for ensuring that information security is in place
and effective throughout the facility or organization in order to secure sensitive information.
All personnel who handle sensitive information are responsible for ensuring that its security is
in line with related national legislation as well as the organization’s policies and procedures.

5.2.1.4. Computer security

Computer security™? is the graded protection of relevant computer based systems, networks
and digital systems. These systems control the processes, the compromise, damage, control or
infiltration of which could aid an adversary in the execution of a malicious act.

Interactions between computer systems in nuclear facilities may affect security in
non-obvious ways. It is, therefore, important that all assets and information are identified,
including making a more comprehensive inventory of those assets critical to facility security,
safety, and emergency preparedness functions. The inventory would include data, computer
systems, interfaces and owners. The site would develop a computer security plan that outlines

! Computer security, as defined here, is a subset of information security as defined, for example, in
ISO/IEC 27000 with which it shares many of the goals, methodology and terminology.

2 As per IAEA Nuclear Security Series No. 17, computer security covers the security of all (relevant) computers
and all interconnected systems and networks formed by the sum of the elements.
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the approach used to ensure that the appropriate level of security protection is provided for the
computer systems. Computer security, as part of the overall facility security plan, would be
periodically reviewed and updated to reflect changes in its characteristics. IAEA NSS No. 17
addresses technical and administrative guidance in the implementation of computer security.

Computer security needs to address the computation, communication, instrumentation and
control devices that make up the functional elements of a nuclear facility. This includes not
only desktop computers, mainframe systems, servers and network devices but also lower level
components such as embedded systems, programmable logic controllers and all components
that may be susceptible to electronic compromise.

Computer security controls include firewalls, system access levels, authorized access controls
through passwords, virus scanners, restrictions on the introduction of unauthorized software
or media and backups. The vulnerability of networks and other digital systems need to be
assessed against the defined threat, and appropriate measures would be developed to protect
the integrity, availability and confidentiality of the processes, computer systems and
electronic data. The operator’s contingency plan would identify specific computer security
incidents that constitute a potential nuclear security event and the required response to these
incidents. This contingency plan would include pre-established response arrangements for
involvement of State or other qualified resources.

5.2.2. Management processes

Nuclear security management system processes include analysis and planning, access control,
security training, system sustainability, compensatory measures, process improvement and
security event reporting.

5.2.2.1. Analysis and planning

Threat analysis

RRRF operators would adopt security objectives consistent with national requirements. This
includes the establishment of a nuclear security system that provides the necessary protection
of identified targets against threats defined by the State (via DBT or through threat
assessment).

If the State determines that consideration of an insider threat is necessary, then the operator
needs to ensure that measures are in place to counter such a threat, such as by conducting an
analysis of insider threats, including characterizing authorized individuals® access rights,
authorities over processes and persons and knowledge of sensitive information. Guidance on
measures against insider threats can be found in IAEA NSS No. 8.

Target analysis

The graded approach demands that the consequence severity of potential targets be considered
when assessing the appropriate level of security at RRRF. This includes potential targets of
theft and sabotage, when either of these have the potential to exceed unacceptable levels as
determined by the State.

If the target materials, either by their form, isotopic composition, enrichment, isotopic mass,
and activity exceed thresholds for unauthorized removal, as defined in IAEA NSS Nos. 13 or
14, then target analysis for these materials, including location, portability, self-protecting
activity, and other attractiveness considerations would be described.

If consideration of sabotage is determined to be necessary (i.e. consequence analysis reveals
that the potential consequences could exceed unacceptable thresholds), then an analysis of
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targets of sabotage (materials, equipment, computer systems, or processes) that control the
facility operation and safety systems would be conducted to determine the vital equipment
(the equipment, which is sabotaged, would lead to unacceptable consequences) and the
minimum areas, in which this equipment is located, which must be protected to prevent these
unacceptable consequences (vital areas). Further detail on analysis of targets of sabotage can
be located in IAEA NSS No. 16 “Vital Area Identification).

The information concerning the targets, consequence analysis, and vital area definition would
be included in an appendix to the security plan. As inventories of material can vary with time,
it is recommended to use the quantity that results in the highest security category for the
expected life of the security plan to minimize the frequency of updating the plan.

Security system design and evaluation

The goal of the physical protection system (PPS) is to prevent theft or sabotage by an
adversary/DBT (i.e. the adversary would be defeated before they complete their task). PPS
effectiveness would be at a level that is acceptable for the competent authority to grant an
operating licence. If PPS effectiveness is not within acceptable levels, then the system needs
to be re-designed or improvements implemented.

An effective PPS relies on a combination of equipment and personnel, which is designed and
integrated into an effective system. Security procedures are developed to define how
personnel interact most effectively with equipment. These procedures would be documented
and controlled whenever:

— Failure to perform the task correctly can result in significant degradation of security
effectiveness or may result in serious personal harm or significant damage to property.

— The task is performed infrequently.

— The task is only performed by one or a few persons.

— The task is very complex.

— The results of the task would be reproducible and/or trackable.

The important steps of defining PPS requirements and designing the PPS need to be evaluated
to determine its effectiveness against the threat assessment or DBT. The evaluation process
uses many tools and methodologies, such as adversary sequence diagrams, single path
analysis, neutralization analysis, scenario analysis, computer security risk assessment and
insider analysis. Further discussion on each of these can be found in IAEA-TECDOC-1276.

Developing a security plan

A security plan, prepared and maintained by RRRF security management, would include all
information necessary to describe the security objectives, approach and system being used for
the protection of materials, facilities and information. The level of detail and depth of content
would be commensurate with the category of the material or facility covered by the plan. The
security plan usually requires approval by the competent authority. It will, in many cases,
serve as a basis for regulatory inspections and, therefore, would be organized so as to address
security requirements and demonstrate how the facility is protected against DBT (or other
threat criteria) by the nuclear security system, based upon the State’s threat assessment.

Appendix Il provides a typical outline for a RRRF security plan as well as more detailed
guidance for the author of such a plan.

The security plan would be periodically reviewed to ensure that the conditions and
assumptions under which it was developed are still valid. If changes are needed, they would
be introduced by the responsible facility personnel and reviewed and approved, if required, by

15



the competent authority. In addition, the plan would be reviewed and updated whenever
changes to the facility, material inventory, security system or regulations (including threat
characteristics) take place. The plan would include a means of document version control to
ensure that all parties are working to the current, approved security plan.

Developing a security contingency plan

A security contingency plan describes the predefined sets of actions for response to
unauthorized acts indicative of attempted unauthorized removal or sabotage, including threats
thereof, designed to effectively counter such acts. This plan outlines the strategic objectives of
the security response for a given type of event (e.g., containment of the adversary to prevent
them from leaving the facility perimeter, denial of access to targets in the facility, or
prevention of sabotage of critical systems via computer-based attacks) and the tactical
approach to achieve these objectives. The contingency plan can be a part of the security plan,
or it can be a separate document. It outlines the roles and actions of security staff, the
interaction of site security with offsite response (e.g., law enforcement and/or military forces),
and the actions taken by onsite employees/contractors to prevent interference with the
response forces and to avoid harm from an adversary. These roles include, but are not limited
to:

— A Central Alarm Station (CAS) operator assessing a security alarm or event and
communicating information to response forces,

— A guard meeting and escorting response forces,

— Guards assigned to communicate and direct facility personnel to either shelter-in-
place or evacuate,

— A supervisor acting as an event coordinator,
— A technical staff member assessing the computer security situation, or

— A technical staff member assessing the radiological situation, etc. (would this not
be emergency response plan rather than contingency plan?)

The contingency plan would address actions that site personnel can take to delay an adversary
and assist the response force. Examples include:

— Removal of utilities (power, heating/cooling),

— Deployment of barriers,

— Locking doors and blocking of vehicle exits,

— Providing situation report to response forces,

— Escorting response onsite, if needed, and

— Evacuation or sheltering of onsite staff and contractors (if possible).

In addition, the contingency plan would describe command and control during a security
event as well as the rules of engagement for onsite security forces. Appropriate and realistic
drills and exercises of the contingency plan that include the RRRF staff, guards, and response
forces would be conducted periodically. The RRRF contingency plan would be coordinated
with the facilities emergency response plan and consistent with and complementary to the
State’s contingency plan.
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5.2.2.2. Access control

RRRF can have a wide variety of technically skilled contractors, staff, guest scientists,
students and visitors with a wide variety of backgrounds. Further, the business of the RRRF
may depend upon easy and user-friendly access to be successful. These conditions for access
Impose unique constraints on the operator to maintain effective access control that reflects the
specific utilization of the facility. For example, some research reactors have a single use,
which does not change with time, such as radioisotope production reactors or reactors used
only for neutron scatter experiments. For radioisotope production reactors, the set of
personnel needing access to the facility is stable. In a research reactor dedicated to neutron
scatter experiments, researchers need repeated access to the neutron scatter building and only
occasional access to the reactor hall; they do not need access to sensitive areas of the facility
such as the reactor control room or the reactor pool level (for a pool type research reactor).

Access control processes are typically integrated into physical security, information security
and computer security systems. The process of access control includes:

— Creation of physical and logical access zones for compartmentalization of areas, which
limits access to those with need;

— Management of approval processes for facility access requests;

— Issue of access control keys, key cards, network accounts, badges and/or other access
systems;

— Protection of badging or enrolment equipment, databases, spare badges and spare
keys;

— Specification of unauthorized items and/or materials that may not be taken through
access controls (e.g. contraband);

— Implementation of two person rule for designated areas;

— Consideration of emergency access.
5.2.2.3. Security training

In addition to having specific competency training for particular jobs, all staff need to undergo
the training necessary to be competent to carry out their security responsibilities. This training
would include security awareness and actions to be taken in support of the nuclear security
contingency plan.

Security management would also make sure that all personnel who are assigned duties that
can affect security have a sufficient understanding of the facility and its security features, as
well as sufficient competence to ensure secure operation of the facility. All staff would be
provided with computer security awareness training. Individuals having computer security
responsibilities would be specifically trained to support computer security, recognize potential
computer security events and respond appropriately.

5.2.2.4. System sustainability

Sustaining an effective nuclear security system will require a long term commitment for the
provision of resources necessary to maintain essential processes in place.
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5.2.2.5. Resources and budgeting

RRRF management would make securing the resources required for the operation and
sustainment of its nuclear security programme (not just the PPS) a priority. This includes
having established human resources that will manage the programme; implement the
technical, physical and administrative controls detailed within the facility security plan;
design, install and operate the physical protection equipment; and accomplish nuclear security
in all processes, procedures and programmes. In addition, financial resources are needed to
employ or contract for the human resources identified above, as well as to purchase, install,
operate, maintain and test physical protection equipment and provide the expendable items
exhausted in the performance of the daily security tasks. The costs of training and retraining
in support of nuclear security would also be addressed.

Planning for resources requires that the RRRF site management assess the financial costs of
human resources and the costs of nuclear security system operation and sustainability,
including the costs of the materials expended in testing, training, badging, trustworthiness
checks, and document development and management. It further requires that site management
invest time in recruiting staff that possess the prerequisite competencies necessary to perform
nuclear security tasks and in developing staff competence.

5.2.2.6. Maintenance, testing and calibration

Maintenance, testing and calibration programmes are established at the facility to ensure that
equipment and systems are working properly. Preventative maintenance is conducted on a
regular basis to prevent the degradation or failure of equipment and components. Maintenance
can, and typically does, include the calibration of security systems and equipment. Corrective
maintenance is conducted to respond to equipment failure.

Testing includes actions to confirm that security components are operating as designed,
particularly after maintenance or repair.

Maintenance plans, procedures and testing are prepared so as to outline the schedule of
maintenance, the steps followed when conducting maintenance and the information to be
recorded concerning the maintenance activity. Performance of maintenance would be
recorded and the records kept in accordance with the facility records management and
procedural controls (see Section 5.3.5.).

5.2.2.7. Performance assurance

The performance assurance process is an integral part of the nuclear security quality
programme at a RRRF. It would be conducted on a periodic basis to ensure that the system
continues to operate as expected. It provides assurance that the overall security programme is
operating as designed and provides confidence that the protection provided to the facility and
to its nuclear and other radioactive material is adequate. The performance assurance process
involves self-assessment of the overall security system effectiveness and the testing of all
equipment and subsystems. The test phase consists of performance tests, drills and exercises
and includes developing performance test plans, conducting the planned tests and analysing
the results of the tests. The assessment phase consists of identifying adversary scenarios that
could challenge the security system and then, considering the test results, evaluating the
security system response with the purpose of identifying any vulnerabilities. Self-assessment
also includes the identification and implementation of solutions and compensatory measures
to address all identified vulnerabilities.
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5.2.2.8. Compensatory measures

The compensatory measures programme describes the actions necessary to correct for
compromised, degraded or inoperable® security related equipment, systems and components
and to address security vulnerabilities introduced by abnormal situations (e.g. severe weather,
non-malicious civil unrest, equipment failure, public reports of critical computer
vulnerabilities). Compensatory measures would provide a level of protection that is equivalent
to that which the degraded or inoperable equipment, system or component provided.
Compensatory measures would be promptly implemented to eliminate any vulnerability.
Implemented compensatory measures would be reported and discussed with the competent
authority, including the expected duration that the compensatory measures would be in place.
Whenever possible, standard compensatory measures would be pre-planned (e.g. for a power
outage or a component failure) and have the prior consent of the competent authority.

5.2.2.9. Process improvement

A formal programme would be implemented to continually improve the processes supporting
the nuclear security system. This process improvement programme would assimilate
information gathered from both operating experiences and facility specific corrective actions.

5.2.2.10. Security event reporting

The RRRF would develop a programme to identify, gather information about, report and
investigate site related nuclear security events in accordance with State practices. Reportable
events would include intrusions; personnel occurrences that violate the trustworthiness rules
(such as arrest for a criminal act); unaccounted for material or material missing in an audit;
potential acts of espionage or sabotage; computer security events adversely impacting a PPS
or other critical system; loss of confidentiality, availability or integrity of sensitive
information and other similar events. Events would be accurately reported in a timely manner
to minimize potential consequences.

5.2.3. Security forces
5.2.3.1. Guard forces

Guard forces are instrumental to the successful operation of many elements of physical
security, such as guarding access control points and alarm stations, verifying access
authorization, conducting contraband searches, performing patrols, assessing and
communicating alarms to response forces and, in general, enforcing adherence to procedures
by on-site personnel. Guard forces might also serve as first responders to a security event,
deterring, delaying, interrupting and even neutralizing the adversary. Guard forces would be
recruited, managed, trained and tested. Guards would be provided with written operating
procedures.

5.2.3.2. Response forces

Response forces are qualified persons, either on-site or off-site, who are armed and
appropriately equipped and trained to counter nuclear security events. Response forces are

3 A system, subsystem or component is inoperable or degraded when it no longer meets its performance
objectives.
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normally activated by facility guards upon the assessed detection of an attempted malicious
act. Their response would be timely, with sufficient numbers of appropriately equipped and
armed personnel, and deployment would be made in a tactical manner (in accordance with
policy and agreements) to arrest, effectively incapacitate, neutralize or cause an adversary to
flee prior to completion of the malicious act. Response forces would be familiar with the site,
the targets to be protected and their hazards, and the rules of engagement. The response would
be based upon a contingency plan and be exercised periodically, in coordination with facility
personnel and guards. Furthermore, response forces would be prepared to address the
possibility that material might be taken off-site, and in this regard, written plans and tactics
for recovery of stolen material would also be exercised.

5.3. FACILITY INTEGRATED MANAGEMENT SYSTEM INTERFACES

The IMS consists of formal documentation, practices and actions that implement disciplined
and structured operations that support facility success. The goal of the IMS is to minimize the
likelihood and consequences of human fallibility or technical or organizational system
failures. It can be implemented through facility policies, directives, processes, plans and/or
procedures.

In the case of the nuclear security management system, IMS documentation, policies,
procedures and processes are utilized in an interfacing approach. This is important in order to
avoid duplication, which is not cost effective, and the organization becomes a unified whole,
improving the performance overall.

5.3.1. Human resources

Human resource development for a RRRF staff consists of recruiting individuals with the
relevant competencies (i.e. knowledge, skills, attributes, education and experience) and then
providing job specific knowledge and skills through training. Determining the competency
needs of staff is the initial step in human resource development. On the basis of these
competency needs, a programme to recruit and employ or otherwise obtain the services of
needed staff would be established. Since these needs evolve and staff change, the recruitment
programme would be an ongoing effort. Appendix | describes security competencies and
training needs based on job functions.

The core competency elements of knowledge and skills that are required to effectively
perform a job are best provided through on-the-job mentoring and training of recruited staff.
The training programme would be founded on a needs based approach in which needed
knowledge and skill deficiencies are identified by comparing known required core
competencies to existing staff competencies. The training programme is then developed to
eliminate specific competency deficiencies for staff members and includes a training needs
assessment, training course materials development and maintenance, instructor development,
use of learning approaches and feedback. The training programme would be continuously
reviewed and improved where needed.

Training of persons who have a security role but who are not recruited staff would be
addressed in the contract or by a Memorandum of Understanding (MOU) with the external
organization.

5.3.2. Procurement, contracts and agreements

It may be advantageous or necessary to obtain resources and/or cooperation for nuclear
security operations from external organizations through a contract or other agreement rather
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than through direct staffing. There could be many reasons for this, including economic, legal,
political and administrative. In these cases, a programme for administering contracts and
agreements, including oversight of performance, would be established by management. These
contracts or agreements would include provisions for adherence to facility security
procedures, along with penalties for non-compliance.

Further, management would clearly understand which external organizations are likely to
have a role or stake in the RRRF nuclear security. Owing to the international nature and
transboundary aspect of security, the RRRF would coordinate with similar organizations to
establish expeditious means of communicating security related or sensitive information.
Further, they would maintain close cooperation for the exchange of intelligence and data that
could impact the security of these facilities, including transport aspects. This coordination
may include international organizations, State and local authorities, other nuclear facilities
and, in particular, external response forces and law enforcement organizations.

If external law enforcement or military organizations provide response during security events,
a formal agreement or MOU that outlines the roles, responsibilities, communication, level of
competence/training, coordination and joint exercise arrangements in relation to security
events would be duly signed. A point of contact would be identified for any organization
within the agreement or MOU. A sample response MOU is provided in Appendix IlI.

5.3.3. Policies and directives

Policies and directives would be issued to reflect and implement nuclear security objectives,
regulatory requirements and corporate security objectives.

5.3.4. Processes and procedures

Formally established processes and written procedures provide more confidence that work
will be performed correctly and consistently regardless of which staff perform the work.
Processes and procedures would be based upon overarching policies and directives.
Appropriate and effective procedures that provide clear, unambiguous description/instruction
of the nuclear security related actions to be performed by staff would be developed,
documented, approved, communicated, trained on, tested and maintained. Written procedures
would be developed to describe the correct execution of any task that is critical, infrequent,
complex or that must be consistently performed among staff.

Procedures can be issued in any practical or useful format, i.e. manuals, diagrams, pictorials,
checklists, etc. The procedures would be developed and documented by experts in the relevant
discipline to ensure that they are appropriate, and they would be checked by non-experts to
ensure that they are clear and unambiguous. Procedures would be approved by management
to convey support and acceptance. The content of the procedures would be communicated to
responsible personnel for awareness, personnel would be trained on proper procedure
execution and personnel would be tested to ensure that procedural performance expectations
are understood. Procedures also need to be periodically reviewed and updated as necessary.
Changes would be communicated to facility personnel. Periodic retraining of personnel would
also be undertaken, even when there has been no change to the procedures, in order to ensure
that personnel remain aware of procedure content and are capable of properly performing the
procedures and to ensure that current procedural expectations remain understood by
personnel.
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5.3.5. Records management and document control

A programme that includes processes and procedures for records management needs to be
established for all relevant information, including files, data and communications. Records
management would include details on what information will be developed, processed and
stored and the frequency, duration and method that these records are to be stored.

A process for document control would be developed and implemented to ensure that all
stakeholders are working with the current, approved document versions. This applies to any
policies, directives, processes, procedures, plans, instructions, etc., that impact work.
Document control addresses document format, file structure, approval process, change control
and disposition. For more information, refer to the document management process in the
IAEA Safety Standards Series No. GS-G-3.1, Application for the Management System for
Facilities and Activities.

5.3.6. Delegation of authority

Process and procedures pertaining to appropriate and proper delegation (both permanent and
temporary) of the responsibilities, accountabilities, authorities and resources would be clearly
outlined.

5.3.7. Management of change

Many organizational problems and failures arise from inadequate change management
processes. This is true of changes in equipment, procedures, organizational structures, roles,
personnel and service providers. Therefore, the organization would have effective processes
in place to understand, plan, implement and reinforce change as it applies to the security
function. Management would ensure that:

— Change management processes are in place for changes that could directly or
indirectly affect the security function.

— Changes in such areas as operations, safety and security are coordinated with all
potentially affected organizations.

— Assessments of changes are made to confirm that the desired outcomes have been
obtained.

— Evaluations are conducted on completion of the change process to determine if the
change inadvertently affects established security.

— Decisions to implement a modification to existing critical computer systems involve
careful consideration of possible impact on reactor safety and security.

5.3.8. Performance evaluation

To evaluate the nuclear security system, management would define performance evaluation
metrics and performance indicators that enable measurement and assessment of the system’s
effectiveness. These metrics would be quantifiable and measurable. Metrics would be
carefully selected to ensure that they accurately provide insight into the success of the
programme or operation. For example, the security culture in an organization could be
partially evaluated by tracking how often staff failed to follow procedures (metric), with less
than some predefined number defined as being satisfactory (performance indicator). A
process for evaluating performance data and addressing non-conformance, including
corrective actions and implementation of improvements, would be developed and applied.
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5.3.9. Safety

Safety related activities that offer potential additional added value for security include:

— Physical barriers in an installation designed for confinement (containment) and

shielding. These are often a solid starting point for use as intrusion barriers as long as
they form a continuous, enveloping layer around the target area and are located to
facilitate use as a security layer (e.g. access control requirements at each entry point
are similar and the boundary lends itself to access controls). In general,
compartmentalization in the installations (e.g. for fire protection) is also a good
starting point for use as an intrusion barrier (extra layers of access/delay). As a result
of this possible synergy of the barrier, the design of new facilities or changes to
existing installations would endeavour to integrate safety and security requirements.
Both the robustness of the barriers and design of the “‘entry/exit’ (or weaker parts that
can be used for malicious access) would be discussed in the safety security interface.

Safety studies. Safety studies are a basis for security consequence analysis. The
accident scenarios in the safety files (and the related consequence prognosis) can be
used for consequence assessment of security scenarios. However, the security
consequence analysis would include additional sabotage/attack scenarios that are often
discounted or not even considered in the safety studies (e.g. scenarios where the
probability based on unintentional failures is too low or scenarios that include
multiple, unrelated initiating events). This security consequence analysis would be
developed jointly by safety and security specialists.

Redundancy and diversity of safety systems. Redundant systems, particularly if
physically separated, can complicate an intentional adversary sabotage scenario.
Diversity complicates possible computer based attacks by requiring an adversary to
compromise different, diverse, technologies. The regular checks and testing of safety
systems can help to detect planned or in-process sabotage in the same way that
inventory control is used as a detection mechanism against theft. The frequency and
process of checks and testing would be established to support security scenario
interruption. The current safety practice of using electronic personal dosimeters and
the radiological monitoring of personnel at access points could yield information
useful for security if those radiological monitoring systems were designed to prevent
or complicate the possibility of circumvention by an adversary. Such information from
these measurements would need to be provided to security in a timely manner for it to
be useful.

Activities in safety that can complicate security risks:

— Safety needs for quick egress from facilities. Emergency exits provide ideal access for

adversaries. Emergency exits would be protected from entry and be minimized to meet
safety requirements, and they would include security provisions.

— Rapid entry of emergency responders to address a safety incident.

— A safety culture of ‘openness of information’ can provide an easy mechanism by

which an adversary can collect potentially sensitive information. Information would be
reviewed from the view of how the information could benefit an adversary and then
protected accordingly.
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Security measures that can benefit safety include:

— Access control, authorization to areas, information/processes and materials
implemented for security can benefit safety by limiting the persons with access to
‘dangerous’ areas to those who have a job requiring access. This also limits those with
need of access from introducing or removing unsafe/unapproved equipment and
materials.

— Personnel screening done for security (looking for issues such as addiction or
emotional instability) includes aspects that can have a positive effect on the safety
characteristics of the workforce.

Activities in security that can complicate safety risks include:

— Access restrictions on emergency egress. Restricting emergency egress can place an
additional risk of injury.

— Confidentiality of information. Restricting public access to some safety reports (or
information therein) may undermine public trust in installations by creating the
impression that something is being hidden from public view.

— Requiring multi-person activities to minimize the possibility of an insider, acting
alone, from committing a malicious act can increase the population of persons
receiving occupational radiation doses.

Activities in safeguards that can benefit and complicate security risks:

— Material accounting checks and inspections. Requirements for national and
international controls require that security systems be breached (albeit appropriately)
and material exposed. Although there can be a security benefit to knowing material is
present, the inspection and accounting checks would be developed considering
security concerns.

5.3.10. Nuclear material accounting and control

Nuclear material accounting and control (NMAC) is an integrated set of measures designed to
provide information on, control of, and assurance of the presence of nuclear material during
storage, use and movement. The general principles of NMAC systems can also apply to the
security of radioactive material other than nuclear material.

NMAC systems can assist in the deterrence and detection (albeit not timely) of unauthorized
removal of nuclear material via use of accurate, up-to-date inventories of all nuclear material
(and/or other radioactive material) and established controls that help detect minor
irregularities. The accounting system operates in conjunction with physical and administrative
control measures.

States having an INFCIRC/153 comprehensive safeguards agreement with the IAEA are
required to establish a system of accountancy and control for nuclear material under the terms
of such an agreement. IAEA Services Series No. 15, Nuclear Material Accounting Handbook,
describes the accountancy and reporting elements necessary for nuclear material accounting at
a facility level in Section 5 of this publication. Any such existing accounting and control
systems may be used as a basis for developing enhanced NMAC measures in support of
nuclear security.

To be effective, an NMAC system would provide information on the quantity, type, location,
use, movement and transformation of all nuclear material. It would have the capability to
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register an alarm (either timely or not timely) that could in turn initiate a response to
indications of unauthorized removal or use of nuclear material. Further, it would also provide
for deterrence of the unauthorized use of, or interference with, equipment used in the handling
and movement of nuclear material by insider adversaries.

An effective NMAC system can detect insider (and possibly outsider) unauthorized activities
and assists in the correct assessment of an inventory irregularity involving material. When
unauthorized removal of material has taken place, the NMAC system would be able to
provide specifics regarding the quantity, category and form of the nuclear material removed.
NMAC and physical protection systems would be coordinated and function in a
complementary manner.

In a RRRF, a graded approach would be applied to the development of the NMAC system,
taking into consideration the quantity and attractiveness of the materials held. Other factors,
such as security vulnerabilities inherent in the design, availability of tools and equipment,
openness of the facility, presence of co-located facilities and the particular use of the facility
(as discussed elsewhere) would also be taken into account.

Further guidance on NMAC in support of nuclear security is given in IAEA NSS No. 21, Use
of Nuclear Material Accounting and Control for Nuclear Security Purposes at Facilities.

6. PREPARING FOR A SECURITY INSPECTION

The following information is intended to assist the RRRF to prepare for a regulatory security
inspection. This guidance is general and may not include State regulations.

Preparations for a security inspection consist of ensuring that the RRRF meets all regulatory
requirements and preparing the appropriate documentation to adequately demonstrate this.

6.1. ASSURANCE OF REGULATORY COMPLIANCE

The following steps are suggested to provide assurance that regulatory requirements are met
by the nuclear security programme:

(1) Conduct a thorough review of requirements (this includes the regulatory body’s
inspection procedures, if available) and make a comparison between them and the
security plan. For some facilities, an approved security plan serves as the basis for
security inspections, and if so, this step can be bypassed.

(2) Review the security plan to ensure that all programmes are being implemented and
maintained as specified by the plan and that the associated documentation is accurate,
up-to-date and made available to the inspector during inspection (particularly physical
security maintenance and alarm log records, firewall logs and audits, personnel
records, security event records, security training records, and security system and
component testing records). Sensitive or classified information provided to the
inspector for review would be protected in accordance with the security plan.

(3) Prior to inspection, conduct a self-assessment of the nuclear security system to ensure
that it meets the objectives outlined in the security plan and thereby:

(@) Ensure that sensors, cameras, access control equipment, and lighting are
functioning properly. If any are not functioning, either initiate their repair or
implement compensatory measures in compliance with the security plan and the
regulations.
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(b) Verify that access control, CAS operation, alarm response, visitor escort, key
control and other physical protection actions are followed as per documented
procedures.

(c) Ensure that personnel, information, and computer and network security processes
are in place and operating as intended and that documented procedures are being
followed.

(d) Ensure that any discrepancies are identified the proper resolution implemented.

6.2. ASSEMBLING NUCLEAR SECURITY DOCUMENTATION

Gather all relevant documentation needed for the inspection. This may include (but is not
limited to):

— Facility security plan;

— Physical and computer security maintenance and alarm log records;
— Personnel records;

— Security training records;

— Security system and component testing records;

— Security event records;

— Documents on threat and consequence analysis;

— Documents on vulnerability analysis;

— Records on trustworthiness checks, if the site maintains these.

These records would be organized and shared with the inspectors to demonstrate the RRRF
compliance with the security plan.

6.3. PREPARING FOR INSPECTION

(1) Communicate with licence holder(s) concerning the inspection.
(2) Gain agreement with the inspection team, if possible, on the scope of the inspection.
(3) Develop an inspection schedule.
(4) Arrange for safety and security operations and compensatory measures to allow for
inspection activities to be conducted (e.g. shadow forces when testing guards).
(5) Arrange for appointments, visits, interviews, authorizations and escorts.
(6) Prepare personnel for inspection:
(@) Inform facility management.
(b) Provide an overview briefing to facility personnel on the agenda, objectives of the
inspection and their duties. Agenda will include:
(i)  Inspection of security functions;
(i) alidation of information;
(iii) Analysis of collected information;
(iv) Inspection exit briefing.
(c) Provide information to RRRF staff on conduct appropriate during an inspection.
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6.4. CONDUCT OF INSPECTION

(1) Verify the identity of each member of the inspection team and follow access
procedures.

(2) Provide entrance briefing, explaining applicable security and safety rules and
procedures for the inspection team.

(3) Facilitate inspection of security functions.

(4) Provide security information requested for analysis.

(5) Implement and maintain, as necessary, appropriate compensatory actions for any non-
compliances identified by the inspectors until permanent corrective actions can be
established.

(6) At the exit briefing, discuss and verify preliminary findings of the inspection team.

6.5. POST-INSPECTION ACTIVITIES

(1) Review the final report prepared by the inspection team and list any corrective actions
to be considered.

(2) Perform simple corrective actions (e.g. replacement of a light bulb).

(3) Prepare a plan to address more complex corrective actions (e.g. replacing keys with a
biometric access control system) and gain the agreement of the inspection team.

(4) Complete the corrective action plan in a timely manner.

(5) Prepare formal documentation to acknowledge that post-inspection activities have
been completed.
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APPENDIX I: SECURITY COMPETENCIES AND TRAINING NEEDS
BASED ON JOB FUNCTION

I.1. COMPETENCIES

Identification of the core competencies necessary to perform the tasks required to
achieve effective nuclear security is one of the fundamental elements of an effective
nuclear security programme. Once identified, these necessary competencies would be
compared to the current competencies of existing staff to establish human resource
needs at the facility. This section will present an overview of the process of
determining required core competencies for nuclear security at a RRRF. In so doing,
this section will describe a process for developing a baseline list of core
competencies. The example provided below can be used as a starting point for
developing a customized list of competencies at a particular facility.

Competencies can be characterized as the knowledge, skills, attributes and even
attitudes required to perform a job function or task. Knowledge is an organized body
of information, usually of a factual or procedural nature. Skill is the proficient verbal
or mental manipulation of data, people or things that can be learned. Skills can be job
specific and are learned; these are commonly taught on-the-job. Attribute is the power
to perform an activity and typically addresses education and innate or hereditary
traits. Attitudes refer to drive, motivation and other inherent character traits required
to succeed at a task. By reviewing the required job functions or tasks that would be
undertaken successfully in a nuclear security programme at a RRRF, core
competencies can be determined in terms of the required knowledge, skills, attributes
and attitudes needed to perform the job functions or tasks.

As skills can be learned, the distinction between knowledge and skills can be difficult
to clearly distinguish; therefore, the two will be considered together for this example.
From the perspective of human resource development, attributes can be seen as job
prerequisites and will, therefore, not be addressed in this publication. Universally,
positive work related attitudes such as motivation and ethics are desirable regardless
of the task and will not be formally addressed with each task.

The approach to define core competencies begins with a job analysis that details job
functions, responsibilities and associated tasks or activities that would be performed at
a RRRF to ensure an effective nuclear security programme. This Appendix provides
an example of this approach for the RRRF security management. Only one task
(below) within the planning and analysis process is used for the example. This
approach would be replicated for all tasks within the nuclear security management
system to assemble a complete list of required competencies.

Job function: Nuclear security processes: Planning and analysis
e Basis for robustness of nuclear security at RRRF
0 Task 1: Characterize RRRF (activities not listed).
0 Task 2: Identify facility targets:
= Activity 1. Understand the State’s material categorization guidance
and unacceptable consequences.
= Activity 2: ldentify targets, including vital areas and other targets
subject to sabotage.
= Activity 3: Categorize facility materials for theft.
o Task 3: Define site specific threat based on the State’s threat criteria.



From the tasks and activities identified, competencies can be defined that will lead to
a training needs assessment.

Task 2: Identify facility targets

Activity Competencies (knowledge and skills)
e e Interpret State categorization guidance for nuclear and
Activity 1:

Ui s e e S el other radioactive material.
oo b o lle Egleres i © Understand radiological consequences assessment

unacceptable consequences. process.

o Understand the facility and potential physical or
Activity 2: computer sabotage scenarios.

Identify targetsincluding o Interpret safety reports and assessments to identify
vital areas and other targets inappropriate assumptions.

subject to sabotage. o Determine vital area sets for targets subject to sabotage.

o Apply State categorization guidance to facility materials.
o Aggregate facility materials to determine grouped
categorization and security areas. Aggregation is a

Activity 3:
Categorization of facility T .
materials for theft. process of combining dissimilar target materials and

determining a combined material attractiveness category.

1.2. TRAINING
1.2.1. General

RRRF nuclear security management is responsible for defining and facilitating the
training needs of its own personnel and for ensuring that any contract personnel are
suitably trained or experienced so that all work is carried out in a secure and safe
manner. Security management would also make sure that all personnel who are
assigned security related duties have a sufficient understanding of the facility and its
security features, as well as sufficient competence in areas such as management and
supervisory skills, to ensure secure operation of the facility. This requires that
personnel competencies be sustained through a programme of regular training and
review complemented by developmental programmes intended to ensure the
continuous availability of competent personnel to meet the anticipated organizational
needs.

Security management would develop and implement an overall training policy. Such a
policy demonstrates the commitment by management to the training of personnel and
is an acknowledgement of the critical role that training plays in the secure, safe and
reliable operation and maintenance of any RRRF. Training at a facility can consist of
formal courses, on-the-job training, fellowships, informal meetings, awareness
sessions, exercises, mentoring and personal study. These can be accomplished via in-
house, national or international training sessions.

A training plan would be prepared on the basis of the long term needs and goals of the
facility and would be an integral part of the overall security plan. The training plan
would be evaluated periodically in order to ensure that it is consistent with both
current and future needs and goals. Factors which would require a change to the
training plan include:

— Changes to the organization’s operation or policies;
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— Significant modifications to the facility infrastructure, environment, threat,
response or other outside organizations;

— Feedback of operational experience from other facilities or the State’s
legislation or regulatory requirements.

The training needs for jobs that are important to security would be considered a
priority, and relevant procedures, references, resources, tools, equipment and
standards would be used in the training process to ensure, as far as practicable, that
errors, omissions and poor practices are not accepted. For these critical jobs, the
training environment would be as realistic as possible to promote positive carry-over
from the training environment to the actual job environment. Adequate training of
personnel needs substantial resources in terms of both personnel and finance.
Sufficient time and thought would be devoted to defining the necessary training
requirements and the establishment of an effective training programme.

In addition, for each position deemed important to security, a series of requirements
for both initial and continuing training would be established. These requirements
would vary according to the individual position, level of responsibility and specific
level of competence required. Requirements would be prepared by persons having
specific competence in facility operation and experience in developing training
activities or by acknowledged experts in the field. Established requirements would
relate to the tasks and activities to be performed.

It would be the responsibility of security management to ensure that:

— Training needs are continuously analysed and an overall training programme is
defined.

— Performance of all trainees is assessed at various stages of training.
— Effectiveness of training is evaluated.

— Competence of persons occupying security important jobs is periodically
verified and training/retraining is provided on a regular basis so that level of
competence is maintained.

— Participation in training is given a high priority with respect to allocating
resources.

Consideration would be given to enhancing training programmes for personnel at
ageing facilities to compensate for losses of personnel due to retirement, job changes
and other reasons. Training programmes would also be adapted to accommodate the
special technical, administrative and operational needs of an ageing facility. Training
would ensure that personnel are aware of technological developments and new
security principles and concepts.

Some jobs require specific qualifications mandated by regulation. These would be
formally addressed in the training programme and may be required to be included in
the security plan as well.

1.2.2. Systematic approach

A systematic approach to training (SAT) could be used for the training of facility
personnel. The SAT provides a logical progression of training needs from
identification of the competencies required to perform a job to the development and
implementation of training towards achieving these competencies, and then to the
subsequent evaluation of the training. The use of a SAT offers significant advantages
over more conventional, curricula driven training in terms of consistency, efficiency



and management control, leading to greater reliability of training results and the
enhanced security and efficiency of the facility. Further information on this is
available in IAEA-TECDOC-1057, Experience in the Use of Systematic Approach to
Training (SAT) for Nuclear Power Facility Personnel.

Training would enable the efficient and effective acquisition of all knowledge and
skills for those competencies required to perform the actual job in the workplace.
These range from the application of technical knowledge through human factor
related competencies to monitored job performance with feedback (development).
Experience has shown that, initially, training programmes aim to provide technical
knowledge that is of a more academic nature rather than being job related. Following
this phase, technical skills related more to the actual job are introduced into the
training programme, and then human factor related competencies (e.g. attitudes
related to security and safety culture) are added. Finally, training is provided for
individual development through monitored on-the-job performance with feedback
from performance assessment. The most complete training programme will
encompass all the training needed to attain full competence in a job, including all
required competencies related to work/tasks performed within a team.

1.2.3. Training for emergency and security event response

A training programme for emergency and security event response would be
established to instruct and evaluate facility personnel, as well as personnel from
external response organizations, in:

— Confronting security event conditions;
— Coping with security events;
— Maintaining and improving the effectiveness of the response.

Emergency and security event response preparedness exercises would be designed to
ensure that all personnel (facility and other participating organizations) possess the
essential knowledge, skills and attitudes required for the accomplishment of non-
routine tasks under stressful emergency conditions.

While the emergency or security event response assignments of facility personnel are
based on routine job assignments under normal operations, personnel would also
receive specialized training relevant to the duties they will have to perform during an
emergency or a security event.

Training would be provided for all personnel who have assignments under the
emergency response plan. The training programme for emergency and security event
response would include the periodic performance of drills and exercises, which would
be held to reinforce training and to assess the effectiveness of the response capability.
In addition, there would be full-scale exercises that involve external organizations
such as the police, fire services, ambulance teams, rescue teams and other response
services. These exercises would:

— Demonstrate how effectively the response plan (or part of it) can be
implemented.

— Confirm the adequacy of the plan to deal with emergency and security event
response and identify potential improvements.

— Verify that the appropriate lines of communication are established and
maintained.
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— Verify that all individuals participating in the exercise are familiar with, and
are capable of performing, the response duties assigned to them.

— Verify that the response and all related duties can be carried out in a timely
manner according to the planned schedule and under stressful situations.

Exercise scenarios at the facility, as well as simulated attack scenarios, would be
carefully prepared and would include training objectives, conditions for termination
and reference sources. Furthermore, the conduct of a facility exercise would not create
any condition that could jeopardize facility security or safety.

A general training programme would also be provided for on-site personnel who have
no emergency duties to familiarize them with the procedures for alerting the
appropriate personnel to emergency conditions. Similar training or, as the minimum,
well-structured information briefing, would be provided to contractor personnel and
other temporary personnel.

1.2.4. Records and reports

Training documentation consists of records and reports associated with the training
programmes and with the trainees’ performances. These records and reports would be
used to assist management in monitoring the effectiveness of a training programme as
well as in annual follow-up of personnel competencies by management. Training
documents would also provide a historical record of changes made to a programme as
a result of evaluation and feedback.

The person responsible for the training programme would periodically report on the
status and effectiveness of training activities to the appropriate levels of management.
Significant events or problems in training would be identified and reported when they
occur.

1.3. TRAINING PROGRAMMES

All new employees starting work at a facility would be introduced to the organization
and to their working environment in a systematic and consistent manner. General
personnel training programmes would give new employees a basic understanding of:

— Their responsibilities;

— Security and safety work practices;

— Information security;

— Computer security acceptable use policy;

— The importance of quality programmes and of following procedures;

— The practical means of protecting themselves from the hazards associated with
their work.

The amount of training to be provided on each topic would be commensurate with the
individual’s position and duties. The basic principles of a security and safety culture
would be taught to all employees, and refresher training on general topics would also
be periodically provided.

A security and safety culture would be frequently reinforced with all personnel
involved in security related and safety related activities. In particular, the need for a
questioning attitude, a rigorous and prudent approach and an adequate capability for
communication would be emphasized in connection with all security related and
safety related activities at the facility. Training programmes would stress the need for



an understanding of security and safety issues, include consideration of the possible
consequences of security and safety errors, and deal specifically with ways in which
such errors may be avoided or corrected if committed.

The training programme would ensure that all staff that handle sensitive information
(including all management, employees and contractors) receive continuing on-the-job
security training and periodic refresher information security training. The programme
would maintain records of the formal training received and completed by all
employees and contractors. It is essential that employees and contractors receive
information security education and training commensurate with their individual
responsibilities and needs.

1.3.1. Training programmes for managers and supervisory personnel

Training programmes for managers and supervisory personnel would emphasize the
concept of a security and safety culture and include training in the making of
successful presentations related to security and safety messages for subordinates. This
will assist managers and supervisory personnel in promoting among their personnel
the awareness that security and safety would be considered primary objectives in their
day-to-day activities. The pre-eminence of security and safety over production would
be emphasized.

1.3.2. Training programmes for operations personnel

The formal training of operators would cover relevant areas of technology to the
levels necessary for the tasks to be performed. Emphasis would be placed on systems
that are of security and safety significance.

1.3.3. Training programmes for security personnel

Training programmes for security personnel would emphasize the concept of a
security and safety culture. They need to promote and support among personnel the
awareness that security and safety would be considered primary objectives in day-to-
day activities. The pre-eminence of security and safety over operations and production
would be emphasized.

In particular, training would address these unique features and required security core
competencies:

(a) Understanding of the overall organization, facility security objectives, relevant
State security regulations, and corporate and cyber security requirements;

(b) Knowledge of the organization’s policies, directives, processes, procedures,
change management, performance evaluation, operations, systems, event
reporting and security culture (including their consequential accountability and
responsibilities);

(c) Understanding of the specific and unique security issues for RRRF, including
safety and security features and their interfaces;

(d) Relationships between threat characteristics (including insiders) and security
features;

(e) Knowledge of and access to the State’s threat and DBT criteria and
capabilities;
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(F) Familiarization with risk management processes and identification of nuclear
and radioactive material targets and of potential unacceptable consequences
due to malicious acts;

(9) Planning and analysis of a security system (including access control) to
accommaodate the variety of users and service providers;

(h) Determination of the appropriate trustworthiness of personnel;

(i) Awareness of NMAC arrangements and procedures;

(1) Understanding of nuclear security principles and nuclear security systems and
their operations;

(k) Selection, operation and maintenance of nuclear security systems and
subsequent identification of design strengths and vulnerabilities;

() Assessment of security system effectiveness, testing and exercising;

(m)Development, improvement and maintenance of security procedures;

(n) Knowledge of State security requirements;

(o) Development and implementation of security and contingency plans;

(p) Familiarization of response operations, including response arrangements,
strategies, tactics and weapons used, joint planning and exercises;

(g) Understanding of command and control of security event response;

(r) Understanding of the impact on security of the changing status of the RRRF
and its associated installations;

(s) Capability to communicate (including oral, written and technical
communication);

(t) Awareness of security, safety, safeguards and environmental interfaces and
interactions.

CAS operators would also be trained in systems diagnostics, control actions,
administrative tasks and human factors (e.g. attitudes and human-machine and
human-human/teamwork interfaces).

Shift supervisors would additionally be trained in supervisory techniques and
communication skills. Their training would, in general, be more broadly based than
that of other operators.

1.3.4. Training programmes for response personnel

Training programmes for response personnel would emphasize the importance of
security. They need to promote and support among personnel the awareness that
security would be considered a primary objective in their day-to-day activities.

The training of response personnel would include facility guarding and off-site
response personnel. In particular, the training of response personnel would address the
following unique features and required security core competencies:

(a) Knowledge of organization policies, directives, procedures, operations, facility
layout and systems;

(b) Understanding of specific and unique security issues for RRRF;

(c) Familiarization with risk management processes and identification of the
nuclear and radioactive material targets and potential unacceptable
consequences due to malicious acts;

(d) Knowledge of, and access to, State threat and DBT criteria and capabilities;



(e) Understanding of the relationships between threat characteristics (including
insiders) and security features;

(f) Determination of the appropriate trustworthiness of personnel;

(9) ldentification of security system strengths and vulnerabilities;

(h) Assessment of security system effectiveness, testing and exercising;

(i) Knowledge of response arrangements, including response operations,
strategies, tactics and weapons used, joint planning and exercises;

(1) Understanding of the command and control of security event response;

(K) Capability to communicate (including oral, written and technical
communication);

() Awareness of security, safety, safeguards and environmental interfaces and
interactions.

1.3.5. Training programmes for maintenance personnel

Training programmes for maintenance personnel would emphasize the potential
consequences for security or procedural errors. A review of experience with faults and
hazards caused by errors in maintenance procedures and practices at the facility (or at
other facilities/industries) would be taken into account in the training programmes, as
appropriate.

1.3.6. Training programmes for other technical personnel and craftspersons

Personnel involved in computer systems, chemistry, radiation protection, nuclear
engineering or other technical functions would receive security training appropriate to
their jobs and responsibilities.

1.3.7. Training programmes for the trainers

Training instructors, both on-site and off-site, would have the appropriate knowledge,
skills and attitudes in their assigned areas of responsibility. They would thoroughly
understand all aspects of the contents of the training programmes and the relationship
between these and the overall operation of the facility. This means that they would be
technically competent and have credibility with the trainees and other facility
personnel. In addition, the instructors would be familiar with the basics of adult
learning and SAT, and they would have adequate instructional and assessment skills.

1.3.8. Review and modification of training programmes

The training plan would be periodically reviewed and modified as necessary. Review
would cover the adequacy and effectiveness of training with respect to the actual
performance of employees in their jobs. The review would also examine training
needs, training programmes, training facilities and the training materials necessary to
deal with changes to regulations, modifications to the facility and lessons learned
from experience in the industry.
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APPENDIX II: RRRF SECURITY PLAN

I1.1. TYPICAL STRUCTURE OF A RRRF SECURITY PLAN

Introduction
Nuclear security requirements and objectives
Compliance regulation
Prevention of unacceptable consequences
Scope and purpose of the security plan
General facility description, facility purpose and characterization
Facility integrated management system
Leadership for nuclear security
Nuclear security management system
Operations
Physical security
Information security
Computer security
Processes
Addressing the threat
Access control
Security training
System sustainability
Compensatory measures
Process improvement
Security events reporting
Security forces
Facility interfaces
Human resources
Procurement, contracts and agreements
Policies and directives
Processes and procedures
Records management and document control
Delegation of authority
Management of changes
Performance evaluation system
Safety, health and environment
Nuclear material accounting and control
Contingency plan
Review of the plan
References



I1.2. INTRODUCTION

This security plan is prepared and maintained by [facility name] RRRF security
management and includes the information necessary to describe security objectives,
approach and systems being used for the protection of nuclear and other radioactive
material, these facilities, associated co-located facilities and information. The level of
detail and depth of content within this plan is graded, commensurate with the level of
threat and the potential severity of consequences of the material due to theft or
sabotage.

This security plan is prepared in accordance with relevant regulatory requirements
and licences. This plan is approved by [competent authority name] and can serve as a
basis for regulatory inspections. It is, therefore, organized to address each security
requirement and demonstrates how this facility is protected by the nuclear security
system against the DBT or other threat criteria, which is based on the State’s threat
assessment.

I1.3. NUCLEAR SECURITY REQUIREMENTS AND OBJECTIVES

The overall objective of a State’s nuclear security regime (as per IAEA Nuclear
Security Series Nos 13 and 14) is to protect persons, property, society and the
environment from malicious acts involving nuclear and other radioactive material.
The objectives of the State’s physical protection? regime, which is an essential
component of the State’s nuclear security regime, are:

— Protecting against unauthorized removal and other unlawful taking of nuclear
and/or other radioactive material,

— Ensuring the implementation of rapid and comprehensive measures to locate
and recover, nuclear and other radioactive material which is lost, missing or
stolen, and to re-establish regulatory control;

— Protecting nuclear and/or other radioactive material and associated facilities
against sabotage.’

— Mitigating or minimizing the radiological consequences of sabotage.

The State’s physical protection regime would seek to achieve these objectives
through:

— Prevention of a malicious act by means of deterrence and by protection of
sensitive information;

— Management of an attempted malicious act or a malicious act by an integrated
system of detection, delay and response;

— Mitigation of the consequences of a malicious act.

The objectives mentioned above will be addressed in an integrated and coordinated
manner, taking into account the different risks covered by nuclear security.

* From IAEA Nuclear Security Series No. 13, “Historically, the term ‘physical protection’ has been
used to describe what is now known as the nuclear security of nuclear material and nuclear facilities.”
® If required (see IAEA Nuclear Security Series No. 13, Section 5).
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11.3.1. Compliance and regulation

This section outlines the State’s security regulations and other organizational security
objectives for which the nuclear security system is implemented.

Author guidance:

References to applicable State and international nuclear security instruments and to
| AEA guidance publications that assist interpretation of security requirements would
be cited here, as well as inserting the specific requirements contained within these
that the site security systemis addressing.

11.3.2. Prevention of unacceptable consequences

This section provides a description of all targets to be protected according to
international and State nuclear security criteria, based on the State’s unacceptable
consequence criteria. The target description(s) and inventory include both targets of
theft (along with the corresponding nuclear or other radioactive material by
categorization level) and targets of sabotage (materials, equipment or processes) that
control the reactor operation and safety systems. In addition, this security plan
addresses every other unacceptable consequence and target of importance to the
facility/organization.

Author guidance:

The basis for the Sate’s unacceptable consequences would be referenced in this
section. Further, the description of the targets would include their location and the
nature of theft targets (i.e. quantity/activity, form, isotopic composition, enrichment)
aswell asthe areas in which sabotage targets are located.

Additional information concerning the targets, consequence analysis and vital area
definitions would be included in an Annex to the security plan. As inventories of
material can vary with time, it is recommended to use the quantity that results in the
highest security category for the expected life of the security plan to minimize the
frequency of updating the plan.

The security plan would also identify the types of information that have been deemed
sensitive for security purposes. Information can be hardcopy, visual, eectronic and
computer based or known by staff. The rationale behind the identification of the
information as sensitive, the level of the information (e.g. highly confidential,
confidential) and its location would also be described.

Computer based processes that control operations or are intended to provide safety
and mitigation systems to prevent unacceptable consequences need to be protected
against sabotage or compromise.

Suggested outline:
e Makereferenceto:
0 International and State nuclear security criteria:
= Theft categorization tables for nuclear and radiological materials,
=  Sate’s unacceptable radiological consequence criteria.
o Basisfor including other significant consequences due to non-nuclear
events (e.g. fire, flood, severe weather conditions).




e Description of all targetsto be protected based on unacceptable consequence
criteria:
0 Targets of theft (graded):
= Location;
= Quantity, form, isotopic composition, enrichment, activity;
= Categorization level.
0 Targets of sabotage (graded):
= Areas (vital areas);
= Materials;
= Equipment or processes that control reactor operations and reactor
protection system.
0 Sensitive security information and rationale.
0 Other key processes (computer or non-computer controlled).
e Consequence analysis:
0 Analysisof the potential severity of radiological consequences,
o Comparison with the State defined unacceptabl e consequences to provide
a basis for security requirements and determination of the appropriate
level of security.
e Evaluation.
e Review.

11.4. SCOPE AND PURPOSE OF THE SECURITY PLAN

The [facility name] security plan details facility security arrangements to comply with
State regulations and organizational objectives. This plan interfaces with other facility
plans, such as the emergency plan, contingency plan, computer security plan, etc.

Author guidance:

This document is intended to be a single source of information to assist RRRF
management responsible for the implementation of nuclear security in the
development and maintenance of an effective and comprehensive site-wide nuclear
security programme. It would also assist management in demonstrating the
effectiveness of the programme to inspectors from the competent authority that is
responsible for nuclear security oversight.

11.5. GENERAL FACILITY DESCRIPTION, FACILITY PURPOSE AND
CHARACTERIZATION

This section provides a description of the facility, with special consideration given to
the unique characteristics of [facility name] that may impact security (e.g. uses,
design, users, co-located facilities and/or local environment) and the security system.

Author guidance:
The author would provide an overview of facility specific information that is relevant
to the nuclear security arrangements.

Suggested outline:
e Background
0 Reference:
= Organization mission statement;
= Legidation, competent authorities and operating licence;
= Other relevant plans and agreements.
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e General description of research reactor facility:

0]
(0]

O O0OO0OO0OO0OO0OO0O0o

© O 0O

(@)

Location of facility and environs.
Characteristics of the research reactor, such as:
=  Thermal power;

= Open pool or vessdl type;

= Fuel, moderator and coolant.

Purpose of the research reactor:

= Material testing reactor;
= Training;

» Research;

= Radioisotope production;
=  Other.

Non-staff users of the facility (researchers, students, others).

Facility operating hours.

Facility stakeholders.

Access control of persons (staff and non-staff) and vehicles.

Number of staff (staff turnover).

Number of users, contractors and visitors (estimated numbers).

Layout of buildings, floors, entry/access points.

General description of co-located facilities, such as:

= Radioisotope production facility;

= Fud fabrication facility;,

=  Sorage of fresh fuel, spent fuel or radioactive sources;

» Radioactive waste storage and disposal;

= Laboratories and hot cdlls;

= Irradiation facilities;

= Other facilities.

Nature of business.

Operations.

Infrastructure.

On-site storage and movement of nuclear and other radioactive material

(frequency, material characteristics).

Reference to existing descriptive documents:

» Facility safety and environmental plans and licences;

= Security regulations and licences,

= Facility security related policies and procedures.

Surrounding environment:

= Nearby facilities;

= Sketch of the location of the facility relative to areas accessible to the
public;

= Location of nearest public thoroughfares;

= Distance from nearest appropriate police/response force.

Unique characteristics of the research reactor that may impact on its

nuclear security at the facility as detailed in Section 2 above.

11.6. FACILITY INTEGRATED MANAGEMENT SYSTEM

This section outlines the formal documentation, policies, procedures, practices and
actions that are in place to implement disciplined and structured operations that
support facility success.



Author guidance:
Insert the approved organizational structure (e.g. diagram), including detailed

structure of the facility security organization. The organizational structure would

include:

e Roles and responsibilities of RRRF personnel with associated accountability,
authority, autonomy and resources as defined by management and communicated
to the organization;

e Relationships with external security organizations identified within the structure
(e.0. identification of the position that manages the relationship with external
response force);

e Contracted organization or separate law enforcement organization that provides
on-site or off-site response forces through an agreement.

11.6.1. Leadership for nuclear security

This section outlines management’s leadership role for nuclear security. Managers are
responsible for ensuring that appropriate standards of behaviour and performance
associated with a nuclear security culture are set and that expectations as to the
application of these standards are well understood. Management will, through
application of incentives and disincentives, influence the priority given to nuclear
security throughout the organization. Management would also ensure that there is a
clear understanding within the organization of the security roles and responsibilities in
relation to the accountability of each individual, including clarity concerning all levels
of authority and lines of communication.

Author guidance:

Leadership is one of the most important roles of upper management. Through
leadership, managers influence the attitudes and culture of the organization and
personnel. How thisis addressed at the facility would be described in the plan.

Suggested outline:

e Describe activities, programmes and efforts undertaken to lead the effort to
promote a security culture.

e Reference existing policies, charters or mission statements expressing executive
management support for the nuclear security programme, including a
demonstration of support for a strong and effective nuclear security culture that
incor porates incentives and disincentives.

11.7. NUCLEAR SECURITY MANAGEMENT SYSTEM
11.7.1. Operations

The security plan describes in detail the primary security operational elements of
physical, personnel, information and computer security.

11.7.1.1. Physical security

The physical security system achieves its objectives through the integrated
deployment of technical and administrative measures to deter, detect, delay and
respond to malicious acts. This section details the physical security system, its
measures, and how it addresses the security objectives and requirements for protection
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against the DBT or other defined threat criteria (following a graded approach) in
relation to the targets as defined in this security plan.

Author guidance:

The description of the physical security system is organized by areas® and describes,
at each concentric security area (e.g. the protected area), how:

The boundary of the area is delineated (e.g. by a fence);

Detection of a malicious act is achieved (e.g. type of sensor);

Detection is assessed (e.g. by camera);

A malicious act is delayed by the area (e.g. by fence);

Access control and contraband detection are achieved by the area (e.g.
fingerprint biometric to release an electric strike on a metal security door).

In addition, the description of the physical security would provide:

A description of the CAS and secondary alarm station, if it exists, including
its location and the pathways of its network infrastructure;

The hardness of the CAS'secondary alarm system walls and doors;

The equipment within to annunciate detection, permit assessment and
communicate to on-site guards and off-site response forces.

The CAS'secondary alarm system description would include the CAS staffing levels
during both working and non-working hours, and the access control proceduresto the
CAS and its supporting infrastructure assets.

Suggested outline:

Show security areas by overlaying their boundaries on a facility layout
diagram.
Individually describe the physical security on the boundary for each identified
area, including:
0 Technical and administrative measures, including:
= Deterrence efforts, including signage and visible impression of
security robustness, etc.
= Detection of intrusion into the area and supporting assessment of
alarms, including:
* Detection technology or method (e.g. passive infrared sensor,
guard patrol);
* Assessment approach (e.g. cameras with lighting, guard towers).
= Access controls for entry/egress into the areas, including:
* Access points;
* Emergency exits points;
* Material entry/exit points,
* Vehicle entry/exit points;

® Security systems are established in layers/areas/zones primarily by establishing measures on the
boundary of the layer/area/zone. Security would be balanced around the layer/area/zone. An example
of a layer/area/zone is the protected area as described in IAEA Nuclear Security Series No. 13. A
facility will typically have several nested security layers/areas/zones.



» Physical barriers across access point (doors, turnstiles, locks) for

each entry/exit point;

» Access keys (e.g. mechanical key, badge, fingerprint) for each

entry/exit point;
» Detection across access point for each entry/exit point;
» Handling of visitorsto area;

* Detection of introduction or removal of contraband items,
including nuclear and other radioactive material on gaining access
into the area for each access/exit point (e.g. metal detector, guard

package search).

= Delay barriers and their resistance to penetration (e.g. two courses of

hollow brick wall, chain link fence):

» Describe any imbalances in barrier resistance to penetration along

the area boundary and describe mitigating compensation.
= Guards and response time to alarms on areas.

Detail protection measures for each area that are implemented to protect

against insiders, including:
= Two personrule

= Limitsto individual access based on ‘need to access' (refer to IAEA

Nuclear Security Series No. 8);

= Survelllance systems over targets and processes;

= Tamper indicating devices;

= Procedural controlsover activities involving targets of theft or
sabotage.

On-site transport/movement of nuclear or other radioactive material:

=  Transport vehicle;

* Procedures,

= Locks/barriers;

= Administrative procedures,

= Freguency;,

= Escort/guard;

= Security compensatory measures,
= Planning and confidentiality.

11.7.1.2. Personnel security

This section describes how [facility name] follows the State’s and the regulatory
body’s criteria for establishing trustworthiness and reliability of persons who require
authorized access to facilities or sensitive information, including users, visitors and
contractors.

Author guidance:

Personnel security is applied to persons who require authorized access and would:

Confirm that honesty, reliability and trustworthiness of personnel meet
national standards, commensurate with access levels granted to facilities.
Involve background and trustworthiness checks to reveal any indicators that
might raise concerns about tendencies, susceptibility or willingness and desire
to commit a malicious act (such as drug or alcohol addiction, mental illness,
financial problems, violent or criminal behaviour, etc.).
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Suggested outline:
e Initial process:

0 Describe the process of how personnel are screened by the relevant
authorities (see Section 5.3) and by the facility prior to employment and
the granting of unescorted access to minimize the likelihood of an insider
threat.

e Subsequent monitoring process:

0 Describe the process of periodic follow-up investigations and the
frequency and description of formal periodic checks to ensure ongoing
monitoring of personnel trustworthiness.

0 Describe the process used to collect information concerning
trustworthiness and facility criteria that might trigger a follow-up
investigation, such as:

» Receiving updatesto criminal records;
= Updatesto financial changes;
= Updatesto personal status;
= Monitoring personnel changesin behaviour:
* Procedures and guidance to identify and report behaviour
changes.

0 Describe measuresto ensure that the process is not vulnerable to a single
insider.

11.7.1.3. Information security

This section details the sensitive information protection programme to address the
protection of information that could compromise nuclear security or otherwise assist
in the carrying out of a malicious act against a nuclear facility, organization or
transport. For example, this security plan is sensitive and needs to be protected in an
appropriate manner.

Author guidance:

The sensitive information protection programme ensures confidentiality, integrity,
accessibility and availability of information through classification, information
controls and information accountability, as well as security measures for the
protection of information. As with physical security, information sensitivity needs to
be identified, classified and graded to reflect the severity of potential consequences if
the information is compromised. Access to sensitive information is restricted to
persons having the appropriate clearance, authorization and need to know based on a
strict evaluation.

This section would describe how access to sensitive information is granted to persons
having the appropriate clearance and the need to know. It would also describe
information security measures such as authentication, access authorization and
compartmentalization, access detection, storage rules and access delay.

Types of information that have been deemed sensitive for security purposes can be
hardcopy, visual, electronic and computer based or known by staff. The rationale
behind the identification of information as sensitive, the level (e.g. highly confidential
or confidential) of the information and the location of the information would also be
described.



Guidance on the classification to be applied to an information asset would be
provided by the relevant competent authorities in the form of a classification guide or
guidance. Such a document groups information on particular topics and indicates the
sensitivity of the information. Those who originate sensitive information would use
such a guide when deciding on the appropriate classification level.

Suggested outline:
e Describe the process of defining sensitive information used or stored at the
facility and list the criteria for sensitive information.
e Describe the frequency and criteria for review of the sensitive information
programme.
e Describe the process for determining access rights to information.
e Describe the information security measures, including:
Classification of information;
Authentication;
Need to know designation;
Access authorization and compartmentalization;
Access detection;
Soragerules;
Access delay.

O O0OO0OO0OO0OO0O0o

11.7.1.4. Computer security

The computer security plan for [facility name] can be found [insert referenceif such a
plan exists for the facility].

Author guidance:

Assess the vulnerability of networks and other digital systems against the defined
threat and develop appropriate measures to protect the integrity, reliability and
confidentiality of the processes, computer systems and electronic data (refer to IAEA
Nuclear Security Series No. 17). The security manager needs to provide oversight to
ensure that computer security is implemented to ensure that defence in depth exists to
counter computer attacks.

Suggested outline:
(a) Computer asset management:

(i) List of critical computer systems;

(i) List of critical computer systems applications;

(iii) Network diagram, including all connections to external computer systems.
(b) System security design and configuration management:

(i) Fundamental architecture and design principles,

(i1) Requirements related to the different security levels;

(iii) Identified computer security requirements for suppliers and vendors;

(iv) Security for the computer asset life cycle.

11.7.2. Processes
11.7.2.1. Analysis and planning

This section provides a brief description of the planning and analysis of requirements
for the nuclear security system based upon State threat criteria (e.g. DBT or threat
assessment based criteria) against which the nuclear security system will provide
protection. The process for using threat information to design and evaluate nuclear
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security, the process for incorporating local threat conditions and the process for
communicating and addressing changes in actual threat conditions are described.

Author guidance:
If a threat criterion is not provided, then refer to the security requirements provided
by the competent authorities.

Suggested outline:

e Refer to the DBT or threat assessment based criteria.

e Describe the process to define and incorporate local threats into the threat
criteria.

e Describe how threat criteria are used to design and evaluate the nuclear
security system.

e Describe how temporary changes in threat conditions are communicated and
addressed.

[1.7.2.2. Access control

This section describes the process to control access and compartmentalize areas so as
to limit the number of persons granted unescorted access into security controlled areas
and to control persons with escorted access.

Author guidance:

The plan would describe the method of determining access rights (including
approvals from security, operations, radiation protection and industrial safety
officers) and the manner in which access is granted and removed. Address the
validation of authorizations and the determination of need to access by management.
Describe protection measures applied to badging equipment, enrolment stations and
access databases to ensure that the systemis not exploited.

Suggested outline:

e Describe the graded approach policy for access to the facility, controlled
areas and sensitive information and include:

o The approach for implementing additional access controls (e.g.
surveillance, guard assisted access, two person control) including the
policy/criteria for when it is needed.

e Describe the process for requesting and granting approvals for physical and
logical access and need to access.

e Describe the protection measures applied to badging equipment, enrolment
stations, access databases and other critical computer systems to ensure that
these systems are not compromised.

e Describe the process to evaluate access control effectiveness.

e Describe the process for permitting visitors onto the site and the rules for
escort.

e Describe the process for granting emergency access to responders to
emergency situations, such asfire, medical or natural disasters, and:

o Describe differencesin approach depending on point of access.

e Describe the process for granting temporary access to inspectors,
investigators or otherswith authority and:

o Describe differencesin approach depending on point of access.




e Describe the access record management processes, including:
0 Authorizations and access issuance;
o Controlsto prevent compromise of access issuance.
e Describe the management of locks and keys used to ensure that access control
is not compromised, including:
0 Maintaining an authorized persons list;
0 Secure key storage (and badges, combinations/PIN codes);
0 Measures to prohibit removal of keys from the facility or duplication by
unauthorized personnel;
0 Measuresto verify return of all keys from employees terminating or whose
job responsibilities no longer require access;
0 Requirement to report loss of key and measures to compensate;
0 Process to change combinations or codes immediately if an employee no
longer requires access or a compromise has occurred;
0 Frequency of periodic physical inventory of keys and locks.
e Describe items prohibited (e.g. cameras, weapons, drugs, personal removable
media).
e Detail arrangements for staff operations during normal working hours to
include:
o Locking and unlocking the door</areas of the facility at the beginning and
at the end of the working day;
0 Activating and deactivating the intrusion detection system.

11.7.2.3. Security training

This section describes security training of personnel to ensure that procedures and
work are carried out in a secure manner.

Author guidance:

The plan would describe the process to provide security awareness training along
with other methods to convey individual nuclear security roles and responsibilities of
all personnel, aswell as the frequency of the awareness training.

Security management is also required to make sure that all personnel who are
assigned duties that can affect security have a sufficient understanding of the facility
and its security features, as well as sufficient competence to ensure secure operation
of the facility.

The plan would include a listing of necessary competencies and corresponding
training courses and descriptions of training needs by job position, qualifications of
the trainers, frequency of training and training records.

Suggested outline:

e Describe the security awareness training for all personnel, including its
frequency and the responsibilities assigned to personnel through the
awareness training.

e Describe the security training programme for personnel that have roles and
responsibilities that could impact security (including security personnel) at the
facility, including:

o Typeand level of training needed for each individual (or position);
o Training topics to be addressed;
0 Frequency of training;
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0 Assigned responsibilities for developing training materials and conducting
training;
0 Maintenance of course materials, training records to be kept and student
evaluations;
0 Revision of the training programme.
e Describe other awareness communication and security culture promotion.
e Describe the process used to determine the effectiveness of the training
programme.

11.7.2.4. System sustainability

This section addresses the efforts and programmes of [facility name] to ensure that the
effectiveness of the security system will continue for the life of the facility. This
section includes budgets resources, equipment maintenance, calibration, testing, and
performance assurance.

Resources and budgeting

This section describes the process used to secure adequate resources and budgets to
implement, manage, operate and sustain the nuclear security programme of the
facility.

Suggested outline:
Address the process for ensuring the availability of resources and budget for
equipment, staff, training, testing and system improvement.

Maintenance, calibration and testing
This section describes the maintenance, calibration and test programmes at the facility
related to ensuring the effectiveness of security system equipment.

Author guidance:

The security plan would define a preventative and corrective equipment maintenance
programme and describe the ability to respond to equipment failures. Include a
process description for maintenance records.

The security plan would list the equipment type requiring calibration. It would
addressthe criteria for equipment calibration and the frequency of calibration.

The plan would describe equipment testing to ensure that equipment is functional and
effective and would include the processes of implementing test procedures, the
frequency and documentation of testing and follow-up corrective actions.

Finally, describe the processes used to authorize and oversee maintenance,
calibration and testing. Also, include assurances that these actions are performed as
required.

Suggested outline:
e Describe the approach used to ensure that equipment and systems are
functioning as designed, including:
0 Preventative maintenance (regular basis);
o Corrective maintenance to respond to equipment malfunction or failure;
0 Referencesto maintenance procedures and schedules.




e Describe equipment calibration and include references to calibration
procedures and schedules.

e Describe test actions to confirm that security equipment is effective and
reference test procedures and the frequency of testing.

Performance assurance
This section describes the security system performance assurance programme,
including the integration of equipment, personnel, and procedures at the facility level
or subsystem/area level.

Author guidance:

The description here would address the approach to self-assessment, including the
types and frequencies of performance testing of people, procedures and equipment
(individually or in combination). Describe the approach to adversary scenario
development and analysis, which is conducted to identify security effectiveness and
vulnerabilities and to determine solutions and compensatory measures for all
identified vulnerabilities.

The plan would also detail the records that are kept for self-assessments and
performance tests and exercises. See IAEA-TECDOC-1276 for further information on
performance testing and analysis.

Suggested outline:

e Describe the process for performance assurance. Include how the
performance assurance programme provides confidence that the security
system is operating as designed and is effective (tests can address detection,
assessment, communication, delay and/or response).

e Reference or describe the process for implementing the performance
assurance programme, including exercises of equipment, personnel and
procedures at the facility level and/or subsystems/area level. This description
includes the process to:

o0 ldentify the need and scope of performance tests;
o Develop performance tests plans and procedures, including evaluation
criteria (e.g. response time, detection success).

e Describe self-assessment of the effectiveness of the security system or
computer security controls involving:

o ldentifying adversary scenarios that could challenge the security
system;

0 Including test resuilts;

0 Evaluating system response to identify vulnerabilities;

0 Determining solutions and compensatory measures to identified
vulnerabilities.

[1.7.2.5. Compensatory measures

This section describes the compensatory measures programme, which is necessary to
compensate for temporarily compromised, degraded or inoperable security related
equipment, systems or components and to address security vulnerabilities introduced
by abnormal situations (e.g. temporary security vulnerabilities introduced by events
such as severe weather, non-malicious civil unrest, equipment failure, publically
known critical computer vulnerabilities).

49



50

Author guidance:

Compensatory measures would provide a commensurate level of protection to offset
deficiencies introduced by compromised, degraded or inoperable equipment, system
or component and to address security vulnerabilities introduced by abnormal
situations.

Suggested outline:

e Describe the process used to determine appropriate security measures that
can effectively compensate for temporary degradation or inoperability of
security related equipment, systems or components and for abnormal
situations.

e Describe the process used to gain approval by the competent authority.

11.7.2.6. Process improvement

This section describes the formal programme to continually improve the processes
supporting the nuclear security system.

Author guidance:
The process improvement programme would assimilate information gathered from
operating experiences and corrective actions.

Suggested outline:
Describe or reference the programme to continually improve the processes
supporting the nuclear security system.

11.7.2.7. Security events reporting

This section describes the programme for identifying and gathering information,
reporting and investigating site related security events (including required external
reporting).

Author guidance:
The plan would describe what, when, how and by/to whom events would be reported,
the reporting time frame and the manner in which event reports are documented.

Suggested outline:
e Describe what needs to be reported and how, in accordance with the

requirements of the competent authority, including:

o Types of event or incident required to be reported to the competent
authority and what the required time frames are;

o Training for staff on procedures and their responsibility to report events,

0 Process for conducting an investigation in cooperation with the competent
authority;

0 Root cause determinations of events and the process for taking corrective
actions to prevent recurrence;

o0 Process for maintaining documentation of reportable events and
corrective actions.




11.7.3. Security forces

This section describes the guards that operate the security system on a daily basis and
protect the facility and its personnel as well as the response forces that provide a
response to a security event at [facility name].

[1.7.3.1. Guards

This section describes the guard forces that operate elements of physical security (e.g.
access control points and alarm stations), verify access authorization, conduct
contraband searches, perform patrols, assess and communicate alarms to response
forces and in general enforce adherence to procedures by on site personnel.

Author guidance:

The security plan would include guard staffing and would reference the operating
security procedures for guards within the site, including procedures related to patrol,
alarm enabling and disabling, key control and alarm response. The qualifications and
training of guards would be referenced and included in the training process.

Guard forces might also serve as the first responders to a security event and deter,
delay, interrupt and even neutralize the adversary. To do so, guards would assess and
contribute to the response in a timely manner (i.e. in time to prevent adversary
success). Guard forces would be recruited, managed, trained and tested. Guards
would be provided with written operating procedures.

Guard forces operate these elements of the security system:
Access control points and alarm stations;

Assess and communi cate alarms to response forces;
Verify access authorization;

Conduct contraband searches,

Perform patrols;

Enfor ce adherence to procedures.

Suggested outline:
e Describe guard staffing levels and necessary competencies, including:
0 General and task specific competencies (such as CAS operations);
0 Skillsand prerequisite training required;
0 Authorizations and legal authorities.
e Describe how guards operate security system elements within the site,
including:
0 Security equipment assigned to guards (e.g. flashlight, handcuffs, radios);
Security system equipment;
Access controls, including searches,
Patrols and posts,
Key control;
Communications;
CAS operations;
Alarm response;
Enforcing adherence to security rules,
Interaction with internal and external responders;
Testing and exercises,
Response to security events.

O 00000000 O0Oo
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11.7.3.2. Response forces

This section describes the response forces that respond to security events at [facility
name].

Author guidance:

Response forces are qualified persons, either on-site or off-site, who are armed and
appropriately equipped and trained to counter any nuclear security event. Response
forces are normally activated by the facility guards on the assessed detection of an
attempted malicious act. Response forces would be familiar with the site, the targets
to be protected and their hazards, and the rules of engagement. The response would
be based upon the contingency plan and would be exercised periodically, in
coordination with facility personnel and guards. Furthermore, response forces would
be prepared to address the possibility that material might be moved off-site, and in
thisregard, written plans and tactics for the recovery of stolen material would also be
exer cised.

Response forces would respond in a timely manner and with sufficient numbers of
appropriately equipped and armed personnel. They would be deployed in a tactical
manner to arrest, effectively incapacitate, neutralize and/or cause an adversary to
flee prior to the completion of the malicious act, in accordance with policy and
agreements. This includes using response tactics that are in accordance with Sate
policy on rules of force.

The security plan would address situations during a security event where nuclear or
other radioactive material is removed from the facility perimeter, both when the
whereabouts are known and when they are unknown.

The security plan would outline the arrangements for external response forces.

Suggested outline:
e Describe the response forces and include details on:
0 Who the response forces are and what authorities and rules of engagement
exist for each.
0 The process used to ensure that the response forces are capable of
effectively responding against the defined threat in a timely manner.
o The familiarity of the response forces with the facility. Provide specifics
for:
= |nteractionswith facility guards or other staff;
= Exercises and tours at the facility;
= Communication protocol and equipment between on-site and off-site
forces;
= Familiarity with site hazards, such as nuclear or other radioactive
material.
o Transition of command and control.
o0 The agreement between facility and response forces.

11.8. FACILITY INTEGRATED MANAGEMENT SYSTEM INTERFACES

The facility IMS consists of formal documentation, policies, procedures, practices and
actions that implement disciplined and structured operations that support facility
success.



Author guidance:

This section outlines the parts of the security programme that are often provided by
the broader, or corporate, organization. The security programme may already be well
developed and delivered by an existing IMS. However, there are situations where all
or parts of the security programme may not exist and require specific development
within the security programme.

Provide a description of how the following are achieved or reference the actual
document (title, number, version) that identifies the following facility IMSinterface.

11.8.1. Human resources

Suggested outline:

e Trustworthiness requirements incorporated in prerecruitment and post-
recruitment processes,

e Compliance with security obligations and responsibilities documented as a
condition of employment;

e Security awareness and education as part of employment;

e Disciplinary process established for breach of security obligations and
responsibilities;

e Established competencies for the appointment of security personnel;

e Recording of information on employee dissatisfaction.

11.8.2. Procurement, contracts and agreements

Suggested outline:
e Trustworthiness of supplier/contractor to be addressed prior to the tender

process.
e Information confidentiality to be addressed during the tender process.
e Documented security concerns within the terms and conditions of contract,
including:
o Protection of confidential information;
o Compliance with security obligations and responsibilities;
0 Non-compliance penalties.
e Referenceto policy on security provisions in contracts and agreements.

11.8.3. Policies and directives

Suggested outline:
Reference the relevant policies and directives that could influence the facility's

nuclear security programme (e.g. parking directive that restricts vehicles from
parking too close to facilities or a public relations policy on restricting the taking of
photographs).
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11.8.4. Processes and procedures

Suggested outline:
Reference the facility approved procedures and processes that allow for the

development, implementation, testing, approval, communication/training, and
maintenance of written procedures.

11.8.5. Records management and document control

Suggested outline:
Reference the facility approved programme and procedures for records management

and document control that are relevant to nuclear security.

11.8.6. Delegation of authority

Suggested outline:
Reference the facility approved formal process pertaining to both permanent and

temporary delegation of authority.

11.8.7. Management of changes

Suggested outline:
Reference the facility approved processes for changes that could directly or indirectly

affect the security function (e.g. a process to ensure that any change to either safety,
security or operations does not adver sely affect the other).

11.8.8. Performance evaluation system

Suggested outline:
Incorporate security specific performance indicators in the approved management

performance evaluation system (e.g. number of reportable security events that occur
in a year), including:

e Measurement;

e Assessment;

e |Improvement.

11.8.9. Safety, health and environment

This section describes the interfaces between safety, health, environment and nuclear
security.

e Address the process for ensuring conflict resolution when security goals are at
odds with safety goals.

e Address the process for ensuring conflict resolution when the need to protect
sensitive information is in conflict with the safety culture of ‘openness of
information’.

e Reference how the safety security interface isintegrated in processes such as.

0 Defining areasin accessrulesfor both safety and security purposes;
0 Using compartmentalization for both confinement and intrusion delay;



0 Using safety studies for the discussions on adversary scenarios and
consequence analysis;

0 Analysing how the redundancy or diversity of safety systems can
complicate an adversary’ s sabotage scenario;

0 How to minimize the security risks from material accounting checks
and inspection;

o How to minimize the security risks from the need for quick egress for
personnel or the need for rapid entry of emergency responders in
emergency situations.

11.8.10. Nuclear material accounting and control

This section describes how the NMAC systems can provide detection of theft or
diversion of nuclear and other radioactive material that is in storage, in use or in
transit during on-site movement, particularly by an insider.

Author guidance:

Describe how the facility utilizes material measurements and radiation detection
equipment to provide assurance that material stewardship is not compromised.
Soecifically, describe how systems are used to provide assurance that materials are
not stolen or diverted without detection.

Suggested outline:

e Define interfaces and security objectives with NMAC arrangements. If thereis
no NMAC arrangement, then one would be instituted specifically for security
and:

0 Describe how movements of nuclear or other radioactive material are
managed so as not to result in a condition where security thresholds are
exceeded (e.g. more material than the maximum allowable threshold
defined in IAEA Nuclear Security Series No. 13 being brought into a
security area).

Describe the methodol ogy used for conducting NMAC measures.

Describe the frequency of accounting updates/measurements.

Describe the minimum thresholds for measurements of protracted theft.

Provide details regarding the means of checks, including:

0 Visual checks to verify that nuclear and/or other radioactive material has
not been tampered with;

o Verification that there was no intrusion (e.g. use of seals or tamper
indicating devices).

e Describe access to documentation of records.

e Describe procedures for communicating discrepancies to security.

e Describe procedures for security response to discrepancies in
accounting/inventory.

11.9. CONTINGENCY PLAN

The contingency plan describes the predetermined sets of actions to be taken in the
event of a confirmed detection of an attempted and/or in progress malicious act so as
to effectively counter such acts. The [facility name] contingency plan is contained in
[insert location/reference]. The plan is developed by [insert participants] and is
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updated on a [insert frequency] basis or upon changes to the facility or response force
configuration.

Author guidance:

The contingency plan can be a part of the security plan or it can be a separate
contingency plan document. This plan would provide information as to who devel ops,
updates and possesses the plan. Further, the plan would explain how effectiveness is
validated through exercises and analysis. The facility contingency plan would
integrate with, and complement, the State’ s contingency plan.

11.10. REVIEW OF THE PLAN

This section details the review of the plan to ensure that the conditions and
assumptions under which it was developed are still valid. The [facility name] security
plan will be reviewed [insert frequency] or whenever changes to the facility or threat
impact permanently on security and the plan will be updated as necessary.

Author guidance:

If changes to the security plan are needed, they would be introduced by the
responsible facility personnel and approved by the competent authority. In addition,
the plan would be reviewed and updated whenever changes to the facility, material
inventory, security system, regulations or threat characteristics takes place. The plan
would include a means of version control to ensure that all parties are working to the
current and approved security plan.

11.11. REFERENCES

Author guidance:
Cite documents, legiglation, guidance, licences, plans, MOUSs, etc., here.




APPENDIX I11: DRAFT RESPONSE MEMORANDUM

Central Alarm Station
(CAS)

Design Basis Threat
(DBT)

Emergency Operations
Centre (EOC)

Event Commander

Facility

Facility Security Guard
(FSG)

Facility Security
Operations Manager
(FSOM)

Off-site Response Force
(OSRF)

Security Event

Security Exercise

Senior Emergency
Officer (SEO)

OF UNDERSTANDING

Definition

The CAS will contain communications resources for the FSG to interface
with the OSRF and outside personnel. This centre can be the event site
command location during an event.

The alarm monitoring location for on-site security alarms. The CAS
contains direct and redundant communication links to the OSRF.

The DBT outlines the set of adversary characteristics for which the
operators and State organizations together have protection responsibility and
accountability. The division of these responsibilities may vary according to
States. The DBT is used to define the requirements given to the operators
and to clarify the protection functions that are the responsibilities of the
State authorities.

The EOC supports the CAS during a security event. The EOC does not
control or command the deployment and operation of the OSRF but will
provide all necessary information and cooperation to the Event Commander
or Chief of OSRF.

A member of any responding agency with event command accreditation.
The Event Commander has command and control of all resources and
services present during the security event.

Facility refers to the research reactor facilities and co-located facilities and
activities.

Facility security personnel who are located at and respond at the facility site.
They patrol, perform access control and searches, and monitor and respond
to site response to alarms.

The facility staff member responsible for all security operations at the
facility.

Off-site local, national or military force(s) or any other force trained in the
use of firearms that is authorized under any act or regulation to carry
firearms and is qualified to use them to provide adequate response to an
event relative to the DBT.

Any threat that creates a risk to staff, the public or the environment as a
result of:
(a) Theft of nuclear material that could result in public radiation exposure;
(b) Sabotage which results in a potential release of radioactivity;
(c) Other criminal acts that could result in harm to staff, contractors or the
public;
(d) Any other event that has implications for nuclear security.

A scenario based training activity designed to test the facility’s security
plans and procedures as well as off-site support plans, response and
coordination. Exercises may directly or indirectly involve all site personnel
and outside agencies.

A facility management representative who is responsible for the operation of
the EOC during a site emergency.
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I11.1. INTRODUCTION

This MOU outlines the agreement between the RRRF and the OSRF for terms and
conditions of both parties in relation to the following:

e The OSRF will provide an adequate, appropriate and effective response to
calls for assistance as a result of a security event relevant to the RRRF DBT.

e The OSRF will participate in familiarity, preparedness activities and security
exercises related to the provisions of the response force services.

e The facility will provide facilities, technical support, expertise and resources
to support response force operations and training in relation to the RRRF.

This MOU will be in effect for [X] years but is subject to review and renegotiation at
the request of either party (annually or otherwise) if changes occur to the governing
conditions such as operating regulations, statutory authorities or threat levels (DBT).

I11.2. POINTS OF CONTACT

The FSOM will be the primary facility site contact for security and response force
issues with the OSRF. The on duty FSG shift supervisor will act as an alternative
contact for security and response force issues.

The FSOM and/or the Chief of the OSRF are the contacts for the purposes of this
MOU.

111.3. INITIAL NOTIFICATION AND RESPONSE
111.3.1. Initial notification

When a security event occurs at the RRRF, the CAS will determine whether to
contact the OSRF by the agreed upon communication arrangements.

111.3.2. Initial response on-site

The FSG are the first responders to any event within the RRRF. The decision to
deploy responders off-site will be made in consultation with the Chief of the OSRF
and the FSOM or designates.

111.3.3. Response time

Following communication from the CAS, the OSRF will deploy, in a timely manner,
appropriate and adequate response personnel to the facility to assist the FSG with the
security event.

111.3.4. Response team resources

The OSRF may deploy and/or arrange with other response forces. At the request of
the OSRF, the Incident Commander will deploy, as agreed, additional services to
assist at the facility. Agreement on the expected strength and estimated time of arrival
of each response force’s primary response and supporting response elements needs to
be specified as an Annex to the MOU and would include the following:

(1) Tactical response units;
(i) Crisis negotiator;



(i)  Canine team;

(iv)  Explosive disposal;

(v) Emergency response teams;

(vi)  Chemical/biological/radiological/nuclear (CBRN);
(vii)  Forensic identifications services;

(viit) Technical traffic collision investigation;

(ix)  Dangerous goods coordinator;

(X) Underwater search and recovery;

(xi)  Any other service provided by the OSRF and/or supporting units deemed
necessary by the Incident Commander.

111.4. RESPONSIBILITIES OF THE OSRF
111.4.1. First member at the scene

The first member to arrive at the scene shall:
(i) Report to the CAS;
(ii) Receive a briefing from the FSOM or designate;
(iii) Assess and verify the nature of the event;
(iv) Notify the Chief of the OSRF or his designate of the event; and
(v) Assume command of the response until relieved by a member of higher rank.

111.4.2. Event Commander

The Event Commander shall proceed to the CAS and assume overall command of
operations from the supervisor in charge.

111.4.3. Post-event debrief

The Event Commander shall organize a debriefing in an agreed upon timely manner
following conclusion of the event. The debriefing shall include members of the
facility, OSRF and emergency staff involved in the event.

111.5. SECURITY EXERCISES
111.5.1. Exercises

Exercises will be conducted between facility security and the OSRF to test the
capabilities of relevant personnel and procedures.

The facility will conduct regular security exercises and drills as part of their exercise
programme. The OSRF would continue, as agreed upon, to practice command and
control of the response.
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111.5.2. Facility visits by OSRF

The facility would arrange for OSRF personnel to conduct visits of the facility to
establish and maintain a level of familiarity with respect to response logistics, plant
layout, operations and equipment.

111.5.3. Planning and participation

The facility will be responsible for planning security exercises, developing the
exercise scenarios and coordinating the exercise. The OSRF will appoint a liaison
officer to assist in the development and coordination of OSRF involvement in the
exercises.

111.6. COMMUNICATIONS
111.6.1. Communication resources

The following communication resources would be in place during security events at
the facility:

(i) Dedicated telephone lines and base radio;

(ii) Direct phone line to the CAS and EOC;

(iii) Command centre/security radio link;

(iv) Compatible portable security radios.

111.6.2. Maintenance of communications equipment

The following off-site communication resources will be maintained by Facility:
(i) Dedicated telephone link between the CAS and OSRF;
(if) Radio communication between the facility CAS and OSRF.

111.6.3. Communications testing

The FSG will conduct telephone and radio tests of communications with the OSRF as
agreed upon. If a test is not initiated by the FSG, the OSRF would contact the FSG
and request that the test be conducted.

I11.7. COMMAND AND CONTROL
I11.7.1. Security command centre

During a security event, the Chief of the OSRF and the FSOM, or designates, will
operate from the CAS.

111.7.2. Emergency operations centre

The facility has the responsibility for the safe operation of the nuclear facility at all
times. This overall responsibility continues during a security event.

The FSG and OSRF have the potential to impact safe operations or to shut down the
facility. The Chief of the OSRF will liaise with the SEO to obtain technical and



operational information as to the effect of any action taken, along with its potential
on-site and off-site effects.

111.8. RESOURCES

The facility will provide the following resources to support the OSRF:

(i) SEO: The SEO will provide information to the CAS so as to provide the
OSRF with assistance regarding any radiological and technical issues.

(ii) Personal protective equipment: The facility will provide the OSRF
with any personal protective equipment required for a radiological
environment (e.g. dosimeters, contamination control clothing, respiratory
protection, safety glasses).

(iii) Maps: Site maps and facility floor plans will be provided at the CAS.

(iv) Escorts: Qualified radiological personnel will be provided to escort
OSREF personnel to the event area.

(v) Radios: The facility will provide the OSRF with compatible
programmed radios to monitor facility security frequencies.

(vi) Logistical support: The facility will assist the OSRF with logistical
support for such requirements as may apply to briefing areas, power
supplies and staging areas.

I11.9. LIMITATIONS OF LIABILITY, INDEMNIFICATION AND INSURANCE
111.9.1. OSRF

The OSRF shall not be liable in any manner whatsoever to the facility, which includes
all of its respective staff, servants and agents or their successors and assign for any
claim, including a claim by any third party against the facility, its staff or agents,
unless it was caused by negligence of an employee or agent of the OSRF.

111.9.2. Facility

The facility does hereby indemnify the OSRF, its staff and agents, including their
successors and assign against all costs, losses, expenses or liabilities incurred as a
result of a claim or proceeding related to or arising from OSRF performance of this
agreement unless it was caused by negligence or wilful misconduct of an employee or
agent of the OSRF. Notwithstanding the foregoing, in no event shall the facility be
liable for indirect or consequential damages.

The facility and the OSRF would ensure that they have appropriate general liability
insurance.

111.10. TERMINATION

Either party may terminate this agreement at any time, without fault and without
liability, upon [X] weeks written notice of termination.

Termination of this agreement does not affect any other relationship or obligations
between the parties.
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111.11. AGREEMENT

This agreement constitutes the entire agreement between the parties. There are no
other agreements, undertakings, representatives or warranties, collateral, oral or
otherwise, related to the subject matter herein.

IN THE WITNESS WHEREOF the parties have executed this agreement.
DATED AT , this day of , year

Signature:

Name:

Chief of OSRF
OSRF Pursuant to Delegated Authority

DATED AT , this day of , year

Signature:

Name:

Security Operations Manager
[facility name]
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ANNEX A: BASICS OF NUCLEAR SECURITY

This Annex will provide a review of the basic principles of nuclear security that
establish the basis of a nuclear security programme. These principles include:
elements of nuclear security, security design principles and methods to balance safety,
security and operations.

A-1. ELEMENTS OF NUCLEAR SECURITY

Physical security (physical protection) comprises a large suite of both technical
equipment (e.g. sensors, cameras, badges, metal detectors, doors, locks, fences and
guards) and administrative systems (e.g. procedures for controlling access, response
tactics, trustworthiness checks). Equipment, people and procedures are utilized to:

(i) Detect a malicious act;
(ii) Delay the progress of the malicious act;
(iii) Respond to the malicious act.

These three goals (detect, delay, respond) are considered the basic elements of nuclear
security. For any physical security system to be effective, it would successfully
achieve all three elements in a timely manner for all adversary scenarios. It would be
noted that for an adversary to be successful, they need only defeat one of these
elements for only one of the many possible adversary attack scenarios at a facility.

Detection: Detection is the act of alerting to an ongoing malicious act. It is
sequentially the first element of a security system, as it serves as the trigger for a
series of actions that result in physical protection success. Detection can be achieved
through:

— Sentries and other persons that visually see, hear or otherwise become aware
of an ongoing malicious act;

— Intrusion sensors that trigger an alarm in response to the changes in physical
phenomenon that can be associated with the intrusion of a person;

— Tamper devices that announce potential unauthorized access to an area or
device;

— Process controls that can detect deviations in a process from what is expected
and which may indicate a malicious action.

As many of the methods of achieving detection are not conclusive, they can also be
caused by innocent means (e.g. lightning, animals/insects, wind), all alarms need to be
properly assessed by a competent, properly trained person to verify evidence of an
ongoing malicious act. This assessment is typically performed either by a person
dispatched to investigate or by remote use of video cameras. Once an assessment has
taken place, the alarm is communicated to response forces. This initiates the next two
elements of security: delay and response.

Delay: Delay is the act of slowing or impeding the progress of the malicious act to
permit the intervention of response forces. Since slowing or impeding an undetected
malicious act does not aid in permitting the response forces to intervene, delay is not
considered until after assessed detection occurs. Therefore, delay components would
always be located sequentially after detection components for any adversary path. The
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delay objective can be achieved by barriers, either passive (e.g. doors, walls, fences,
and locks) or active (e.g. smoke and foam), or by tasks (e.g. removing bolts or
extracting fluid), or by distance and separation. The barriers, tasks and distance
impede progress, complicate penetration and/or extend task times for specific
adversary tasks associated with theft or sabotage. Delay is successful if it impedes the
adversary long enough for the response force to intercede (interrupt) prior to the
completion of the malicious act.

Response: Response refers to the capability to interrupt and physically stop a
malicious act prior to the initiation of unacceptable consequences. This is typically
performed by a response force. While the adversary is being delayed (as above), these
response forces are receiving the alarm communication resulting from the assessed
detection, assembling and deploying to the location of the malicious act and tactically
preparing to interrupt and engage the adversary. The time required to receive
communication and to prepare, deploy and engage would be less than the time needed
for the adversary to complete the malicious act after detection. In addition, the
deployed response forces would be sufficiently numbered, equipped and trained and
would employ sound response tactics so as to succeed in arresting, causing to flee or
incapacitating the adversary or otherwise stopping the malicious act prior to its
completion.

A-2. SECURITY DESIGN PRINCIPLES

A security system is the integrated interaction of the suite of appropriate detection,
delay and response components. There are principles to aid in effectively organizing
the design of the components to maximize security effectiveness. A full description of
security design can be found in IAEA-TECDOC-1276, but some of the principles are
summarized here.

Security layers: A physical security system is normally constructed in concentric
layers of security (e.g. protected area boundaries) around the nuclear and other
radioactive material targets to be protected. Each layer consists of a boundary
demarcation that is typically a barrier, such as a fence or the wall of a building or
room. Detection of unauthorized access is provided across the layer, as unauthorized
access could be correlated with a malicious act. Entry control points are located along
this layer to permit access of authorized persons, and these entry points include
detection and delay components to ensure that they are not avenues of unauthorized
entry. The number of concentric layers employed depends on the severity of potential
radiological consequences.

Defence in_depth: Defence in depth provides reliability that the failure of a single
security component does not equate to the failure of the security element and, thereby,
the security system. Therefore, multiple components of the same element (such as
multiple intrusion sensors) will be installed sequentially along the adversary’s path.
To achieve this in practice for all potential adversary paths, the design must include
multiple concentric layers of security. Defence is strengthened if technically diverse
components are employed along successive layers of security for both detection and
delay. For example, an adversary may need to bring (and be proficient in employing)
bolt cutters, sledge hammers and cutting torches to breach successively a fence and a
wall.

Balanced security: As adversaries have the freedom to select both the path and the
scenario to attempt the malicious act, and as they will prefer to select the weakest




path, it is important that the security system strive for balance to optimize security
resources while maximizing security effectiveness. To achieve balance, the layer
would provide equivalent detection and delay effectiveness regardless of what path or
scenario the adversary employs to penetrate the layer and regardless of where on the
layer an adversary breaches. This includes all access points along the security layer.

A-3. BALANCING SECURITY RISK WITH SAFETY RISK AND OPERATIONS

Nuclear safety and nuclear security are equally important at a RRRF. Safety and
security share many common elements and both serve to protect the research reactor
and its nuclear and radioactive material. The fundamental purpose of safety and
security is the same — the protection of people, society and the environment. The
acceptable risk is presumptively the same whether the initiating cause is a safety or a
security event. Moreover, the philosophy that is applied to achieve this fundamental
objective is similar. Both safety and security typically follow the strategy of defence
in depth, i.e. the employment of layers of protection. The fundamental nature of the
layers is similar and priority is given to prevention. Abnormal situations need to be
detected early and acted upon promptly to avoid consequent damage. Mitigation is the
third part of an effective security strategy. A balanced strategy would ensure that all
security measures take into account those measures established for safety, and these
are developed so as not to contradict each other during either normal or emergency
operation.

At times, security goals are at odds with safety or operational goals. In these
situations, it is important to employ an approach that optimizes the overall protection
to employees, the public, the State and the international community by minimizing the
combined safety/security risk. However, while doing so, it is important to consider
operations and attempt to find an approach that minimizes operational impact.
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CAS
CBRN
CPPNM
DBT
EOC
ECC
FSG
FSOM
IMS
IPPAS
MOU
NM
NMAC
OSRF
PPS
RRRF
SAT
SEO

ABBREVIATIONS

central alarm station
chemical/biological/radiological/nuclear
Convention on the Physical Protection of Nuclear Material
design basis threat

emergency operations centre

emergency control centre

Facility Security Guard

Facility Security Operations Manager

integrated management system

International Physical Protection Advisory Service
memorandum of understanding

nuclear material

nuclear material accounting and control

off-site response force

physical protection system

research reactor and related facility

systematic approach to training

Senior Emergency Officer
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