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foreword

A nuclear power programme is a major undertaking requiring careful 
planning, preparation and investment. Establishing an effective nuclear security 
infrastructure for a nuclear power programme is an essential element in the 
success of these activities. A comprehensive approach to nuclear security allows 
the State to manage all nuclear security issues in a holistic manner.

Through its nuclear security programme, the IAEA supports States 
in establishing, maintaining and sustaining an effective nuclear security 
infrastructure. The IAEA has adopted a comprehensive approach to nuclear 
security. This recognizes that an effective national nuclear security regime 
builds on: the implementation of relevant international legal instruments; the 
development of a national nuclear security policy and strategy, and national 
law and regulations; as well as the development of nuclear security systems and 
measures in key areas including information security, physical protection and the 
detection of and response to nuclear security events. Through its nuclear security 
programme, the IAEA aims to assist States in implementing and sustaining their 
nuclear security infrastructure in a coherent and integrated manner.

Nuclear security is a State responsibility, and developing and implementing 
an effective national nuclear security infrastructure is a key requirement for any 
State wishing to embark on a nuclear power programme. An effective national 
nuclear security infrastructure is vital to ensure that nuclear and other radioactive 
material does not fall into the hands of parties who could use the material for 
criminal or terrorist acts, and to prevent acts of sabotage against facilities and 
associated activities, including during transport. All States share this interest, 
whether or not they are implementing a nuclear power programme.

The preparation of this publication in the IAEA Nuclear Security Series has 
been made possible by the contributions of a large number of experts from IAEA 
Member States. The IAEA is grateful for their contributions in developing and 
reviewing this publication. 
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This publication does not address questions of responsibility, legal or otherwise, for acts 
or omissions on the part of any person.

Although great care has been taken to maintain the accuracy of information contained 
in this publication, neither the IAEA nor its Member States assume any responsibility for 
consequences which may arise from its use.
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1.  INTRODUCTION

BACKGROUND

1.1.	 The IAEA has established a nuclear security programme and instituted 
a series of publications on nuclear security to provide recommendations and 
guidance that States may use when establishing their national nuclear security 
infrastructure and implementing nuclear security systems and measures through 
that infrastructure. 

1.2.	 This Implementing Guide is designed to assist States in understanding 
and addressing the key actions to establish an effective national nuclear security 
infrastructure for a nuclear power programme. It should be read in conjunction 
with the Nuclear Security Fundamentals [1] and Recommendations [2–4], as well 
as other IAEA Nuclear Security Series publications, as appropriate.

1.3.	 A comprehensive approach to nuclear security prepares a States to deal 
with all nuclear security issues in a holistic manner, including changes in the 
nature of the threats to be managed by the State. This approach recognizes that an 
effective nuclear security regime builds on: 

—— Adoption of all relevant international legal instruments; 
—— Development of a nuclear security infrastructure, including a legal, 
regulatory and institutional framework and a national nuclear security 
strategy;

—— Implementation of nuclear security measures for nuclear material and 
facilities [2];

—— Implementation of nuclear security measures for radioactive material, 
associated facilities and associated activities [3];

—— Implementation of nuclear security measures for nuclear and other 
radioactive material out of regulatory control [4]. 

1.4.	 To assist States embarking on a nuclear power programme, the IAEA has 
published Milestones in the Development of a National Infrastructure for Nuclear 
Power [5]. This addresses the infrastructure needed for the development of a 
nuclear power programme. It also provides a framework of phases and milestones 
in the development of a national nuclear infrastructure [5] (Fig. 1). 
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Ready to commission 
and operate the first 
nuclear power plant  

FIG. 1.  Phases of infrastructure development for nuclear power.

1.5.	 The milestones framework allows a Member State to ensure sequentially at 
each milestone1 that it has: comprehensively recognized and identified national 
commitments and obligations associated with the introduction of nuclear power; 
established and adequately prepared the entire national infrastructure needed to 
begin construction of a nuclear power plant; and established all of the necessary 
competencies and capabilities to regulate and operate a nuclear power plant 
safely, securely, and economically over its lifetime, including decommissioning 
and management of waste [6].

1.6.	 To assist States introducing a nuclear power programme, this Implementing 
Guide adopts the milestones approach [5].2 The duration of each phase leading to the 
achievement of each milestone will depend on the resources that a State can commit 
to each phase and the extent of any existing national nuclear security infrastructure. 
The time that may be needed to design and implement aspects of the national nuclear 
security infrastructure does not necessarily coincide with the time taken to implement 
aspects of the national nuclear safety infrastructure. This publication allows a State 

1	 Phase 1: Considerations before a decision to launch a nuclear power programme; 
Milestone 1: Ready to make a knowledgeable commitment to a nuclear programme; Phase 2: 
Preparatory work for the construction of a nuclear power plant after a policy decision has been 
taken; Milestone 2: Ready to invite bids for the first nuclear power plant; Phase 3: Activities to 
implement the first nuclear power plant; Milestone 3: Ready to commission and operate the first 
nuclear power plant.

2	 This approach recognizes that much of the assistance that the IAEA provides to 
Member States by way of missions and other specialized services for those embarking on or 
expanding their nuclear power programme is based on the milestones publication [5], and 
integration of this approach into the IAEA Nuclear Security Series is an important step in 
providing a comprehensive service. 
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to assess from phase to phase and milestone to milestone whether it has effectively 
designed and implemented its national nuclear security infrastructure.

1.7.	 As outlined in para. 1.6, this Implementing Guide is structured to cover all 
aspects of the nuclear security infrastructure for a State, including actions related 
to nuclear material, other radioactive material and their associated facilities 
and associated activities as well as nuclear and other radioactive material out 
of regulatory control. As a consequence, certain parts of this Implementing 
Guide may not fully correspond with the phases and milestones related to the 
establishment of a nuclear power programme, although suggestions for the 
sequence of their implementation, through actions, is made having regard to 
the phases and milestones. In all cases the nuclear security infrastructure should 
be established as early as possible. For States that wish to embark on a nuclear 
power programme, the recommended actions should be fully implemented before 
the milestones that have been set.

1.8.	 There are synergies and interfaces between safety, security, and safeguards, 
including nuclear material accountancy and control, that a State should recognize 
when establishing its nuclear security infrastructure. In particular, States should 
actively engage in the international cooperation that strengthens safety, security 
and safeguards. States should also ensure full cooperation and coordination 
between competent authorities3 responsible for these key areas, both nationally 
and internationally. This issue will not be discussed in detail in this Implementing 
Guide; however, the relationship between all three is recognized and taken into 
account throughout the publication. Nuclear security, safety and safeguards 
should be considered during each phase of the development process of a nuclear 
power programme. They should be developed as far as possible in a well 
coordinated manner (for example, for safety see Refs [6, 7]). 

OBJECTIVE

1.9.	 The objective of this Implementing Guide is to provide guidance on the 
actions that should be taken by a State to establish an effective national nuclear 
security infrastructure for a nuclear power programme.

3	 A competent authority is a governmental organization or institution that has been 
designated by a State to carry out one or more nuclear security functions [2]. For example, 
competent authorities include regulatory bodies, law enforcement, customs and border control, 
intelligence and security agencies, etc. [3, 4]. Another example is the competent authority for 
transport.
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1.10.	States that do not intend to embark on a nuclear power programme, or 
already have an established nuclear power programme, will find the actions in 
this Implementing Guide to be useful when assessing and/or establishing the 
national nuclear security infrastructure for activities related to nuclear and other 
radioactive material, associated facilities and associated activities, as well as for 
dealing effectively with nuclear and other radioactive material out of regulatory 
control4.

SCOPE

1.11.	This Implementing Guide is primarily for national legislatures and other 
entities that will be involved in the establishment of the national nuclear security 
infrastructure and the implementation of nuclear security systems and measures 
through that infrastructure. 

1.12.	This publication covers: development of the national policy and strategy 
for the national nuclear security infrastructure; development of the legal and 
regulatory framework for the national nuclear security infrastructure; common 
nuclear security systems and measures for nuclear security infrastructure; 
development of a nuclear security infrastructure for nuclear and other radioactive 
material, associated facilities and associated activities, and systems and measures 
to address material out of regulatory control; and international cooperation.

1.13.	This Implementing Guide is limited to nuclear security. It does not cover 
the safety and safeguards infrastructure to be developed by a State. These subjects 
are covered in other IAEA publications [6, 7]. States should take into account the 
related requirements of non-proliferation (safeguards) and safety in an integrated 
manner with nuclear security.

4	 Regulatory control is any form of institutional control applied to nuclear material 
or other radioactive material, associated facilities, or associated activities by any competent 
authority as required by the legislative and regulatory provisions related to safety, security and 
safeguards. The phrase ‘out of regulatory control’ is used to describe a situation where nuclear 
or other radioactive material is present without an appropriate authorization, either because 
controls have failed for some reason, or they never existed. [4]
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STRUCTURE

1.14.	Following this introduction, Sections 2 and 3 provide guidance for the 
development of a national nuclear security policy and strategy and an associated 
legal and regulatory framework as fundamental parts of a national nuclear 
security infrastructure. Section 4 addresses common nuclear security systems and 
measures to be implemented through an effective nuclear security infrastructure 
within a State. Section 5 addresses nuclear security systems and measures for 
nuclear material and nuclear facilities. Section 6 addresses nuclear security 
systems and measures for other radioactive material, associated facilities, and 
associated activities. Section 7 addresses nuclear security systems and measures 
for nuclear and other radioactive material out of regulatory control. Section 8 
provides guidance on international cooperation.

1.15.	Each section details actions for establishing and sustaining an effective 
national nuclear security infrastructure. These actions make up a checklist that 
may be referred to in order to assess a State’s progress toward establishing 
the national nuclear security infrastructure at each stage of development and 
subsequent implementation of systems and measures. The actions are a set of 
measurable indicators of a State’s progress in establishing its nuclear security 
infrastructure and refer to ‘phases’ and the ‘infrastructure milestones’, where 
appropriate. The actions are derived from specific IAEA publications and other 
relevant references are also referred to in the text of each section.

1.16.	The Appendix provides a summary of the actions in tabular form indicating 
phases to be completed leading to the achievement of each milestone.
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2.  NATIONAL NUCLEAR SECURITY POLICY 
AND STRATEGY

2.1.	 Nuclear security is a State responsibility and establishing an effective 
national nuclear security infrastructure is a key prerequisite for any State wishing 
to embark on a nuclear power programme. An effective national nuclear security 
infrastructure is vital to ensure that nuclear and other radioactive material 
does not fall into the hands of those who could use the material for criminal or 
unauthorized acts, and also to prevent acts of sabotage against associated facilities 
and associated activities, including during transport. All States share this interest, 
whether or not they have or are embarking upon a nuclear power programme.

2.2.	 The importance of nuclear security needs to be recognized and reflected in 
every State’s policy related to the use of nuclear technology. This is particularly 
important in relation to a planned nuclear power programme.

2.3.	 The nuclear security policy and strategy developed by a State should:

—— Be based upon the State’s national security policy;
—— Identify the State’s international obligations contained in international legal 
instruments in relation to nuclear security;

—— Take into account good practices in nuclear security as set out in relevant 
guidance documents;

—— Identify the elements of a comprehensive nuclear security infrastructure, 
including appropriate systems and measures for prevention, detection, and 
response to nuclear security events5; 

—— Identify, and assign responsibilities to, the institutions within the State 
that will establish, maintain, evaluate, and sustain the nuclear security 
infrastructure and mechanisms for coordination and cooperation, 
and implement nuclear security systems and measures through that 
infrastructure; 

—— Identify measures to effectively sustain, and to continuously improve and 
update the nuclear security infrastructure through knowledge management, 
succession management, and appropriate programmes for capacity building, 
including training infrastructure;

5	 A nuclear security event is an event that has potential or actual implications for 
nuclear security that must be addressed [3, 4]. In the context of physical protection measures, it 
is an event that is assessed as having implications for physical protection [2].
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—— Identify the State’s relationship with key international institutions, such 
as the IAEA, and with other States, including through multilateral and 
bilateral arrangements;

—— Identify an appropriate process to facilitate the sharing of information 
and to achieve the goals of combating offences related to nuclear security 
events including terrorist acts;

—— Identify nuclear security measures for response to nuclear security events 
to ensure the safe and secure recovery of nuclear and other radioactive 
material out of regulatory control and ensure that such material is placed 
under regulatory control; 

—— Identify measures for prosecuting and/or extraditing alleged offenders for 
offences related to nuclear security events.

2.4.	 The State should establish a high level coordinating mechanism6 that brings 
together representatives of all competent authorities that have responsibilities 
relating to nuclear security. The roles and responsibilities of the competent 
authorities should be identified early in the planning stages for the establishment 
of the State’s national nuclear security infrastructure.

2.5.	 The State should ensure proper coordination among the competent 
authorities in relation to the roles and responsibilities of each, and to facilitate 
information exchange on a secure basis.

2.6.	 Each competent authority should have the authority and resources to 
fulfil its responsibilities in relation to nuclear security. Competent authorities 
responsible for the national nuclear security infrastructure may operate at the 
national, state and/or local levels.

2.7.	 The following actions (2-1 to 2-12) for establishing the national policy and 
strategy for nuclear security have been derived from the IAEA Nuclear Security 
Recommendations publications [2–4].

6	  While the coordinating mechanism is a process, it may be undertaken by a body, 
and that may be referred to as a coordinating body. An example of a coordinating body is a 
committee with representatives of all relevant competent authorities. If the State has a federal 
structure, the coordinating body could be established at the federal and at the state level. [4]. 
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ACTIONS FOR ESTABLISHING THE NATIONAL POLICY AND STRATEGY 

The national nuclear security policy and strategy as part of the nuclear 
security infrastructure should be in place by the end of Phase 1 and prior to 
Milestone 1 and fully implemented during Phase 2 and prior to Milestone 2 and 
reviewed and updated in Phase 3 and prior to Milestone 3.

Phase 1: Considerations before a decision to launch a nuclear power 
programme 

Action 2-1: The State should undertake a national threat assessment for nuclear 
security. 

Action 2-2: The State should assess its national security infrastructure based 
on the threat assessment, and should prepare recommendations for its national 
security infrastructure to be strengthened or updated, as appropriate, in areas that 
affect or are affected by nuclear security.

Action 2-3: The State’s policy should recognize the need for a strong nuclear 
security culture to be established and maintained as a key part of an effective 
national nuclear security infrastructure.

Action 2-4: The State should identify the existing competent authorities that 
have roles and responsibilities to carry out nuclear security functions and should 
identify the need to establish new competent authorities.

Action 2-5: The State should establish a process for developing national nuclear 
security infrastructure and implementing the necessary systems and measures, 
and ensure appropriate representation and participation from all of the relevant 
competent authorities.

Action 2-6: The State should establish contact with other States and international 
organizations to seek assistance, as appropriate, on matters related to its national 
nuclear security infrastructure.

Action 2-7: The State and all competent authorities should have a plan to 
strengthen cooperation, nationally with counterparts in other competent 
authorities and internationally with other States, on matters related to nuclear 
security.
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Action 2-8: The State should ensure that a high level assessment is undertaken 
of the requirements related to nuclear security for the design, construction, and 
operation of a nuclear facility and related activities.

Action 2-9: The State should ensure that the national nuclear security strategy 
specifies the nuclear security infrastructure that is needed. This strategy should 
identify all of the relevant actions to be taken.

Action 2-10: The State should identify the necessary resources, financial and 
human, that are needed for the implementation of the national policy and strategy.

Phase 2: Preparatory work for the construction of a nuclear power plant 
after a policy decision is taken 

Action 2-11: The State should periodically review and update the national policy 
and strategy including through an updated national threat assessment.

Phase 3: Activities to implement the first nuclear power plant

Action 2-12: The State should ensure that the national policy and strategy are 
reviewed, amended, and adjusted as necessary, including through updated 
national threat assessments.
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3.  LEGAL AND REGULATORY FRAMEWORK

3.1.	 Following the development of the State’s nuclear security policy and 
strategy, its implementation relies upon the establishment of an appropriate 
legal and regulatory framework that is in compliance with the international legal 
framework for nuclear security.

3.2.	 Each State should become a party to all relevant international conventions 
and agreements that relate to nuclear security to demonstrate commitment to the 
international legal framework. The following international conventions contain 
obligations that States should meet in establishing their national nuclear security 
infrastructure, including those related to the transport of nuclear and other 
radioactive material: 

—— The Convention on the Physical Protection of Nuclear Material (1979) [8];
—— Amendment to the Convention on the Physical Protection of Nuclear 
Material (2005) (not yet in force7) [9];

—— International Convention for the Suppression of Terrorist Bombings (1997) [10];
—— International Convention on the Suppression of the Financing of Terrorism 
(1999) [11];

—— International Convention for the Suppression of Acts of Nuclear Terrorism 
(2005) [12];

—— Protocol to the IMO Convention for the Suppression of Unlawful Acts 
Against the Safety of Maritime Navigation (2005) [13];

—— Protocol to the IMO Protocol for the Suppression of Unlawful Acts Against 
the Safety of Fixed Platforms Located on the Continental Shelf (2005) [14];

—— Beijing Convention on the Suppression of Unlawful Acts Relating to 
International Civil Aviation (2010) and the Beijing Protocol to the 1971 
Hague Convention on the Suppression of Unlawful Seizure of an Aircraft 
(2010) [15].

3.3.	 The United Nations Security Council has adopted the following legally 
binding resolutions under Chapter VII of the UN Charter that contain provisions 
which are relevant to nuclear security and, as such, should be implemented within 
a State as part of establishing a national nuclear security infrastructure:

7	 The Amendment to the CPPNM will enter into force on the thirtieth day after the date 
on which it has been ratified, accepted, or approved by two thirds of the States parties to the 
CPPNM.
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—— United Nations Security Council Resolution 1373 (2001) on international 
cooperation to combat threats to international peace and security caused by 
terrorist acts [16];

—— United Nations Security Council Resolution 1540 (2004) obliging States 
to refrain from supporting by any means non-State actors from developing, 
acquiring, manufacturing, possessing, transporting, transferring or using 
nuclear, chemical or biological weapons and their delivery systems [17].

3.4.	 The broader international legal framework includes the: Convention on 
Nuclear Safety (1994) [18]; Treaty on the Non-Proliferation of Nuclear Weapons 
(1970) [19]; Joint Convention on the Safety of Spent Fuel Management and on 
the Safety of Radioactive Waste Management (1997) [20]; Convention on Early 
Notification of a Nuclear Accident (1986) [21]; and Convention on Assistance in 
the Case of a Nuclear Accident or Radiological Emergency (1986) [22].

3.5.	 The following are non-binding international legal instruments that relate to 
nuclear security:

—— Code of Conduct on the Safety and Security of Radioactive Sources [23];
—— Guidance on the Import and Export of Radioactive Sources [24].

3.6.	 In addition, the following provide guidance on implementing nuclear 
security measures that should be considered when establishing a national nuclear 
security infrastructure:

—— IAEA International Law Series No. 4 [25];
—— Publications in the IAEA Nuclear Security Series;
—— Guidelines for transfers of nuclear related dual use equipment, material, 
and related technology (INFCIRC 254/Rev 7/Part 2) [26].

3.7.	 The State’s overall legal and regulatory framework should fully reflect 
all elements that are necessary for an effective national nuclear security 
infrastructure. Further guidance on these matters can be found in the IAEA’s 
Handbook on Nuclear Law [27] and Handbook on Nuclear Law: Implementing 
Legislation [28].

3.8.	 The legal and regulatory framework in the national nuclear security 
infrastructure may differ from State to State and be dependent on the existing 
arrangements for regulation of the peaceful uses of nuclear energy. In some 
States the competent authority with responsibility for assessing the nuclear 
security infrastructure may be different from the competent authority with 
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responsibility for authorization or licensing decisions8. In this publication all 
actions that relate to assessment, authorization, or approvals are referred to as 
being the responsibility of a regulatory authority even in circumstances where 
States may choose to assign these responsibilities to more than one competent 
authority9; or where the State chooses to assign these responsibilities to the 
regulatory authority that also assesses nuclear safety and in some cases radiation 
protection. The assessment and approval of nuclear security for the transport of 
nuclear and other radioactive material are referred to as being the responsibility 
of the “competent authority for transport”10. 

3.9.	 States should adopt legislative provisions for the criminalization of 
defined acts11 consistent with relevant international legal instruments related to 
nuclear security as well as legislative provisions on prosecution, extradition, and 
jurisdiction. 

3.10.	Effective implementation of the necessary nuclear security systems and 
measures through the national nuclear security infrastructure relies on the 
appropriate legal and regulatory framework supporting competent authorities 
that have responsibilities in the following areas, and the interfaces between 
them: 

8	 While an authorization is commonly referred to as a licence in some States, the term 
‘authorization’ is used throughout this publication.

9	 A regulatory authority is a ‘competent authority’. However, as the actions in this 
section refer in particular to regulatory actions, the term ‘regulatory authority’ rather than 
‘competent authority’ is used.

10	 It is recognized that not all competent authorities for transport assess both safety and 
security. However, for simplicity only one competent authority for transport is referred to in this 
publication.

11	 A criminal act is normally covered by criminal or penal law in a State whereas an 
‘unauthorized act’ is typically the subject of administrative or civil law. In addition, criminal 
acts involving nuclear or other radioactive material may constitute offences related to nuclear 
terrorism, including those set out in the Convention on the Physical Protection of Nuclear 
Material [8] and its Amendment [9] and the International Convention for the Suppression 
of Acts of Nuclear Terrorism [12], all of which in some States are the subject of special 
legislation. Unauthorized acts with nuclear security implications could include both intentional 
and unintentional unauthorized acts as determined by the State. Examples include: (1) the 
undertaking of an unauthorized activity involving radioactive material by an authorized person; 
(2) the unauthorized possession of radioactive material by a person with the intent to commit a 
criminal or unauthorized act with such material, or to facilitate the commission of such acts; (3) 
the failure of an authorized person to maintain adequate control of radioactive material; thereby 
making it accessible to persons intending to commit a criminal or unauthorized act, using such 
material [4].
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—— Overall national security; 
—— Regulation of nuclear security, including physical protection; 
—— Information security, including that of information in electronic form and 
computer security (cyber security); 

—— Nuclear material accountancy and control elements of safeguards obligations; 
—— Regulation of nuclear safety and radiation protection; 
—— Intelligence collection and evaluation, including threat assessment; 
—— Customs; 
—— Border protection and monitoring, including control of immigration;
—— Security arrangements for the transport of nuclear and other radioactive 
material by land;

—— Security arrangements for the transport of nuclear and other radioactive 
material by air;

—— Security arrangements for the transport of nuclear and other radioactive 
material by sea;

—— Law enforcement;
—— Prosecution and adjudication of alleged offences;
—— Public health and medical surveillance; 
—— Contingency and response plans and the interface of these plans with 
emergency response; 

—— Response forces.

3.11.	The State should ensure the appropriate assignment of responsibilities 
for implementation of the various nuclear security functions to the relevant 
competent authorities. The assignment of roles and responsibilities is usually 
done through legislation or administrative arrangements, consistent with national 
practice.

3.12.	The following actions (3-1 to 3-26) for establishing the legal and regulatory 
framework for nuclear security have been derived from a number of IAEA 
publications [1–4, 25, 27, 28].
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ACTIONS FOR ESTABLISHING THE LEGAL AND REGULATORY 
FRAMEWORK FOR NUCLEAR SECURITY 

The legal framework for nuclear security should be defined by the end of 
Phase 1 and prior to Milestone 1 and be well established and fully implemented 
at the end of Phase 2 and prior to Milestone 2. The regulatory framework for 
nuclear security should be in place at the end of Phase 2 and prior to Milestone 2. 

Phase 1: Considerations before a decision to launch a nuclear power programme 

Action 3-1: The State should identify all relevant international instruments and 
guidance documents related to nuclear security and plan to take action to become 
parties to each binding legal instrument.

Action 3-2: The State should identify all necessary elements of a domestic legal 
and regulatory framework for nuclear security arising from the international legal 
instruments, and plan to implement them through new or amended legislation. In 
particular, national legislation should:

—— Establish and/or identify all of the relevant competent authorities for 
nuclear security and ensure that appropriate legal authority is given to each;

—— Establish effective and independent competent authority(ies) with 
regulatory responsibilities. 

Action 3-3: The State should identify the necessary expertise to establish the 
legal and regulatory framework and request international assistance if necessary 
and appropriate.

Phase 2: Preparatory work for the construction of a nuclear power plant 
after a policy decision is taken 

Action 3-4: The State should establish its legislative and regulatory programme 
to provide for all competent authorities, including regulatory authorities, with 
a role in the national nuclear security infrastructure to have appropriate legal 
authority. This may include:

—— A system of authorization (such as licences, permits, certifications, 
approvals), including the authority to issue, amend, revoke, cancel or 
suspend such authorizations;

—— Authority to impose conditions or qualifications on an authorization;
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—— Authority to conduct inspections and compliance monitoring, including 
site access, power to require production of documents, examination or 
interview of personnel, and powers related to seizure and retention of 
evidence, including notices, warrants or similar processes;

—— Provisions related to legal protection of individuals who provide 
information for the purpose of protecting the integrity of nuclear security 
(also called protected disclosure or whistleblowing legislation);

—— Authority to undertake enforcement action;
—— Provisions related to the consequences of breach of or non-compliance 
with legislative provisions including a system of administrative or civil 
penalties;

—— Provisions related to appeal or review of decisions and actions;
—— Provisions related to the imposition of obligations in relation to the 
protection of sensitive information;

—— Provisions related to the exchange of nuclear security related information 
among competent authorities and with other States and relevant 
international organizations;

—— Provisions that relevant personnel are trustworthy;
—— A system for import and export controls for radioactive material, including 
nuclear material.

Action 3-5: The State should include in its legal and regulatory framework the 
requirement for a national threat assessment, a design basis threat (DBT) for a 
nuclear power plant and, as appropriate, a DBT or a threat assessment using an 
alternative threat based approach for other material and facilities. 

Action 3-6: The State should take steps to ensure that its domestic law establishes 
criminal offences consistent with its obligations under the relevant international 
conventions, whether contained in its nuclear security legislation, penal or 
criminal code or other legislation, as appropriate. Such offences should include:

—— Intentional unauthorized acquisition, possession, use, transfer, transport, 
import, export, disposal or dispersal of nuclear material or other radioactive 
material;

—— A threat or an attempt to commit an offence of unauthorized acquisition, 
possession, use, transfer, transport, import, export, disposal or dispersal of 
nuclear material or other radioactive material; 

—— Sabotage of nuclear or other radioactive material, associated facilities or 
associated activities; 

—— Acts that constitute a hoax or a scam with nuclear security implications.
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Action 3-7: The State should take appropriate legal steps to establish its 
jurisdiction over any criminal act associated with a nuclear security event: when 
the offence is committed in the State’s territory or on board a ship or aircraft 
registered in that State; when the alleged offender is a national of the State; 
or when the alleged offender is present in the State’s territory and it does not 
extradite the alleged offender.

Action 3-8: The State should assess its laws related to extradition and take 
steps to ensure that the laws are consistent with its obligations under relevant 
international instruments that relate to extradition in the context of a criminal act 
that has nuclear security implications. It should take steps to amend its laws if 
the existing laws are not consistent with international obligations imposed by the 
international legal instruments. 

Action 3-9: The State should ensure that appropriate penalties12 are in place 
for each offence and that the penalties appropriately reflect the gravity of the 
offences. In determining the penalties for these offences the State should consider 
the deterrent effect of the penalties that are imposed. 

Action 3-10: The State should review arrangements and enter into effective 
mutual legal assistance agreements to ensure that appropriate assistance 
arrangements are in place between it and other States so that effective prosecution 
of alleged offences related to nuclear security can occur. 

Action 3-11: The State should ensure that appropriate arrangements are in 
place between competent authorities to ensure that all requirements are met to 
facilitate the successful prosecution of offences and enforcement of civil and 
administrative penalties.

Action 3-12: The State should ensure that its national legislation clearly sets 
out those unauthorized acts that are not categorized as criminal offences but still 
call for redress through enforcement measures, including administrative or civil 
penalties. Such acts may include breaches and non-compliance related to the 
following in circumstances where the breach was unintentional and there is no 
other evidence that indicates the commission of an offence:

12	 Also referred to as ‘sanctions’. The term ‘penalty’ is used throughout the rest of this 
publication.
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—— Receipt, possession, use, transfer disposal or dispersal of nuclear or other 
radioactive material without necessary authorization;

—— Transport of material without required approval; 
—— Import or export of material without required approval; 
—— Failure to comply with conditions or other obligations imposed by the 
authorization or approval to receive, possess, use, transfer, dispose of, 
transport, import, or export material.

Action 3-13: The State should ensure that each competent authority has the 
appropriate technical, financial, and human resources to carry out its role and 
responsibilities and the authority to obtain appropriate expertise as needed.

Action 3-14: Each competent authority should have in place processes 
and procedures by which it carries out its role within the nuclear security 
infrastructure. 

Action 3-15: The regulatory authority should have all necessary regulations, 
codes, standards and guidance in place for the review, assessment and approval 
of actions, and for the issuance of all authorizations required, related to nuclear 
security systems and measures during the lifetime of the facility. This includes 
siting, design, construction, commissioning and subsequent operation, waste 
management, and decommissioning. 

Action 3-16: The regulatory authority should ensure that its authorization and 
approvals process requires appropriate consideration of nuclear security systems 
and measures for the issuance of all authorizations required during the lifetime of 
the facility, including siting, design, construction, commissioning and subsequent 
operation, waste management, and decommissioning. 

Action 3-17: The regulatory authority should ensure that it has a complete 
regulatory programme in place for authorization, inspection, and verification, as 
well as an enforcement programme, to carry out its functions as defined in the 
legal and regulatory framework.   

Action 3-18: The regulatory authority should ensure that it has a process in place 
to promulgate its regulatory requirements for nuclear security at appropriate 
stages. 

Action 3-19: The regulatory authority should ensure that it has sufficient 
resources in place to ensure its regulatory requirements are met, through:
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—— Review and assessment of the nuclear security systems and measures 
proposed in the application for authorization to ensure that the systems 
and measures implemented are consistent with the regulatory requirements 
prior to the issue of an authorization;

—— Inspection and oversight programmes for the implementation of nuclear 
security systems and measures following the issue of the authorization; 

—— Preparation for operational oversight and inspections related to the 
implementation of the nuclear security systems and measures approved 
under the authorization;

—— Implementation of an enforcement policy.

Phase 3: Activities to implement the first nuclear power plant

Action 3-20: The regulatory authority should require an applicant to demonstrate 
appropriate nuclear security systems and measures in the context of an application 
for each type of authorization. 

Action 3-21: The regulatory authority should have in place a process for the 
review and assessment of nuclear security systems and measures commensurate 
with the nuclear security concern.

Action 3-22: The regulatory authority should have in place a process to determine 
during its review process that:

—— The available information demonstrates that appropriate nuclear security 
systems and measures have been put in place;

—— The information in any application for authorization or an approval is 
sufficient to confirm and demonstrate the appropriateness of the nuclear 
security systems and measures;

—— The information in any application for authorization or an approval, in 
particular technical information, has been proved or qualified by experience 
or testing or both, and will enable the applicant or operator to demonstrate 
that the required level of nuclear security has been achieved.

Action 3-23: The regulatory authority should have inspection and oversight 
programmes in place for the nuclear security systems and measures to be assured 
that there is compliance with the regulatory requirements for nuclear security and 
any licence conditions specified in the authorization or approvals that relate to 
nuclear security. 
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Action 3-24: The regulatory authority should have an enforcement policy in 
place for responding to non-compliance with regulatory requirements that relate 
to nuclear security.

Action 3-25: The regulatory authority should have in place a process for 
reporting all significant non-compliances with regulatory requirements that relate 
to nuclear security, including loss of regulatory control and other nuclear security 
events to other relevant competent authorities [4].

Action 3-26: The State should have in place a process for regular assessment of 
the effectiveness of the regulatory framework as part of the process of continuous 
improvement.
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4.  COMMON NUCLEAR SECURITY MEASURES 
FOR AN EFFECTIVE  

NUCLEAR SECURITY INFRASTRUCTURE

4.1.	 There are a number of nuclear security measures that are common to the 
establishment of an effective national nuclear security infrastructure. These 
common nuclear security measures include development of:

—— A national threat assessment.
—— A DBT for the design of a nuclear facility for assessment of the threat 
of unauthorized removal of category I nuclear material or sabotage of 
nuclear material and nuclear facilities that has potentially high radiological 
consequences, i.e. for a nuclear power plant.

—— A threat assessment based on an alternative threat assessment methodology 
for the design of nuclear security measures for other nuclear material 
categories and other nuclear facilities and other radioactive material, 
associated facilities and associated activities.

—— An integrated approach for nuclear security including:
yy Appropriate management and protection of sensitive nuclear security 
information;

yy Ensuring the trustworthiness of personnel;
yy Human resource development for nuclear security;
yy An effective nuclear security culture; 
yy Measures to sustain the national nuclear security infrastructure.

NATIONAL THREAT ASSESSMENT 

4.2.	 The State should undertake a national threat assessment that will 
support key decisions in relation to the design of its national nuclear security 
infrastructure and implementation of necessary systems and measures, including 
for its nuclear power programme. The threats that need to be assessed are threats 
to nuclear material and other radioactive material, nuclear facilities, associated 
facilities and associated activities as well as acts involving nuclear or other 
radioactive material out of regulatory control. The State should ensure that the 
national authorities responsible for the national threat assessment use a suitable 
threat analysis methodology. 

4.3.	 A State’s nuclear security measures should be based on the State’s current 
evaluation of the threat (the national threat assessment) [2–4].
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4.4.	 The State should keep its national threat assessment under continuous 
review, and update it periodically and/or as the need arises based on new threat 
information. 

4.5.	 The following actions (4-1 to 4-5) for undertaking a national threat assessment 
have been derived from the IAEA Nuclear Security Recommendations [2–4].

ACTIONS FOR DEVELOPMENT OF THE NATIONAL THREAT ASSESSMENT 

The following actions related to national threat assessment should be 
initiated by the end of Phase 1 and prior to Milestone 1 and be developed and 
implemented by the end of Phase 2 and prior to Milestone 2 and reviewed and 
updated in Phase 3 and prior to Milestone 3.

Phase 1: Considerations before a decision to launch a nuclear power 
programme is taken

Action 4-1: The State should designate a competent authority (referred to as the 
‘responsible competent authority’) to undertake, in cooperation and collaboration 
with other relevant competent authorities, a national threat assessment as a 
key part of the design and development of the State’s national nuclear security 
infrastructure.

Action 4-2: The State should ensure that the responsible competent authority has:

—— Access to, and experience with, threat analysis methodology, as well as 
access to relevant information to assess and analyse as part of the national 
threat assessment;

—— The capability, resources and authority to undertake the national threat 
assessment;

—— Access to appropriate information and is authorized to obtain assistance 
of other competent authorities for the development of the national threat 
assessment.
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Phase 2: Preparatory work for the construction of a nuclear power plant 
after a policy decision is taken

Action 4-3: The responsible competent authority should consult widely to help it 
identify threats to be considered in the national threat assessment and apply a risk 
informed approach to considering them.

Action 4-4: The responsible competent authority should develop the national 
threat assessment. This should include the full range of threats and cover the 
maximum threat capabilities affecting:

—— Nuclear material and nuclear facilities;
—— Radioactive material and associated facilities and activities; 
—— Other critical infrastructure and social and political institutions that may be 
adversely affected by criminal or terrorist acts involving the use of nuclear 
or other radioactive material out of regulatory control.

Phase 3: Activities to implement the first nuclear power plant

Action 4-5: The responsible competent authority should ensure regular review of 
the national threat assessment and any necessary updating of the nuclear security 
infrastructure.

DBT OR THREAT ASSESSMENT FOR DESIGN 
OF NUCLEAR SECURITY MEASURES

4.6.	 The responsible competent authority, using credible information sources, 
should define the threat and associated capabilities in the form of a DBT or 
threat assessment. Following the recommendations in paragraphs 3.34–3.40 
in Ref. [2], a DBT should be developed for unauthorized removal of category 
I nuclear material and sabotage of nuclear material and nuclear facilities that 
have potentially high radiological consequences, such as a nuclear power plant. 
In relation to other nuclear facilities and other radioactive material, associated 
facilities and associated activities, the State should decide whether to use a threat 
assessment or DBT [29]. 
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4.7.	 The design and implementation of nuclear security systems and measures 
should be based on the DBT, or the threat assessment, and undertaken by the 
operator13.

4.8.	 A DBT should include all attributes and characteristics of potential insider 
and/or external adversaries, who might attempt an act of unauthorized removal or 
sabotage against which a nuclear security system is designed and evaluated and 
that an operator, is expected to be able to counter. 

4.9.	 The following actions (4-6 to 4-18) for conducting a DBT or alternative 
threat based assessment for the design of nuclear security measures have 
been derived from IAEA Nuclear Security Recommendations [2, 3] and from 
Ref. [29]. 

ACTIONS FOR DEVELOPMENT OF DBT OR THREAT ASSESSMENT 

The following actions related to DBT or threat assessment for the design 
of nuclear security measures should be developed by the end of Phase 2 and 
prior to Milestone 2 and should be reviewed and updated in Phase 3 and prior to 
Milestone 3.

Phase 2: Preparatory work for the construction of a nuclear power plant 
after a policy decision has been taken 

Action 4-6: The State should assign a competent authority (referred to as the 
responsible competent authority) to determine whether a DBT, or an alternative 
threat based approach resulting in a threat assessment, is required for the nuclear 
material, nuclear facilities, other radioactive material, associated facilities, and 
associated activities.

Action 4-7: The responsible competent authority should ensure that any threat 
based approach that is chosen for a threat assessment is appropriate and the 
decision is fully documented.

13	 For the purposes of this publication, the term ‘operator’ includes any person, 
organization, or government entity licensed or authorized to undertake the operation of a nuclear 
facility [2], an associated facility [3] or an associated activity such as transport of nuclear or 
other radioactive material. The term therefore includes shippers/consignors and carriers.
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Action 4-8: The responsible competent authority for the DBT should:

—— Coordinate the process for development of the DBT and document the 
assumptions and decisions made in relation to the DBT;

—— Following the development of the DBT, determine the respective 
responsibilities of the State and the operator for nuclear security measures.

—— Verify whether the existing regulatory framework is adequate for enabling 
relevant competent authorities to play their role in nuclear security and 
response to nuclear security events.

—— Disseminate the DBT or aspects of it to those responsible for providing 
nuclear security measures, and to those involved in DBT development and 
review and its use in the authorization and approval process;

—— Promulgate, apply and verify the appropriate security measures to protect 
the confidentiality and integrity of information provided for and contained 
in the DBT;

—— Determine how often the DBT should be reviewed and updated and 
define the process for such review and update, including consideration of 
appropriate trigger points; 

—— Coordinate with other competent authorities to ensure that the need to 
update the DBT is confirmed and acted upon;

—— Assess whether any review of the DBT has resulted in the need to revise 
and update the nuclear security systems and measures, and inform the 
operator accordingly.

Action 4-9: If applicable, operators should contribute the following information 
to assist in the development of the DBT:

—— Feedback on the potential impact of the DBT and its potential use as a basis 
for implementing nuclear security measures;

—— Supporting information regarding any concerns about insider threat and 
any other events that may have nuclear security implications. 

Action 4-10: Other competent authorities such as national and local police, 
armed forces, border control and customs authorities should also be consulted in 
the development process of the DBT. Each competent authority should:

—— Develop a list of threats to be considered in the development of the DBT;
—— Provide feedback to the State authority developing the DBT on the financial 
and operational impact of potential decisions and actions that may need to 
be taken in relation to the DBT under development.
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Action 4-11: The State should take action to ensure that risk management 
measures that are beyond the DBT and are the responsibility of the State are 
appropriately identified and action is taken by the State to manage these measures.

Action 4-12: In circumstances where an alternative threat based methodology is 
foreseen, the responsible competent authority(ies) should:

—— Coordinate the process for development of the threat assessment and 
document the assumptions made, vulnerabilities considered, consequences 
identified and decisions made in relation to the threat assessment;

—— Gain agreement for the threat assessment from other competent authorities 
and relevant State organizations;

—— Verify whether the existing regulatory framework is adequate for enabling 
relevant State bodies to play their role in nuclear security and response to 
nuclear security events;

—— Disseminate the threat assessment or aspects of it to those responsible 
for providing nuclear security measures, and to those involved in threat 
assessment development and review and its use in the authorization and 
approval process;

—— Promulgate, apply and verify the appropriate security measures to protect 
the confidentiality and integrity of information provided for and contained 
in the threat assessment;

—— Determine how often the threat assessment should be reviewed and updated 
and define the process for such review and update, including consideration 
of appropriate trigger points;	

—— Assess whether any review of the threat assessment has resulted in the need 
to revise and update the nuclear security systems and measures, and inform 
the operator accordingly.

Action 4-13: For the development of the threat assessment based on alternative 
methodology, the operators should contribute the following information to assist 
in the development of the threat assessment:

—— Feedback on the potential impact of the threat assessment and its potential 
use as a basis for implementing nuclear security measures;

—— Supporting information regarding any concerns about insider threat and 
any other incidents that may have nuclear security implications. 

Action 4-14: Other competent authorities such as national and local police, 
armed forces, border control, and customs authorities should also be involved 
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and consulted in the process to develop the threat assessment. Each competent 
authority should:

—— Develop a list of threats to be considered in the development of the threat 
assessment;

—— Provide feedback to the competent authority developing the threat 
assessment on the financial and operational impact of potential decisions 
and actions that may need to be taken in relation to the threat assessment 
under development.

Phase 3: Activities to implement the first nuclear power plant

Action 4-15: Based on the DBT, the operator should develop and implement the 
necessary systems, measures and procedures to protect against the DBT including 
those relating to security systems, nuclear material control system, contingency 
plans and transport.

Action 4-16: Based on the threat assessment, the operators should develop and 
implement the necessary systems, measures and procedures to protect against the 
threat(s) identified by the threat assessment including those relating to security 
systems, emergency preparedness, and transport.

Action 4-17: The State should ensure the review of the DBT for updating the 
design of nuclear security systems and measures, as appropriate.

Action 4-18: The State should ensure the review of the threat assessment for 
updating the design of nuclear security systems and measures, as appropriate.

MANAGEMENT SYSTEM FOR NUCLEAR SECURITY

General aspects of the management system 

4.10.	The management system of each competent authority and operator should 
establish objectives and policies for nuclear security as part of an integrated 
management system [30]. 

4.11.	The management system should be consistent with the goals of the 
organization in relation to nuclear security and should contribute to the 
achievement of those goals.



27

4.12.	The management system should integrate a number of other key elements, 
including: 

—— Protection of the confidentiality and integrity of sensitive information;
—— Human resource development;
—— Assessment of the trustworthiness of personnel.

4.13.	The management system also has a key role to play in the support of a 
strong nuclear security culture by:

—— Ensuring a common understanding of the key aspects of security within the 
organization;

—— Providing the means by which the organization supports individuals and 
teams in carrying out their tasks successfully, taking into account the 
interaction between individuals, technology, and the organization;

—— Reinforcing a learning and questioning attitude at all levels of the 
organization;

—— Providing the means by which the organization continually seeks to develop 
and improve its nuclear security culture;

—— Reinforcing the safety–security interface.

4.14.	The following actions (4-19 to 4-25) for design of an overall management 
system that encompasses policies and objectives related to nuclear security have 
been derived from IAEA publications [1–4, 30].

Actions for general aspects of the management system 

The following actions for the general aspects of the management systems 
should be in place by the end of Phase 2 and prior to Milestone 2 and reviewed 
and updated in Phase 3 and prior to Milestone 3.

Phase 2: Preparatory work for the construction of a nuclear power plant 
after a policy decision is taken

Action 4-19: Each organization that has a role in nuclear security should put 
in place a management system that encompasses policies and objectives that 
integrate nuclear security within the overall management system.
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Action 4-20: The documentation of the management system in relation to its 
coverage of nuclear security should include as appropriate the following:

—— The policy statements of the organization in relation to nuclear security;
—— A description of the management system for nuclear security; 
—— A description of the structure of the organization for managing nuclear 
security;

—— Documented delegation of responsibility from the senior management 
of the operator to the appropriate manager or supervisor with day-to-day 
responsibility for implementing aspects or nuclear security, including those 
conditions and qualifications contained in any authorization issued by 
relevant competent authorities;

—— A description of the functional responsibilities, accountabilities, levels of 
authority, and interactions of those managing, performing and assessing 
work related to nuclear security; 

—— A description of the processes and supporting information that explain how 
the work related to nuclear security is prepared, reviewed, kept up to date, 
carried out, recorded, assessed, and improved.

Action 4-21: The documents that describe the management system should be 
available for use taking into consideration appropriate security classification of 
the information contained.

Action 4-22: The documentation of the management system should reflect:

—— Coordination, within the management system of the operator and between 
the operator and the competent authorities and other bodies needed to 
support the operator in meeting its nuclear security obligations;

—— The characteristics of the organization and its activities in relation to 
nuclear security; 

—— The processes carried out by the organization and their interactions in 
relation to nuclear security. 

Action 4-23: Management and staff at all levels should demonstrate their 
commitment to nuclear security policies and objectives and adequate resources 
should be allocated to achieve this. Senior managers should act as role models 
to ensure the promulgation of nuclear security culture, including in particular the 
need to protect the confidentiality and integrity of sensitive information through 
the implementation of the management system. 
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Phase 3: Activities to implement the first nuclear power plant

Action 4-24: Each applicant or operator should demonstrate as part of an 
application for authorization or approval that it has in place an integrated 
management system that takes account of its responsibilities in relation to nuclear 
security.

Action 4-25: There should be a system for monitoring, assessing, and improving 
the performance of the integrated management system.

Protection of sensitive information and associated systems

4.15.	An effective national nuclear security infrastructure needs appropriate 
identification, classification, protection and management of sensitive information 
in all forms, covering all of the phases of the lifecycle of information: creation; 
use; storage; and destruction.

4.16.	The system for protecting sensitive information may be based on the overall 
information classification system that the State has in place for information that 
has national security implications. An appropriate legal and regulatory framework 
to afford appropriate protection, including specification of the period for which 
the information should be protected following its creation, should underpin 
protection of sensitive information that relates to nuclear security.

4.17.	The State should establish a national policy for protecting sensitive 
information systems, including computer systems, and other means to store, 
manage, or transmit sensitive information or are critical for the secure operation 
of the facilities as well as the secure management of nuclear and other radioactive 
material in use, storage, and during transport [31].

4.18.	The competent authorities should take measures to ensure appropriate 
protection of sensitive information the disclosure of which could compromise 
nuclear security. The nature of the information to be protected and the level of 
protection should be specified in the State’s policy on sensitive information. 

4.19.	The regulatory authority should promulgate its requirements on the 
protection of sensitive information to operators and require operators to ensure 
that all related parties that hold sensitive information are contractually required 
to protect sensitive information as defined in the regulatory requirements.
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4.20.	The following actions (4-26 to 4-33) for protection of sensitive information 
and sensitive information systems have been derived from IAEA Nuclear 
Security Series publications [1–4, 31].

Actions for protection of sensitive information 
and associated systems

The following actions for protection of sensitive information should be 
initiated by the end of Phase 1 and prior to Milestone 1 and be implemented by 
the end of Phase 2 and prior to Milestone 2. It should be reviewed and maintained 
throughout the lifetime of the nuclear power programme. 

Phase 1: Considerations before a decision to launch a nuclear power 
programme

Action 4-26: The State should define its national policy on sensitive nuclear 
security information based on need to know14, graded approach, and defence in 
depth principles. The policy should include:

—— Definition of the information to be protected;
—— Assignment of clear responsibilities for ensuring protection of sensitive 
information;

—— Classification of the information, including the level to which the 
information should be protected;

—— Measures for handling information including the manner in which it should 
be stored, transmitted, or destroyed; 

—— Assignment of responsibilities for each of the competent authorities in 
relation to information protection;

—— Identification of other measures necessary to protect sensitive information, 
such as protection of electronic data;

—— Conditions and arrangements for the sharing of sensitive information and 
for assisting law enforcement and prosecutorial bodies;

—— Detailed procedures, formats and protocols in relation to how information, 
including information on detection and response systems and measures, 

14	 A principle under which users, processes, and systems are granted access to only the 
information, capabilities, and assets which are necessary for the execution of their authorized 
functions [31].
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will be shared with other States, particularly neighbouring States and 
relevant international organizations; 

—— Establishment of an offence or offences and penalties in relation to the 
unauthorized disclosure of sensitive information.

Phase 2: Preparatory work for the construction of a nuclear power plant 
after a policy decision is taken

Action 4-27: The State should assign responsibilities to the appropriate 
competent authorities for the protection of sensitive nuclear security information 
and the protection of computer systems, networks, and other digital systems that 
store sensitive information or are critical for the secure operation of the nuclear 
or other radioactive material facilities (sensitive information systems).

Action 4-28: The competent authorities should define appropriate requirements 
for protecting sensitive nuclear security information and sensitive information 
systems.

Action 4-29: The regulatory authority should promulgate requirements that an 
operator should demonstrate to the satisfaction of the regulatory authority that it 
complies with the regulatory requirements related to the protection of sensitive 
information and sensitive information systems. This should include its contractual 
arrangements with vendors and contractors.

Action 4-30: Each competent authority should establish and implement 
policy and procedures for the protection of sensitive information and sensitive 
information systems, including policy and procedure for the appropriate sharing 
of information with other relevant agencies both nationally and internationally.

Action 4-31: Each competent authority should ensure that relevant personnel 
are trained in procedures for protection of sensitive information and sensitive 
information systems.

Action 4-32: Each operator should implement relevant policies for the protection 
of sensitive information and sensitive information systems, including procedures 
for the transmission of information to the regulatory authority and the competent 
authority for transport in relation to the nuclear security systems and measures of 
the operator and impose these requirements on vendors and contractors through 
appropriate arrangements.
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Action 4-33: Each operator should ensure that relevant personnel are trained 
in procedures for protection of sensitive information and sensitive information 
systems, and impose these requirements on vendors and contractors through 
appropriate arrangements.

Trustworthiness of personnel

4.21.	Taking into consideration State laws, regulations or policies regarding 
employment rights and job requirements, a formal process should be used 
to demonstrate the trustworthiness of personnel involved in nuclear security 
infrastructure, to the appropriate levels, for their roles. This formal process 
should serve to assist in reducing the risk of authorized personnel engaging in 
illegal activities, for example becoming insider threats. 

4.22.	The following actions (4-34 to 4-36) in relation to the trustworthiness of 
personnel have been derived from IAEA Nuclear Security Series publications 
[2–4, 32].

Actions for ensuring the trustworthiness of personnel

The following actions for the trustworthiness of personnel should be in 
place by the end of Phase 2 and prior to Milestone 2 and reviewed and maintained 
during Phase 3 and prior to Milestone 3.

Phase 2: Preparatory work for the construction of a nuclear power plant 
after a policy decision is taken

Action 4-34: Competent authorities should establish policies and procedures, 
consistent with national laws, requiring personnel having specified responsibilities 
relevant to nuclear and other radioactive material and associated facilities and 
associated activities, to:

—— Be subject to appropriate trustworthiness checks;
—— Have as a condition of employment that a positive ‘trustworthiness check’ 
is obtained and maintained.
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Phase 3: Activities to implement the first nuclear power plant

Action 4-35: In implementing a trustworthiness policy, the competent authorities 
should ensure that processes are in place to determine the trustworthiness 
of persons with authorized access to nuclear and other radioactive material, 
associated facilities and associated activities, and sensitive information and 
sensitive information systems. 

Action 4-36: The competent authorities should adopt measures and procedures to 
ensure that the trustworthiness of personnel is regularly reviewed and revalidated.

Human resources for nuclear security

4.23.	Each competent authority and organization with a role in nuclear security 
should properly address human resources. An assessment of the State’s education 
and training needs in relation to nuclear security should be conducted as part 
of its initial set of tasks during the establishment of the national policy and 
strategy that is discussed in detail in Section 2. Cooperation with other States 
and international organizations should be pursued to provide insights into the 
competences and human resources necessary for implementing the national 
nuclear security infrastructure as part of a nuclear power programme.

4.24.	The assessment process for education and training needs for nuclear 
security should include examination of the current capabilities of existing 
academic facilities and research and development centres as well as technical 
training institutions to provide training in areas of technical, legal, and policy 
expertise related to nuclear security that will be required for the authorization, 
approval, operation and oversight of the national nuclear security infrastructure 
for the nuclear power programme. 

4.25.	On the basis of the assessment of the education and training needs for 
nuclear security, a comprehensive plan for either upgrading existing training 
institutions or building new training institutions should be developed during the 
development of the national policy and strategy. Possibilities for collaboration in 
human resources development for nuclear security, for example with potential 
vendor States and other States in which nuclear power plants are operated, should 
be explored at an early stage.

4.26.	Experience shows that, before education and training curricula are put in place, 
it could be useful to use opportunities for education in institutions in other States, to 



34

send nuclear security trainees abroad, and to hire nuclear security specialists from 
other States to provide academic and practical education and training, so as to start 
developing human resources from Phase 1 onwards. When hiring general security 
staff, additional training in nuclear security should be considered.

4.27.	Due consideration should be given to securing local resources skilled 
in nuclear security, since the loss of trained human capital may jeopardize the 
effectiveness and sustainability of the nuclear security infrastructure. In the light 
of the experience of developing States, a strategy to attract and retain within 
the State high quality nuclear security staff should be developed as part of the 
national policy and strategy developed by the coordinating mechanism. 

4.28.	Human resource development in nuclear security will vary depending on 
the extent to which a State develops its indigenous capabilities in nuclear security 
immediately or relies initially on capabilities supplied by vendor or other States. 
Indigenous capability in nuclear security should be established and developed 
in the long term, to ensure the sustainability of the national nuclear security 
infrastructure and the effectiveness of nuclear security systems and measures 
put in place by operators. A State should develop its own training and education 
capability to ensure the long term availability of key human resources in the 
nuclear security area. Other possible solutions are regional training centres and 
nuclear security networks to enhance national capacity building and to contribute 
to sustaining the global nuclear security framework. In addition, States should 
ensure that they have measures in place for the coordination of training activities 
among relevant competent authorities including possible cooperation with 
competent authorities in other States. 

4.29.	 The following actions (4-37 to 4-52) in relation to human resource development 
have been derived from IAEA Nuclear Security Recommendations [2–4].

Actions for human resource development

The following actions for human resource development should be developed 
during Phase 1 and prior to Milestone 1 and be in place by the end of Phase 2 
and prior to Milestone 2 and fully implemented by the end of Phase 3 and prior 
to Milestone 3.
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Phase 1: Considerations before a decision to launch a nuclear power programme

Action 4-37: The State should, in conjunction with the relevant competent 
authorities, assess the full range of nuclear security related disciplines required 
for the national nuclear security infrastructure.

Action 4-38: The State should assess the availability of those nuclear security 
related disciplines within the State.

Action 4-39: The State should assess the educational capabilities within the State 
for these nuclear security related disciplines or consider the extent to which it can 
rely on external sources as a supply of resources for particular disciplines.

Action 4-40: The competent authorities should identify specialized training 
needs for existing nuclear security personnel or other security personnel within 
the State.

Action 4-41: The competent authorities should develop plans to train or hire the 
human resources necessary for the nuclear security infrastructure of the State.

Action 4-42: The competent authorities should consider national training 
institutions in other States and relevant international organizations that could 
provide education and training in key areas related to nuclear security.

Action 4-43: The competent authorities should consider their strategy for 
attracting, training and retaining an adequate number of experts to meet the 
needs of all organizations involved in the nuclear security infrastructure for a 
prospective nuclear power programme.

Action 4-44: The competent authorities should consider establishing competences 
and a system of qualification and accreditation for nuclear security personnel.

Phase 2: Preparatory work for the construction of a nuclear power plant 
after a policy decision is taken

Action 4-45: All competent authorities should actively recruit staff to ensure that 
there is sufficient capacity in all areas relevant to nuclear security in a timely 
manner.

Action 4-46: All organizations involved in nuclear security should commence 
the relevant education and training with the appropriate institutions.
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Action 4-47: Competent authorities should use experts from other States where 
necessary to augment the nuclear security training programme.

Action 4-48: The State should discuss with other State counterparts and 
international organizations the feasibility of establishing regional training centres 
for nuclear security personnel.

Action 4-49: The State should implement measures for coordination of training 
activities among relevant competent authorities including possible cooperation 
with competent authorities in other States. 

Phase 3: Activities to implement the first nuclear power plant

Action 4-50: The State, in conjunction with competent authorities and the 
operator, should plan how it will continue to maintain the supply of appropriately 
trained human resources in nuclear security over the life of the nuclear power 
programme.

Action 4-51: All competent authorities and operators involved in nuclear security 
should ensure the continued availability of sufficient competent human resources 
for the efficient and effective implementation of measures necessary for the 
national nuclear security infrastructure throughout the stages of development of 
the programme. 

Action 4-52: All competent authorities and operators should prepare and 
implement a human resource management programme that should include 
staffing, qualification, and training and succession management for nuclear 
security purposes.

Promotion of A nuclear security culture

4.30.	Nuclear security culture has to be effective at three levels. The first is the 
national nuclear security policy that the State decides to put into practice; the 
second is each organization that has a role in putting the national security policy 
into effect; and the third is the management and individuals in each organization 
that should put nuclear security policies into effect [32].

4.31.	Nuclear security culture is the assembly of characteristics, attitudes and 
behaviour of individuals, organizations, and institutions that serves as a means to 
support and enhance nuclear security. It is essential that nuclear security culture 
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is embedded within all organizations involved in nuclear security. When such 
a culture is successfully embedded, staff at all levels within an organization 
understand and appreciate the need to maintain a high level of nuclear security.

4.32.	The effectiveness of the nuclear security infrastructure is dependent on the 
actions of individuals as well as the way in which they collectively influence 
nuclear security. Nuclear security culture plays a key role in ensuring that 
individuals, organizations and institutions remain vigilant and that sustained 
measures are taken to counter threats.

4.33.	Sound nuclear security culture needs:

—— Clear policy and legislation that emphasizes the importance of nuclear 
security; 

—— Institutions, including competent authorities and operators, with clear 
mandates, roles and responsibilities in relation to nuclear security;

—— Leaders and managers who model behaviour that emphasizes nuclear 
security; 

—— Recruitment and training of personnel that encourage individuals to have 
the attitudes and behaviours that support nuclear security; 

—— Strong training programmes and frequent exercises that reinforce the 
attitudes and behaviours that support nuclear security; 

—— Sufficient resources to sustain the nuclear security infrastructure, systems 
and measures;

—— Fostering of safety culture and security culture taking into account their 
commonalities and differences.

4.34.	The following actions (4-53 to 4-58) for the support of a sound nuclear 
security culture are derived from IAEA Nuclear Security Series publications 
[1–4, 32].

Actions for the promotion of a nuclear security culture

The following actions for the promotion of a nuclear security culture should 
be in place by the end of Phase 1 and prior to Milestone 1 and fully implemented 
during Phase 2 and prior to Milestone 2 and reviewed and maintained during 
Phase 3 and prior to Milestone 3.
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Phase 1: Considerations before a decision to launch a nuclear power programme

Action 4-53: The State’s national policy and strategy should recognize that a 
strong nuclear security culture is essential (see Action 2-1). The State’s national 
nuclear security infrastructure should reflect this and its implementing measures 
should recognize the importance of a strong nuclear security culture. 

Phase 2: Preparatory work for the construction of a nuclear power plant 
after a policy decision is taken

Action 4-54: All competent authorities and institutions involved in nuclear 
security should encourage and promote appropriate behaviour, attitudes and 
characteristics of a sound nuclear security culture.

Action 4-55: The State should strongly promote effective leadership and 
management of nuclear security within all competent authorities and institutions, 
including operators, with responsibility for nuclear security.

Action 4-56: Competent authorities and institutions, including operators, should 
strongly promote effective leadership and management of nuclear security within 
their organizations 

Action 4-57: Competent authorities and institutions, including operators, should 
develop tools and methodologies for assessing nuclear security culture within 
their organizations.

Action 4-58: Competent authorities and institutions, including operators, 
involved in nuclear security should be encouraged to foster a positive nuclear 
security culture through positive role models (leaders and managers), training, 
positive reinforcement through recognition of nuclear security culture, sound 
policies and processes that support nuclear security.

Sustaining the national nuclear security infrastructure

4.35.	Sustaining the national nuclear security infrastructure relies upon:

—— Commitment of the necessary resources to ensure that the national nuclear 
security infrastructure is sustained and effective in the long term;

—— Establishment of an effective management system within all competent authorities, 
entities, and organizations that have responsibility for nuclear security;
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—— Recognition that credible threats will continue to exist and that nuclear 
security is important at the institutional, organizational, and individual 
level;

—— Evaluation of threats over time to ensure that nuclear security systems are 
always consistent with the current evaluation of the threats. 

4.36.	The following actions (4-59 to 4-61) for sustaining the national nuclear 
security infrastructure are derived from Recommendations level publications in 
the IAEA Nuclear Security Series [2–4].

Actions for sustaining the national nuclear security 
infrastructure

The following actions for sustaining nuclear security infrastructure 
should be in place by the end of Phase 2 and prior to Milestone 2 and be fully 
implemented during Phase 3 and prior to Milestone 3.

Phase 2: Preparatory work for the construction of a nuclear power plant 
after a policy decision is taken

Action 4-59: The State should establish a sustainability programme to ensure 
that the nuclear security infrastructure is effective in the long term by committing 
the necessary resources. This requires assessment and regular review of all 
components: national policy and strategy, legal and regulatory frameworks, 
financial support, and investment in human resources.

Action 4-60: Competent authorities and operators should establish sustainability 
programmes for their nuclear security systems and measures. Sustainability 
programmes should encompass:

—— Incorporation of sustainability factors into the design of nuclear security 
systems and measures;

—— Maintenance and continuous improvement of the management system for 
nuclear security; 

—— Human resource management, capacity building, and training in relation to 
nuclear security;

—— Equipment updating, maintenance, repair and calibration of nuclear security 
systems;
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—— Performance testing and operational monitoring of nuclear security 
systems;

—— Configuration management;
—— Ongoing assessment of resource allocation and operational cost analysis to 
ensure appropriate allocation of resources for the maintenance of nuclear 
security systems and measures.

Phase 3: Activities to implement the first nuclear power plant

Action 4-61: Competent authorities and operators should ensure the 
implementation of their sustainability programmes for the nuclear security 
systems and measures.
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5.  NUCLEAR SECURITY MEASURES 
FOR NUCLEAR MATERIAL  
AND NUCLEAR FACILITIES

5.1.	 Nuclear security systems and measures are an essential part of a nuclear 
power programme and fall within the overall nuclear security infrastructure of 
the State. The objective of the implementation of nuclear security measures for 
nuclear material and nuclear facilities is:

—— To protect against the unauthorized removal of nuclear material;
—— In the event of unauthorized removal of nuclear material, to locate and 
recover that material;

—— To protect nuclear material and nuclear facilities against sabotage;
—— In the event of an act or acts of sabotage against nuclear material and 
nuclear facilities, to mitigate or minimize the radiological consequences of 
sabotage.

5.2.	 These objectives may be achieved through the implementation of:

—— Measures against unauthorized removal of nuclear material in use and 
storage and sabotage of nuclear facilities;

—— Measures against unauthorized removal and sabotage of nuclear material 
during transport. 

5.3.	 This section focuses on the nuclear security systems and measures for 
nuclear material and nuclear facilities. These systems and measures are part of 
the broader obligation of the State, competent authorities and operators to put in 
place an appropriate national nuclear security infrastructure for a nuclear power 
programme. Many of the actions contained in this section are a subset or related 
to actions set out in Sections 2–4, and 6–8 and should be implemented with due 
regard to these actions as well. In particular this section applies to the nuclear 
security systems and measures for the protection of nuclear material against 
unauthorized removal with the intent to construct a nuclear explosive device, and 
to the protection against sabotage of nuclear facilities and of nuclear material 
during transport. Protection against unauthorized removal of nuclear material 
for potential off-site dispersal is dealt with in Section 6. Measures to locate and 
recover nuclear material after it has been reported to a competent authority as 
lost, missing, or stolen are addressed in Section 7.
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MEASURES AGAINST UNAUTHORIZED REMOVAL OF NUCLEAR 
MATERIAL AND SABOTAGE OF NUCLEAR FACILITIES

5.4.	 The objective of the State’s nuclear security infrastructure can be achieved 
in relation to nuclear material and nuclear facilities by the application of the 
principles set out in the Recommendations on Physical Protection of Nuclear 
Material and Nuclear Facilities [2].

5.5.	 The nuclear security measures that are put in place should be effective 
against both unauthorized removal of nuclear material and sabotage. The 
measures should be based on the more stringent requirements for physical 
protection: either those against unauthorized removal or those against sabotage. 
When a facility contains nuclear material and other radioactive material the 
two sets of protection requirements should be considered and implemented in a 
manner such that the more stringent requirements for physical protection of the 
nuclear material are applied.

5.6.	 The State should ensure that its nuclear security systems and measures are 
capable of establishing and maintaining the risk of unauthorized removal and 
sabotage at acceptable levels through risk management. This requires assessing 
the threat and potential consequences of unauthorized removal or sabotage, and 
then developing a legal and regulatory framework that ensures that appropriate 
effective nuclear security measures are put in place [2]. 

5.7.	 A graded approach should be used to provide higher levels of protection 
against nuclear security events that could result in higher consequences. The State 
should decide what level of risk is acceptable and what level of protection against 
the threat should be provided. For protection against unauthorized removal, the 
State should regulate the categorization of nuclear material in order to ensure an 
appropriate relationship between the nuclear material of concern and the nuclear 
security measures. For protection against sabotage, the State should establish its 
threshold(s) of radiological consequences in order to determine appropriate levels 
of physical protection taking into account existing nuclear safety and radiation 
protection measures [2]. 

5.8.	 The nuclear security systems and measures should also reflect the principle 
of defence in depth. Defence in depth relies upon the implementation of 
several layers and methods of protection including hardware (security devices), 
procedures (administrative controls, including management and organization of 
guards) and facility design (including layout). 
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5.9.	 The State should ensure that the primary responsibility for the 
implementation of the nuclear security systems and measures for nuclear material 
and nuclear facilities rests with the holders of the relevant authorizations.

5.10.	The applicant or operator should prepare a security plan as part of its 
application to obtain an authorization. The security plan should be based on 
the threat assessment or DBT and should include sections dealing with design, 
evaluation, implementation and maintenance of the nuclear security systems 
and measures and contingency plans. The competent authority should review 
the security plan and once approved the plan should then be implemented in 
accordance with the authorization. The operator should review the security plan 
regularly to ensure it remains up to date with the current operating conditions and 
the nuclear security measures. The operator should submit an amendment to the 
security plan for approval by the competent authority before making significant 
modifications, including temporary changes, to arrangements detailed in the 
security plan. For changes involving potential reduction in security, approval 
should be received prior to making the change.

5.11.	For a new nuclear facility the site selection and design of the nuclear 
facility should take the need for nuclear security measures into account as early 
as possible and also address the interface between nuclear security systems and/
or measures and those for safety and nuclear material accountancy and control to 
avoid any conflicts and to ensure that all three elements complement each other.

5.12.	On-site security personnel, transport security personnel and off-site 
response forces including military and law enforcement personnel are key to the 
implementation of an effective nuclear security system. Effective coordination 
and cooperation between all of these competent authorities and personnel should 
be established as part of the design and implementation of the nuclear security 
system.

5.13.	The applicant or operator should define measures to respond to nuclear 
security events (contingency measures). The contingency measures should be 
included in a contingency plan15, which will be a part of a security plan required 
by the regulatory authority and assessed as part of the authorization process for 
the nuclear power plant. 

15	 A contingency plan is a predefined set of actions for response to unauthorized acts 
indicative of attempted unauthorized removal or sabotage, including threats thereof, designed 
to effectively counter such acts [2].
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5.14.	The operator has prime responsibility for the protection of its facility, based 
on the threat assessment or DBT. The regulatory authority should ensure that 
the responsibilities of operators and of the other relevant competent authorities, 
particularly off-site response forces, are clearly defined in the contingency plans. 

5.15.	Depending on the level of threat, operators may need the support of off-site 
response forces especially in relation to training, equipment, exercises and actual 
response to a nuclear security event. To effectively provide for a cooperative and 
coordinated response, the regulatory authority should ensure that appropriate 
arrangements are put in place between operator and law enforcement agencies as 
part of contingency planning.

5.16.	The State should ensure that its national response plan and the contingency 
plan developed by the operator are fully compatible. The State should require 
evaluations including performance testing to demonstrate this compatibility. 

5.17.	The State should ensure that the design of the national response plan 
and the contingency plan be reviewed periodically, including in the light of 
changes in threats, enhanced understanding of the potential vulnerabilities of a 
nuclear facility, its systems and structures, and advances in physical protection 
approaches, systems and technologies, and updated as necessary.

5.18.	The following actions (5-1 to 5-30) for measures against unauthorized 
removal of nuclear material and sabotage of nuclear facilities are derived from 
IAEA Nuclear Security Recommendations [2].

ACTIONS FOR THE MEASURES AGAINST UNAUTHORIZED REMOVAL 
OF NUCLEAR MATERIAL AND SABOTAGE OF NUCLEAR FACILITIES

The following actions for the measures against unauthorized removal of 
nuclear material in use and storage and sabotage of nuclear facilities should be 
developed during Phase 2 and prior to Milestone 2 and fully implemented during 
Phase 3 and prior to Milestone 3. 

Phase 2: Preparatory work for the construction of a nuclear power plant 
after a policy decision is made

Action 5-1: The State should define how the graded approach should be applied 
to the protection against unauthorized removal of nuclear material and sabotage 
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of nuclear facilities. The State should adopt the categorization system set out 
in paragraphs 4.5–4.8 in Ref. [2] for the protection of nuclear material from 
unauthorized removal and the method described in paragraphs 5.4–5.8 in Ref. [2] 
for protection against sabotage.

Action 5-2: The State should define requirements, based on the threat assessment 
or DBT, for the development of nuclear security measures for nuclear material 
in use and in storage and for nuclear facilities, depending on the potential 
consequences of either unauthorized removal or sabotage. The requirements to 
be taken into account for the protection against unauthorized removal are set out 
in paragraphs 4.9–4.49 of Ref. [2], for measures to locate and recover missing 
or stolen nuclear material in paragraphs 4.50–4.63 of Ref. [2] and for protection 
against sabotage in paragraphs 5.1–5.58 of Ref. [2].

Action 5-3: The State should ensure that the nuclear security systems and 
measures are compatible with nuclear material accountancy and control measures.

Action 5-4: The State should specify the roles and responsibilities of all relevant 
competent authorities, from State to local levels, that will ensure an effective 
response, in cooperation with operators, to a nuclear security event.

Action 5-5: The State should ensure that the regulatory framework in relation to 
nuclear security systems and measures for nuclear material and nuclear facilities 
takes into account the recommendations in paragraphs 3.9–3.17 and 3.23–3.30 of 
Ref. [2].

Action 5-6: The State should ensure that the regulatory framework outlines 
the requirements for the development of nuclear security measures of nuclear 
facilities at the relevant stages of licensing and that the required measures are 
implemented by the applicant or operator at each of the following stages:

—— Siting;
—— Design;
—— Construction;
—— Commissioning (including bringing nuclear material onto the site);
—— Operation;
—— Decommissioning.

Action 5-7: The State should ensure that the regulatory framework includes in 
the requirements for licensing the need for a security plan, as part of a licence 
application, that will detail the applicant/operator’s physical protection system, 
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including details of the design, implementation, maintenance, and evaluation of 
the nuclear security systems and measures and contingency plans, including the 
relationship between the applicant/operator and the relevant response agencies. 
The security plan should also include provisions for regular exercises.

Action 5-8: The State should ensure that the regulatory framework requires 
the applicant/operator to develop arrangements with off-site response forces 
in cooperation with the competent authority(ies) responsible for ensuring the 
effective implementation of the applicant/operator’s contingency plan. 

Phase 3: Activities to implement the first nuclear power plant

Action 5-9: The regulatory authority should consider establishing a cooperation 
programme with vendor States, in particular for sharing of information in 
relation to the potential consequences of a nuclear security event. In addition the 
competent authorities should consider establishing cooperation arrangement with 
the competent authorities of other States with responsibility for authorization and 
approvals that have experience of oversight of nuclear power plants of the same 
type as that selected for construction. 

Action 5-10: The applicant/operator should identify the targets to be protected 
and design its nuclear security measures to protect targets based upon the threat 
assessment or DBT. When considering the threats, the applicant/operator should 
pay due attention to the potential role of insiders. 

Action 5-11: The applicant/operator should consider establishing a cooperation 
programme with the vendor and with other organizations operating nuclear power 
plants and related facilities of the types that are selected for construction, for the 
purpose of strengthening design of the nuclear security systems and measures. 

Action 5-12: The applicant/operator should prepare a security plan as part of its 
application to obtain an authorization to construct a nuclear power plant. The 
security plan should be based on the threat assessment or the DBT and should 
include sections dealing with design, evaluation, implementation, performance 
testing and maintenance of the nuclear security measures, and contingency plans. 

Action 5-13: The applicant/operator should ensure that its nuclear security 
measures include procedures and protocols, including trustworthiness checks 
and programmes for selection and qualifications of staff, to control access of 
personnel to facilities, critical digital systems and components and sensitive 
information.
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Action 5-14: The regulatory authority should assess and approve the security 
plan, the implementation of which should then be part of the conditions attached 
to the authorization.

Action 5-15: The State should ensure that programmes, plans, and procedures for 
preparedness for a nuclear security event (contingency plans) are implemented 
at the national, local, and facility level and having regard to international 
obligations, including early notification.

Action 5-16: The State should ensure that there are appropriate arrangements 
in place for coordination between the operator’s contingency plan, the national 
response plan and the plans of the relevant competent authorities involved in 
response.

Action 5-17: The State, relevant competent authorities, and the operator should 
exercise the contingency plan and the response plans, in particular to test the 
coordination with off-site response forces and to identify potential safety–
security interface issues.

Action 5-18: The State should ensure that before nuclear fuel first arrives on the 
site and is loaded into the reactor, all elements of the nuclear security systems and 
measures are in place and relevant competent authorities and other organizations, 
including the operator, have developed contingency and emergency arrangements 
and successfully exercised with local and national organizations to the satisfaction 
of regulatory authority. Nuclear security measures for fuel in temporary storage 
prior to loading into a reactor should be consistent with the material category.

Action 5-19: The State should ensure that response forces are familiar with the 
site and the sabotage targets, and with potential on-site prevention or mitigation 
actions.

Action 5-20: The operator should define procedures setting conditions for 
activation of the contingency plan when initiating the response to a nuclear 
security event.

Action 5-21: The operator should implement its nuclear security measures 
and evaluate them before receipt of nuclear material and commissioning of the 
nuclear power plant. 
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Action 5-22: The operator should implement means and procedures for 
evaluation, including performance testing, and maintenance of the nuclear 
security systems and measures. 

Action 5-23: The operator should review the security plan regularly and should 
submit any amendments to the security plan for approval by the regulatory 
authority. For modifications to arrangements detailed in the approved security 
plan, the regulatory authority should verify the operator’s compliance with the 
security plan. For changes that may lead to any reduction in security, regulatory 
approval should be received prior to implementing any modifications.

Action 5-24: The regulatory authority should ensure that the inspection and 
verification of the nuclear security systems and measures includes testing of 
the system (including testing of the detection, delay and response systems) and 
review of the effectiveness of the implementation of the nuclear security systems 
and measures.

Action 5-25: The regulatory authority should require the operator to report any 
non-compliance with its nuclear security systems and measures including prompt 
reporting of all events with nuclear security implications.

Action 5-26: The competent authority that develops the threat assessment or 
DBT should continuously review the threats and evaluate the implications of any 
changes in the threat assessment or DBT. The competent authority should take 
steps to ensure that any change in the threat assessment or DBT is appropriately 
reflected in the operator’s security plan by requiring a review, and upgrade if 
necessary, of arrangements.

Action 5-27: Recognizing that a revision of the DBT may take time, the regulatory 
authority should require the operator to implement short-term compensatory 
measures based on the current threat assessment, if necessary.

Action 5-28: If the regulatory authority determines that the nuclear security 
systems and measures are incapable of providing the required level of protection, 
the operator should immediately implement compensatory measures to provide 
adequate protection. The operator should then, within an agreed period, plan 
and implement corrective actions to be reviewed and approved by the competent 
authority. 

Action 5-29: The regulatory authority should ensure that the effectiveness of 
these compensatory measures against the current assessed threat is evaluated.
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Action 5-30: The operator should make arrangements to ensure that during 
emergency conditions and exercises, the effectiveness of the physical protection 
system is maintained.

MEASURES AGAINST UNAUTHORIZED REMOVAL AND SABOTAGE 
OF NUCLEAR MATERIAL DURING TRANSPORT 

5.19.	Establishing the legal and regulatory framework for nuclear security during 
transport of nuclear material is addressed in Section 3. Nuclear security measures 
against unauthorized removal and sabotage of nuclear material during transport 
should be based on the guidance outlined in paragraphs 5.4–5.10 above.

5.20.	The first transport of nuclear material to be conducted as part of the new 
nuclear power programme will be the transport of fresh nuclear fuel to the nuclear 
power plant site. Nuclear security requirements for the transport of fresh fuel as 
well as the transport of irradiated fuel should be established at an early stage. A 
transport security plan may need to be submitted to the competent authority for 
transport in relation to each shipment or series of shipments. 

5.21.	The State’s responsibility for nuclear security in relation to nuclear material 
in transport should be determined either by the borders of its sovereign territory 
or the flag of registration of the transport vessel or aircraft. A State’s nuclear 
security infrastructure for nuclear material in international transport should 
extend to the carriage of material on board ships or aircraft registered to that 
State while in international waters or airspace and until another State acquires 
jurisdiction.

5.22.	The State’s nuclear security infrastructure should ensure that nuclear 
material is always under the jurisdiction and control of the State and that the 
point at which responsibility for nuclear security is transferred from one State 
to another State, including in some circumstances through another State to the 
receiving State and from one shipper/carrier to another, is clearly defined and 
applied by all concerned. International transport operations should be overseen 
by one or more government organizations having the relevant authority and 
competence in transport security and/or the appropriate mode of transport.

5.23.	The shipping State should consider, before allowing the international 
transport, whether the States involved in the transport, including the transit States:
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—— Are parties to the Convention on the Physical Protection of Nuclear 
Material [8]; or

—— Have concluded with the State a formal agreement which ensure that 
physical protection arrangements are implemented in accordance with 
internationally accepted guidelines; or

—— Formally declare that their physical protection arrangements are 
implemented having regard to internationally accepted guidelines; or

—— Have issued licences or other authorizing documents which contain 
appropriate physical protection provisions for the transport of nuclear 
material consistent with internationally accepted guidelines.

5.24.	When international shipments pass through the territory of States other than 
the shipping State and the receiving State, the shipping State should, in advance, 
identify and inform the other States involved in such transit in order that the 
transit States can ensure that the proposed arrangements are in accordance with 
their national law.16 Additionally, any sensitive information shared by the States 
concerned should be protected

5.25.	The following actions (5-31 to 5-39) for measures against unauthorized 
removal and sabotage of nuclear material during transport are derived from IAEA 
Nuclear Security Recommendations [2].

ACTIONS FOR MEASURES AGAINST UNAUTHORIZED REMOVAL AND 
SABOTAGE OF NUCLEAR MATERIAL DURING TRANSPORT 

The following actions for transport security for nuclear material should be 
developed during Phase 2 and prior to Milestone 2 and fully implemented during 
Phase 3 and prior to Milestone 3.

Phase 2: Preparatory work for the construction of a nuclear power plant 
after a policy decision is taken

Action 5-31: The State should define requirements, based on the threat 
assessment or DBT, for the physical protection of nuclear material during 
transport, depending on the potential consequences of either unauthorized 

16	 This publication does not affect the exercise of navigation rights and freedoms by 
ships and aircraft as provided for in international law.
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removal or sabotage [2]. The requirements to be taken into account for the 
protection against unauthorized removal are set out in paragraphs 6.1–6.43 of 
Ref. [2], for measures to locate and recover nuclear material missing or stolen 
during transport in paragraphs 6.44–6.55 of Ref. [2] and for protection against 
sabotage in paragraphs 6.56–6.73 of Ref. [2].

Action 5-32: The competent authority for transport should promulgate its 
requirements for nuclear security measures for nuclear material during transport 
to shippers and carriers. In particular, the competent authority should require 
the use of a threat assessment and/or a DBT as a common basis for the design 
and implementation of nuclear security measures for nuclear material during 
transport.

Action 5-33: The State should ensure that there is a requirement for the 
development by a party that enters the State’s territory and may be covered by 
the State’s jurisdiction of a transport security plan to meet the physical protection 
requirements during the transport of nuclear material. The plan may cover a 
series of similar movements. 

Phase 3: Activities to implement the first nuclear power plant

Action 5-34: The competent authority for transport should ensure that all 
relevant requirements for the transport of nuclear material are fully implemented 
by shippers and carriers.

Action 5-35: For each shipment, or series of similar shipments, the shipper and/
or carrier should submit a transport security plan to the competent authority for 
transport approval.

Action 5-36: The shipper and/or carrier of the nuclear material should ensure that 
the transport is undertaken in accordance with the approved transport security 
plan.

Action 5-37: The competent authority that develops the threat assessment or 
DBT should continuously review the threats and evaluate the implications of any 
changes in the threat assessment or DBT. The competent authority for transport 
should take steps to ensure that any change in the threat assessment or DBT is 
appropriately reflected in the shipper’s and/or carrier’s nuclear security measures 
by requiring a review, and upgrade if necessary, of arrangements. Any review 
of arrangements that results in a consequent upgrade or amendment should 
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be submitted to the competent authority for transport for approval prior to its 
implementation by the shipper or carrier.

Action 5-38: Shippers and carriers should develop and implement training 
programmes for their staff, including any guards they employ in relation to 
the conveyance. In particular, this should be done prior to the first shipment of 
nuclear fuel to the nuclear facility. 

Action 5-39: Shippers and carriers should undertake exercises as part of their 
security plan and ensure that exercises are coordinated with the appropriate 
competent authorities. In particular, this should be done prior to the first shipment 
of nuclear fuel to the nuclear facility. 



53

6.  NUCLEAR SECURITY MEASURES FOR 
RADIOACTIVE MATERIAL AND 

ASSOCIATED FACILITIES AND ACTIVITIES

6.1.	 This section focuses on the nuclear security systems and measures for 
radioactive material, associated facilities and activities. These systems and 
measures are designed to prevent, detect and respond to nuclear security events 
and cover radioactive material, as well as associated facilities and associated 
activities throughout their lifetime.

6.2.	 In addition to those States that need a nuclear security infrastructure to deal 
with radioactive material, other than nuclear material, and associated facilities 
and associated activities, States embarking on or expanding a nuclear power 
programme need measures for protection against unauthorized removal and 
sabotage of radioactive material. Establishment of appropriate nuclear security 
infrastructure and implementation of systems and measures to address radioactive 
material, associated facilities and associated activities should be addressed at this 
earliest stage of the nuclear power programme. 

6.3.	 Furthermore, a large inventory of radioactive material will accumulate 
during the life of the nuclear power plant and will need protection from 
unauthorized removal and against sabotage. Therefore, a State should have 
adequate nuclear security measures in place for the radioactive material, its 
associated facilities and associated activities, including for the transport of 
radioactive material within the context of its nuclear power programme. 

6.4.	 Many of the actions contained in this section are a subset of, or are related 
to, actions set out in Sections 2–5, 7 and 8, and should be implemented having 
regard to those actions. 

GENERAL MEASURES

6.5.	 Implementation of nuclear security systems and measures for radioactive 
material, associated facilities and associated activities falls within the overall 
nuclear security infrastructure of any State where radioactive materials are used. 
The nuclear security measures should be designed to:

—— Deter, detect and delay unauthorized access to or unauthorized removal of 
radioactive material;
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—— Allow rapid assessment of any nuclear security events to enable initiation 
of appropriate response and to allow recovery of radioactive materials and 
mitigation of the event to start as soon as possible; 

—— Provide for rapid response to any attempted or actual unauthorized access 
to radioactive material [3].

6.6.	 Nuclear security measures for radioactive material should be based 
on a graded approach, taking into account the principles of risk management, 
including such considerations as the level of threat and the relative attractiveness 
of the material for unauthorized use. These measures should be based on a risk 
informed, graded approach that uses the concept of defence in depth to maximize 
the effectiveness of the measures [3].

6.7.	 The State should establish an effective system of managing risk to an 
acceptable level. This relies upon assessing the threat and potential consequences 
and then developing a regulatory framework and ensuring that appropriate and 
effective nuclear security measures are put in place. 

6.8.	 The following actions (6-1 to 6-7) for development of nuclear security 
measures for radioactive material and associated facilities and activities are 
derived from IAEA publications [3, 23].

ACTIONS FOR GENERAL MEASURES

The following actions for nuclear security measures for radioactive material 
and associated facilities and activities should be developed and implemented 
whether or not the State has a nuclear power programme. In the case of States 
wishing to embark on a nuclear power programme, it would be beneficial to the 
State’s overall security programme to have the actions fully in place as early as 
possible and prior to the introduction of radioactive material for the construction 
of the first nuclear power plant during Phase 3.

Action 6-1: The competent authority(ies) responsible for threat assessment 
should undertake a national threat assessment for radioactive material, associated 
facilities and associated activities in the context of the facilities and activities 
themselves and of the nuclear power programme. The State should use the 
outcome of the threat assessment to develop the nuclear security requirements 
for the operator for radioactive material, associated facilities and associated 
activities.
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Action 6-2: The State should ensure that an effective approval process for the 
import and export of radioactive material includes appropriate consideration of 
nuclear security measures. 

Action 6-3: The State should define the requirements to ensure that every 
operator has appropriate and effective nuclear security measures in place to detect 
nuclear security events and report any event promptly so that a timely response 
may be made. 

Action 6-4: The State should ensure that a categorization system for security 
measures for radioactive material, compatible with relevant international 
instruments, is established and implemented by the operator to ensure that 
appropriate nuclear security measures are applied. The categorization system 
should allow the identification of radioactive material that has potentially 
significant consequences if involved in a nuclear security event, including 
aggregations of radioactive material.

Action 6-5: The State should define the requirement for a system of inventory 
control to be established and implemented by the operator so that the necessary 
degree of effective control is exercised over the radioactive material at all times, 
including during all transfers of control.

Action 6-6: The State should determine requirements for the security plan for 
radioactive material and associated facilities and associated activities for the 
purpose of assessing the security plan submitted by the operator.

Action 6-7: The competent authorities should take appropriate measures to 
sustain the nuclear security measures for radioactive material, associated facilities 
and associated activities.

SECURITY OF RADIOACTIVE MATERIAL IN USE AND STORAGE

6.9.	 The nuclear security system for radioactive material in use and storage 
should be designed to adequately perform the functions of detection, delay, and 
response in order to deter and prevent unauthorized removal or loss of control 
or sabotage. Radioactive material that represents a security concern should be 
protected to a level commensurate with that concern, using a graded approach.

6.10.	The level of protection against sabotage may differ from that against 
unauthorized removal. Nuclear security systems designed to protect radioactive 
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material from unauthorized removal generally also provide some degree of 
protection of the radioactive material and associated facilities against sabotage. 
If the competent authority with responsibility for authorization and approvals 
related to nuclear security becomes aware of a specific threat of sabotage against 
particular radioactive material or particular facilities the competent authority 
may require additional or more stringent nuclear security measures to increase 
the level of protection against sabotage [3].

6.11.	As outlined in paragraphs 4.16–4.25 of Ref. [3], operators should be 
required to implement security management measures, addressing access control, 
trustworthiness of personnel, protection of sensitive information, preparation of 
a security plan, training and qualification, accounting, inventory, and nuclear 
security event reporting. The stringency of the required nuclear security 
management measures should be determined based on the graded approach.

6.12.	The following actions (6-8 to 6-13) for security of radioactive material in 
use and storage are derived from IAEA Nuclear Security Recommendations [3].

ACTIONS FOR SECURITY OF RADIOACTIVE MATERIAL IN USE 
AND STORAGE

The following actions for the security of radioactive material in use and 
storage should be developed and implemented whether or not the State has a 
nuclear power programme. In the case of States wishing to embark on a nuclear 
power programme, the actions should be fully in place as early as possible and 
prior to the introduction of radioactive material for the construction of the first 
nuclear power plant during Phase 3.

Action 6-8: The regulatory authority should establish requirements for the 
protection of radioactive material in use and storage against unauthorized 
removal and sabotage. The requirements to be taken into account are presented in 
paragraphs 4.8–4.25 of Ref. [3]. The regulatory authority should promulgate its 
requirements, including technical requirements that would be required as part of 
a security plan that describes the nuclear security system that the operator intends 
to implement.

Action 6-9: The operator should define within its security plan the detection 
measures that it proposes to implement for the detection and assessment of an 
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attempted or actual intrusion that could be intended to result in the unauthorized 
removal or sabotage of radioactive material. 

Action 6-10: Taking into account the graded approach and the principle of 
defence in depth, the operator should define within its security plan the delay 
measures that it proposes to implement to prevent access to the radioactive 
material or the associated facility.

Action 6-11: Taking into account the graded approach, the operator should define 
within its security plan the response measures that it proposes to implement. 

Action 6-12: The operator’s security plan should include cooperative 
arrangements with competent authorities responsible for locating and recovering 
radioactive material that is out of regulatory control.

Action 6-13: The competent authorities should take appropriate measures to 
sustain the security of radioactive material in use and storage.

SECURITY OF RADIOACTIVE MATERIAL IN TRANSPORT

6.13.	The objective of nuclear security of radioactive material in transport is to 
ensure that the nuclear security measures protect radioactive material while in 
transport against unauthorized removal, sabotage or other acts that could have 
high radiological consequences and could constitute a nuclear security event.

6.14.	The competent authority for transport should ensure that the transport 
security systems are put in place by consignors include measures designed to:

—— Deter, delay and detect unauthorized access to the radioactive material 
while in transport and during storage in transit;

—— Identify the potential threats to any consignment while in transport or 
during storage incidental to transport, to enable an appropriate response and 
to allow recovery or mitigation efforts to start as soon as possible;

—— Provide rapid response to any attempts towards, or actual unauthorized 
access to, radioactive material or criminal acts involving radioactive 
material while in transport or storage incidental to such transport.

6.15.	The competent authority for transport should define the thresholds and 
levels of nuclear security for determining which packages or types of radioactive 
material need to be protected beyond prudent management practice. Minimizing 
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the likelihood of unauthorized removal or sabotage of radioactive material during 
transport should be accomplished by a combination of methods to deter, delay, 
detect and respond to such acts or attempts of unauthorized removal of radioactive 
material or sabotage affecting the conveyance or its cargo. These measures should 
be complemented by other measures to recover stolen material and mitigate the 
possible consequences, to further reduce the risks. Appropriate nuclear security 
measures are outlined in Refs [3, 33, 34]. The Regulations for the Safe Transport 
of Radioactive Material [35] and United Nations Recommendations for the 
Transport of Dangerous Goods Model Regulations [36] should also be taken into 
account. 

6.16.	Security measures should be based on a categorization of radioactive 
material and structured into security levels for transport (for example, basic and 
enhanced). Security levels should be defined using a graded approach that is 
based on an evaluation of the threat to the material and its potential to generate 
unacceptable consequences. The graded approach for transport security should 
be based at least on the properties and quantities of radioactive material being 
shipped [3]. 

6.17.	The following actions (6-14 to 6-23) for security of radioactive material 
in transport are derived from IAEA publications [3, 33–35] and from UN 
recommendations [36].

ACTIONS FOR SECURITY OF RADIOACTIVE MATERIAL 
IN TRANSPORT

The following actions for security of radioactive material in transport 
should be developed and implemented whether or not the State has a nuclear 
power programme. In case of States wishing to embark on a nuclear power 
programme, the actions should be fully in place as early as possible and prior to 
the introduction of radioactive material for the construction of the first nuclear 
power plant during Phase 3.

Action 6-14: The competent authority for transport should establish the 
requirements for nuclear security measures against unauthorized removal and 
sabotage of radioactive material during transport. The requirements to be taken 
into account are presented in paragraphs 4.26–4.38 of Ref. [3]. 
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Action 6-15: The competent authority for transport should ensure that the 
transport security systems to be put in place by consignors include capabilities 
designed to:

—— Recover any damaged, stolen or lost radioactive material and place it under 
regulatory control;

—— Mitigate the radiological consequences of any unauthorized removal or 
sabotage and the resulting nuclear security event.

Action 6-16: The competent authority for transport should define its requirements 
for the consignor’s transport security plan. 

Action 6-17: The consignor and/or carrier should develop a transport security 
plan, consistent with the categorization approach that describes the nuclear 
security system in place to protect the radioactive material in transport. This may 
be accomplished through an integrated transport plan for safety and security, 
taking into account the need to protect sensitive information. 

Action 6-18: Consistent with the categorization approach, the consignor and/
or carrier should submit its transport security plan for radioactive material for 
approval by the competent authority for transport.

Action 6-19: The competent authority for transport should ensure that all 
relevant security requirements for the transport of radioactive material are fully 
implemented by the carrier.

Action 6-20: The shipper and/or carrier responsible for transporting the 
radioactive material should ensure that the transport is undertaken in accordance 
with the transport security plan approved by the competent authority for transport. 

Action 6-21: If the competent authority for transport determines that the nuclear 
security measures put in place by the consignor and/or carrier are incapable of 
providing the required level of protection, the consignor and/or carrier should 
immediately implement compensatory measures to provide adequate protection, 
to be approved by the competent authority for transport, or the shipment should 
not be permitted. The consignor should then, within an agreed period, plan and 
implement corrective actions that have been reviewed and approved by the 
competent authority for transport.
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Action 6-22: Consignors and carriers should develop and implement training 
programmes for their staff, including any guards they employ in relation to 
conveyances.

Action 6-23: Consignors and carriers should undertake exercises as part of 
their transport security plan and ensure that exercises are coordinated with the 
appropriate competent authorities.
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7.  NUCLEAR SECURITY MEASURES FOR NUCLEAR 
AND OTHER RADIOACTIVE MATERIAL 

OUT OF REGULATORY CONTROL

7.1.	 This section focuses on the measures for nuclear material and other 
radioactive material out of regulatory control. These systems and measures are 
part of the obligation of the State, competent authorities and operators to put in 
place a nuclear security infrastructure that provides the basis for systems and 
measures to prevent, detect and respond to nuclear security events. The nuclear 
security infrastructure should cover nuclear material and other radioactive 
material whether it is under or out of regulatory control, as well as associated 
facilities and associated activities throughout their lifetime. 

7.2.	 It is particularly important for a State embarking on a nuclear power 
programme to realize that measures to locate and recover nuclear material 
or other radioactive material after reporting of it as lost, missing or stolen to a 
competent authority should be addressed according to the IAEA Nuclear Security 
Recommendations on Nuclear and Other Radioactive Material out of Regulatory 
Control [4]. 

7.3.	 Many of the actions in this section are complementary to actions set out in 
Sections 2–6 and 8 and should be implemented having regard to those actions.

7.4.	 Nuclear security for nuclear and other radioactive material out of regulatory 
control should be based on the development of effective strategies to deter, 
detect and respond to a criminal act or an unauthorized act with nuclear security 
implications [4].

7.5.	 Material out of regulatory control includes material that has been reported 
as being out of regulatory control to the regulatory authority and other relevant 
competent authorities (e.g. law enforcement) as well as material that is lost, 
missing or stolen but has not been reported as such, or has been otherwise 
discovered.

7.6.	 The competent authorities should ensure that, in relation to material out 
of regulatory control, the nuclear security infrastructure enables confirmation 
whether there is a credible threat, provides the means (through detection) to 
assess and interdict an attempted act with nuclear security implications and 
ensures an appropriate response.
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7.7.	 In relation to nuclear and other radioactive material out of regulatory 
control, the State should put into place a range of preventive measures, including 
the deterrent effect of publicizing the criminalization of acts and the consequences 
of commission or attempts to commit such an act [4]. Other preventive measures 
include protection of sensitive information, checks on trustworthiness of 
personnel and the promotion of a robust security culture within the operator and 
all competent authorities.

7.8.	 The State should develop a national detection strategy and plan for detection 
of a criminal act or an unauthorized act with nuclear security implications 
involving nuclear or other radioactive material out of regulatory control. 
Detection17 can be achieved by instrument alarm or information alert [37]. 

7.9.	 The State should develop a national response18 strategy and plan for 
responding to a criminal act or an unauthorized act with nuclear security 
implications involving nuclear or other radioactive material out of regulatory 
control. The national response plan for nuclear security (hereafter referred to as 
the ‘plan’) should detail the response system and measures and the competent 
authorities responsible for implementing these measures. The plan should be 
based on the graded approach and should consider the full range of possible 
nuclear security events and consequences. It should be integrated into the overall 
response plan of the State, including the nuclear safety emergency response. It 
should also take account of the preparation, planning, response and recovery 
methodology set out in relevant IAEA nuclear security guidance including 
collection and handling of evidence and nuclear forensic examination that may 
need to be undertaken by specialists within designated competent authorities [38].

7.10.	The following actions (7-1 to 7-5) for preventive measures are derived from 
IAEA Nuclear Security Series publications [4, 38]. The actions (7-6 to 7-14) for 
detection measures are derived from IAEA Nuclear Security Recommendations 
[4, 37]. The actions (7-15 to 7-31) for response measures are derived from IAEA 
publications [4, 37, 39–41].

17	 Within the context of this section the term ‘detection’ is used to describe means of 
attaining awareness of criminal acts or unauthorized acts with nuclear security implications or 
measurements indicating the unauthorized presence of nuclear material and other radioactive 
material at an associated facility or associated activity or a strategic location [4]

18	 Within the context of this section the term ‘response’ is used for all the activities by a 
State that involve assessing and responding to a nuclear security event [4].
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ACTIONS FOR PREVENTIVE MEASURES

The actions for preventive measures for nuclear and other radioactive 
material out of regulatory control should be developed and implemented whether 
or not the State has a nuclear power programme. In case of States wishing to 
embark on a nuclear power programme, it would be beneficial to the State’s 
overall security programme to have the actions fully in place as early as possible 
and prior to the use of radioactive material and receipt of the initial fuel for the 
first NPP during Phase 3.

Action 7-1: The State should implement and support public information 
programmes that promote public understanding of:

—— The general threat environment; 
—— The importance of public support for actions to deter, detect and report 
activities that may be relevant to nuclear security including through the 
provision of information to authorities; 

—— The potential consequences, including health consequences of exposure 
to radiation, associated with a criminal or unauthorized act with nuclear 
security implications;

—— The fact that offences related to a breach of nuclear security will result 
in enforcement action including imposition of criminal penalties that are 
commensurate with the seriousness of the offences;

—— The State’s capability and programmes for detecting and responding to a 
nuclear security event, involving nuclear or other radioactive material out 
of regulatory control, including nuclear forensic capability; 

—— The State’s programme for responding to a nuclear security event, including 
provision of public information and recommended actions by the public.

Action 7-2: The State should establish policies on the dissemination of 
information to the media to inform the public of lost, missing or stolen nuclear 
or other radioactive material. These policies should include recommendations for 
appropriate actions by competent authorities and authorized persons in relation to 
information dissemination to the media.

Action 7-3: The State should establish an effective first line response and crime 
scene management capability including national nuclear forensic capability, 

Action 7-4: The State should establish its nuclear forensics support either within 
the State or in cooperation with another State’s or regional or international 
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specialized facilities to ensure access to nuclear forensics capability. In particular, 
the State should consider establishing or participating in a programme that 
compiles libraries of inventoried/registered nuclear and other radioactive material 
for nuclear forensic purposes.

Action 7-5: The competent authorities should implement policies, management 
practices and procedures that will sustain the preventive measures including 
appropriate resources, training and budget allocations. 

ACTIONS FOR DETECTION MEASURES

The actions for detection measures for nuclear and other radioactive 
material out of regulatory control should be developed and implemented whether 
or not the State has a nuclear power programme. In the case of States wishing to 
embark on a nuclear power programme, the actions should be fully in place as 
early as possible and prior to the use of radioactive material and receipt of the 
initial fuel for the first nuclear power plant during Phase 3.

Action 7-6: The national policy and strategy in the nuclear security infrastructure 
should include the national strategy for detection of a criminal or other 
unauthorized act with nuclear security implications involving nuclear or other 
radioactive material out of regulatory control. It should be based on a graded 
approach and be sustainable by the competent authorities.

Action 7-7: The responsible competent authorities should implement the national 
detection strategy by assessing needs, resources and capabilities and establishing 
the necessary nuclear security systems and measures that include instrument 
alarms and information alerts, and appropriate measures to effectively manage 
the response. 
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Action 7-8: The responsible competent authorities should plan and organize 
the national nuclear security detection architecture19 by establishing operational 
priorities, policies and requirements and an information coordination mechanism. 

Action 7-9: The responsible competent authorities should design the detection 
systems and measures using the existing national capabilities, resources and 
activities, and establishing mechanisms for collection, analysis and sharing of 
operational information.

Action 7-10: The nuclear security detection systems and measures for detection 
by instruments should be based on a national level deployment plan utilizing a 
graded approach, available technologies and resources. The plan should include 
any necessary technical reach-back capabilities for resolution of instrument 
alarms.

Action 7-11: The State should ensure that competent authorities require operators 
to immediately report non-compliances and notify the appropriate competent 
authority of lost, missing or stolen nuclear or other radioactive material that was 
part of the operator’s inventory of nuclear or other radioactive material, whether 
in its possession or during transfer or transport. The competent authority should, 
upon receipt of such a notification or report, promptly inform other relevant 
competent authorities and fulfil all relevant reporting obligations. Competent 
authorities should establish appropriate notification protocols and procedures for 
the prompt notification of all other relevant competent authorities within and/
or outside the State (including, where appropriate, international bodies such as 
the IAEA).

Action 7-12: The State should ensure that the competent authorities responsible 
for implementing nuclear security measures related to customs and border 
control as well as strategic locations within a State should be consulted to verify 
requirements or guidance on measures that should be in place for the transfer and 
transport of nuclear and other radioactive material to ensure that it remains under 
regulatory control. Furthermore, these competent authorities should report the 

19	 Within the context of this publication the term ‘nuclear security detection architecture’ 
means the integrated set of nuclear security systems and measures as defined in the IAEA 
Nuclear Security Recommendations on Nuclear and Other Radioactive Material out of 
Regulatory Control [4] and is based on an appropriate legal and regulatory framework needed 
to implement the national strategy for the detection nuclear and other radioactive material out 
of regulatory control.
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detection of any nuclear or other radioactive material out of regulatory control to 
other relevant competent authorities. 

Action 7-13: The State should as part of its national nuclear security detection 
architecture instruct health professionals, medical institutions and health 
authorities to report the occurrence of any suspicious radiation injuries or 
illnesses to the relevant competent authorities. The relevant competent authority 
with the responsibility to determine the cause and consequence of the illness or 
injury should investigate the report.

Action 7-14: The competent authorities should implement policies, management 
practices and procedures that will sustain the nuclear security detection 
architecture by establishing comprehensive maintenance and calibration 
programmes and the appropriate allocation of resources for training and exercises. 

ACTIONS FOR RESPONSE MEASURES

The actions for response measures for nuclear and other radioactive 
material out of regulatory control should be developed and implemented whether 
or not the State has a nuclear power programme. In case of States wishing to 
embark on a nuclear power programme, the actions should be fully in place as 
early as possible and prior to the use of radioactive material and the receipt of 
the initial fuel for the first nuclear power plant during Phase 3.

Action 7-15: The State should prepare a national response plan for nuclear 
security (see paragraph 7.9) and develop the necessary systems and measures 
to respond to criminal or unauthorized acts with nuclear security implications 
involving nuclear or other radioactive material out of regulatory control. 

Action 7-16: The national response plan should define the roles and 
responsibilities of each competent authority, promote appropriate coordination 
among the competent authorities and provide for the allocation of appropriate 
resources to ensure that each competent authority can carry out the assigned tasks 
for response to a nuclear security event. 

Action 7-17: The State should ensure that the plan provides for actions following 
a nuclear security event to include:

—— Notification of all relevant competent authorities;
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—— Notification of all relevant international organizations and potentially 
affected States;

—— Coordination of the competent authorities and command and control units 
likely to be involved in response, including federal, provincial, and local 
response organizations;

—— Location, identification, and categorization of nuclear and other radioactive 
material; 

—— Detention and/or seizure, recovery and control of material or actions to 
render harmless any threat or associated device;

—— Collection, securing and analysis of evidence;
—— Isolation, classification, packaging and documentation of any seized or 
recovered nuclear or other radioactive material for transport, carriage, 
storage or disposal and placement under proper regulatory control. In 
relation to transport there should be provision for this transport to occur 
in accordance with national regulations for the safe and secure transport of 
any seized or recovered nuclear and other radioactive material;

—— Initiation of relevant investigation.

Action 7-18: The State should ensure that the plan defines an appropriate 
command structure with integrated command, control and communications 
systems to respond effectively to a nuclear security event with a single person or 
competent authority assigned to direct the response at the scene.

Action 7-19: The State should ensure that the plan includes arrangements 
for informing the media and public as appropriate in a coordinated, clear and 
consistent manner.

Action 7-20: The plan should take into account the possibility of multiple and 
simultaneous nuclear security events and include such scenarios in its specifications 
of preparatory exercises and drills.

Action 7-21: The plan should include measures in the event that disruption of 
response systems and measures could delay an effective response.

Action 7-22: The plan should take into account the existing national radiation 
emergency plan, emergency response procedures and be coordinated with the 
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response to non-radiation emergencies. It should take into account relevant IAEA 
safety standards.20

Action 7-23: The plan should promote coordination among response organizations 
at the international, national and local level to ensure that the radiological 
consequences for human health and the environment are appropriately dealt with 
in the nuclear security response, including measures to mitigate the radiological 
consequences. 

Action 7-24: The State should empower competent authorities to gather and 
retain evidence, including through inspection investigation and seizure. 

Action 7-25: The relevant competent authority should establish basic nuclear 
forensic capabilities within the State and ensure that arrangements are in place 
for additional nuclear forensic analysis support from other States or international 
organizations, if needed.

Action 7-26: Competent authorities should ensure that responders (in particular 
first responders) are aware of the concepts of operation and are suitably qualified 
and trained, including in radiation protection. 

Action 7-27: Competent authorities should ensure that responders (in particular 
first responders) are aware of the basic concepts of crime scene management and 
radiological evidence collection and preservation. 

Action 7-28: Competent authorities should ensure that the location of any 
nuclear security event is managed as a potential crime scene, as appropriate. The 
relevant competent authority should promote coordination among those involved 
in recovering control over nuclear or other radioactive material, those concerned 
with the safety and treating of victims and those concerned with gathering 
evidence for possible subsequent investigation or prosecution.

Action 7-29: The State should ensure that all response plans are consistent with 
the plan and each competent authority’s plan consistent with the plans of other 
competent authorities.

20	 The current relevant IAEA safety standards are: Preparedness and Response for a 
Nuclear or Radiological Emergency [39]; Arrangements for Preparedness for a Nuclear or 
Radiological Emergency [40]; and Criteria for Use in Preparedness and Response for a Nuclear 
or Radiological Emergency [41].



69

Action 7-30: Competent authorities should establish requirements within the 
plan to ensure that exercises and drills are undertaken regularly to ensure the 
effectiveness of response as well as the requirement for the periodic review, 
revision and incorporation of lessons learned into the plan.

Action 7-31: The competent authorities should sustain the response systems and 
measures. This should include a maintenance programme for response equipment 
that should include periodic preventive maintenance, testing and calibration and 
the appropriate allocation of budget and staff. 
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8.  INTERNATIONAL COOPERATION

8.1.	 This section focuses on international cooperation and assistance required 
for an effective nuclear security infrastructure. Given the global implications 
of nuclear security events, it is important that each State cooperates and shares 
appropriate information and experiences from its national nuclear security 
infrastructure, having regard to issues of confidentiality. Many of the actions 
contained in this section are a subset of, or are related to actions set out in 
Sections 2–7 and should be implemented having regard to those actions.

8.2.	 Effective participation in international activities and networks promotes 
international cooperation and coordination in relation to nuclear security generally 
and in specific areas such as physical protection techniques and practices, safety–
security interface, prosecution and/or extradition of alleged offenders, sharing of 
nuclear forensic techniques and sharing of evidence for prosecution of alleged 
offences in relation to nuclear security.

8.3.	 States should exchange accurate and verified information on nuclear 
security events in accordance with international obligations and national 
legislation, taking into account requirements related to national security and the 
protection of sensitive nuclear security information. States should ensure that 
common formats and protocols are developed for this purpose. An example of 
the development of such common protocols is the IAEA Incident and Trafficking 
Database (ITDB).

8.4.	 States should ensure that all relevant international bodies and States with 
whom they have multilateral or bilateral arrangements in place are advised of 
their points of contact for exchange of information. The key areas where this 
cooperation is necessary include:

—— Exchange of information on nuclear security techniques and practices.
—— Reporting of cases of unauthorized removal or sabotage. In such a case, 
or a credible threat thereof, the State should provide information as soon 
as possible to other States that may be affected and to the IAEA and other 
relevant international organizations.

—— In the case of alleged theft of nuclear material, informing other States that 
may be affected as soon as possible.

—— Recovery and return of seized items.
—— Rendering of assistance where requested. 
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—— Technical cooperation and assistance including coordination when applying 
measures to prevent, detect, suppress and investigate alleged offences and 
institute criminal proceedings.

—— Cooperation with respect to alleged criminal offences, including nuclear 
forensics cooperation and contribution of information from nuclear forensic 
libraries.

8.5.	 In addition to their obligations under relevant international legal instruments, 
States should also consider other key cooperative measures including:

—— Participating in and reporting to applicable international and regional 
databases including the ITDB;

—— Exchange of lessons learned following nuclear security events.

8.6.	 The following actions (8-1 to 8-18) for international cooperation are 
derived from IAEA Nuclear Security Series publications [1–4].

ACTIONS FOR INTERNATIONAL COOPERATION

The actions for international cooperation should be developed and 
implemented whether or not the State has a nuclear power programme. In the 
case of States wishing to embark on a nuclear power programme, the actions 
for international cooperation should be initiated during Phase 2 and prior to 
Milestone 2, fully implemented during Phase 3 and prior to Milestone 3 and be 
sustained throughout the life time of the nuclear power programme.

Action 8-1: States should implement appropriate mechanisms for the secure 
exchange of information on a regional and international level. The mechanisms 
should be based on bilateral or multilateral arrangements. It is essential that 
the confidentiality of sensitive information is protected through appropriate 
arrangements. States and relevant international organizations should develop 
appropriate formats and protocols for this information exchange. 

Action 8-2: The State should establish effective cooperative arrangements with 
other States and with relevant international organizations regarding nuclear 
security events. The State should designate national point(s) of contact for all 
matters related to nuclear security.
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Action 8-3: The State should establish notification systems in relation to alleged 
criminal or unauthorized acts involving nuclear or other radioactive material 
among the relevant competent authorities of other States to facilitate mutual 
assistance in these matters.

Action 8-4: The State should establish procedures to ensure that international 
organizations are notified of the designated point(s) of contact for notification, 
assistance and cooperation for nuclear security.

Action 8-5: The State should ensure that it complies with its obligations to 
promptly notify relevant international organizations of relevant nuclear security 
related information. 

Action 8-6: States should establish effective mechanisms for the mutual legal 
cooperation and assistance in the context of the prosecution of alleged offences 
or extradition of alleged offenders, including forensic information. This includes 
making witnesses available and applying other measures, including those based 
on relevant treaties for mutual legal assistance between States parties.

Action 8-7: States should promote coordination and cooperation by their customs 
and other border authorities with those of other States, including at points of 
exit and/or entry. States should establish the capability to coordinate or share 
detection capabilities and expertise at designated and non-designated points of 
exit and/or entry.

Action 8-8: The State should consider entering into arrangements with other 
States or relevant regional or international institutions for the purpose of nuclear 
forensic analysis and support. 

Action 8-9: A State that has located, seized, recovered or otherwise obtained 
nuclear or other radioactive material out of regulatory control should safely 
and securely store the material and then, where appropriate, cooperate with the 
State in which regulatory control had been lost to arrange for the safe and secure 
return of the material. Actions taken by States holding the material should be 
consistent with their national policies, procedures and with applicable bilateral 
and multilateral arrangements.

Action 8-10: Upon detection of nuclear or other radioactive material out of 
regulatory control at a point of exit or entry, the detecting State should work with 
the State of origin and other relevant States to return the material to institutional 
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control21. The detecting State should adopt a graded approach for such response 
that depends on the circumstances of the case and the nature of the material.

Action 8-11: The State should participate in international activities and networks 
for strengthening nuclear security to improve its nuclear security infrastructure, and 
inter alia to maintain awareness of changes in policy and strategy that may occur in 
other States and information and guidance from international organizations.

Action 8-12: The State should consider enhancing preparedness by conducting 
or participating in joint exercises and other training activities related to nuclear 
security, at the bilateral, regional and international levels. 

Action 8-13: The State should consider, upon request by another State, providing 
assistance including expertise and equipment, for example for a major public 
event requiring nuclear security measures. Such assistance should be coordinated 
with that provided through other bilateral assistance or by regional or international 
organizations.

Action 8-14: The State should consider requesting assistance from other States 
and international organizations to improve its technical capabilities for detection 
of and response to a nuclear security event. 

Action 8-15: The State should consider requesting assistance during nuclear 
security events, including in circumstances where effectively managing the 
consequences of the event is beyond the capability of the State.

Action 8-16: States parties to relevant bilateral and multilateral instruments 
should provide and use, where applicable within the framework of national laws, 
the mutual legal assistance and other provisions in such instruments to cooperate 
in connection with criminal proceedings related to nuclear security events. 

Action 8-17: The State should invite an international peer review mission to 
review the implementation of systems and measures required by the legal and 
regulatory framework for the national nuclear security infrastructure.

Action 8-18: The State should take appropriate measures to sustain international 
cooperation and assistance. 

21	 Institutional control in this context includes regulatory control or control by any 
institution that has a role in the investigation, prosecution, extradition or other proceedings of a 
State related to the location, seizure or recovery of nuclear or other radioactive material.
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Appendix 
 

SUMMARY OF ACTIONS RELATED TO NUCLEAR SECURITY FOR 
THE RELEVANT PHASES OF A NUCLEAR POWER PROGRAMME

Phase 1 Phase 2 Phase 3

Subject Actions Summary Actions Summary Actions Summary

National 
policy and 
strategy

2-1 Consider threat 
assessment 2-11

Review and update 
the implementation of 
the strategy including 
through updated threat 

assessment

2-12

Review and adjust 
national strategy 

including through 
updated threat 

assessment

2-2
Assess the status 

of national security 
infrastructure

2-3

Recognize nuclear 
security culture as 

part of national policy 
development

2-4 Identify competent 
authorities

2-5

Ensure appropriate 
representation of all 

competent authorities 
for development of 

infrastructure

2-6
Contact with other 

States and international 
organizations

2-7
Strengthen cooperation 

nationally and 
internationally 

2-8

High level assessment 
of requirement for 
design of nuclear 

security infrastructure

2-9
Develop national 
nuclear security 

strategy

2-10

Identify required 
resources (human, 

financial) for 
implementation of the 

policy and strategy
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Phase 1 Phase 2 Phase 3

Subject Actions Summary Actions Summary Actions Summary

Legal and 
regulatory 
framework

3-1
Identify relevant 

international legal 
instruments

3-4  
to 

3-5

Enact legislation 
to give appropriate 
legal authority to all 

competent authorities, 
including definition of 
breaches that are not 

offences

3-20  
to

3-26

Implement and fulfil 
the responsibilities 
by the competent 
authorities and 

continuous 
improvement

3-2
Identify elements of 
a domestic legal and 

regulatory framework 

3-6  
to

3-12

Enact appropriate 
legislation and 

arrangements for the 
prosecution of alleged 

offences related to 
nuclear security

3-3

Identify expertise 
for planning and 
implementing the 

legal and regulatory 
framework

3-13  
to

3-14

Competent authorities 
to have in place 

the processes and 
procedures.

3-15  
to

3-19

Regulatory authority 
to have in place a 

regulatory programme

National 
threat 

assessment

4-1  
to

4-2

Designate a competent 
authority for threat 

assessment and ensure 
its capabilities.

4-3  
to 

4-4

Develop the national 
threat assessment 4-5 Update national threat 

assessment

DBT or threat 
assessment 

for design of 
nuclear security 

measures

4-6  
to

4-7

Identify DBT or 
alternate threat based 
methodology for all 

facilities and materials

4-15  
to

4-16

Develop and 
implement systems 

and measures by 
operator/authorized 
person, shipper and/

or carrier 

4-8  
to

4-11

Develop DBT and 
design of systems and 

measures

4-17  
to

4-18

Update DBT or 
alternate threat 

assessment 

4-12  
to

4-14

Develop alternate 
threat based 

methodology for other 
facilities and material 
and design of systems 

and measures
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Phase 1 Phase 2 Phase 3

Subject Actions Summary Actions Summary Actions Summary

Management 
systems for 

nuclear 
security: 
General

4-19  
to  

4-23

Establish objectives 
and policies for 

implementation of 
integrated management 

system for nuclear 
security

4-24  
to

4-25

Establish integrated 
management systems 

by all involved entities 
and review and 

monitor the integrated 
management systems

Protection 
of sensitive 
information

4-26
Define national 

policy on sensitive 
information

4-27  
to

4-33

Develop and 
implement the policy 
and procedures for 

management of 
sensitive information 
including training by 
competent authorities, 

operators/auth. 
persons, shippers and/

or carriers

Trust- 
worthiness of  

personnel
4-34

Establish policy 
and procedures for 

trustworthiness checks

4-35  
to

4-36

Implement measures 
as well as establish 

processes for review 
and revalidation of 

checks

Human 
resources 

for nuclear 
security

4-37  
to  

4-44

Evaluate the State’s 
human resource needs 

and the availability 
of institutions to 

develop competence 
domestically and 
internationally

4-45  
to

4-49

Implement a plan 
of action to recruit 
and train staff of 
the competent 

authority including 
establishment of 
regional training 

centres

4-50  
to

4-52

Human resource 
management during 
the construction and 

operation phase

Promotion 
of nuclear  

security culture
4-53

Recognize the 
importance of nuclear 

security culture in 
National policy 

(see action 2.1 above)

4-54  
to

4-58

Implement 
programmes, policies 

and procedures to 
promote nuclear 

security culture within 
competent authorities 

and the operator

Sustaining 
the national 

nuclear security 
infrastructure

4-59  
to

4-60

Establish programmes 
to sustain the nuclear 

security infrastructure.
4-61 Sustain the nuclear 

security infrastructure.



Phase 1 Phase 2 Phase 3

Subject Actions Summary Actions Summary Actions Summary

Measures 
against 

unauthorized 
removal of 

nuclear 
material 

and sabotage 
of nuclear 
facilities

5-1  
to

5-8

Define the 
requirements 

for the nuclear 
security measures 

by promulgation of 
requirements by the 

competent authorities 
for implementation by 
the applicant/operator

5-9  
to

5-30

Implement the nuclear 
security measures 
for the purposes 
of authorization, 
inspection and 
enforcement.

Implement the nuclear 
security measures by 
the operator including 

contingency and 
response planning

Measures 
against 

unauthorized 
removal 

of nuclear 
material and 

sabotage  
during 

transport

5-31  
to

5-33

Define the 
requirements for the 
transport of nuclear 

material by the 
competent authorities 
for implementation 

by the shipper and/or 
carrier

5-34  
to

5-39

Implement the nuclear 
security requirements 

for the purposes of 
approvals of transport 
of nuclear material.

Implement the nuclear 
security measures 
by the shipper and 

or carrier. including 
contingency and 

response planning

Nuclear 
Security 

measures for 
radioactive 

material and 
associated 

facilities and 
activities

6-1  
to

6-7

Develop threat assessment and identify the requirements for the security of radioactive 
material and associated activities and facilities including measures to detect and respond to 

theft, unauthorized removal or sabotage as well as sustain the infrastructure.

Security of 
radioactive 

material in use 
and storage

6-8  
to

6-13

Develop and implement the requirements for the use and storage of radioactive material 
through promulgation of requirements by the competent authorities followed up by the 

implementation and sustainment by the operator/authorized person.

Security of 
radioactive 

material 
in transport

6-14  
to

6-24

Develop and implement the requirements for the transport of radioactive material 
by promulgation of requirements by the competent authorities followed up by the 

implementation of the transport security requirements by the shipper and/or carrier.
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Phase 1 Phase 2 Phase 3

Subject Actions Summary Actions Summary Actions Summary

Nuclear 
security 

measures for 
nuclear 

and other 
radioactive 
material out 
of regulatory 

control: 
Preventative 

measures

7-1  
to

7-5
Develop and sustain preventive measures

Nuclear 
security 

measures 
for nuclear 
and other 

radioactive 
material out 
of regulatory 

control: 
Detection 
measures

7-6  
to

7-14
Develop and sustain nuclear security detection measures

Nuclear 
security 

measures 
for nuclear 
and other 

radioactive 
material out 
of regulatory 

control: 
Response 
measures

7-15  
to

7-31
Develop and sustain nuclear security response measures

International 
cooperation

8-1  
to 

8-18
Establish and sustain international cooperation
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